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Abstract
The adoption of learning analytics (LA) in complex educational systems is woven into sociocultural and technical
challenges that have induced distrust in data and difficulties in scaling LA. This paper presents a study that
investigated areas of distrust and threats to trustworthy LA through a series of consultations with teaching staff and
students at a large UK university. Surveys and focus groups were conducted to explore participant expectations of
LA. The observed distrust is broadly attributed to three areas: the subjective nature of numbers, the fear of power
diminution, and approaches to design and implementation of LA. The paper highlights areas to maintain existing
trust with policy procedures and areas to cultivate trust by engaging with tensions arising from the social process of
LA.

Notes for Practice and Research

• Learning analytics (LA) is about human decisions, which need to be carefully inspected, justified, and even
challenged to serve the purpose of enhancing learning.

• LA is about reflecting on factors that contribute to observed patterns and prompting actions as a result.

• LA is about the social process in which power is negotiated as data flows.
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1. Introduction
Learning analytics (LA) has much appeal to many higher-education institutions seeking to address some of their most pressing
challenges (Gašević, Kovanović, & Joksimović, 2017). This appeal comes from several perspectives, including, but not limited
to, financial incentives, education quality, and social responsibility. Some of the most prominent examples of the use of
learning analytics in higher education have been related to early identification of students at risk and personalized feedback
at scale (Herodotou, Rienties, Boroowa, Zdrahal, & Hlosta, 2019; Pardo, Jovanovic, Dawson, Gašević, & Mirriahi, 2019).
Reports about the positive impact of these applications of LA have attracted much attention from many institutions around the
world and led them to invest in relevant institutional projects. However, in spite of this interest, the literature indicates that LA
is still in the early stages of adoption in many higher-education institutions (Tsai, Rates, et al., 2020).

The literature has identified several barriers to the adoption of LA in higher education. The systematic review by Tsai
and Gašević (2017) highlights several reasons for the limited adoption of LA in higher education, including a shortage of
academic leadership for strategic implementation and monitoring, unequal engagement between different stakeholder groups,
underdeveloped capabilities for data-informed decision making, and a lack of policies for LA practice. In recent years, some
progress has been made, and most of these concerns have been addressed to some extent by emphasizing primary stakeholder
involvement in co-designing LA (Dollinger, Liu, Arthars, & Lodge, 2019) and building frameworks for developing institutional
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policies and strategies (Tsai et al., 2018; Gašević, Tsai, Dawson, & Pardo, 2019). However, while relevant conceptual debates
date back to the early days of LA (Pardo & Siemens, 2014; Ferguson, 2012; Ferguson, Hoel, Scheffel, & Drachsler, 2016),
empirical research on barriers to the adoption of LA by primary stakeholders (i.e., students and teaching staff) is relatively new
and scarce.

Trust can be a significant barrier to the adoption of LA. While privacy and ethics have been common topics, trust has only
recently attracted attention in the LA literature (Jones et al., 2020; Jones, Rubel, & LeClere, 2019), focusing on either students
or teaching staff (Jones et al., 2020; Tsai, Whitelock-Wainwright, & Gašević, 2020; Slade, Prinsloo, & Khalil, 2019; Klein,
Lester, Rangwala, & Johri, 2019). The emerging literature suggests that students generally trust institutions to collect and use
their data (Tsai, Whitelock-Wainwright, & Gašević, 2020; Slade et al., 2019). They would, however, like to see improvements
in transparency about the ways data about them is used by institutions for LA (Tsai, Whitelock-Wainwright, & Gašević, 2020;
Slade et al., 2019). Views on trust among teaching staff tend to be shaped by the institutional context and commitment (Klein et
al., 2019). While existing studies offer valuable insights that can inform adoption of LA, few studies compare student and
teaching staff perspectives on trust within the context of a single institution. The literature recognizes the significance of the
unique context of each higher-education institution on LA adoption (Tsai et al., 2018; Klein et al., 2019; Selwyn, 2019). The
shared experience among stakeholders from the same institution (e.g., institutional culture, learning, and teaching practices and
other relevant social, economic, and technological factors) can provide important insights for strategy formation by comparing
multi-stakeholder attitudes, lived experiences, and expectations of LA.

To fill the above-mentioned gaps in the literature on trust in LA, this paper reports on the findings of a study that addressed
the following two research questions: (1) “In what areas do students and teachers trust or distrust the university to implement
LA?” and (2) “What are the threats to trustworthy implementation of LA?” The study used mixed methods (survey and focus
groups) and involved students and teaching staff of a large research-intensive university in the UK.

2. Literature Review
LA comprises a plethora of interdisciplinary fields primarily driven by theories and practices of data science, education, and
psychology. Essentially, LA seeks to support learning by providing data-driven feedback that may inform decisions related to
learning strategies, instructional design, and institutional management. Gašević and colleagues (2017) suggest that LA as a
field aims to “harness unprecedented amounts of data collected by the extensive use of technology in education” (p. 63). As
such, common methods used to distill and visualize information include predictive modelling, clustering analysis, network
analysis, text mining, and process and sequence mining (Viberg, Hatakka, Bälter, & Mavroudi, 2018; Leitner, Khalil, & Ebner,
2017; Dawson, Joksimovic, Poquet, & Siemens, 2019; Matcha, Gašević, Uzir, Jovanović, & Pardo, 2019). Although research
in the field has shown promising results in enhancing our understanding of learning, particularly how behaviours (e.g., time
management, learning strategies, interactions with feedback and learning material, and learning collaboration) relate to learning
outcomes, there is consistent evidence of resistance to LA as a result of a mix of political, social, cultural, and technical norms
(Macfadyen, Dawson, Pardo, & Gašević, 2014; Tsai, Poquet, Dawson, Pardo, & Gašević, 2019; Arnold, Lonn, & Pistilli, 2014;
Oster, Lonn, Pistilli, & Brown, 2016; Tsai, Perrotta, & Gašević, 2019; Roberts, Howell, Seaman, & Gibson, 2016; Howell,
Roberts, Seaman, & Gibson, 2018). The values and beliefs held by individuals shape people’s perceptions and interpretations
of data (Prinsloo, Slade, & Khalil, 2018), their motivations to engage with data, and their inclination to act on information
derived from data. In other words, LA adoption is a delicate matter of trust. As an example, an eight-point checklist named
DELICATE was proposed by Drachsler and Greller (2016) to promote trust in LA. Aligning human values with the use of data
in education is a paramount step in the scaling of LA (Chen & Zhu, 2019). In this section, we explore important issues related
to trust in the field of LA and review existing approaches to trustworthy LA.

2.1 Trust Issues with Learning Analytics

[D]ata are political in nature—loaded with values, interests and assumptions that shape and limit what is done with it and by
whom. (Selwyn, 2015, p. 69)

Data analytics seeks to uncover hidden patterns, trends, and correlations by applying complex computational methods to
examine large, varied data sets. While the large volume of data collected appears to allow more objective approaches to
understanding learning and learners, various choices made, from selecting data sources and measurement metrics to interpreting
data and deciding interventions, are subject to human beliefs and assumptions. Selwyn (2015) thus argues that data processing
is a powerful social practice in which people are classified, sorted, ordered, and ranked. This process perpetuates problems of
compromises, biases, and omissions that may or may not be made known to those who make decisions or to those for/about
whom decisions are made. The emergence of LA is an example of how data practice is shaped by social interests. A growing
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trend of marketization in the educational sector has placed undue pressure on higher-education institutions to provide evidence
to demonstrate quality and excellence to funding bodies and the public (Ferguson, 2012). As a result, drivers for institutional
adoption of LA often focus on enhancing performance according to quality metrics, including teaching quality, student outcome
and learning gain, student satisfaction, graduate employment, and international reputation (Tsai, Rates, et al., 2020). The
political agendas behind institutional interest in LA have led to critiques of a utopian vision of a smart university that encodes
the objectives of various actors in policy networks (e.g., think tanks, political and private sectors) into the technical infrastructure
in higher education (Williamson, 2018). The disposition of data processing as a social and political activity has drawn attention
to conflicts that occur in the differences between value systems and the unequal distribution of power in society. LA thus suffers
from trust issues that can be broadly attributed to two issues: the subjectivity of numbers and the fear of power diminution.

Issue 1: Numbers are subjective Insights obtained from LA are objective to the extent that the reliability of observed
patterns can be enhanced by a sample that is large in volume and diverse in scope. However, the “data exhaust” used in learning
analytics is associated with several issues. Data requires significant work on pre-processing and transformations to make it
suitable for analysis (Slade & Prinsloo, 2013). The issue associated with this is that data coming from different sources is not
standardized and can be hard to link semantically (Jovanovic et al., 2007). Data is also highly dimensional, which requires
significant efforts by data analysts to identify relevant variables and features. Due to these issues, several subjective choices
made by developers, researchers, and downstream users can affect how and what information is presented to educators and
students. In terms of choices of data, LA systems are found to rely on trace data in addition to other common data sources
used in educational sectors, e.g., assessment, student information, and survey (Tsai, Rates, et al., 2020). Although there is
much promise in the use of trace data to understand learning processes and predict success (Gašević et al., 2019), researchers
have cautioned that the behaviourist approach may lead to a performative culture (Brown, 2020; Knox, 2017; Williamson,
Bayne, & Shay, 2020; Wintrup, 2017). The awareness of being observed can prompt students (and educators) to consciously
or unconsciously produce behaviour that “satisfies” algorithms. For example, it has been reported that students deliberately
produce fake attendance data knowing they are being tracked (Brown, 2020) or indicate that they would have behaved differently
had they known that their course interactions were being recorded (Knox, 2017). This has induced distrust in data among
educators and concerns that the desire to learn would be “diluted” when knowledge building is based on preemptive behaviour,
especially when predictive analytics are applied (Wintrup, 2017; Selwyn, 2015). In addition, distrust in LA is observed in
relation to a data-driven approach, i.e., sourcing data based on what can be observed and easily captured (Howell et al., 2018).
Concerns about restricting interpretations of learning have led to a call for question-driven approaches and creative data sourcing
based on principles established in educational research and practice (Gašević et al., 2019). The importance of aligning LA
with the purpose of education, e.g., to drive societal growth and transformation, has also been voiced by experts in the LA
field (Ferguson, Clow, Griffiths, & Brasher, 2019) and discussed as a related issue to “algorithmic accountability” (Hakami &
Hernández-Leo, 2020).

Related to data sourcing are choices of indicators used to measure and infer learning. While researchers have frequently
highlighted the need to identify meaningful indicators according to learning design (Chen & Zhu, 2019; Gašević, Dawson,
& Siemens, 2015; Lodge & Corrin, 2017), LA continues to face criticism of its reductionist approach to describing learners
using quantitative categories (Williamson et al., 2020). For example, several researchers caution that LA miscounts learning
engagement that happens at spaces and times outside of direct interaction with class activities (Knox, 2017; Roberts et al.,
2016; Prinsloo & Slade, 2016; Ifenthaler & Schumacher, 2016). In a similar vein, Brown (2020) warns that LA dashboards
can limit how educators “see” students, Lodge and Lewis (2012) contend that how students interact with information is more
important than “how much,” and Selwyn (2020) argues that those who do not fit neatly into discrete categories can potentially
face incorrect diagnosis of their learning progress and unfair treatment. The latter in particular has raised concerns about equity
and justice in the educational context. It has been argued that algorithms can enable digital discrimination in a relentless process
of classification and categorization for the purpose of inclusion or exclusion (Norris & Lyon, 2003). This social sorting process
focuses on who belongs to a group over why people do not belong or whether the group is exclusionary by default. Along the
lines of concern about technology-assisted learning being increasingly positioned as a self-centred endeavour (Castañeda &
Selwyn, 2018), LA has raised apprehension about representing learners in a decontextualized manner, discounting structural
issues that have contributed to how students are being labelled and represented with numbers (Selwyn, 2015; Selwyn & Gašević,
2020). Within the field of LA, awareness of fairness and student well-being is rising, though more effort is required to address
these issues (Hakami & Hernández-Leo, 2020).

Issue 2: Fear of power diminution Distrust in LA arguably derives from a fear of power diminution. Data extraction is
considered a one-way process, and it can be perceived as a form of control when its purpose is to predict and modify human
behaviour (Zuboff, 2015). Several issues associated with surveillance and autonomy have thus raised concerns regarding
practice that is contradictory to educational values. For example, Rubel and Jones (2016) contend that massive and constant data
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collection for LA threatens student agency, which conflicts with the values upheld by higher education. Similarly, Kwet and
Prinsloo (2020) argue that smart campus projects normalize surveillance that violates the rights of individuals and potentially
causes chilling effects among students. Moreover, some personalized approaches, such as nudging and prescribing, have raised
concerns among staff about spoon-feeding rather than empowering students (Tsai, Perrotta, & Gašević, 2019). Knox (2017, p.
749) argues further, “if LA prediction were to become truly flawless, it would be able to account for any ‘response’ or ‘action,’
thereby exonerating students, teachers, and institutions from any responsibility for educational success, or lack of it.” While LA
is intended to empower learners by leveraging their decision making with data about their learning, variations in personal beliefs
and approaches to learning can lead to perceptions of LA as being either supportive or controlling (Selwyn, 2020; Roberts et al.,
2016; Schumacher & Ifenthaler, 2018). Also, academic staff are averse to the potential loss of academic autonomy when LA is
used to judge teaching performance (Kwet & Prinsloo, 2020; Selwyn, 2020) or conform teaching strategies to allow certain
types of data to be used as parameters to measure learning (Brown, 2020). Although the purpose of LA is not to track but to
empower learners and educators (Selwyn & Gašević, 2020), the means to the goals of understanding and optimizing learning
and learning environments (Long, Siemens, Conole, & Gašević, 2011) may appear to be hostile and therefore in need of control
in order to fulfill an institution’s fiduciary responsibility (Jones et al., 2019).

The issue with power diminution in terms of the scope of autonomy in decision making for teachers and students can
be worsened by imbalanced power relationships in an institutional structure. For example, studies have shown that students
have insufficient understanding of who has access to their data, what has been done to it, and the consequences of sharing
it (Tsai, Whitelock-Wainwright, & Gašević, 2020; Jones et al., 2020). It has been argued that the scale of data collection,
issues with re-identification in data aggregation, and timing of consent-seeking make informed consent problematic due to
“bounded rationality” (rationality of individuals in decision making is limited by the information they posses) (Prinsloo &
Slade, 2015). Similarly, the difficulty of comprehending algorithmic complexity can place staff in a powerless position when it
comes to interpreting LA-based feedback and devising interventions (Tsai, Perrotta, & Gašević, 2019). As mentioned earlier,
data collection is a one-way process between the collector and the data subject. The increasing data flow between different
stakeholders in an institution and with external service providers has arguably perpetuated existing and new asymmetrical
power relations (Kwet & Prinsloo, 2020). The issue of power distribution among different stakeholders in an educational
environment is an important aspect to consider when defining data control, stakeholder responsibility, and accountability (Lang,
Macfadyen, Slade, Prinsloo, & Sclater, 2018; Hakami & Hernández-Leo, 2020).

2.2 Cultivating Trust with Inclusive Approaches
Creating a shared vision for LA requires a thoughtful alignment of values and priorities held by different stakeholders. Studies
have thus called for a more inclusive strategy for adopting LA, particularly the involvement of teachers and students (Vigentini,
Liu, Arthars, & Dollinger, 2020; Tsai, Rates, et al., 2020; Roberts et al., 2016; Howell et al., 2018; Dollinger & Lodge, 2018;
Herodotou et al., 2019). From a change management perspective, distributing power to individuals allows leadership to emerge
and drive innovations that can address the needs of sub-groups in an organization and potentially be operationalized over a
large scope (Uhl-Bien & Arena, 2018). From the perspective of responsible and explainable AI, transparency is an important
aspect that can be enhanced by promoting inclusive approaches such as giving users a level of control, an option to opt out,
and an opportunity to participate in the design process (Hakami & Hernández-Leo, 2020). However, the process of decision
making in an LA cycle, from tool development or procurement and data collection to evaluations of impact and success, has
been criticized for insufficient engagement with key users (Selwyn & Gašević, 2020; Klein et al., 2019). Such exclusion can
lead to distrust and low buy-in among individuals who feel that the adoption of LA is “forced upon” them (Klein et al., 2019).

An inclusive approach can enhance and leverage the autonomy of teachers to better align LA with pedagogical principles.
As designers for learning (Goodyear, 2015), teachers are best placed to identify meaningful indicators of learning and determine
whether the observed learning patterns match with pedagogical intents (Corrin, Kennedy, & Mulder, 2013; Lodge & Corrin,
2017; Baker et al., 2020). Excluding teachers from this process can lead to frustrations among teachers about LA misrepresenting
or undermining pedagogical strategies and result in struggles to draw actionable insights from data (Brown, 2020). From the
operational point of view, translating the values of LA to teachers is crucial for cultivating trust, especially when competing
priorities leave little time and desire for exploring new technologies and teaching methods (Klein et al., 2019; Vigentini et al.,
2020).

Although studies show that students generally have high trust that institutions will use their data responsibly (Slade et
al., 2019; Jones et al., 2020; Tsai, Whitelock-Wainwright, & Gašević, 2020), they have frequently expressed the desire to
maintain control of their data and remain informed about how their data has been translated into action (Jones et al., 2019;
Tsai, Perrotta, & Gašević, 2019). An inclusive approach to LA acknowledges that the personal experience of learning places
students in a knowledgeable position to judge the representation of learning in data (e.g., precision and completeness), fill in the
missing gaps where data is not capturable (e.g., learning with alternative methods), and describe learning needs and struggles
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(Schumacher & Ifenthaler, 2018; Baker et al., 2020). Scholars have also suggested that issues related to power imbalance,
ethics, and privacy need to be addressed by involving students in LA processes (Herodotou et al., 2019; Jones et al., 2020).
Nevertheless, recent studies continue to report imbalanced involvement of students in decision making related to LA (Tsai,
Rates, et al., 2020; Buckingham Shum, Ferguson, & Martinez-Maldonado, 2019).

A number of co-design models have been proposed to include multiple stakeholders in the development and implementation
of LA. Chen and Zhu (2019) recommend a five-stage process to design a value-sensitive LA system: (1) identify relevant
stakeholders’ values, goals, and motivations through literature and empirical studies; (2) prototype tools based on the previous
step; (3) work with relevant stakeholders to identify suitable ways to deploy the tools; (4) deploy the tools and gather user
feedback; and (5) evaluate user experience, algorithmic accuracy, and impacts of LA. Similarly, Holstein, McLaren, and
Aleven (2019) make four recommendations for co-designing LA systems: (1) start with the needs of stakeholders, (2) connect
analytics to actions that teachers may take in real-world contexts, (3) prototype user tasks and usage scenarios, and (4) prototype
the behaviour of LA tools based on a diversity of real-world data sets. Prieto-Alvarez, Martinez-Maldonado, and Anderson
(2018) propose a model that includes four phases: understand, create, deliver, and support. In contrast to the approaches
described above, Prieto-Alvarez et al. (2018) and Gray, Schalk, Rooney, and Lang (2021) highlight the support stage where
both technical support and training (e.g., the development of data literacy) are required to help users understand, interpret, and
act on data. Although co-design approaches can potentially address power imbalances and the relevant issues of ethics and
privacy, it is worth noting that these approaches are not without challenges (Dollinger et al., 2019). For example, the lack of
consensus or shared knowledge can take a significant amount of time for different stakeholders to understand the design context,
identify a common language and design problems, and determine tools or approaches to address the problems (Thompson et
al., 2018). In an attempt to bridge the communications gap between LA researchers, system developers, and teachers, Prieto,
Rodrı́guez-Triana, Martı́nez-Maldonado, Dimitriadis, and Gašević (2019) have proposed the OrLA framework, which covers
23 different topics that are important to the adoption of LA at the classroom level.

In addition to co-design approaches, cultivating trust in LA needs committed leadership and sound policy. For example,
Dawson and colleagues (2018) and Tsai, Poquet, and colleagues (2019) suggest that a complexity leadership model, comprising
entrepreneurial leadership, operational leadership, and enabling leadership based on Uhl-Bien and Arena (2018), can effectively
break down boundaries of internal networks in an institution, addressing challenges related to stakeholder buy-in, institutional
culture, ethics, and privacy. In recent years, there have been significant efforts at promoting policy development to ensure
responsible adoption of LA, e.g., The Open University’s Policy on Ethical Use of Student Data for Learning Analytics (The
Open University, 2014), Jisc’s Code of Practice (Sclater & Bailey, 2015), and the SHEILA framework (Tsai et al., 2018).
Among these, the SHEILA framework highlights direct engagement with different stakeholders to identify key actions and
challenges related to LA goal-setting, change management and strategy, and evaluations of impact. An application of this
framework at two Australian universities has allowed socio-technical issues that hamper the sustainability and scalability of LA
to be identified (Vigentini et al., 2020).

The adoption of LA in complex educational systems is woven into sociocultural and technical challenges that together
contribute to several trust issues worthy of careful inspection to ensure their alignment with educational and human values.
To this end, the next section outlines the rationale of our study design, which aimed to present views from both teachers and
students about aspects of LA that are trustworthy or not in their institutional context.

3. Methodology
This work is based on an exploratory study that adopted both survey and focus group methods to investigate issues that hamper
trust in LA from the perspectives of teaching staff and students. The study was approved by the ethics committee of the Moray
House School of Education at the University of Edinburgh. Participants were based at a large UK university with more than
40,000 students. The research activities took place in 2017 along with other activities that served to identify strategic directions
for LA and inform the policy procedure. The university was at the early stage of exploring LA, and the majority of teaching
staff and students did not have experience with LA. Thus, both the survey and the focus group activities started with a brief
introduction to LA1. We describe the research design below.

3.1 Survey and Focus Group Design
The teaching staff survey has 22 items (Appendix 7.1), and the student survey has 12 items (Appendix 7.2), also known as
SELAQ (see Whitelock-Wainwright, Gašević, Tejeiro, Tsai, and Bennett (2019) for details of the validation process). Both
questionnaires were designed to measure expectations of LA services by comparing ideal expectations (what users desire)

1The full introductory text used for each research activity can be accessed by downloading the research instruments from https://sheilaproject
.eu/sheila-framework/.
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and predicted expectations (what users expect to see in reality). Both the ratings of predicted expectations and the gap
between predicted and ideal expectations may indicate levels of trust. The lower the predicted expectation, the less respondent
confidence is observed in seeing a statement being realized in the institution. Similarly, the larger the gap between ideal
and predicted expectations (with the latter being lower), the greater distance is observed between a desired state and the
confidence in seeing it being realized in reality. Responses to each of the survey items are made on two seven-point Likert
scales (1 = Strongly Disagree, 7 = Strongly Agree) that reflect two levels of expectations: ideal (“Ideally, I would like this
to happen”) and predicted (“In reality, I expect this to happen”). All participants needed to give their consent before starting
the survey, and an option to opt in to a prize draw was offered as an incentive. The full questionnaires are accessible at
https://bit.ly/staff student questionnaires.

The focus groups were facilitated with 10 semi-structured questions focusing on exploring experience with existing data
practices at the university and expectations about addressing learning and teaching challenges using LA (Appendices 7.3 and
7.4). All participants signed a consent form to participate in the study and agreed to have their conversations recorded. Each
focus group lasted for an hour. Refreshments were provided to each staff participant, and £10 was offered to each student
participant in gratitude for their time.

3.2 Participants
A total of 674 responses to the student questionnaire were collected (female = 429, 63.65%; 10.11% response rate). Respondents
were aged between 18 and 72, with a mean age of 24.50 (SD = 7.94). The majority of the sample were undergraduate students
(n = 396, 58.80%), followed by PhD students (n = 216, 32%), and then master’s students (n = 62, 9.20%). A total of 31.20%
(n = 210) of students were studying a subject from the arts and humanities, 24% (n = 162) were taking a subject within the
faculty of science, 19.30% (n = 130) stated they were taking a social science subject, 15.30% (n = 103) of students were from
the faculty of medicine and health sciences, and 10.20% (n = 69) were from engineering departments. The sample comprised
475 domestic students (70.50%) and 199 international students (29.50%).

A total of 81 responses to the staff questionnaire were collected. The gender breakdown is as follows: 41 were male
(50.61%), 39 were female (48.15%), and one preferred not to say (1.24%). Nineteen (23.46%) of the teaching staff sample
were from the faculty of science, one (1.24%) member of staff was from the faculty of engineering, 36 (44.44%) members of
staff were from the faculty of social science, 19 (23.46%) were from the faculty of arts and humanities, and six (7.41%) were
from the faculty of medicine and veterinary medicine. Job roles of the sample were as follows: 24 (29.63%) members of staff
were lecturers, 18 (22.22%) were senior lecturers, three (3.70%) were readers, 21 (25.93%) were professors, five (6.17%) were
teaching fellows, seven (8.64%) were senior teaching fellows, two (8.64%) responded with other, and one (1.24%) reported
that their role encompassed three roles (lecturer, senior lecturer, and other). Administrative roles for the sample of teaching
staff were as follows: two (2.47%) were heads of schools, one (1.24%) was a dean, 17 (20.99%) were program directors, 33
(40.74%) responded with other, 24 (40.74%) stated not applicable, and four (4.94%) stated that their role was both a program
director and other.

The focus group participants were sampled from all of the colleges in the university, and the selection process focused on
diversifying disciplines. A total of 26 students (7 males, 19 females) and 18 teaching staff (10 males, 8 females) participated in
the focus groups. The student participants were divided into six groups: four undergraduate groups, one postgraduate group,
and one online distance learning group. The staff participants were divided into five groups. Five of the participants had director
roles (e.g., program director or director of undergraduate studies) and three had personal tutor2 roles.

3.3 Data Analysis
3.3.1 Survey: Statistical Analysis
Descriptive statistics, in the form of frequencies and percentages, were used to undertake an exploratory analysis of the
questionnaire responses. Paired t-tests were used to compare responses across the two expectation categories (ideal and
predicted) (see Appendices 7.5.1 and 7.5.2 for test results).

3.3.2 Focus Groups: Thematic Analysis
The focus group interviews were transcribed and then analyzed using a thematic coding method (Grbich, 2012). The coding
schemes were developed inductively, which involved one researcher reading the transcripts repetitively to identify recurring
themes and types of issues raised. The qualitative analysis tool Nvivo was employed to assist in this process. In total, 64
codes categorized into three main themes and 14 sub-themes were developed to analyze student focus groups (accessible
at http://bit.ly/students coding), while 59 codes categorized into three main themes and 26 sub-themes were

2A personal tutor in the UK higher-education sector is a member of academic staff who provides academic guidance and pastoral support to a student
during their course of study.
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developed to analyze staff focus groups (accessible at http://bit.ly/staff coding). Subsequently, four researchers
worked together to check the coding scheme for validity. The same researcher who developed the coding scheme then carried
out the analysis.

In the following sections, quotes from the staff focus groups are labelled with TG (teacher group), and those from the
student focus groups are labelled with SG (student group), with numbers to differentiate different groups. The participants are
denoted as R (respondent) followed by a number to differentiate participants in the same group. For example, TG1-R1 indicates
Respondent 1 from Staff Focus Group 1, and SG2-R2 indicates Respondent 2 from Student Focus Group 2. Participants in
SG1 to SG4 are undergraduate students, SG5 are postgraduate students, and SG6 are online distance learning students (usually
mature, part-time students). The selected excerpts are faithful to the original responses, with the minor exception that some
redundant words, such as “like,” were edited out whenever they were not considered to contribute significant meaning to the
study. In many cases when quotes were extracted from the transcripts, it was necessary to select relevant information to present.
In these cases, we used [. . . ] to indicate omissions.

4. Findings
In this section, we answer the two research questions. Section 4.1 presents results of the staff and student surveys according to
RQ1—“In what areas do students and teachers trust or distrust the university to implement LA?” Section 4.2 presents results of
focus groups with staff and students in response to RQ2—“What are the threats to trustworthy implementation of LA?”

4.1 Areas of (Dis)trust
Tables 1 and 2 show the results of staff and student surveys, respectively. Each table summarizes the average rating of each
item in terms of ideal and predicted expectations in addition to the difference between the two expectations. Figures 1 and 2
visualize the ideal and predicted expectations based on means (see Tables 1 and 2).

Table 1. Summary of staff expectations, sorted by the mean difference (ideal minus predicted expectations)
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Figure 1. Ideal and predicted expectations based on means (staff survey), labelled by question numbers (see Table 1).

In terms of staff expectations, the mean difference between ideal and predicted expectations ranges between −0.58 and
2.44, as shown in Table 1 (see Appendix 7.1 for a full description of survey items). A paired t-test shows a significant difference
between ideal and predicted expectations across all items except for Items 1, 11, and 19 (Appendix 7.5.1), indicating areas
of the least difference between what the respondents desired and what they expected to see in reality. Items with small gaps
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between ideal and predicted expectations usually indicate areas that require the least attention or efforts to improve on when
it comes to expectation management. For example, Item 11 (Update students about their learning progress) has the lowest
absolute difference between ideal and predicted expectations, which indicates relatively high trust among respondents in this
aspect. However, the same interpretation does not apply to Item 19 (Staff will have an obligation to act on LA) since the
difference between its average ideal expectation rating and predicted expectation is negative, and the ideal expectation rating
is the lowest among all items. This indicates that the respondents found this aspect the least desirable and yet the belief of
seeing it happen in reality is higher than desired. On the other hand, Item 3 (LA will not increase my workload) received the
lowest average rating of predicted expectation and had the largest gap of ratings between predicted and ideal expectations. A
paired t-test shows a significant difference between the two expectations with a large effect size (Cohen, 1992) (p = 2.99e−10,
d = 1.21; see Appendix 7.5.1). This indicates an aspect of the highest distrust among the respondents. Both Item 3 and Item
19 reveal areas most likely to cause dissatisfaction among the teaching staff. Figure 1 shows that the respondents had the
highest ideal and predicted expectations of the university to have an ethics and privacy protection policy in place (Item 9). This
indicates an area that is perceived as particularly important to the respondents, and the confidence in seeing it happen in reality
is relatively high. By contrast, Item 12 (LA will collect and present data that is accurate) and Item 15 (LA feedback will be
understandable and easy to read), although receiving the second- and third-highest ratings of ideal expectations, respectively,
have the second- and third-largest gaps from predicted expectations (see Table 1). T-test results show a significant difference
between ideal and predicted expectations, with a large effect size (Cohen, 1992) for both items (Item 12: p = 2.72e− 14,
d = 1.26; Item 15: p = 5.33e−15, d = 1.20; see Appendix 7.5.1). This indicates that both areas are highly likely to attract
dissatisfaction and distrust.

Table 2. Summary of student expectations, sorted by the mean difference (ideal minus predicted expectations)
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Figure 2. Ideal and predicted expectations based on means (student survey), labelled by question numbers (see Table 2).

In terms of student expectations, the mean difference between ideal and predicted expectations ranges between 0.46 and
1.20, as shown in Table 2 (see Appendix 7.2 for a full description of survey items). A paired t-test shows significant differences
between ideal and predicted expectations across all items (Appendix 7.5.2). Item 10 (Staff will be competent in incorporating
LA) received the lowest average rating of predicted expectation and had the largest difference between predicted and ideal
expectation (p = 3.98e−56, d = 0.77; see Appendix 7.5.2). This shows that the respondents had the least confidence and trust
in the teaching staff’s ability to incorporate LA into teaching and student support. In contrast, Item 1 (Seek consent before
using identifiable data) received the second-highest average rating of predicted expectation and had the least difference between
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predicted and ideal expectations. This shows that the respondents were relatively confident about seeing this aspect realized in
reality and that the urgency of improving this area may be lower when it comes to expectation management. Nevertheless,
because the t-test results indicate a significant difference between ideal and predicted expectations across all 12 items, the
institution should not ignore this area and the need to improve it further in order to maintain trust and improve satisfaction
among students. Figure 2 shows that the respondents had the highest ideal and predicted expectations of the university to ensure
the security of student data (Item 2), and the difference between the two expectations is the second lowest (see Table 2). This
indicates an area that is the most important to the students, as well as showing that there is relatively high trust in the university
to ensure it. By contrast, Item 3 (Seek consent if educational data is outsourced), although it received the second-highest average
rating of ideal expectation, had the second-largest gap between ideal and predicted expectations (see Table 2) (p = 2.51e−39,
d = 0.62; see Appendix 7.5.2). This shows a sense of distrust in the university to seek student consent before outsourcing their
data to external parties, and this aspect is likely to attract dissatisfaction or a sense of powerlessness.

4.2 Threats to Trustworthy LA
Our conversations with staff and students revealed a strong interest in using LA to enhance feedback (e.g., identifying strengths,
weaknesses, and progress of learning) and tailored support for students in addition to informing curriculum planning and
teaching delivery based on learning engagement and performance. However, various concerns expressed by the participants
regarding the use of data for LA have surfaced issues that might impede the development of trust relationships and ownership
of LA among key stakeholders. These threats are broadly related to unbalanced power relationships, ethical challenges, and
inadequate human inputs.

4.2.1 Threat 1: Caught in the Middle—Unbalanced Power Relationships
Several participants in the staff focus groups expressed stress and frustration at striving to meet expectations from both managers
and students while constantly feeling over-stretched in terms of time capacity (as also reflected in the staff survey; see Table
1) and sometimes undervalued about their professional judgment. For example, participants in TG4 pointed out the conflicts
between the university’s commitment to offering quality education and the limited capacity of staff to deliver promises:

R3: The university has actually done a bunch of things that basically end up raising student expectations about
what we are going to be able to do and intervene and improve because of things that the university tells the students.
And we can’t always deliver on those. And I think this [LA] is another case where you have to be really careful
because if you start collecting all of this data, the students may have an expectation that everyone is looking very
closely at the data.

R1: Absolutely yeah.

R5: Yeah.

R3: And if they’re in trouble someone’s gonna come and tell them. And if we don’t [. . . ]

R3 & R4: They could blame us. —TG4

The difficulty of managing expectations from managers and students coupled with the common issue of time pressure
among teaching staff has placed a barrier in the way of the uptake of LA despite its potential to increase understanding of
student learning. Instead of seeing LA as a way to ease the challenges of managing large cohorts, several participants perceived
LA as potentially an extra load of data to “wade through” and additional demands on time and effort.

There was a sense of distrust in institutional implementation of LA, partly due to the lack of consensus on staff capacity and
partly due to the potential diminishment of professional autonomy. In particular, the latter relates to the power of decision
making in the context of both teaching design and staff performance. Several participants related their experience of existing
course evaluation frameworks and warned about the danger of data being interpreted without professional knowledge of learning
and teaching design. For example, TG1-R1 raised concerns about LA being used against staff and TG3-R4 pointed out the risk
of hampering teaching innovations as a result of performance judgment:

They get things like, “Oh the average student performance in your class last year was 4.3 out of 5. This year it’s
4.1 out of 5; how are you going to fix that?” It’s like well that’s meaningless. That’s a natural fluctuation that you
expect to see. But these things are being applied very bluntly and very crudely by people who don’t understand the
nuance, who don’t understand the context. —TG1-R1

I think it [LA] can lead to worse teaching, because everybody’s gonna be regressing towards a kind of safe space.
The danger is if you step out of it [. . . ], immediately sort of red flashing lights go off and you’re called in and
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you’re hauled over the coals. And, you know, staff react to incentives. They will not do things which they think
might be good. —TG3-R4

In a similar vein, TG5-R1 commented on the conflicts between teaching professionalism and quality assurance metrics that
potentially drive institutional adoption of LA. In particular, TG5-R1’s view flags the need to frame LA as a support tool that
focuses on formative feedback:

As academics we are being de-professionalized. Broadly speaking we are not trusted to exercise our own discretion.
There are too many regulatory processes which are designed to, you know, ensure that nothing goes wrong. Stuff
goes wrong and what you need are people who are prepared and able and supported to make good decisions when
things go wrong. —TG5-R1

Related to the frustration of measurements that discount pedagogical intents and complexities of learning in each unique
context, the participants have also voiced a desire to exert agency in making professional decisions regarding the use of
technologies in teaching, i.e., deciding whether an LA tool can support students to reach the desired learning outcomes for a
course. The staff refused the idea of LA being implemented as a default tool for teaching or on an opt-out basis, as neither
allows agency to be fully exercised without succumbing to the unbalanced power relationship between staff and the university.
This finding may also explain the results of the staff survey, which reveal distrust in areas such as the obligation to act on LA
and the accuracy and usability of LA (Table 1).

From the perspective of students, sharing data with the university is essentially a trade-off between retaining control of their
data and receiving better educational support. Although passive acceptance was observed among students regarding giving
consent as part of the enrolment process, the students generally shared a sense of trust in the university to use data rightfully
and responsibly. As such, most of the participants did not actively seek to understand how the university processed and used
their data. In general, the students “assumed” policies were in place and that they would only seek them out if issues occurred.

On the contrary, the students expressed distrust toward external parties that offer services to the university through accessing
and processing data about students, as also shown in the survey findings (see Table 2). A general concern shared by the students
is commercial targeting based on their existing experience both within and outside the university context. However, there is
also a fear of “losing control” when data travels outside of the university:

I think once you start allowing some, it’s quite hard to sort of regulate it. —SG4-R3

They [service providers] sell the data to a certain agency and then the agency is the one that distributes [data to]
the others. If the agency misuses the law you can’t directly go to the university when it comes to the legal things.
—SG3-R2

When it comes to sharing data with staff, the students generally agreed that instructors and personal tutors can provide
better support to students if given data that can help them identify the needs of individual students, e.g., educational history and
student background. However, the participants expressed concerns about the development of biases as a result of certain types
of data being highlighted:

I think if the tutor comes in there with the perception, “Oh she’s the one that’s been really struggling the whole
time,” even though you do very well in that particular course, I think it would affect the tutor’s perception of you.
—SG1-R3

Anything that would prejudice an outcome of my studies, I think would be something that I’d want to think pretty
seriously about. —SG6-R1

[. . . ]

If you put a particular label or staple on a person you’ve then moved them into the centre stage and that’s when I
think you have to give the student a chance to opt out. —SG6-R4

In line with staff’s worry about LA being used for performance judgment, here, the students shared their concern about decisions
being made unfairly about them.
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4.2.2 Threat 2: Ethical Challenges—Impact on Learning and Student Well-Being
Despite the interest in leveraging decision making with data-based evidence, both teachers and students raised concerns about
ethical dilemmas and inadvertent consequences on learning and student well-being. These dilemmas are particularly related to
three areas: equity of treatment, learner autonomy, and affective impact.

Equity of treatment Related to the issue of potential prejudices, both teaching staff and students raised issues with equity of
treatment. That is, when resources are limited, targeting support at particular groups of students may disadvantage others who
are excluded or overlooked:

I suppose there could be an argument for equity of treatment. You’re taking a particular class of students and
you’re putting much more effort into them than the rest. We can sort of say that part of education is being given the
freedom to fail on your own, as opposed to school, you sort of learn from that. —TG2-R4

We want to have equal access to all the services at the university. —SG2-R3

[. . . ]

As long as the data collected results in services that are made open, for example, these people have studied different
courses in high school, I will use this data to sort of design initial support program to, let’s say, a tutoring session
given to all students to sort of bring them up to university standards. —SG2-R4

Although both views are related to equity of treatment, the teaching staff member (TG2-R4) was particularly concerned about
taking away learning opportunities from risk groups as a result of a prevention approach to learning support. The students, on
the other hand, were concerned about losing opportunities of support if resources are directed away from them.

Learner autonomy In line with TG2-R4’s concern about the autonomy of learners, i.e., the freedom to make decisions
independent of one’s own learning, other participants shared concerns about spoon-feeding students with LA-based recommen-
dations. For example, TG3-R4 drew on their observation of the way the university responded to student satisfaction scores as a
result of national surveys:

Telling them what they have to know, telling them that if they haven’t, giving them sort of tests and stuff [. . . ]
Instead of saying “Students, listen, we need a dialogue about this,” it’s been more prescriptive action. —TG3-R4

In parallel with the freedom of choice regarding learning approaches, TG3-R4 also pointed out the freedom to escape “data
gaze” (Beer, 2018):

About data observing people [. . . ] This [the university] is meant to be a safe space for educational purposes, and
as soon as we start applying big data thinking and being able to identify students in this kind of “Oh, you’re not
performing well,” we are driven by, as an institution, by metrics.

Similarly, the students raised concerns about potential surveillance through tracking student activities, including geographic
locations, library records, and online behaviour. Moreover, there appeared to be low awareness of what data is being collected
and how it is being used, which resulted in a sense of powerlessness among the students in terms of retaining control of their
data:

That’s the problem, not about us providing the data but just about the transparency with how it is actually used,
because we don’t really know. “We agree” but it’s very vague that it may be used in the future for improvement of
services, that’s very vague, that doesn’t really say much. —SG3-R4

I wouldn’t know what my data was used for, so then I wouldn’t think, “Oh, maybe I should say I don’t want my
data to be used.” —SG3-R3

Although the students appeared to have limited awareness and freedom to fully exercise agency over the use of their data,
some incidents shared by the teaching staff evidence the resistance of students to hegemonic control as a form of exerting
agency:
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We put in a system where we give them [students] swipe cards and they swiped in to the lecture [. . . ] And he [the
lecturer] heard beep, beep, beep, beep, beep, beep and nobody came in [. . . ] As soon as they realized they were
being monitored, the students started subverting to it. —TG1-R2

[. . . ]

Many of our students are extremely resistant to being seen to be wrong about anything. They don’t like making
mistakes. They don’t like being seen to make mistakes. —TG1-R1

The examples above show that under “data gaze” (Beer, 2018), learner agency may be exercised in a rebellious way that
subverts educational intentions in order to serve personal interests, such as creating a perfect learner profile or avoiding punitive
consequences.

Affective impact Although both staff and students welcomed data-based information that can increase the understanding of
learning progress and needs, they perceived associated risks of impact on the psychological states of learners as a result of data
being collected or the way information is communicated and interpreted. At the affective level, metrics-based performance and
engagement inevitably foster competitions that, to some students, are motivating, but to others, can produce profound anxiety
or discouragement.

The idea that you are being compared to everyone else in general is going to make you more anxious. —TG4-R3

When you see all those people actually learn much less and they perform at the same level, “What’s wrong with
me,” that’s what you could think basically. —SG3-R4

In addition, personalized recommendations may induce a sense of inadequacy or weakness, whereas treating students
equally regardless of their backgrounds can risk student well-being and counter principles of equity:

Say you have a depression and then you get an email like, “Oh my god, you have a depression, we can help you with
this, and this and that,” that could make it worse sometimes than better if you keep having emails acknowledging it.
—SG1-R3

From a helpful supportive point of view, there’s a dichotomy between having anonymity and having general
information [. . . ] In some ways they [students] are being profiled, but on the other hand if that means the difference
between them being successful and falling through the cracks [. . . ] —TG2-R1

The key questions raised regarding affective impact on students are twofold: (a) how to communicate information of support
without demotivating students or inducing further anxiety, and (b) how to communicate positive information without leading to
complacency and hence demotivation.

4.2.3 Threat 3: Potential Misuse of LA—Inadequate Human Inputs
The third threat to trustworthy LA is ineffective or undesirable uses of LA that undermine educational values. Key concerns are
related to perceptions, presentations, and interpretations of learning that may vary significantly by individuals and contexts.
The participants raised a number of questions, including the following: What does learning mean and look like? Is engagement
equal to learning? How can learning in different contexts be captured and interpreted? Importantly, who is involved in this
process?

Both the teaching staff and the students questioned the extent to which learning can be quantified. They cautioned against
the notion of equating observable behaviour with learning:

R1: What you can see is what students do.

R2: Performance.

R1: Performance. What they come to, what they do in assessments, what they attend, what they hand in, what they
look at online. But what you can’t really tell and even our assessment is not great at this [. . . ] is their learning.
That’s something that happens in the brain, in their mind. —TG1

With geophysics we went out to do a seismic survey, we interacted with the lecturer for three hours, we worked
together to set up the equipment, but it’s really hard to actually quantify what we learnt from it. Then I usually
have five to six hours of labs every week on average, again most of it is I look at microscopic pin sections, I look at
hand specimens, do cross sections, it’s really hard to actually try to quantify it in numbers into a document for
what I learned and how I learnt it. —SG3-R2
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The examples above also highlight the importance of aligning LA, from data collection to interpretation, with teaching
designs that can be particular to individual courses and disciplines (Bakharia et al., 2016). A level of skepticism was observed
among the teaching staff regarding the usefulness of feedback based on LA. On the one hand, learning can be a highly
internalized process that is difficult to capture. On the other hand, inferring learning based on behavioural trends can risk
generalization and sometimes merely renders redundant information if these trends are already predictable to instructors based
on course designs, e.g., peaked activities closer to exam time:

It [LA] isn’t actually useful to me because it doesn’t particularly tell me that one of these things that I’m doing is
more useful to them than anything else. And for the ones who are not engaging, it doesn’t tell me why and how I
can change that. —TG3-R1

It appears that LA can be useful by alluding to “what” is happening in learning spaces, but less informative in answering
questions about “how” and “why” certain behaviours occur. As a result, both the teaching staff and the students emphasize the
importance of “conversation” to fill in the gaps of an incomplete picture about learners:

It’s sort of not reducing a person just to the figures that are being shown on your laptop regarding the person’s
performance [. . . ] Interaction is the key. To understand the data you need to understand where it’s coming from.
—SG2-R4

It shouldn’t be the tutor going, “I’m making this decision about you.” It should be, “we both have this information,
do you want to discuss it further?” —TG5-R2

Overall, there was a sense of distrust in areas such as disconnections between LA and learning design, downplaying the
importance of social interactions between teachers and students, and discounting their inputs of unique knowledge about
teaching and learning.

5. Discussion
The surveys and focus groups with teaching staff and students reveal areas that the university should work on to maintain
or cultivate trust. The staff survey indicates high trust among the respondents in receiving guidance on accessing LA about
students and having access to data about students in a degree program (Items 1 and 7, Table 1). There was also a strong belief
that LA would be used to update students about their progress, and that the university should and would have an ethics and
privacy protection policy in place (Items 11 and 9, Table 1). The last aspect particularly requires delicate care to maintain trust
due to the high level of ideal expectation (Figure 1). On the other hand, the student survey indicates high trust in the university
to keep their data safe and seek their consent before identifiable data is used (Table 2). Both aspects require careful governance
at the policy level to maintain a trust relationship with students.

In terms of areas to cultivate trust, the surveys and focus groups identified issues that align with the literature (Numbers are
subjective and Fear of power diminution; see Section 2.1) in addition to issues related to design and implementation of LA
(Table 3).

Table 3. Areas to cultivate trust. Issues are highlighted in survey (S), focus groups (F), or both datasets (SF).
Italicized text indicates shared concerns among teaching staff and students.

Trust Issues

Numbers Are Subjective Fear of Power Diminution Design and Implementation

Staff Data accuracy (S) Professional autonomy (SF) Workload (SF)
Incomplete picture (F) Learner agency (F) Interpretability & ease of use (S)

Actionable insights (F)
Demotivating students (F)

Students Bias perpetuation (F) Staff competency (S) Equal access to support (F)
Incomplete picture (F) Transparency and control (SF) Demotivating students (F)
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Numbers are subjective This issue confronts the misconception that data are neutral and numbers are objective. The staff
survey reveals that the respondents generally distrusted LA to collect and present accurate data (Item 12, Table 1). This aspect
may be related to the concerns expressed by focus group participants about the difficulty of capturing or quantifying learning.
As already highlighted in the literature (Brown, 2020; Williamson et al., 2020), concerns about LA promoting a performative
culture and a reductionist approach to understanding learning were observed among the staff; i.e., LA promotes or discourages
certain behaviours while failing to adequately account for learning processes that are not easy to observe or are described by
metrics. Similar concerns were shared by participants of student focus groups. However, the students also highlighted concerns
about bias perpetuation (students being labelled by data) and fear of unfair assessment due to the bias. In line with the argument
that LA dashboards can impose particular limits on how educators “see” students (Brown, 2020), the concerns raised here go
beyond the issue of reductionism, underlining the potential difficulty for teaching staff to “unsee” certain data about students
and make objective decisions about their current performance. In other words, so-called evidence-based decision making can
be driven primarily by algorithms, which not only risks perpetuating or producing biases but also exonerates users from their
own human biases if the concept of numbers being objective goes unchallenged.

Fear of power diminution This issue centres on the power flow in social processes that LA facilitates or embodies. From the
teaching staff’s point of view, both surveys and focus groups show a prevalent distrust that is rooted in the perception of LA as
a form of control—conforming learning and teaching strategies. In terms of professional autonomy, the survey shows that staff
were generally negative about the obligation to act on LA results and yet held a positive belief that this obligation would be
imposed on them in reality (Item 19, Table 1). This issue is elaborated on by focus group participants as disrespect of their
professional judgment on the best approaches to helping students develop academic and professional competencies in particular
subjects. A related area of distrust is LA being used for performance judgment, as already highlighted in the literature (Kwet &
Prinsloo, 2020). On the other hand, the teaching staff expressed distrust in LA to empower learners in decision making. Various
focus group participants shared concerns that LA would promote a spoon-feeding style of teaching, limiting opportunities for
learners to exercise agency. By contrast, the student survey reveals distrust in staff’s competency in incorporating LA into
teaching and student support (Item 10, Table 2). In addition to potential problems of varying data literacy among staff, the
concern raised here may be related to the bias issue discussed above, i.e., a concern that teaching staff would not be able to
make a fair judgment based on LA and take appropriate actions toward teaching or student support. It is clear that both students
and teaching staff were concerned about decisions made about them based on LA due to the power structures in the institution.
That is, staff distrust managers who may use LA as a performance appraisal tool, and students distrust teaching staff who may
use LA as an assessment tool.

As noted by Kwet and Prinsloo (2020), there is an increasing data flow between different stakeholders in an institution and
with external service providers. Activities associated with such data flow have become arenas where power is negotiated and
redistributed. As such, the students drew attention to issues around transparency and data control. Both the survey (Item 3,
Table 2) and focus groups highlighted distrust in external parties due to the difficulty of tracking and deciding how data will be
used. Although studies have shown that students generally trust the university to use their data responsibly (Slade et al., 2019;
Jones et al., 2020), the focus group participants expressed a desire to have more information that can help them make decisions
regarding sharing their data. Nevertheless, it is noted that student trust in the university can lead to disengagement with relevant
policy documents about the use of their data, thus exacerbating the problem of information asymmetry and diminishing student
control of their data (Tsai, Whitelock-Wainwright, & Gašević, 2020). The amount of information per se is perhaps not the main
problem here, but rather it is ineffective communication between the university and students.

Design and implementation In addition to the two areas of distrust highlighted in the literature, as discussed above, the
study identified a number of trust issues related to how LA is designed and implemented. As far as the teaching staff were
concerned, the constant struggle to balance workload and hence frustration about failing expectations have been a major barrier
to developing trust in the institution’s adoption of LA, as shown in both the survey (Item 3, Table 1) and focus groups. In
addition, teaching staff also showed little confidence in LA being easy to interpret or use (Item 15, Table 1) and low trust in LA
to provide useful information that alludes to reasons that certain behavioural patterns are present and how to act on them. It
appears that the two common factors of technology acceptance (perceptions of usefulness and ease of use, see Davis, Bagozzi,
and Warshaw (1989)) coupled with unbalanced workload have raised much doubt about the actual benefits of LA to teaching.

The teaching staff also expressed shared concerns with students regarding the potential of demotivating students with LA.
We observed uncertainty among both staff and students in terms of effective ways to communicate LA-based feedback and
recommendations to individuals. A related issue to personalized recommendations enabled by LA is the psychological burden
on students who have been profiled and sorted into groups perceived as in need of special support, which may also limit the
availability of resources to those not considered in need of support. Overall, distrust observed here suggests that LA deployment
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requires orchestration of both the system design and process management, particularly communication and distribution of both
material and human resources.

6. Reflections
The findings of this study have highlighted the importance of maintaining existing trust with policy procedures and the need
to cultivate trust by engaging with tensions rising from the social process of LA, particularly where the meaning of data and
its associated power are negotiated between humans and algorithms, between humans and humans, and between individuals
and the structural environment. Scholars have campaigned for inclusive approaches to sustainable LA, including co-designing
technological solutions with key stakeholders (Prieto-Alvarez et al., 2018; Chen & Zhu, 2019; Holstein et al., 2019; Dollinger
& Lodge, 2018); creating adaptive space through adopting a complexity leadership model (Dawson et al., 2018; Tsai, Poquet, et
al., 2019); and situating policy development according to the needs, interests, and capacity of an institution and the members
therein (Tsai et al., 2018). These approaches highlight an important step in understanding and incorporating the values and
interests of relevant stakeholders. However, research has also shown challenges including time and effort required to reach
consensus, lack of information or knowledge about domains outside one’s own practice, and lack of confidence to drive change
(Dollinger & Lodge, 2018; Thompson et al., 2018). Our study serves to enhance the “understand” phase of a co-design process
(Prieto-Alvarez et al., 2018) by highlighting important issues of trust to address when creating LA solutions or deployment
strategies and relevant policy guidelines. Based on the findings, we highlight three points important to researchers, developers,
decision-makers, and practitioners who share our interest in supporting learning with trustworthy LA.

1. LA is about human decisions As much as any data processing, LA relies on sorting and matching patterns based on data
about learners that is obtainable in a learning environment (Selwyn, 2015). Indeed, this social practice is full of human decisions
that need to be carefully inspected, justified, and even challenged to serve the purpose of enhancing learning, which includes
caring for the well-being of students, allowing teaching staff to exercise professional judgment, and assisting institutions to
identify needs for support. It is important to ask questions about numbers—where they come from, how they are (ir)relevant
to individual students and courses, and why they present a particular picture about a student. These questions should inform
decisions of technological developers when designing tools, of institutional managers when procuring and deploying LA, and of
teaching staff and students when reflecting on an action to take. The fact that numbers carry human decisions is not a problem
per se, but making a downstream decision based on numbers without critically interrogating their origins and implications can
be as destructive as design decisions that fail to account for the complexity of learning and social factors.

2. LA is about reflections and actions Following on the previous point, LA is also about reflecting on factors that
contribute to observed patterns and prompting actions as a result. The development of an LA system should consider feedback
principles (Matcha, Uzir, Gašević, & Pardo, 2020): feeding back, feeding up, and feeding forward (Hattie & Timperley, 2007).
In other words, LA needs to enable reflections on key questions, including what numbers tell us about the learning decisions
and actions that students take, how the decisions and actions help students work toward desired goals or hamper them, and what
strategies to take to bring about positive change. These feedback principles should also inform training for both teaching staff
and students so as to cultivate appreciation and skills to make use of data-based feedback on both cognitive and affective levels.

3. LA is about the social process LA does not operate in a vacuum devoid of social context. On the contrary, institutional
adoption is often driven by political interests (Ferguson, 2012; Tsai, Rates, et al., 2020), which do not necessarily align with the
values held by teaching staff or students. While co-design approaches may help to develop a common vision and co-create
values of LA (Dollinger et al., 2019), it is important to note the distribution of power and tensions as data flows from one party to
another during the process of incorporating LA into a complex educational system. Operationalizing technological innovations
requires adaptive leadership that engages with tensions, mobilizes resources, and cracks institutional silos to drive change
(Uhl-Bien & Arena, 2018). Therefore, the adoption of LA should not neglect the need to develop a community of learning and
sharing where members of the institution can feel comfortable raising questions, exchanging experience, experimenting with
thoughts, and clarifying goals and visions.

7. Conclusion
As voiced by experts in the field of LA, failing to consider social and political factors can prevent LA from making a positive
contribution to education and society, and trusting people who develop and deploy LA is a key factor of users’ feelings of
unease toward LA (Ferguson et al., 2019). In this article, we have tried to unveil layers of complex socio-political issues that
can impede trust in LA, highlighting issues related to perceptions of numbers, tensions deriving from unequal distribution of
power in data processing and decision making in an LA cycle, and potential misalignment of LA with educational and human
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values. Our reflections on the observed phenomenon of trust call attention to the following areas when adopting LA: (1) key
stakeholders of LA need to cultivate a critical awareness of the socio-political aspects of data so as to interrogate implications
about decisions (or interpretations) that they themselves or others make about data; (2) LA needs to be designed to fulfill
functions of feedback in learning, and end-users need to develop appreciation of data-based feedback and skills to translate
feedback into action; and (3) institutional leadership should create opportunities for different stakeholders to express personal
values and interests about LA (e.g., through co-design meetings) and address tensions that may derive from imbalanced power
relationships (e.g., creating a code of practice).
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Appendices
7.1 Staff Questionnaire

1. The university will provide me with guidance on how to access learning analytics about my students.

2. The university will provide me with sufficient guidance or training on how to use learning analytics to support my
students and/or inform my teaching.

3. The use of learning analytics will not increase my workload.

4. The university will provide staff with opportunities for professional development in using learning analytics for teaching.

5. The university will facilitate open discussions to share experience of learning analytics services.

6. I will be able to access data about my students’ progress in a course that I am teaching/tutoring.

7. I will be able to access data about any students within a programme.

8. The learning analytics service will allow students to make their own decisions based on the data they receive.

9. The university will have an explicit conduct of ethics and privacy protection policy in place for the use of learning
analytics.

10. The university will provide support (e.g., advice from personal tutors) as soon as possible if the analysis of a student’s
educational data suggests they may be having some difficulty or problem (e.g., underperforming or at risk of failing).

11. The university will regularly update students about their learning progress based on the analysis of their educational data.

12. The learning analytics service will collect and present data that is accurate (i.e., free from inaccuracies such as incorrect
grades).

13. The learning analytics service will collect and present data that is useful for my teaching purposes (e.g., patterns of
student engagement with different learning materials or topics).

14. The learning analytics service will show how a student’s learning progress compares to their learning goals/the course
objectives.

15. The feedback from the learning analytics service will be presented in a format that is both understandable and easy to
read.

16. The feedback from the learning analytics service will be used to help me improve the educational experience in a
course/programme I am responsible for (e.g., identifying problems in the feedback, assessments, and learning activities).

17. The learning analytics service will present students with a complete profile of their learning across every course (e.g.,
number of accesses to online material, learning outcomes, and attendance).

18. The teaching staff will be competent in incorporating analytics into the feedback and support they provide to students.

19. The teaching staff will have an obligation to act (i.e., support students) if the analytics show that a student is at risk of
failing or underperforming, or that they could improve their learning.

20. The feedback from the learning analytics service will be used to promote students’ academic and professional skill
development (e.g., essay writing and referencing) for their future employability.

21. The use of learning analytics will allow me to better understand my students’ learning performance.

22. The use of learning analytics will allow me to better understand my students’ use of learning strategies.



7.2 Student Questionnaire
1. The university will ask for my consent before using any identifiable data about myself (e.g., ethnicity, age, and gender).

2. The university will ensure that all my educational data will be kept securely.

3. The university will ask for my consent before my educational data is outsourced for analysis by third-party companies.

4. The university will regularly update me about my learning progress based on the analysis of my educational data.

5. The university will ask for my consent to collect, use, and analyse any of my educational data (e.g., grades, attendance,
and virtual learning environment accesses).

6. The university will request further consent if my educational data is being used for a purpose different to what was
originally stated.

7. The learning analytics service will be used to promote student decision making (e.g., encouraging you to adjust your set
learning goals based upon the feedback provided to you and draw your own conclusions from the outputs received).

8. The learning analytics service will show how my learning progress compares to my learning goals/the course objectives.

9. The learning analytics service will present me with a complete profile of my learning across every module (e.g., number
of accesses to online material and attendance).

10. The teaching staff will be competent in incorporating analytics into the feedback and support they provide to me.

11. The teaching staff will have an obligation to act (i.e., support me) if the analytics show that I am at risk of failing or
underperforming, or if I could improve my learning.

12. The feedback from the learning analytics service will be used to promote academic and professional skill development
(e.g., essay writing and referencing) for my future employability.



7.3 Staff Focus Group Questions

Themes Questions
Purpose Learning analytics benefits from a range of education data, including academic

data, personal data, and engagement data collected from online or physical
learning environments. What do you think would be legitimate purposes for the
university to use such data?

Teaching needs What kinds of data would be particularly useful to you in improving students’
educational experience in a module/course/programme that you are responsible
for?

Teaching needs What kinds of data would be particularly useful to you in your professional
development?

Teaching needs Do you see any challenges in offering teaching and learning support to your
students?

Teaching needs Do you see any ways learning analytics could be used to address these challenges
by taking advantage of student data or data about your teaching performance?

Ethics and privacy Do you consider there to be any ethical or legal issues concerning the use of
student data or data about your teaching activities and effectiveness?

Educational support Here are some examples of ways the university could use learning analytics
to enhance learning and teaching. Which of these uses do you think would be
useful (multiple choices)? Please pick one to share why it is useful or not useful
after the poll.
(a) To improve the relationships between students and teaching staff or tutors
(b) To improve the overall learning experience and well-being of students
(c) To identify a student’s weaknesses in learning and suggest ways to improve
upon this
(d) To alert teaching staff early if students are at risk of failing a module or if
they could improve their learning
(e) To identify the optimum pathway for students to achieve their learning goals
(f) To present students with a complete profile of their learning in each and
every module
(g) To present teaching staff or tutors with a complete learning profile of their
students
(h) To present teaching staff or tutors with a profile of their teaching activities
and effectiveness.

Intervention How do you think teaching staff and tutors should approach the analysis results
of student data?

Concerns Are there any concerns you would have in incorporating learning analytics into
teaching?

Final remarks Do you have any suggestions for the adoption of learning analytics at the
university?



7.4 Student Focus Group Questions

Themes Questions
Transparency Are you aware that your university has the ability to collect and analyse data

about your actions in various learning environments (e.g., virtual learning
environments, lecture attendance, library accesses)?

Purpose What would be legitimate purposes for the university to use your data?
Consent and ownership Do you consider there to be any ethical or legal issues with this collection and

analysis of your data?
Autonomy Do you think the university should allow you to opt out of data collection at any

time?
Educational needs Thinking about the learning support that you have received from the university,

is there anything that could have been done better?
Educational needs Would you like the university to use your background and educational data to

support you in areas that we just discussed?
Educational needs Here are some examples of ways the university could use your background and

educational data to support your learning. Which of these uses of your data
would you prefer? Please pick one to share why it is useful or not useful after
the poll.
(a) To improve your relationships with teaching staff or tutors
(b) To improve your overall learning experience and well-being
(c) To identify weaknesses in your learning and suggest ways to improve upon
this
(d) To alert teaching staff early if you are at risk of failing a module or if you
could improve your learning
(e) To identify the optimum pathway through your studies
(f) To present you with a complete profile of your learning in each and every
module

Feedback How would you like to receive feedback from the analysis of your educational
data?

Intervention How should teaching staff and tutors approach the analysis of your data?
Concerns Are there any concerns you would have towards the way the university uses

your data?



7.5 Differences between Ideal and Predicted Expectations
7.5.1 Staff Survey

Expectations Ideal Pred. Paired t-test
(M) (M)

Guidance on accessing LA about students 5.49 5.05 t(80) = 1.92, p = 0.058698191, d = 0.28
Guidance on using LA to support students and teaching 5.72 4.54 t(80) = 6.49, p = 6.63e−09 d = 0.81
LA will not increase my workload 5.15 2.70 t(80) = 7.19, p = 2.99e−10, d = 1.21
Professional development in using LA for teaching 5.20 4.51 t(80) = 3.24, p = .001749386, d = 0.44
The university will facilitate open discussions 5.48 4.43 t(80) = 4.60, p = 1.59e−05, d = 0.70
Access data about my students’ progress in a course 5.73 5.04 t(80) = 3.51, p = 7.37e−04, d = 0.48
Access data about any students within a programme 4.98 4.40 t(80) = 3.06, p = 0.003054953, d = 0.37
Allow students to make their own decisions 4.99 3.57 t(80) = 7.35, p = 1.49e−10, d = 0.94
Have ethics and privacy protection policy in place 6.41 5.74 t(80) = 4.22, p = 6.49e−05, d = 0.58
The university will support struggling students 5.33 4.28 t(80) = 4.86, p = 5.69e−06, d = 0.67
Update students about their learning progress 4.84 4.44 t(80) = 1.98, p = 0.050871637, d = 0.26
LA will collect and present data that is accurate 5.91 4.01 t(80) = 9.26, p = 2.72e−14, d = 1.26
LA will collect and present data useful for teaching 5.31 3.98 t(80) = 6.61, p = 4.02e−09, d = 0.90
Compare learning progress to goals/course objectives 4.90 3.72 t(80) = 6.29, p = 1.59e−08, d = 0.78
LA feedback will be understandable and easy to read 5.79 3.95 t(80) = 9.62, p = 5.33e−15, d = 1.20
Improve teaching experience in a course/programme 5.23 3.86 t(80) = 7.36, p = 1.46e−10, d = 0.85
Present students with a complete profile 4.69 4.05 t(80) = 3.78, p = 2.98e−04, d = 0.44
Staff will have the required knowledge/skills to use LA 5.01 3.49 t(80) = 7.76, p = 2.40e−11, d = 0.96
Staff will have an obligation to act on LA 3.65 4.23 t(80) =−2.45, p = 0.016505632, d = 0.33
Promote students’ academic and professional skills 4.75 3.94 t(80) = 4.13, p = 8.85e−5, d = 0.61
Better understand my students’ learning performance 4.86 3.86 t(80) = 6.32, p = 1.36e−8, d = 0.64
Better understand my students’ learning strategies 4.69 3.79 t(80) = 5.61, p = 2.80e−74, d = 0.55

CI = 95%

7.5.2 Student survey

Expectations Ideal Pred. Paired t-test
(M) (M)

Seek consent before using identifiable data 6.32 5.86 t(673) = 8.94, p = 3.65e−18, d = 0.37
My data will be kept securely 6.58 6.05 t(673) = 11.16, p = 1.16e−26, d = 0.48
Seek consent if educational data is outsourced 6.52 5.66 t(673) = 14.01, p = 2.51e−39, d = 0.62
Regularly update me about my learning progress 5.59 4.84 t(673) = 12.04, p = 2.22e−30, d = 0.52
Seek my consent before using educational data 6.12 5.37 t(673) = 13.18, p = 1.97e−35, d = 0.52
Seek consent if data is used for alternative purposes 6.46 5.65 t(673) = 13.84, p = 1.67e−38, d = 0.61
LA will promote student decision making 5.69 5.07 t(673) = 11.75, p = 3.82e−29, d = 0.46
Compare my progress with goals/course objectives 5.68 5.09 t(673) = 11.09, p = 2.26e−26, d = 0.43
Present a complete profile of my learning 5.59 5.00 t(673) = 10.63, p = 1.72e−24, d = 0.42
Staff will be competent in incorporating LA 5.74 4.54 t(673) = 17.37, p = 3.98e−56, d = 0.77
The teaching staff will have an obligation to act 5.56 4.75 t(673) = 12.43, p = 4.49e−32, d = 0.49
LA will promote my academic and professional skills 5.62 4.93 t(673) = 12.64, p = 5.34e−33, d = 0.47

CI = 95%
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