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Having a clear teaching strategy is vital when it comes to improving students’ retention and preserving 

their knowledge. Various general teaching approaches have been incorporated into the classrooms as 

ways of improving teaching and student learning. Some of these approaches proved to be effective and 

some are ineffective. In this study, I discuss another teaching approach called “Just-in-Time Teaching 

(JiTT).” In this approach, I try to keep a balance between in-class and out-of-class time. I am not just 

relying on watching short videos before class time and doing activities during class time. With the JiTT 

approach, I am also including short warm-up questions to be answered and replied to by students prior 

coming to class each week. The main goal of these warm-up questions is to address any misconceptions 

they have and try to resolve them during class before it is absorbed into the student’s mind.
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Since the early 1980s, research on STEM 
education has evolved and produced new ideas 
about learning and education at not only the school 
level but also the college level. Factors such as social 
and medical pressures, accelerated technological 
developments, rising college tuition, and the 
emergence of the massively open source online 

administrators and faculty to question whether 
teaching in the traditional classroom is still feasible 
and valuable because students can get the same 
content, for a cheaper price, from online resources 

suggest that for traditional institutions to sustain 
their programs and retain their students, they need 
to provide the something that free online courses 
don’t provide to students. 

There are various disciplines that have explored 
and researched the literature of education and 
teaching more deeply than others, and the key 

fail to grasp new concepts and ideas if they are 
not fully engaged in classrooms, and (2) Students 
will succeed when their misconceptions about 

certain topics are recognized and corrected, which 
is known as “developing metacognition approach” 

lead to the revelation that relying on the traditional 
ways of teaching is not a good way for students to 
retain knowledge. Major and substantial revisions 
to traditional learning have been demonstrated for 
many years that produce better knowledge outcomes 
across various disciplines in STEM education 
(Kober, 2015).

It is easy to deliver knowledge to students using 
the traditional method, but without the proper 
interaction with faculty in and out of the classroom, 
as well as adhering to an approved and recognized 
learning approach, it becomes almost impossible 
for students to retain that knowledge. This article 
introduces one recognized approach called the Just-
in-Time Teaching (JiTT) model that was conceived 
in the late 1990s at few universities in Indianapolis 
and the U.S. Air Force Academy (Novak et al., 
1999). The main goal of this teaching approach is to 
increase student and faculty interaction in class and 
outside class time.

The evolution of the internet has facilitated this 
approach by increasing and enabling interactions 



and collaborations between faculty and students 
inside and outside of the classroom. Faculty would 
use the Learning Management System (LMS) to 
post various reading materials, videos, subsequent 
power point slides, and warm-up questions to help 
facilitate the lecture. Prior to class time, students 
would examine and study the materials and then 
come to class ready to resolve problems, answer 
questions, collaborate with classmates, participate 
in class projects, and have discussions about the 
material or certain topics posted to the LMS.

However, JiTT would not be a successful 
approach if it was just about watching videos and 
reading materials prior to class or doing activities 
during class (Novak et al., 1999). JiTT focus on ways 
to encourage students not only to receive knowledge 
but also to retain that knowledge. JiTT includes 
assigning short sets of conceptual or analytical 
problems or having assignments completed prior to 
class time. These assignments must be addressed by 
students prior to class and serve two purposes. First 
is to force students to read and watch the material 
before coming to class. Second is to address 
and identify any misconceptions so they can be 
directly corrected during class. Getting students 
to answer those JiTT questions prior coming to 
class is important, and research in learning and 
education found that most students are strongly 

the subject. When there are any misconceptions 
or their understanding is wrong, students are often 
unaware of this, and their ability to absorb and 
retain new information becomes almost impossible. 
Effective teaching requires that these preexisting 
understandings be addressed and corrected during 
class time (Brandsford et al., 2000).

The LMS can be used to facilitate the JiTT 
approach. Faculty can use the announcement section 
within the LMS to post the questions for students 
to answer prior to class. Within the announcement 
section, faculty can designate a time frame when 
the questions are available. Professors who 
previously facilitated JiTT with Indiana University 
recommended that the question submission period 
be closed three hours prior to the class start time. 
Within the class time, faculty can use students’ 
responses as examples to show particularly 
thoughtful answers or to demonstrate common 
misconceptions. More often and more importantly, 

these answers will reveal misconceptions that a 
faculty could not have foreseen using the traditional 
approach of teaching. Such misconceptions can be 
examined and corrected during class before students 
solidify them in their minds. Class time can be 
tailored toward addressing the misconceptions or 
extending the preclass material rather than focusing 
on doing homework assignments or exams (Lage et 
al., 2000).

The implementation of the JiTT approach 
in STEM courses has shown to be effective at 
improving students’ knowledge retention and 
learning. Camp et al. (2010) applied the JiTT 
approach to a statistics course with more than 300 
students. They found that following this approach 
not only motivated students toward learning, but 
they also retained material knowledge for more 
than 24 months, which is better than students in a 
traditional classroom.

Instructors of STEM courses want their 
students to grasp certain topics and methods with 
each class. The research on entry level STEM 
courses is crucial that JiTT approach improved 
and developed student learning of certain concepts 
(Steen, 1992; Windquist & Carlson, 2014; Zappe 
et al., 2009;) and attitudes toward certain courses 
(Carlson & Windquist, 2011). However, integrating 
and applying this approach can be daunting at 

been using for years the lecture-based approach 
for teaching.

The successful implementation of JiTT in the 
classroom must follow these crucial keys. Each key 
will be explained in detail in this section.

• Prep and post class material for students to 
view prior to class time

• Prep activities, projects, or problems to be 
solved during class time

• Create warm-up questions that are to be 
answered and resolved prior to class time

Post Material Prior to Class

to read at the beginning of each week to the LMS 
announcement section. The contents of the material 
can be in the form of reading an article or a selection 
from a textbook, watching a video or PowerPoint 



contents of the material posted must align with the 
content of the upcoming week to ensure that when 
students arrive to the classroom, they already have a 
solid foundation of the material to be covered.

For example, before introducing a security topic 
in a cybersecurity class, students may be required 
to view a video or a text document posted by their 
instructor to the LMS that demonstrates only the 
basics of how to secure your network. That way, all 
students will have the same background for the idea 
of what network security is used for.

Prepare Material for During Class
The second key of the JiTT approach is 

activities, projects, or problems to be solved during 
class time. These activities can be constructed from 
the preclass material. The purpose of this key is 
to improve and develop students’ metacognitions. 
During class time, instructors can work with 
students one-to-one to help facilitate and develop 
strategies toward solving in-class activities. This 
methodology has been successfully incorporated 
with one faculty in a classroom of 45–55 students 
(Rhem, 2010).

Create Warm-up Questions
The third key is to provide warm up questions 

for students to respond to prior to class time. 
Faculty must carefully create these questions with 
the goal of correcting misconceptions that students 
might have but would be unable to express if they 
were asked what they do not understand about the 
topic. The questions should be constructed in a way 
that encourages and forces students to review the 
class material before coming to class. Prior to class, 
faculty must review all students’ responses with 
enough lead time to extract appropriate problems 
and misconceptions that can be discussed and 
addressed during class time.

Authors of the JiTT approach stressed that the 
combination of all three key components garners 
the most out of this approach. This approach has 
been proven to motivate students to engage in and 
out of classrooms by reading material and watching 
videos, and it frees up class time for active learning 
instruction. Additionally, this allows faculty to cover 
the same syllabus while allocating more in class 
time for interactive and collaborative instructions 
(Jensen et al., 2015).

A typical week for the JiTT approach in a 
100-level cybersecurity class might look like this:

• Before the start of the week: Create a list of 
warm-up questions and record an overview 
video outlining what will be covered in 

high-level description of the main concepts, 
and class time should include examples and 
problems that probe the concepts covered in 
more details.

• On Monday: Start the class by going over 
the video material. This class may be lecture 
based or may include lecture interspersed 
with class discussion questions. A portion  
of this class may include class activities such 

 
given scenario.

• On Wednesday: The warm-up questions are 
due. The instructor must review and go over 
student responses to these questions prior to 
class time. The goal here is for instructors 
to illustrate responses during class time and 
prepare any necessary materials needed 
to resolve students’ misconceptions. The 

of class time reviewing warm-up answers. 
The rest of the class is typically spent on 
resolving students’ misconceptions by 
demonstrating extra material, examples, or 
class activities.

• On Friday: Make sure that all warm-up 
responses are illustrated and all students’ 
misconceptions are resolved. Instructors can 
use this class time to simulate an example of 
the week’s topic.

This section demonstrates a detailed example 
of teaching a cybersecurity topic using JiTT. The 
topic is Firewalls. This topic is a part of a 100-level 
cybersecurity class taken by freshmen students 
in the IT/Cyber undergraduate program at Grand 
Canyon University.

First, assuming the class is a Monday, Wednesday, 
Friday class, the students are asked to watch a video 
before the Monday class. The video is a seven-
minute, voice-over PowerPoint presentation that was 
recorded using Loom. The video presents a high-



level overview of the week’s topic of Firewalls. (The 
video can be found at this link: https://www.loom.
com/share/d31c29aab66a46d8bde26ae53ea9593f). 
The slides in this video cover the following:

• An introduction to Firewalls.
• 
• An introduction to the importance of the 

Active Control List (ACL).

Subsequent slides in the video demonstrate 

System (IDS) and the Intrusion Prevention System 
(IPS), Virtual Private Networks (VPNs), IPSec, and 
Proxy servers. Faculty also provide students with 
links to other videos on these topics. The Questions 
to the Instructor forum on the course LMS contains 
the following links:

• Firewall Solutions for Small Business: 
https://www.cisco.com/c/en/us/solutions/
small-business/resource-center/secure-my-

• IDS and IPS: https://www.webopedia.com/
DidYouKnow/Computer_Science/intrusion_
detection_prevention.asp

the students spend most of their time on class 

exercise, students practice how to set up inbound 
rules, outbound rules, and monitor and test the 

these rules. Students with Windows computers 
will use the Windows Defender Firewall with 

under their System Preferences. In-class practice 
activities include:

1. Create a rule that blocks anybody from 
doing Telnet into your LAN.

2. Create a rule that will allow anybody to get 
access to your web server.

3. Use the Monitoring section to display all 

Before the second day of the class that week, 
instructors post warm-up questions for students to 
answer prior to class time. Usually two questions 
per student are asked. Here are few examples of 
warm-up questions:

1. Discuss the differences between the use of 

security. In what situations would the use 
of ACLs be an advantage over using a 

2. Discuss the differences between IDS and 
an IPS. Research and discuss examples of 
organizations who might want to implement 
an IPS over an IDS.

Before the beginning of the Wednesday class, 
the instructor reviews and examines the answers 
and then demonstrates a sample of the answers to the 
class. Often, this will reveal some important points 
in these answers so it is important for instructors to 
review and analyze all the answers before the class. 
For example, when discussing the second warm-up 
question during class time, the following responses 
were demonstrated to the class:

1. IDS can recognize a network attack. IPS can 
respond appropriately. Snort is a software-
based IDS and IPS. IDS is a passive device 
that operates in parallel to the network and 

alert but will never respond. IPS is an active 
device that operates in-line to the network 

using IPS is that if you have a false positive, 

organizations tend to use these devices in a 
detection mode and not prevention mode.

2. Using IDS and IPS, incoming data streams 
are analyzed for attacks using different 
detection methods. IDS is going to alert 
anytime it sees something that it thinks is 
bad. IDS is great for ports scanning. IDS 
only logs the attack but will never respond. 
IPS sends alerts and drops or blocks the 

worried about denial of service attacks.

Reviewing these answers provides the 
opportunity for instructors to explicitly correct 
any misunderstandings and misconceptions that 
students might have. Here is an example of one 
misleading reply from a student:

network. IPS and IDS both work based on some 
network information such as IP addresses, Port 
numbers, and network protocols. Both devices can 



perform deep inspections of the packet as it comes 
through the network and be able to drop the packet 
if needed.

After reviewing and clearing all student’s 
misconceptions from the warm-up answers, 
instructors will use lecture time to address and 
correct all misconceptions. For example, instructors 
might show diagrams to illustrate where IDS/
IPS/Firewall devices are placed on the network. 
Additionally, instructors will use the Friday class 
to simulate an attach using Snort to show how 
IDS/IPS/Firewalls works on detecting, logging, 
blocking, and preventing the attacks.

three in an introductory cybersecurity course 
at Grand Canyon University with a small 
enrollment of students in a summer session with 
no formal assessment. The qualitative results are 
given below.

Positive
The JiTT approach was implemented in week 

three of the ITT-116 course. This is an Introduction 
to Networks and Platforms course taken by 
freshmen and sophomores. Students tended to best 
retain knowledge and concepts from assignments 
and activities that include hands-on work. Before 
the beginning of week three, students were asked 

drop rules, IDS, IPS, VPNs, and IPSec. On the 
Monday class, a portion of the time was dedicated 

on a home wireless router. The video was noted as 
being very helpful in demonstrating the concepts 

class was allotted for an in-class exercise on how 

Many students found the in-class exercises on 
security topics interesting, and consequently they 
translated and applied what they learned in class to 
their home wireless routers. Students also favored 
receiving credit for efforts on warm-up questions. 
Generally, the students were appreciative that 
their misconceptions about a topic were properly 
addressed during class time. Additionally, students 
said that failing to understand and answer a warm-
up question translated into an emphasis on the 
material in the classroom rather than on a low 

grade on the assignment. Students were asked to 
provide their feedback in the LMS on this JiTT 
week and here are some of the responses:

The fact of having material to read prior 
to class time is great. This helped me to 
understand what would be taught in class 
the next day.

In-class activities were encouraging. If 
I found any confusion during activities 
I would ask my classmates and my 
instructor.

Dedicating class time to illustrate 
answers to warm-up questions is new and 
something that I’ve never experienced 
before. This was encouraging and helped 
boost my understanding of the topic

Negative
Students generally complained about the 

amount of out-of-class work needed in this JiTT 
week. The students said that the material they were 
asked to review prior to class time, along with the 
warm-up questions that were due to answer prior 
to the second class meeting, were student intensive. 
Some of the negative replies were:

This JiTT week requires my internet 
connection to be stable all the time to be 
able to review material and answer warm-
up questions. I live off-campus in an area 
that constantly has issues with internet 
connection.

I did not necessarily see a connection 
between the concepts presented prior to 
class time and the warm-up questions. I 
think care must be taken when writing the 
warm-up questions.

Even though most responses from students 
in this small class has been positive, a thorough 

introductory cybersecurity course is still required. 
Future studies are recommended to answer the 
following questions:

• Which parts of this strategy adds the most 
value toward student retention?

• Does this strategy encourage students to 
take future cybersecurity courses?



• Do students from a course with a JiTT 
strategy exhibit better problem solving and 
critical thinking abilities?

The JiTT approach provides a sensible technique 
for any classroom by blending out-of-class work with 
lectures and in-class work. JiTT has been proven 
to be an effective technique in statistics courses, 
and it is also well-suited for computer science and 
cybersecurity courses, but The JiTT approach can 
be instructor and student labor intensive. The out-
of-class material must be crafted very carefully to 
be effective. Students must regularly review class 
material and class assignments, and instructors 
must review and grade them.
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