
http://ijhe.sciedupress.com  International Journal of Higher Education Vol. 9, No. 3; 2020 

Published by Sciedu Press                         71                         ISSN 1927-6044   E-ISSN 1927-6052 

Change of the Higher Education Paradigm in the Context of Digital 

Transformation: From Resource Management to Access Control 

Ilshat Rafkatovich Gafurov1, Marat Rashitovich Safiullin1, Elvir Munirovich Akhmetshin1, Almaz Rafisovich 

Gapsalamov1 & Vladimir Lvovich Vasilev1 

1Kazan Federal University, Kazan, Russia 

Correspondence: Elvir Munirovich Akhmetshin, Kazan Federal University, Republic of Tatarstan, 423604, Elabuga, 

Kazanskaya Street, 89, Russia.  

 

Received: January 28, 2020            Accepted: March 4, 2020            Online Published: March 9, 2020 

doi:10.5430/ijhe.v9n3p71              URL: https://doi.org/10.5430/ijhe.v9n3p71 

 

Abstract  

Digitalization and transition to a new technological structure bring humanity to another level of development. The 

changing technological structures, industry and society progress, enhance the importance of improving the university 

development model. The existing management system and infrastructure in universities are often outdated and 

unable to ensure their competitive and adequate functioning. Hence, the need to improve the processes of using the 

university infrastructure through digital technology. The composition and range of the resources should also be 

reviewed and supplemented with new components. 

The purpose of this work is to reveal the principles and requirements for improving the university infrastructure 

using digital technology.  

The methodology is based on modeling the university management system, with the concept of infrastructure logic 

as a core, meant to include new elements in the university management infrastructure: university stakeholders, 

cultural values, investments and translation. 

The management model transformation implies a transition from structural to infrastructural approach, from 

infrastructure management to managing the infrastructure logic. The digital network platform incorporating the 

information on all the infrastructure facilities, their status, will provide effective user access management to each 

university resource. 

The recommendations formulated to improve the university infrastructure using digital technology will make higher 

education more effective. 

Keywords: university infrastructure, infrastructure logic, resource management, access control, university 

development strategy, university digitalization, university digital transformation 

1. Introduction 

1.1 Research Problem 

Digitalization and transition to a new technological structure lead humanity to a new level of development. The new 

level of development involves active use of digital technology. In these conditions, the importance of improving the 

development model of the university is growing (Lezer et al., 2020; Khalid et al., 2018). 

As the dynamism of technological structure changes inevitably grows, this then requires modern universities to 

increase their responsiveness to external and internal changes in the university system, flexibility and adaptability. 

The existing management systems and infrastructures in many universities often date back to the past era, and 

therefore are usually not able to ensure the competitive functioning of the university adequate to the new realities. 

There are completely new requirements for infrastructure management (Holmwood et al., 2019; Hasanović et al., 

2012). In order to accelerate the technological development of the university, it is necessary to involve not only all 

infrastructure objects, but also intellectual and cultural potential. Historically, university infrastructure was mainly 

focused on the management of material resources such as buildings, structures, equipment, networks, and in current 

times, in order to solve the tasks of adaptability, flexibility and rate of development, there needs to be a system of 

cultural values and staff involvement as a tool for coordinated interaction making it possible to interconnect all the 

components together (Shaik et al., 2020; Rothmann, 2013). Mobilization of a significantly larger number of 
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resources requires the improvement of the access control system to the university infrastructure facilities. Therefore, 

in the management of the university the infrastructure management processes should be revised. 

Universities have focused mainly on the development of the resource base: modernizing property, developing 

communications and attracting personnel (Buyak et al., 2019; Lisyutkin, 2017). At present, the main thing is the 

sharing of resources of partner universities and the operational, mutually beneficial, network formation of resources 

for the implementation of scientific and technical projects (Tay & Low, 2017).  

Currently, due to the Internet, all universities globally are working in a single information environment. The solution 

of modern scientific problems is no longer possible within the framework of one university, but requires the creation 

of a cooperative scientific network of partner universities. Each university has its own unique infrastructure 

improving over decades. In the modern context, it is more advisable for universities to use each other’s infrastructure 

to mutual benefit than to spend time and resources to create their own comprehensive infrastructure (Johnson, 2019; 

Shirokova et al., 2017). The emphasis shifts from competition for resources to cooperation through access to shared 

resources. Implying a change in the methodology from competitive market relations to cooperative-partner 

interaction (Bahrani et al., 2019; Courcoubetis et al., 2012). The result of this cooperation can fundamentally change 

the established paradigms of national innovation systems in general and higher education in particular. 

Digital technologies allow a remote use of the laboratory and personnel potential of various universities. Therefore, it 

is important to ensure safe and mutually beneficial access to university resources using digital technology. 

Additionally, the composition and range of the resources should be reviewed and supplemented with new 

components. The infrastructure of a modern university is not only premises, equipment, information services, 

teachers and researchers, but also cultural values, investments, and access to the benefits of life quality. Adding 

common cultural values to the infrastructure logic allows the university to ensure the availability of similar values for 

different groups of university users (Huang et al, 2019; Kalitanyi et al, 2018; Shuter et al, 2018). The modern 

university actively collaborates with investors: banks, management companies, investment funds, large industrial 

corporations. These investors provide financial resources for mutually beneficial implementation of scientific and 

technical projects of the university. Translation of the latest scientific and technological discoveries in practice allows 

the conversion of scientific and educational competencies into scalable projects in the real sector for the successful 

and rapid implementation of research results in modern practice and management. The component quality of life and 

personality development implies a system of measures to provide comfortable, convenient and safe living conditions, 

training and personality development for university stakeholders such as students, teachers and researchers. 

1.2 Importance of the Problem 

Digital transformation is becoming global in nature, and the Russian Federation is well placed with all the 

capabilities and potential to become a leader. According to the rating of countries by the index of development of the 

digital economy (Shaposhnik et al., 2018, p. 16), Russia takes 23rd place and is ahead of a number of countries in 

Eastern Europe, such as Poland, Hungary, Romania and Bulgaria, and Greece and Cyprus in Southern Europe. 

Russia has values below the average index of development of the digital economy, and shares a group of countries 

with Italy in their level of development of the digital economy. 

In the context of higher education globalization, universities enter the competition on the world stage (Gafurov et al., 

2014; 2017). In such conditions, the competitiveness of a university will be determined by the timeliness of 

introduction of new technologies, the level of the main types of activity digitalization, readiness to transform the 

infrastructure for the development of the new generation educational system (Maltese, 2018; Kryukov et al., 2017). 

Universities recognized as centers of the spheres of education, science, research, culture, should become advanced 

areas for the introduction of new digital technologies, while acting as the main factors and institutions that contribute 

to the further process of digitalization of the economy (Order of the Government of the Russian Federation of July 28, 

2017 No. 1632, 2017; The development of the digital economy in Russia. Program until 2035, 2017). 

One of the tasks universities have is to create new demanded knowledge and help people to adapt effectively to 

changing conditions. One of the factors for people to meet the requirements of the digital work environment and the 

knowledge society is to increase the digital literacy of the population (Salisbury et al., 2019). In this regard, 

educational organizations should strive for a wider use of digital technologies in their activities. Together with all 

parties concerned in the field of education, modern universities will strive to create a strategy of not only digital 

learning, but also a digital culture, and a digital educational platform that will systematically use, expand and 

implement the possibilities of digital media to provide high-quality education (The development of the digital 

economy in Russia. Program until 2035, 2017). Within these conditions, the university becomes the central link that 
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sets the pace of digital transformation of technological and social systems (Safiullin and Elshin, 2019; Volkov, 2009). 

Therefore, the university should be able to respond to challenges for the most promising and rapidly developing 

industries, solving tasks that are important for society, tasks that are important for the development of the country, 

economy and industry, that were unable to be solved by previously created and existing structures, institutions and 

industry. A modern university should not only respond to external and internal changes in a completely different way, 

but in some areas should foresee and anticipate them. It should be adaptive in the direction of increasing its 

competitiveness.  

The problem of modern Russian higher educational institutions is that both management mechanisms and the basic 

principles of organizing university infrastructure are those laid down mainly in the middle of the last century 

(Mitrofanova et al., 2019; Puzanova et al., 2019). To ensure the competitiveness of today’s university, it is necessary 

to absolutely change the management mechanisms and their infrastructure. One problem is that it is impossible to 

clearly articulate what a modern university should be like, and what future markets are going to be in order to set 

clear-cut requirements for what a digital university should be like. In the context of the digital transformation of the 

economy and society, new demands are placed on universities as one of the most important links in the education 

system. The important question is: who can best formulate the requirements for university infrastructure?  

By way of illustration, the following section explores the influence groups and interests of the main stakeholder 

groups: 

1. A student, studying as a main stakeholder or one without whom the meaning of the educational activities of the 

university may be lost. Entering the university, students have certain expectations and visions regarding their future 

and career. One of the main goals for students is successful employment with competitive remuneration. Therefore, 

the following requirements are presented to the university: communication with the real sector, the opportunity to 

take internships in large companies in the region, and the developed infrastructure of the university. 

2. The university itself: its teachers, researchers and scientists, service and administrative staff. 

University staff are interested in a competitive salary and a constructive free creative environment that allows them 

to create and invent. Currently, the earnings of university employees are increasingly dependent upon the results of 

their scientific and innovative activities such as winning contests, securing grants and business-contractual activities. 

The success of research and innovation activities of the faculty depends on the degree of integration the university 

has into the global innovation system including joint research, collaborations, and mirror laboratories. It is important 

to ensure close integration of the university with the real sector of the economy, which will ensure the flow of 

relevant contractual work and increase the well-being of employees. 

3. External government: Ministry, Federal Education and Science Supervision Service, development institutes, 

region, city. 

There exist a number of contradictions inherent in this level. State bodies are interested in improving the quality of 

education and graduates which determines the orientation of the state educational policy towards the comprehensive 

development of universities at a global competitive level. The state is forced to spend significant resources on 

financing basic science and priority research and innovation developments through the operation of a network of 

grant and competitive funds. Due to limited budget resources, priority areas of science and technology are being 

formed that receive priority financing. This situation causes the conservation of other breakthrough areas that could 

unexpectedly bring Russian universities to a higher level of competitiveness. Another contradiction lies in providing 

open access to information and knowledge to the latest discoveries and inventions, to accelerate the country's 

innovative development, and it makes it necessary to maintain state secrets in certain breakthrough areas of science 

and technology. Another contradiction is that government bodies are interested in the high quality training of 

graduates, and it is important that graduates, after receiving a quality education, do not stay to work in other 

countries. The better the students are trained, the more competitive they become, and accordingly, they will strive for 

a higher level of remuneration, and government bodies cannot always provide this. 

4. Enterprises, companies, business environment. 

Stakeholders such as enterprises, companies, and business are primarily interested in obtaining qualified personnel 

trained by universities. To this end, in the traditional model of higher education, along with theoretical training and 

research work, production and undergraduate practices are provided. However, this format of training in modern 

conditions also needs to be improved. Taking into account the infrastructural logic, enterprises and organizations of a 

certain territory should have access to the general world personnel potential. Accordingly, university graduates 

should have global personnel competitiveness, which also depends on the degree of development of the university 
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infrastructure at the level of international standards. Another factor in solving this problem is the cost of human 

resources and the desire of enterprises and organizations to invest in the education of their employees. At the 

crossroads of the above tasks, there should be a state coordinating and helping to meet the staffing needs of 

enterprises and organizations. 

Considering the positions of the main groups of university stakeholders, even they in a dynamically changing 

environment, cannot have a clear idea of the key characteristics of the university of the future. Therefore, it is no 

longer the infrastructure design what matters, but the clear-cut principles and requirements within which 

management and university infrastructure should be built.  

1.3 Literature Review 

Theoretically the study is based on the results of modern research by leading domestic and foreign scientists who 

have devoted their works to improving the strategic development and digitalization of the university (Suryadi, 2019; 

Öztürkler, 2017; Lezer et al., 2020). 

Every year, more authors, scientists and researchers are paying attention to the issues of digital transformation of the 

main activities of the university. The digital transformation, which has allowed the largest universities to make a 

quantum leap in development, is becoming a key factor in ensuring the competitiveness of the university in the new 

digital era (Gama, 2019; Herri et al., 2019; Khalid et al., 2018; Maltese, 2018; Perez Gama et al., 2018; Faria et al., 

2017). 

Universities are central to the global digital transformation (Xiao, 2019; Sirotkina et al., 2019). The main directions 

of global digital transformation are integrated into all areas of the university’s activity strategy. Shared knowledge 

resources become a reliable basis for decision making throughout the life cycle of infrastructures. In this regard, 

many universities are introducing information modeling structures for buildings, premises, campus (BIM). Among 

them are the University of Minho (UMinho). Research by Cruz and Azenha, (2018) briefly describes the main stages 

of the implementation of this structure, which are relevant to achieve this goal, in particular from the point of view of 

features of facility management. 

In the digital age, the importance of intellectual capital and knowledge management to survive in the face of growing 

competition has increased. Therefore, in recent years, the central object of many modern studies has become 

personnel as the carrier of the company's human capital (Gander et al., 2019). Another important component of the 

management system is knowledge management, which makes it possible to systematize and integrate knowledge and 

disseminate it in all departments of the organization. Taghizadeh and Shokri’s (2015) research into the study of 

knowledge management infrastructure at the Azad Islamic University in Tabriz, where 460 people were surveyed, 

reported that the knowledge management infrastructure in organizations was relatively favorable (Taghizadeh and 

Shokri, 2015). 

The evolution of society has led to a significant increase in the amount of data stored by organizations (Anica-popa, 

2011). The rapid development of technology has made it possible to analyze a large amount of data, structure them 

and identify among them the most valuable and important for supporting management decision-making processes. 

Examples of such systems are DSS and the use of BI architectures. As most of the services provided by modern 

companies are supported by IT infrastructure, it is important that they are suitable and able to maintain the adequate 

functioning of the main functional units of the organization. Taking into account the above priorities, research by 

Branco, Martins, Gonçalves, Bessa and Costa (2015) considered it important to conceptualize the creation of a 

decision support system for the university’s IT infrastructure. To achieve this goal, the Services of Information and 

Communication (SIC) of the University of Tras-os-Montes and Alto Douro (UTAD) were used. Due to the 

introduction of this decision support system, the SIC / UTAD have increased their ability to make more grounded 

and informed decisions, optimizing and thereby more efficiently managing the UTAD IT infrastructure (Branco et al., 

2015). 

The modern educational space sets new requirements for the quality of educational and information services 

demanded by university students and staff, users and employees of enterprises, and government officials (Korableva 

et al., 2019; Merzon et al., 2017; Galimullina et al., 2020; Sayabek et al., 2017). Wang and Ru (2013) developed an 

infrastructure project for a university information services platform using data warehouse technology. The method of 

integrating information resources proposed by Wang and Ru (2013) allowed the university platform to implement an 

object-oriented, multi-tiered service to meet user service requirements and support decisions. 
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1.4 Hypotheses of Research 

After analyzing the main expectations of the user groups, the following requirements for managing a university's 

infrastructure logic is proposed: 

1. Accessibility is the property of an object to be suitable for timely use. Modern universities should work seven days 

a week and twenty-four hours a day. Moreover, digital technologies allow this to be done. In addition, this will allow 

a quick response to changes in the external environment and ensure high competitiveness.  

2. Universality. The universality property implies the suitability of the university’s services and products for most 

users, or provision of a specialized variety of service or product for each user group. 

3. Standardization – compliance of the services provided by the university with international or domestic standards. 

4. Scalability is the ability to increase productivity in proportion to additional resources. Scalability can be estimated 

through the ratio of the increase in performance of the system to the increase in resources it uses. 

5. Focusing on the priorities of products and services created and provided by the university can contribute to the 

university’s competitiveness. 

6. Multiculturalism is a policy aimed at the preservation and development of cultural differences, and the theory or 

ideology justifying such a policy. 

All of the above suggestions impact not only on infrastructure, but infrastructural logic. As there is no clear vision 

regarding the infrastructure of universities of the future, the project proposed is to be guided by the principles of 

infrastructure logic. 

The new principles of university management have identified the main tasks of digital transformation: 

– creating a system of preventive training and staff development; 

– creating a comfortable environment for the work and development of employees; 

– creating a system of new knowledge, taking into account the needs of future markets; 

– improving the technology transfer ecosystem. 

The purpose of this work is to reveal the principles and requirements for improving the university infrastructure 

using digital technology. 

2. Methodology  

The methodology of this study was based on the method of modeling a university management system. At the core of 

the model was the concept of infrastructure logic, which included new elements in the university management 

infrastructure: university stakeholders, cultural values, investments and translation. 

The methodological basis of the study was a systematic approach to the analysis of the phenomena and approaches 

under consideration (O'Connor, 1997; Blauberg et al, 1970). The study was based on the wide use of abstract-logical, 

systemic and comparative methods, methods of analysis and synthesis, scientific abstraction, methods of consistency 

and complexity (Shchedrovitsky, 1981). Such methods made it possible to generalize the existing practice of using 

digital technologies in universities and offer recommendations for improving their infrastructure. 

The study presented methodological approaches to organizing and improving access control for various types of 

university infrastructures, including premises, equipment, teachers and scientists, information services, cultural 

values, investments, and other benefits of life quality. The authors of the study proposed key performance indicators 

for each type of university infrastructure, which more adequately characterized the level of digitalization of the 

university in modern conditions. 

3. Results 

When formulating requirements for a modern university, it was important to initially determine, what was the 

university associated with among various groups of stakeholders and why. Traditionally, students who come to study 

after school, treat the university as the stage of life necessary for further successful employment. Therefore, the 

employer should be included in the process of training a specialist at all stages of the educational process. Topics for 

graduate qualifications should be determined by employers. New educational programs are created only when it is in 

demand by employers. The employer should be ready to offer students a base of practice and provide real support in 

implementing the educational program in cooperation with the university. 

However, the environment is changing so dynamically that neither society, nor enterprises, nor the real sector, nor the 
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university itself can clearly say: what is the digital future going to be and what the competitive infrastructure should 

be like? In this regard, the mobilization of a significant number of resources is required (Bruckmann, et al., 2018; 

Nguyen et al., 2019; Poleman et al., 2019; Silva et al., 2018). The university’s largest stakeholders, cultural values 

including formal and informal rules of conduct, traditions, brand, reputation, investments and translation, should 

become integral parts of the infrastructure logic. 

Digital transformation involves a series of technological, managerial and organizational transformations. Digital 

transformation includes not only the use of the latest technologies, but also provides opportunities for the provision 

of services and the ability to ensure the supply of goods, to make available large amounts of data, regardless of the 

actual availability of material resources, creating new connections between people and places. Along with new 

features, digital transformation brings new challenges for the university’s IT infrastructure, and over time, it has an 

increasing load (Maltese, 2018). 

The list of infrastructure management objects was completed with the concepts of cultural values, investments, 

translation, the addition of which allows transforming the infrastructure management processes and introduction of a 

new concept of infrastructure logic (Table 1). 

 

Table 1. University resource list transformation 

Traditional university resource list Offered university resource list 

Resource management: 

Infrastructure: 

- campus, buildings, structures, premises; 

- service lines and communication; 

- equipment and materials; 

- teachers and researchers; 

- information resources and services; 

- other infrastructure facilities. 

Managing access to university infrastructure objects: 

Infrastructure: 

- campus, buildings, structures, premises; 

- service lines and communication; 

- equipment and materials; 

- teachers and researchers; 

- information resources and services; 

- other infrastructure facilities. 

+ cultural values; 

+ investments (the ability to mobilize resources for the 

implementation of projects); 

+ translation (the ability to convert scientific and 

educational competencies into scalable projects in the 

real sector); 

+ quality of life and personality development of 

stakeholders (students, teachers and researchers). 

 

The effectiveness of a modern university is determined by its role in advanced scientific research, educational 

technologies, training processes and the commercialization of its intellectual potential. Using digital technologies, 

the university provides prompt, mutually beneficial access to its resources, while simultaneously gaining access to 

the resources of other partner universities. In this regard, we list the promising tasks of a modern university: 

1. Improving the communication system within the university; 

2. Achieving common cultural values for different groups of university users; 

3. The solution of scientific, educational and technological problems using digital technology. The digital 

infrastructure represents the countenance of the university, its strengths, which have been formed due to a focus on 

development priorities. 

Access for a specific user is carried out within the User Group, i.e. for the user to receive certain rights, it is 
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necessary to include them in the group with the desired level of rights. If a user is a member of several groups, then 

their access level is determined by the sum of the rights of these groups. The list of access rights to each of the 

university’s assets should be regulated. Timely and high-quality access to university assets is very important for both 

external and internal users. Of interest is the presentation of the interpretation of access to resources in the context of 

the basic elements of the university infrastructure. 

For each of the university’s infrastructure facilities, principles and requirements were formulated for access control: 

1. Premises access control. An important principle of managing access to premises should be ensuring timely access. 

The creation of a unified digital platform for managing access to university infrastructure will make it possible to 

optimize and automate access processes. In most cases, student access to the premises is provided by the teacher. 

This model has emerged from the time when the main components of the educational process were the teacher and 

students. In a modern university, students should have access to the premises automatically. The university’s unified 

access control system should include information on the classroom schedule, the list of groups, and the system 

should know in which classroom which student should be. It is enough for the student to authenticate using one of 

the methods such as RFID-identification, identification using a campus card or bio-identification using a fingerprint 

or iris in order to gain access to the room. By entering the room, the student gets the opportunity to start working 

with equipment and training materials. The technological equipment of the room can be adjusted so that video 

lectures or presentations begin to be displayed from the moment the lesson begins. 

Attendance accounting and stimulation of compulsory attendance can be provided by introducing radio frequency 

RFID identification or identifying the student's presence in the classroom using a campus card. Additionally, there is 

no need to control teacher attendance, but the disadvantage of this method of identification is that it is possible to 

transfer the campus card or RFID identifier to another student and thus bypass the authorization, identification and 

attendance system. Modern technologies provide the opportunity to organize access by bio-identification with the 

recognition of people by face, fingerprint or iris. There is some contradiction with the infrastructure logic described 

above. Tight control of class attendance is contrary to the principles of free access to university resources, which is 

dictated by infrastructure logic. However, such a contradiction takes place only at the initial stage. With the 

development of the necessary cultural values, the accumulation of investments and the beginning of the transfer of 

knowledge to the external environment, the control functions of modern technologies will become a minor matter. 

The most important will be the functions of ultrafast access to university resources. Control will become built-in and 

will be mediated by cultural values and established institutions (accepted rules of behavior for university 

stakeholders). Institutionalization of infrastructure logic will take place. 

Based on the above, we have formulated KPIs for controlling access to premises: 

1.1. The possibility to find a route to the required building and university room in one minute. The university’s 

digital platform should be able to contextually search for classrooms. At the same time, the student does not need to 

remember the room number, it is enough to enter the number of his group, because the system should keep a 

schedule of classroom activities for the entire university. 

1.2. It is proposed for university employees to organize the possibility of key-free access to their workrooms and 

classrooms (face, fingerprint or iris recognition). This will allow one not to waste time fetching the keys and 

automate the accounting (register) of the time and duration of employees in certain classrooms and in the university 

building. 

1.3. For students in the digital age, a video broadcast can be a worthy analogue of attending a class, which will be 

very useful for those who cannot be in the room due to illness or other reasons. KPI provides instant access to the 

online broadcast of the class through a digital platform with the ability to view class recordings. Thus, the control of 

access to premises is reduced to controlling access to information that the user can receive to the same extent, 

regardless of attending the class.  

2. Equipment Access Control involves preventive registering and inventory of university equipment in a digital map 

(register) in a unified digital university platform. One of the reasons for equipment breakdown is the inept use, 

therefore, quality control of access to the equipment should include preceding user training in equipment skills, and 

user testing before allowing a person to work with it. 

We offer the following KPIs to control access to equipment: 

2.1. Timely informing users about the equipment available at the university, its features, performance and technical 

characteristics. This becomes possible due to the fixation of each object and its features in the digital platform of the 

university. 
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2.2. Supply of new equipment necessary for work within one week. 

2.3. An opportunity to access the necessary laboratory of another university. 

The user must be able to book research equipment via the Internet. 

3. Managing access to teachers and scientists. Traditionally, students' access to teachers and scientists of the 

university is organized through classrooms, individual consultations in the framework of research project. The 

development of digital technologies makes it possible to organize online consulting and even conduct online classes 

for students. 

We offer the following KPIs to control access to teachers and scientists: 

3.1. The ability to receive information on time, place and format of consultation with a teacher in a timely manner 

through a digital platform and register for a consultation in one click. 

3.2. In the digital platform, it is necessary to keep records of all teachers and scientists and keep up-to-date 

information on their latest research, developments and courses. 

4. Access to information services control. The traditional procedure for accessing information services involves 

authorizing a user in the system by entering a username and password. In modern times, this is more of a burden on 

the user and complicates access to resources. The user has to remember passwords from different systems, as 

different services have different length requirements and a set of required characters. The system is not perfect in that 

another person can accidentally or intentionally get to know the password and take advantage of the user's resources. 

Therefore, it is proposed to make the transition to access using bio-identification of a person. In our opinion, 

authorization should be as convenient as possible for the user, once he has logged in at the entrance to the system, 

other resources should not require re-authorization. 

We offer the following KPIs to control access to information services: 

4.1. Convenient instant access to all university information services: electronic libraries, databases, etc., convenient 

interface and navigation system. 

4.2. Increasing the number of information services with information available in the digital platform of the 

university. 

5. Cultural values access control. Cultural values are irreplaceable material and intangible objects and cultural works 

created by a person as a result of the creative process, having artistic and property value, universal significance and 

bearing an aesthetic, scientific, historical impact on a person (Neshatayeva, 2009; 2013). 

Cultural values also include a collection of university activities that a user can or should attend. Timely and complete 

information about upcoming events will allow users to better navigate and take part in the cultural life of the 

university. It is supposed to connect all users of the university to a single digital platform, so the user in his personal 

account can observe the specially compiled calendar of events he would be most interested to visit. 

Access to cultural values should include information support and user support on cultural objects. 

The authors propose the following KPIs to control access to cultural values: 

5.1. The number of university events with information available on the university’s digital platform. 

5.2. The ability to instantly inform the user of the digital platform about all the possible activities of the university 

and connect to participate in them within one minute. Online participation should be provided. 

In accordance with this, the principles, management mechanisms and infrastructure of the university should be 

transformed. 

The new principles of university management should be as follows: 

- meritocracy - the principle of management, according to which leading positions should be occupied by the most 

capable people, regardless of their social origin and financial wealth (Adler, 2017); 

- autonomy and publicity of management; 

- product diversity of management results; 

- individualized educational trajectories and programs. 

Promising cultural values consistent with infrastructure logic will bring about concepts of mutual assistance, 

cooperation and partnership. In the future, these cultural values will become indispensable in providing access to 
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university resources. All university stakeholders will seek to obtain these cultural values, since the effectiveness of 

their personal, economic and social activities will depend on this. We must create such an infrastructure that every 

stakeholder can receive and mutually enrich the cultural values of a modern university, according to the 

infrastructure logic. In other words, cultural values should attract people with new ideas and give them the 

opportunity for self-realization through access to university resources. Access to cultural values will occur 

automatically if a person accepts these cultural values and participates in the university’s cultural events. 

6. Investment access control. Digitalization provides new opportunities for promptly attracting investment for the 

implementation of a project. If an employee or student of a university has a good idea, then it should be possible to 

find resources for its implementation, that is, to find resources not only financial, but also to find a team of 

like-minded people, and a team of users (Akhmetshin, 2019). 

Based on the above, we have formulated KPIs for investment access control: 

6.1. The ability of users to get an expert assessment of the investment attractiveness and prospects of their project 

within 1 day. 

6.2. The number of projects and initiatives that have received investment support. 

6.3. The number of users who have successfully implemented their project after receiving expert assessment and 

investments with the support of the university; 

6.4. The total amount of investment funds received by all the university users for the implementation of their 

projects; 

6.5. Average profitability of investment projects of the university users.  

7. Access to other quality of life benefits. This category includes all those objects that were not included in the 

previous ones. For example, access to university vehicles (if available) or to sports facilities. No matter what the 

infrastructure object is like or what it is, universal principles for managing access to objects can be formulated: 

7.1. The availability of information about the infrastructure in a single digital platform of the university. The 

information should include the period(s) of time in which the user can use this object (based on the category of users 

to which it belongs). 

7.2. Possibility of online-booking access to the facility for a certain period of time (if appropriate). 

It is important to ensure the harmonious development of a student in everything. For this purpose, the university 

infrastructure should include: a set of sports facilities and gyms, healthcare facilities, a security service, etc. It is 

necessary to create such an infrastructure that could provide one not only with a decent education, but also with the 

opportunity of all-round development. 

Summing up, it is important to note that when talking about access control, it is not only about providing or not 

providing access, but namely about control, that is, providing quality user support when working with the system and 

infrastructure objects, in order to achieve certain results. Access control quality should be measured by performance 

indicators. Performance, in turn, affects the image of the organization. 

4. Discussion 

Issues of managing access to infrastructure facilities of organizations (including educational ones) are widely 

discussed in the scientific literature. 

As the literature review has shown, two areas of discussion of this issue are developing: firstly, technical and 

information and communication tools for accessing university infrastructure are being investigated and tested, and 

secondly, recommendations are formulated to improve the cultural values of the university in the digitalization era, to 

attract investment in higher education school to accelerate the translation of knowledge into the real sector of the 

economy. 

Consider the first line of discussion. Today, all over the world, a digital, non-contact method of data transmission is 

the main channel for the exchange of information. The total conversion of information into a digital format and its 

release from a material medium opens up many new opportunities for users, but at the same time, many technical and 

functional problems arise. These problems affect most business sectors. Among them, university management 

includes the administration of the educational process, financial management and registration fees and access rights 

to various university services and infrastructure facilities. Security today is one of the main problems in the world of 

digital information. According to researchers Ghizlane, M., Reda, F.H., Hicham, B. (2018), smart cards are identity 

carriers that fully contribute to ensuring access security through strong authentication. In their study, they propose 
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building an architecture based on the use of smart cards and public key infrastructure (PKI). This will provide 

simultaneous and secure access for different users (student, teacher and administrator) with different levels of 

classification to different objects of the university infrastructure (Ghizlane et al., 2018; Neshatayeva, 2009). 

The development of technology has led to a significant increase in the amount of data and digital information. In the 

field of digital information management, security and control issues are fundamental ones, access control and 

management issues being critical. These issues always require an effective and timely solution. One of the modern 

directions in solving such issues is block chain. Block chain is an effective technology that provides maximum 

security, trust and maximum access control in large data systems. In the block chain network, information is stored in 

the form of a distributed registry, which ensures the security of data storage. In a block chain network, it is 

impossible to completely hide, delete, or distort a previously recorded information block, because information is not 

stored in one, but in several places at once. Researchers Sifah, Xia, Agyekum, Du, Guizani (2018) suggest using an 

independent block chain based on a chain in which a virtual container is created in which the parties can make 

transactions. At the end of the transaction, the results are stored in an independent block chain network, which 

significantly reduces the amount of data stored. The effectiveness of the system proposed by the authors exceeds the 

existing ones (Sifah et al., 2018; Adler, 2017). 

A fundamentally new access control model for large infrastructures was proposed by the researcher Mammass (2019). 

The S-OrBAC (Service-Organization Based Access Control) model is based on two fundamental concepts: 

organization and service. With the growth and development of the organization, consolidation of the infrastructure 

and expansion of user communication with various types of resources and data, the need for access control and 

management systems increases. The author offers his general view of the service concept in large infrastructures and 

considers various entities of the S-OrBAC model. The study examined an example of the use of the model in the 

management of a university that provides numerous educational services (Mammass, 2019). 

Consider the second line of discussion. In our model of infrastructural logic, a special place is occupied by cultural 

values, on which the effectiveness of access control to university infrastructure will largely depend. According to 

researchers, in a special cultural atmosphere that motivates active innovation and is based on high moral standards, 

the process of acquiring professional experience and gaining advanced knowledge and skills is more active 

(Sergeeva et al., 2018). Digitalization enhances these processes and allows for quick access to the university 

infrastructure. 

The motivation of students to use the possibilities of digitalization is affected by the level of quality of life of 

students and the level of comfort of living and learning. Researchers also note opposing trends. High quality of life 

provides high satisfaction with the educational process. Accordingly, digitalization, as an accelerator of access to 

university infrastructure, also has positive effects on the educational process and student motivation (Rezaee et al., 

2019). 

The fairly successful results of digitalization of Russian universities, building a model of access control to 

infrastructure, are the result of a general positive trend in improving the quality of life of students (Valkova, and 

Komarovskaya, 2019). Accordingly, this confirms our idea that the quality of life should be considered as the most 

important element of the new paradigm of infrastructure logic. A special place in the structure of the concept of 

quality of life should be given to the physical health and active sports of students and university teachers. The 

research results show that the quality of life depends entirely on an active lifestyle, and this, in turn, is a certain 

culture of behavior (Çiçek, 2018). Thus, the point about the need to include cultural values in infrastructure logic is 

once again confirmed. 

Another important aspect of the existing discussion is the effects that arise when improving the quality of life of 

students, increasing the comfort of living and the conditions of joint research activities. As researchers note in the 

digital age, it is extremely important to ensure that students form such competency as teamwork (Shchedrovitsky et 

al., 2018). These results confirm the shift in the modern paradigm of higher education to joint, cooperative work, the 

use of a common university infrastructure, and ensuring effective access control to it. 

5. Summary and Conclusions 

In the conditions of rapid development of technologies, digitalization of many areas of life and society, changes in 

the system and infrastructure of educational organizations are inevitable. In modern conditions, the university has to 

meet new requirements. The speed of reaction to external and internal changes, the flexibility and adaptability of the 

university in the new digital era should fundamentally increase. However, the current management system and 

infrastructure has formed in the past era and does not meet the emerging requirements. In the digital era, the 
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requirements for university management and infrastructure are changing dramatically. Digital infrastructure objects 

such as digital educational content, electronic libraries, distance technologies, etc. are added to familiar objects. The 

importance of developing digital infrastructure for increasing the competitiveness of the university is growing. An 

increase in the number of university infrastructure facilities requires effective control of user access to them.  

The purpose of the study was to disclose the principles and requirements for university infrastructure access control. 

The study presents methodological approaches to organizing and improving access control for various types of 

university infrastructure: premises, equipment, teachers and scientists, information services, cultural values, 

investments, as well as other benefits of quality of life.  

The authors have investigated the positions of the main groups of university stakeholders, and based on this, they 

offer the requirements for managing the university’s infrastructure logic, the new principles of university 

management and determine the main tasks of digital transformation. 

The authors propose a new approach to managing infrastructure logic, which involves shifting the focus from asset 

management to managing access to university infrastructure. 

The contradiction between the current state of infrastructure and new requirements is proved, and on this basis a new 

management concept called infrastructure logic is formulated. 

The authors have formulated principles, requirements and new KPIs for access control for each of the university’s 

infrastructure facilities. 

Practical and social implications. To ensure the harmonious development of students, the university infrastructure 

should include new components: a set of sports facilities and gyms, healthcare facilities, a security service, etc. It is 

important to create such an infrastructure that could provide one not only with a decent education, but also so that the 

user has the opportunity to diversify. 

Summing up, it is important to note that access control assumes the provision of high-quality user support when 

working with the infrastructure system and facilities, in order to achieve certain results. Access control quality should 

be measured by performance indicators. Performance, in turn, affects the image of the organization. 

The presence of an effective mechanism for managing infrastructure logic allows for the improvement of the 

communication system within the university; achievement of common cultural values (the presence of similar values 

for different groups of university users); critical infrastructure will contribute to solving scientific, educational and 

technological problems. 

The main difficulty in further research is the need to implement infrastructure logic at the state level. Government 

policies for the development of the digital economy should include a new methodology for the transition from 

resource management to access control. The difficulty lies in the fact that the subjects of government are motivated 

to maintain the existing situation and are interested in maintaining control over resources. Overcoming this 

contradiction is only possible with the development of the principles of democracy and effective civil society 

institutions.  

In this regard, a promising scientific research is the development of measures to improve the institutions for 

stimulating innovation and creative activity for the transition to infrastructure logic and a new access control 

paradigm. 
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