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SKILLS REQUIRED BY THE INFORMATION TECHNOLOGY
SECTOR IN THE WASHINGTON, D.C. METROPOLITAN AREA

Executive Summary

To better understand the skills, education, and experience that are required for obtaining jobs in
the information technology sector in the Washington, D.C. metropolitan area, the Office of
Institutional Research (OIR) at Northern Virginia Community College collected and analyzed
data from advertisements for information technology (IT) jobs. The advertisements for IT jobs
were selected from Sunday editions of the Washington Post once in February, 2000, and
again in April, 2000. OIR compiled and analyzed the data from the information technology job
announcements primarily to learn more about the skill sets employers were seeking in
candidates for IT positions. In doing so the study also provided information on the types of IT
jobs advertised in the local labor market.

The information technology positions selected for analysis were classified into eight major
categories: (1) database management/development, (2) graphic design, (3) help desk/technical
support, (4) management positions, (5) network/systems administration, (6) programming, (7)
training/instructional design, and (8) other.

The following is a brief summary of the findings:

The Programming category of advertised IT jobs had the largest proportion (22%) of jobs
from the two samples. The smallest proportion (3%) of IT jobs from the two samples fell into
the Management category.

Across the eight job categories, 42% of the advertisements stipulated a degree or
certification, with a degree being asked for far more often than certification. Of the 66 ads
that listed a degree as a requirement, a few of them also called for one or more
certifications. The vast majority of jobs, which required a degree, sought candidates with a
Bachelor's; only a few specified an Associate's degree or a degree beyond the Bachelor's.

Degree requirements varied from one job category to another. The highest percentage
(75%) of jobs requiring a Bachelor's or advanced degree from the two samples were in the
Training/Instructional Design category. Sixty percent of ads for positions in the
Network/Systems Administration category called for degrees and/or certification. The lowest
percentage (25%) of jobs requiring a degree was in the "Other" category.

Work experience was a requirement found in a majority of the ads across the job categories.
All of the ads in the Training/Instructional Design and Management categories called for
work experience. In all other categories except the "Other" category, between 70% and
80% of the advertised positions called for work experience. A need for extensive, broad-
based experience was indicated in many of the advertisements.

Technical skills required for the sampled IT jobs included expertise with a wide range of the
tools of technology, including database and networking software, operating systems,
programming languages, and business applications. Expertise with HTML, UNIX, SQL,
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Windows NT and Windows 95/98/2000, Java, or MS Office were specified most frequently.
Employers were often seeking job candidates familiar with a number of different
technologies.

Non-technical skills were also mentioned in many of the sampled IT job advertisements. Of
the non-technical skills sought, the most frequently mentioned were oral and written
communication skills, followed by interpersonal, customer service, and team player skills.
Handling multiple tasks and working independently were among several other skills
mentioned more than once.

2
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SKILLS REQUIRED BY THE INFORMATION TECHNOLOGY
SECTOR IN THE WASHINGTON, D.C. METROPOLITAN AREA

Introduction

This report presents the results of a study designed to learn more about the skills, the education
and training, and the work experience that employers in the information technology (IT) sector in
the Washington, D.C. area seek in job candidates.' The study also provides an overview of the
IT jobs advertised in the local area labor market. By learning more about the kinds of IT jobs in
the area and the job skills needed for employment in the IT sector, NVCC will be better able to
serve the educational needs of its students and the workforce needs of area employers.

Methodology

To find out about the types of jobs available and the nature of the skill sets job seekers need for
employment in the region's information technology sector, OIR compiled and analyzed data
from advertisements for IT jobs that appeared in the Washington Post, the area's largest-
circulation newspaper.2 One hundred and eighty-two IT job advertisements were drawn from
two samples of the Washington Post's Sunday employment sections. The first sample of IT job
advertisements were randomly selected from the February 13, 2000, Washington Post
employment section. For this sample, every fifth job was selected from those advertised. The
second random sample of IT jobs was from the April 16, 2000, edition of the Washington Post.
Every tenth job was chosen for this sample.

The IT job advertisements selected for analysis were grouped into the following eight
categories:

A. Database Management/Development
B. Graphic Design
C. Help Desk/Technical Support
D. Management
E. Network/Systems Administration
F. Programming
G. Training/Instructional Design
H. Other

Figure 1 shows the eight different categories into which the jobs were grouped. In addition, it
shows the proportion of the IT jobs that fell into each of the major categories. The largest
proportion of the IT jobs randomly selected felt in the Programming category.

1 Washington, D.C. metropolitan area includes Northern Virginia, the District of Columbia, and the Maryland suburbs
of Montgomery and Prince George Counties.

2 Samples for this study were limited to selections from the Washington Post after it was determined that employment
information in other area newspapers often duplicated what was contained in the Post. The Washington Post had
more extensive technology job listings than other area newspapers.
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Figure 1: IT Jobs Sampled from Washington Post Advertisements
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Analysis of the content of the advertisements began with the construction of a matrix for each
sample that shows the skills, education/certification, experience, and hardware/software skills
required for each of the advertised IT jobs. Further analysis focused on determining the nature
of the skill sets needed for jobs in each of the categories, thereby allowing for comparisons of
how the skill, education, and experience requirements differed from one job category to another.

Examination of the kinds of skills, education, and experience employers listed as requirements
for information technology jobs shows some similarities and some differences in requirements
among the different IT job categories. They are detailed in the report, which is presented in two
sections.

Section 1 describes the kind and nature of requirements for jobs in each of the eight categories,
based on data from both samples. The proportion of advertisements that specified degrees
and/or work experience is indicated for each category.

Section 2 presents a matrix for each of the two samples, listing each of the advertised IT jobs
selected and employment requirements.
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Section 1: Skill Requirements for IT Positions

The following analysis provides a synthesis of skill requirements from the two samples of
information technology positions advertised in the Washington Post Classified section. Because
the requirements for positions in the IT field vary widely, separate summaries are provided for
each of the eight areas sampled: database management/development, graphic design, help
desk/technical support, management, network/systems administration, programming,
training/instructional design, and "other". These eight categories were further subdivided when
the required skills differed significantly among the various positions.

A. Database Management/Development Positions

There were 23 database positions in the sample selected from the Washington Post Classified
sections. This represented approximately 13% of all advertised IT positions in the two samples.

Within the database category, the position descriptions varied substantially. For this reason,
separate analyses are provided for three distinct subgroups: Database Administrator, Database
Developer/Programmer/Analyst, and System Administrator.

1) Database Administrator

Over half of the ads required that candidates have knowledge of Oracle. This was followed by
Unix, Linux and SQL software. Other software skills that were mentioned included Access, NT
Server, Visual Basic, Sybase, DB2, Lotus Notes, HTML, and software facilitating web
integration.

The required level of work experience varied among the advertised positions for database
administrators. The vast majority of ads (78%) called for candidates with extensive work
experience. A college degree did not appear to be an important factor for the database
administrator position. Even though some ads sought candidates with a degree, work
experience was still a requirement in all but one case. Candidates with specialized technical
knowledge in the latest version of software like Oracle and Unix were of foremost importance to
employers. According to the ads, successful candidates must possess hands-on experience
related to database administration and performance. Good communication skills, personal
motivation, and independent working habits could further enhance candidates' prospects in the
job market.

2) Database Developer /Programmer /Analyst

This broad subgroup consisted of the following job titles advertised in the samples: Database
Developer, Oracle Database Developer, Database Programmer, Sr. Database Analyst,
Database Design Analyst, Sr. Software Engineer, QA/Testing Coordinator, Package Software
Analyst, and SAP Consultant.

Work experience requirements varied widely across the various job titles. The hardware and
software skills that candidates needed also varied among the positions in this category. Some
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of the more frequently mentioned skills required of individuals included familiarity with SQL,
PL/SQL, or MS-SQL. Each of the following software skills was also mentioned: Oracle, NT or
web based NT, and Visual Basic.

In general, for the positions of database developers, database programmers, or database
analysts, there was little emphasis on degree requirements for candidates. In a few cases, a
Bachelor's or Master's degree was required. In addition to the degree requirements, work
experience was still necessary. Analysis of these ads further showed that in-depth knowledge
of a variety of the latest software was a major condition for employment. These findings
demonstrate an advantage to individuals with an Associate's degree, provided they are able to
show at least one year of related work experience to prospective employers.

3) System Administrator

This job subgroup encompassed the related job titles of Sr. System Architect, System
Administrator, and Database Engineer.

A high level of technical expertise, as well as analytical and design skills were requirements for
job applicants in this category. However, the majority of ads in the system administrator
subgroup did not specifically stress the need for individuals to have a college degree.
Regardless of degree, however, most ads in this category asked for candidates with significant
work experience of five years or more. In addition, some of the specific hardware and software
skills that candidates should possess included Unix, Oracle, Java, C, Perl, object-oriented
programming and data warehousing.

The major software requirements for the database category as a whole are displayed in Figure
2. Even though there was considerable demand for people who work with a wide variety of
database, programming and systems software, Oracle database and SQL were among the most
frequently required database software skills. Half of all database ads mentioned either Oracle
or SQL. Demand for candidates skilled in Unix and Windows/NT networks was approximately
equal, with each kind of software mentioned in 25% of the ads. One fifth of all database ads
required that candidates were familiar with Visual Basic software (see Figure 2).
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Figure 2: Computer Skills Frequently Required for Database Positions
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There were 17 positions in the graphic design category representing 9% of the IT ads from the
two Washington Post employment samples. The graphic design sample was further divided into
the two subgroups of graphic designer/artist, and web designer positions. The majority of jobs
advertised under this heading were for graphic designers/artists. It is important to note that
regardless of the job title, at least 65% of the candidates hired for these positions will be
involved in web site design at some level.

1) Graphic Designer/Artist

This subgroup comprised the following job titles: Sr. Designer, Graphic Designer, Graphic Artist,
Art Director, and Electronic Publisher.

Regardless of degree requirements, over 70% of the ads for graphic designers also required
work experience. The levels of work experience ranged from internship experience to 1-3 years'
experience. There was no mention of work experience for the graphic artist and electronic
publisher positions.

The need for candidates to have specific skills was emphasized in less than half of the ads in
this subgroup. The most frequently required skills were web site design plus knowledge of
HTML and web-related software. Other ads looked either for a detail-oriented, organized
person or for a creative, self-motivated, and committed candidate.
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For graphic designers, emphasis was placed on candidates having a college degree (over 70%
of the advertisements required a college degree). However, none of the ads for graphic artists
required a college degree. In addition to in-depth knowledge of software used in the field, over
45% of the ads for graphic designers/artists sought candidates with a background in web design
or the Internet. There was also a high demand for workers with knowledge of specialized
software dealing with presentation, illustration, and web design. All except one ad required
knowledge of one or more software products. The most sought after software knowledge was
Photo Shop and Quarkxpress.

2) Web Designer

This subgroup included the job titles Webmaster, Senior Web Programmer, Internet Production
Coordinator, Web Development, Web Designer/Graphic, and Web Assistant. These positions
are discussed separately from graphic designer/artist jobs because they pertain exclusively to
web design.

Work experience was required for all except the Web Assistant position. Experience levels
varied among the web designer positions ranging from experience with designing web pages to
six or more years' experience with Unix/CGI. Besides work experience, the supervisory
positions of Webmaster and Internet Production Coordinator also required a Bachelor's degree.

Additional skills that employers considered important included basic HTML coding, site
maintenance capabilities, site administration and layout, content writing, excellent
communication skills, and the ability to work in a team environment.

Virtually all web designer positions required candidates to know some form of HTML. In
addition, there was also demand for candidates to know a scripting language and to have
experience in one or more of the following software: Unix/Linux, Windows/NT, Active Server
Pages (ASP), or SQL.

The major software requirements for the graphic design category as a whole are displayed in
Figure 3. Over 50% of the ads sought candidates with knowledge of HTML. Forty-seven
percent of the ads in this category sought candidates who were familiar with Photo Shop or
Illustrator. Familiarity with a scripting language was a requirement for almost one quarter of the
graphic design ads. The high demand for HTML shows that the position description for today's
graphic design jobs has changed from primarily designing print publications to designing web
sites.

13
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Figure 3: Computer Skills Frequently Required for Graphic Design Positions
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C. Help Desk/Technical Support

There were 23 positions drawn from both samples that fell in the Help Desk/Technical Support
category. Most of the position titles in the advertisements included the term engineer,
technician, technical support, or specialist.

A degree or certification was important for candidates to possess for approximately 50% of the
positions in this job category. In particular, 13% of the ads preferred candidates with
certification credentials like MCSE or CNE, while 35% of the ads required a degree. In addition,
most positions in this group required individuals to have knowledge of specific software such as
NT network software, LAN, WAN, Novell Netware, or TCP/IP. Other ads emphasized the need
for candidates familiar with PC hardware including knowledge of Dell, IBM, and Hewlett-Packard
computers. In addition, the majority of the ads sought individuals with analytical skills as well as
skills in communication, customer service, and teamwork.

Seventy percent of the ads sought candidates with work experience. Individuals with
considerable work experience in specific environments were much in demand. Most of these
ads required several years of work experience in technical support, desktop support, hardware
and software installation, or troubleshooting Windows/NT.

Overall, the Help Desk/Technical Support group sought candidates with a high level of
specialized expertise in hardware and software installation, configuration, and maintenance in a
variety of environments. Compared with other positions in the information technology field,
there was more emphasis on candidates possessing a degree and formal education.
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Figure 4 presents the hardware and software skills most frequently required for Help
Desk/Technical support positions. The majority of ads in this group (59%) required knowledge
of Windows/NT network technology, various versions of MS Windows, and MS Office. Local
Area Networks, Wide Area Networks, and Novell Netware were also cited in 35% of the ads. In
addition, approximately 30% of the ads called for candidates who were familiar with TCP/IP data
communication protocol.

Figure 4: Computer Skills Frequently Required for
Help Desk/Technical Support Positions
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D. Management Positions

IBM
Hardware/Software

The sample for this group was made up of six positions: Director of Infrastructure, Director of
Information Systems, Knowledge Management Consultants/Managers, Deputy Director,
Marketing Manager, and Project Manager.

Approximately one-third of the positions required candidates with a Bachelor's degree. The
remaining ads did not mention a degree or specialized certificate. The required hardware and
software skills for these positions were less specific than for most other groups in the
information technology field. Management positions required a broad-based background in
diverse systems and databases. Each of the advertised positions required a unique
combination of hardware and software knowledge that differed from other positions in the group.

For most management positions, it was mandatory that candidates have extensive work
experience in one or several areas including data warehousing, mainframe, client servers, and
telecommunications networks. In addition to extensive work experience, many of the ads also
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required that individuals have general non-technical skills such as interpersonal skills and the
ability to adapt to rapidly changing conditions.

Overall, the ads for management positions in the information technology field placed emphasis
on extensive work experience in a variety of hardware or software environments. Somewhat
less emphasis was placed on candidates having a college degree. Interpersonal skills and
adaptability to changing conditions were also requirements of individuals applying for these
positions.

E. Network/Systems Administration

There were 32 technology jobs associated with this category. Approximately 33% of the
positions were system administration jobs and approximately 15% pertained to web
management or administration. Most of the remaining positions had manager, engineer,
architect, consultant, assistant, or specialist included in the position title.

Typically, the network/systems administrator positions had stringent educational requirements.
Over 60% of the positions in this category required candidates to have a college degree (a
Bachelor's or Master of Science degree) and/or professional certification.

Over 80% of all positions in this category required work experience. Ads for supervisory
personnel often sought candidates with expertise in a given system plus a number of years'
supervisory experience. For the most part, applicants were expected to have years of
experience in a great variety of hardware and software products. Nevertheless, it appeared that
some positions could be staffed with candidates with less than a Bachelor's degree and up to
one year of work experience.

For the network/systems administration category the highest proportion of positions (42%)
required individuals to have knowledge of Windows/NT technology, Windows software, and/or
Microsoft Office software. As shown in Figure 5, one-third of the positions required candidates
to have a background in Unix, Mac, Sun, or Solaris. Another third of the ads sought candidates
with a solid background in LAN/WAN and/or Novell Netware. HTML or XML skills were required
for more than 20% of the network/systems administration positions. In addition, approximately
17% of the positions required candidates to be familiar with TCP/IP or FTP data communication.
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Figure 5: Computer Skills Frequently Required for
Network/Systems Administration Positions
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F. Programming

This was by far the largest group of positions that were sampled in the information technology
sector. There were 40 ads that were selected in the programming category with a variety of job
titles such as Software Engineer, Developer, Programmer Analyst, Tester, and System
Administrator.

Approximately one third of the programming positions included in the Washington Post samples
required individuals to have a Bachelor's or advanced degree in Computer Science or related
discipline. Only the opening for a Microsoft Systems Engineer required MCSE and MCP
certifications from candidates. The remaining positions did not require a degree or certification.

Candidates applying for programming positions were expected to have experience with
database, networking, and programming software. Figure 6 shows that the greatest proportion
of programming ads in the sample sought individuals with knowledge of Oracle or SQL (44%).
This was followed by 38% of the ads that required individuals to have experience with Unix,
Linux, or Solaris. In addition, one third of the ads required candidates with either knowledge of
HTML, XML, Visual Basic, Active Server Pages, Perl, CGI, or Java Script. One third of the ads
required experience in Java programming.
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Figure 6: Computer Skills Frequently Required for Programming Positions
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Seventy percent of the ads for programming positions sought applicants with work experience.
Of these ads, 30% required candidates with 1 to 3 years of work experience. The remainder of
the ads required work experience of more than 4 years or experience using a wide variety of
software products and/or networks. In almost all ads, a Bachelor of Science degree, an
advanced degree, or professional certification did not substitute for work experience per se,
although these did appear to lessen the required number of years of work experience.

There were also vacancies that could be filled by candidates with less than a Bachelor's degree
and little or no work experience, provided they possessed the necessary hardware and software
knowledge.

G. Training/Instructional Design

This job category included such positions as Teacher/Coordinator, Instructional Designer,
Training Coordinator, Technical Trainer, MCSE & CNE Instructor, and Instructor of Information
Systems.

The highest proportion of ads for positions in the training category required individuals with
experience in Microsoft software (see Figure 7). Seventy-five percent of ads in this group
sought candidates with experience in Windows/NT, MS Windows, MS Office software or a
combination of these. Half of all ads in this group looked for applicants with a background in
Novell Netware or an unspecified database management system (DBMS). A quarter of the ads
sought trainers with teaching experience in object-oriented development or telecommunications.
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Seventy-five percent of the training/instructional design ads sought candidates with either a
Bachelor's, Master's, or Ph.D. degree. A quarter of the ads required the professional certificates
MCSE, CNE, or MCSO.

All ads in the sample for this group required teaching experience. Most of the jobs required
between two and five years of teaching experience. Among other skills in demand were good
written and verbal communication, problem solving and presentation skills, hands-on technical
experience, the ability to create technical training materials, experience in curriculum
development, and interpersonal skills.

H. Other

There were 33 positions in the "Other" category from the Washington Post sample. These
positions had a wide array of IT job titles. The vacancies included positions such as Analyst,
Project Manager, Government Salesperson, Consultant, Manager, Clerk, Technician, Secretary,
Administrative Assistant, SAS Professional, Production Coordinator, PC Equipment
Salesperson, Technical Writer, and more.

Ads within this category frequently used generic terms to describe the software experience
required of candidates. Figure 8 shows that 50% of the positions advertised under this heading
required candidates to have database software skills. Almost 40% of the ads required
knowledge of word processing and spreadsheet software. Approximately one-third of the
positions needed candidates who could work with HTML code, bulletin boards, and/or
telecommunications. Over 10% of the positions were seeking candidates with experience in
SAS.
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Figure 8: Computer Skills Frequently Required for IT Positions Classified as "Other"
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The educational requirements for positions in this category were less rigorous than for positions
in the Programming, Networking, or Training categories. Only about 25% of the advertised job
openings required either a Bachelor's degree or an advanced degree. Some of the advertised
positions appeared to be suitable for entry-level candidates. However, just over half of the ads
called for work experience and of those, 9 required candidates to have 3 or more years of work
experience. Although the overall emphasis was less technical than for other groups in the IT
field, a large number of jobs required skills in highly specialized areas such as familiarity with
automated cartographic production and federal sales experience.

Approximately 40% of the ads required one or more of the following skills of prospective
candidates: written and verbal communication skills, customer service skills, organizational
skills, the ability to work independently, and the ability to work as a member of a team. Other
ads asked for very specific job-related skills such as procurement and supply chain skills,
budget preparation and scheduling, internet/web strategies, understanding web chats, bulletin
boards and forums, knowledge of telecommunication, or understanding of business cycles and
strategies.
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Summar

This report presents an analysis of the skills, education, and work experience that
information technology (IT) employers in the Washington, D.C. metropolitan area are
seeking in job candidates, as indicated by their advertisements for IT jobs in the
Washington Post. Samples of IT jobs advertised in the 2/13/00 and 4/16/00 editions of
the Washington Post were gathered and examined, to provide information about the
kinds of IT jobs being advertised and the skill sets employers expect from job seekers.
One hundred eighty-two advertisements for job openings were selected for analysis.

The skill sets required for the advertised positions varied greatly from one job to another.
Two of the most common requirements across the categories were for technical
expertise in one or more areas and work experience. Some jobs called for non-technical
as well as technical skills, with oral and written communication skills being those most
frequently mentioned in the advertisements that were analyzed.

Many of the advertisements indicated that candidates were required to be familiar with
several types of hardware and/or software. Some of the more frequently mentioned
software products included HTML, Oracle, UNIX, SQL, Windows NT, Windows
95/98/2000, and MS Office. The technical skills and experience being sought varied
depending on the job category. Technical support, network administration, database
management, and programming positions often required candidates with expertise in
such technologies as Windows NT, LAN/WAN, Novell, UNIX, and Oracle. Graphic
design positions placed more emphasis on candidates with HTML and Photo Shop or
Illustrator skills and experience.

Across the job categories, a majority of the jobs required work experience, often of
several years' duration. Advertisements for programming and management positions
often required extensive work experience in specific areas. The majority of the
training/instructional design positions required candidates to have past teaching
experience. In general, for positions examined in this report, graphic design jobs
required the least amount of work experience.

The educational requirements for IT jobs varied among the advertised positions. Less
than half of the advertisements required candidates to possess a degree; many required
software or systems specialization. Advertisements for instructional positions,
network/systems administration positions, and programming positions sought candidates
with degrees ranging from a Bachelor's to a Ph.D. Some technical support and graphic
design positions required candidates to have degrees or certifications in specific
software products. In contrast, job openings in database-related areas placed less
emphasis on candidates' degrees and more importance on their work experience.
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NORTHERN VIRGINIA COMMUNITY COLLEGE

COLLEGE MISSION AND GOALS

The mission of Northern Virginia Community College is to respond to the
educational needs of its dynamic and diverse constituencies through an
array of comprehensive programs and services that facilitate learning and
workforce development in an environment of open access and through
lifelong educational opportunities.

To achieve this mission, the following strategic goals for 1999-2001 are established:

I. Sustain and Strengthen Academic Quality and Teaching Excellence.

II. Enhance the Quality of Services to Students.

III. Expand the Integration of Technology in Instruction and Administration.

IV. Increase Access to College Programs and Services.

V. Improve the Quality of Institutional Communication.

VI. Strengthen Programs That Help Build a World Class Workforce.

VII. Promote Responsiveness to Diversity of Students and Employees.

VIII. Strengthen and Develop Additional Linkages with Community Groups.

IX. Integrate College Planning and Facility Requirements.

X. Enhance the Overall Wellness of Our Working and Living Environments.
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