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1. Introduction

This document and the attached exhibits have been prepared by Evans Associates, Consultants in
Communications Technology, representing the consulting team of Evans Associates and The Aegis
Group. This document is provided to the Mississippi Library Commission (MLC) in partial
fulfillment of our contract to provide telecommunications consulting services to MLC.

In late 1994, the MLC undertook a telecommunications feasibility study with the State Board for
Community & Junior Colleges (SBCIC) and the Mississippi Association for Community & Junior
Colleges (MACIJC). This study concluded that "a significant need and justification (exists) for
expanded local and statewide telecommunications initiatives in the State of Mississippi". Based on
this need, a combined MLC/college video/data network was designed, based on expansion of the
existing Community College Network (CCN). This network was to feature dial-in access by the
public libraries, with community college campuses serving as dial-in locations. The dial-in network
was seen as a "Phase I' solution which could satisfy the needs of the libraries until the infrastructure
for a permanent, dedicated network based on emerging Frame Relay technology could be built by
the providers. As part of the design, a network implementation budget of $29.9 million was
detailed; of this amount, $1.975 million was budgeted specifically for creating MLC's portion of the
data and video network. Based on this budget, the Mississippi legislature proposed and enacted a
bill which authorizes the issuance of state bonds to procure the funds for building the network.

Since the completion of the report, two factors have fundamentally changed the direction of MLC's
efforts. First and foremost, Mississippi's telecommunications vendors (primarily Bell South) have
implemented statewide Frame Relay service much more quickly than they had originally indicated,
and have offered extremely favorable pricing to state government agencies. Secondly, MLC has
elected to delay participation in the video portion of the network until new MLC facilities are
completed and occupied, probably in 1998. As a result of these factors, it is now possible for MLC
to deploy the "Phase II" data network directly, without creating the "Phase I" network first, and
without requiring additional funding. The "Phase II" data network, based on Frame Relay
technology, will provide more functionality at a higher speed to the public libraries than the Phase I
dial-in network could have offered.

Towards these ends, the following document represents a detailed design for the data portion of the
MLC public library network. Although this network is being designed and installed using the funds
available from the bonds, it is important to consider that the ongoing cost of the network will need
to be borne by the libraries. Therefore, careful consideration has been given to minimize these
ongoing costs.

2. Current Environment

The Mission Statement of the Library Commission reads as follows:

Evans Associates/Aegis Group Page 1 Revised June 10, 1996
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The Mississippi Library Commission assumes a leadership role to fulfill the information needs of the
residents of Mississippi by advocating the development of efficient, effective public library systems and by
encouraging cooperation among all types of libraries.

The Commission will continue to take a proactive position to improve the quality of library services by
utilizing effective management practices including planning, education and communication. Consistent with
state and federal mandates, the Commission commits available resources to provide appropriate services
by fairly and consistently applying policies that assure accountability to funding authorities, service
providers, supporters and users.

The Mississippi Library Commission (MLC), established in 1926, is an independent state agency
created to serve the citizens of the state through their public libraries as well as members of the
legislature, state officials, state agencies and state employees directly. MLC also serves state
residents with visual or physical handicaps which prevent the reading of conventional print.

One focus of the Mississippi Library Commission is public libraries with cooperative activities
with school, academic, and special libraries. There are 45 public library systems with over half
(1.2 million) of Mississippi's citizens registered users.

MLC is the primary resource library for Mississippi public libraries. To fulfill this role, the
agency has a general collection of 200,000 books, subscriptions to 500 periodicals, 50,000 state
and federal documents, over 100 CD-ROMs, and a collection of 5,000 audiovisual titles.

The Commission's assistance to libraries takes many forms: consulting, grants, reference, summer
reading club, programming, continuing education, and other services.

The MLC currently uses an IBM RS/6000 server running the Dynix library automation package.
This package catalogs and provides access to the MLC's own holdings of library materials. The
RS/6000 has dial-in capability using the Dynix "DialPAC" feature. MLC also has two local area
networks (LANS) in their building; each runs Novell 4.1 network software and each is connected
via Ethernet to the RS/6000. TCP/IP functionality on the Novell LANs is provided by Novell's
LAN Workplace product.

3. Desired Functionality

The MLC requires that the data network being created offer the following functionality to MLC
employees and to the state’s public libraries:

® Full Interet access, including access to the World Wide Web and Internet e-mail.
° On-line in-state access to the Dynix system (and, by extension, MLC's holdings) and

to a proposed MLC CD tower by public libraries. Access from Internet to the CD
tower is not desired.

Evans Associates/Aegis Group Page 2 Revised June 10, 1996
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o Capability for access to such services as OCLC First Search program.

° Capability for on-line access to the Mississippi Union Catalog (MUC), currently
maintained on CD by MLC and updated annually.

) The MLC's holdings (and the MUC as well) will be made available for browse and
search to the World Wide Web community.

. Capability for users to fill out and submit on-line Inter-Library Loan (ILL) requests.

° A bulletin board (for event schedules, job postings, etc) for use by Mississippi
librarians.
° Capability for on-line access to other state holdings, such as the universities' library

catalogs (should the universities choose to make such holdings available).
° Capability to host multiple sets of World Wide Web pages/sites.

° Capability for users to directly download catalog information from MLC or the
MUC into ILL requests or their own computerized catalog.

This network will be created by establishing the network server(s) at the MLC's offices in Jackson,
and then making those services available to public libraries throughout the state. For Internet
access, libraries will pass their traffic to the state’s designated Internet Service Provider (ISP)
through the MLC connection. The Internet portion of this design has been decided on by the State
and MLC. The specific topology of the “"downstream" network (i.e. between MLC and the public
libraries) will be detailed in-Section 8. However, it is important to note here that the MLC will be
providing PC computers to the public libraries for use in accessing the network; these PCs will be
pre-configured with the necessary hardware and software. Therefore, the hardware and software
used at the MLC central site must be chosen and implemented with the thought that compatible
software will be going to the public libraries, most of which are staffed by people of limited
computer expertise.

It is understood that realizing all these goals will not be the complete responsibility of any one
vendor. The creation of this network will require the coordinated contributions of a number of
hardware, software, agency, and service providers. The recommendations included in this
document are consistent with the objective of open systems development.

Evans Associates/Aegis Group Page 3 Revised June 10, 1996
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4. Network Overview/Cost Summary

This section will provide an overview of the topology and costs of the proposed network.
Subsequent sections of this document will provide the additional detail and cost breakdowns
necessary to implement the network.

As explained in Section 1, this network will be based on Frame Relay technology. Figure 1 below
shows the locations of each Bell South "cloud" hub, and the approximate number of public libraries
reachable by that cloud; additional detail on the MLC central site is given in Figure 7:

MLC Central Location

Figure 1: Basic Network Architecture

Each headquarters (HQ) library acts as a hub for its own branches that use dedicated (leased) lines
for network access (smaller libraries will use dial-up access, as explained in Section 8). Private
Virtual Circuits (PVCs) will be set up from the HQ to each branch through the local cloud using 56
kbs lines. An additional PVC will connect each branch with the state’s Internet Service Provider
(ISP). The HQs are connected to the cloud through a 56 kbs line or a T-1 line, depending on traffic
estimates. A router will be placed at each HQ and dedicated line access branch.

Evans Associates/Aegis Group Page ¢ Revised June 10, 1996
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At the MLC, several new servers will be added to the MLC LAN in order to service the requests
which come in via the network from the Internet and from state public libraries. The specification
for all of this equipment is provided in this document. These new servers include:

* A Web server to process the World Wide Web requests from public libraries and the Internet;

* An FTP/Mail server to process file transfers and electronic mail;

* A Spectrum computer (not shown in Figure 1) for MLC Help Desk network monitoring;

e A server to drive the proposed CD-ROM tower;

* A database server to allow for dynamic web-page access to other MLC data (to be added to the
network in a later phase; see section 12).

Figure 2 gives a summary of the budget for this network. The “Detail Reference” column indicates
where in this document further detail may be found regarding the item on each line.

Install Recurring Bond $ Detail
Item Cost Cost/Mo Budget Reference
MLC/Network Central Costs:
MLC Hardware| $105,800.00 $1,058.00 Figure 5
MLC Software{ $83,500.00 $475.00 Figure 5
MLC Network Equip| $27,146.50 $401.00 Figure 5
MLC LTE Project Mgr]  $25,000.00 Section 12
Subtotal] $241,446.50 $1,934.00 $100,000.00
Telecommunications Costs:
Network Equipment At HQs/Br|  $609,025.50 $4,135.00 Figure 15, Page 6
Dedicated Lines|  $23,930.00 $25,289.75 Figure 15, Page 6
Dialup Lines $8,370.00 $6,772.50 Figure 15, Page 6
Subtotal| $641,325.50 $38,131.25 $1,116,500.00
Computer Equip At HQs/Br $750,000.00 $750,000.00 Section 9
Contingency Fund| $333,728.00 Section 4
TOTAL NETWORK COST| $1,966,500.00 $40,065.25 $1,966,500.00

Figure 2: Network Cost Summary

The cost summary (Figure 2 above) has been constructed to account for all of the money allocated
to this project via the state bonds. The difference between the calculated cost of the proposed
network and the bond dollars budget is contained in the “Contingency Fund” entry in column one.

Evans Assaciates/Aegis Group Page 5 Revised June 10, 1996

8



Mississippi Library Commission
Data Network Specifications

These cost projections cover all known cost areas involved in the creation and operation of this
network with the exception of the following:

Firewall costs (see Section 12);

Costs to attach library systems’ LANs to network (see Section 9);
Internet access charges (not known at this time);

CD-ROM tower/server (to be financed outside of this budget)
Class C license registration fees, if any (see Section 7)

NARN

5. Hardware Requirements
Web/Database Server Discussion

The sizing and deployment of server hardware (and software) is dependent on the strategy chosen
to provide access to information. Two strategies are available:

1) Exclusively via Web Server: Under this strategy all information that needs to be
made accessible has to be created and organized into Web pages with appropriate
links for navigational purposes. Web pages on the server are static and any
change in the content would require updating, reformatting, and refreshing of the
Web server documents. This process can be time consuming and is dependent on
the type and the amount of information on the Web Server and the frequency of
changes made to the content. See Figure 3.

« —
Web Server

—

To Network

Figure 3: Web Server Only
i) Use of Web and Database Server: This approach allows creating and storage of
static as well as dynamic Web pages. Depending on the information type
requested, HTML pages can be retrieved from the Web server or created “on the
fly” from data retrieved in real time from a database on the Database server (see
Figure 4). Additionally, this strategy allows for the use of form capability
available in browsers. Forms capability could:

Evans Associates/Aegis Group Page 6 Revised June 10, 1996
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* Allow MLC to provide search and retrieval capability where search
parameters can be entered by users with results retrieved from the database
sent as Web pages.

* Allow MLC to create data entry forms that libraries can use to fill out
requests (e.g. inter-library loan, substitute for fax, etc.) and transmit.
Information from the forms can be stored in the database and further
automated processing can be performed with the ability to provide various
types of reporting.

L

Database Server -

/I/TO Network

u:u:n:u:uﬂ
Router

Figure 4: Web/Database Servers

A Web server exclusive strategy would suggest a hardware configuration with large storage
capacity on the Web server, whereas using a combination Web and Database server strategy, the
storage capacity is split between the Web server and the Database server.

The Web/Database combination strategy provides significant flexibility and is therefore highly
recommended. However, it is felt that the initial implementation of the network can be done with
only the Web server; the Database server should be added later in the implementation cycle (see
Section 12).

Detailed Hardware Specifications

The following specifications are provided for the needed network hardware. Refer to Figure 1,
“Basic Network Architecture”.

. An Internet World Wide Web server (which also includes DNS service): single-
processor Pentium PC, at least 1.5 GB of hard disk space, 32 MB memory, CD-
ROM drive, and DAT tape unit.

Evans Associates/Aegis Group Page 7 . Revised June 10, 1996
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. A computer which functions as the MLC's database network server will be required.
This computer will be the unit which will house and allow access to the databases
not already present on the Dynix system, and should be equipped with:

o A Pentium processor, with a clock speed of at least 166 MHz. The computer
should have the capability for the addition of multiple processors in the
future, to a total of at least four. Sun or other processors could be substituted
for the Pentium, with no loss in functionality or compatibility. However, it
is felt that Pentium/Windows NT platforms are lower in price, provide
greater choice of third-party software, and are generally easier to support.
Additionally, there is a greater availability of Pentium/NT support skills in
the workforce. If these issues are adequately addressed by MLC, then other
platforms for both the database server and the Web server may be

considered.
. A minimum of 64 MB of memory for each processor.
. A media retrieval storage device which features multiple, mirrored plug-in

disk drives of at least 2 GB each.
. A DAT-format tape backup unit of at least 8 GB capacity.
. An FTP/electronic mail server: same specifications as the Web server above.

Note: Separate servers for databases, Web activities, and FTP/mail have been
recommended as outlined above. Although it is technically possible to run all these
applications on a single server, lack of specific performance and traffic volume data
for the projeeted network makes this inadvisable. Installing separate servers allows
maximum flexibility and room for expansion, and prevents a potential bottleneck in
the network.

. CD ROM Server/Tower which holds at least 100 discs. Must support TCP/IP
protocol and allow access through a Web browser.  Also, the tower
hardware/software must allow access control to the level of individual discs by user
ID; this is needed in order to address CD licensing concerns. MLC has indicated
that the CD ROM Tower will be purchased with funds outside of the budget of this
project. Accordingly, the cost for this unit is not reflected in this document’s project
budget. More detailed specifications for this unit have been previously provided to
MLC, and are given in Attachment 5 of this report.

Evans Associates/Aegis Group Page 8 Revised June 10, 1996
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. A router management computer. MLC desires to purchase the Spectrum software
package (see following section) and thus will be purchasing a hardware platform on
which to run this package. The consulting team agrees with this decision.

° Prices for the above hardware are given in the following chart.
Item Number Needed | Estimated Price| Extended Price Monthly Maint
Hardware
Database Server Computer| 1 $15,000 $15,000
Web Server Computer 1 $8,000 $8,000
FTP/Mail Server Computer 1 $6,000 $6,000
Spectrum Computer 1 $15,000 $15,000
Dial-In Modems 8 $250 $2,000
MLC Leaming Lab PCs 16 $2,800 $44,800
Learning Lab Equipment/Furn 1 $15,000 $15,000
Hardware Subtotal $105,800 31,058
ISoftware
Windows NT Server 3 $1,000 $3,000
SQL Server 1 $2,000 $2,000
Web Server Software 1 $500 $500
Spectrum 3.0 Net Mgmt 1 $38,000 $38,000 $475
Spectrum Install/Configuration 1 $5,000 $5,000
Custom: SQL<-->Web Link 1 $20,000 $20,000
Dynix/Interet Interface 1 $15,000 $15,000
Software Subtotal $83.500 3475
INetwark
CSU/DSU 3 $2,000 $6,000 $30
4500 Router 1 $15,710 $15,710 $0
Dial-In Lines 8 $135 $1,080 $336
2500 Router For Dialin Lines| 1 $4,357 $4,357 $35
Network Subtotal 827,147 3401

Figure 5: Needed MLC Equipment Price Detail

. Capacity Estimates: it is estimated that the database and Web servers as described
above will be able to handle 30 to 40 simultaneous accesses. Note that this is not
the same as a capacity of 30 to 40 simultaneous users; Web access, for example,
involves bursts of heavy information download followed by seconds or minutes of
the user reading what is on their screen. Specifying 30 to 40 simultaneous accesses
means that this number of users actually request information from the server at the
same moment. Thus the capacity of the network in terms of simultaneous users will
be significantly higher; an actual value would depend greatly on what activities the
users were requesting. The traffic on the e-mail, router management, and dial-in
routers is deemed to be sufficient to handle all of the devices connected on the
network.

Evans Associates/Aegis Group Page 9 Revised June 10, 1996
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6. Software Requirements

The following network and system software is recommended, and is based on the use of the
Windows NT platforms recommended above. If other platforms (such as Sun or Silicon Graphics)
are chosen, then similar software will need to be substituted:

. Windows NT Server software for the server computers. This software comes
bundled with TCP/IP and DNS support. NT Server has been specifically designed
for server and network applications, and is ideally suited for the tasks which MLC
desires to implement.

. Database software for the database server. Recommended: SQL Server software
with which a Web server can interact, such as Microsoft SQL Server or Oracle.

. Web server software, such as is available from Netscape, Spry, O'Reilly, Process
Software, or Frontier Technologies. Microsoft announced in December, 1995 that
Windows NT Server will include Web server capability at no additional cost.

. Software to manage the router environment will be required. As noted above, MLC
has evaluated several packages and has selected the Spectrum package from
Cabletron. This package has been selected by MLC partly because it performs
multiple functions using a single database; in addition to router management, the
package will allow MLC to track hardware inventory and provide better “help desk”
functions. The consulting team supports this selection.

. MLC will require some custom software development to interface the Web server
with the database server; in other words, this effort will be required to allow users to
search for and display information in the databases, probably using Web forms and
queries. This work can be done by a third-party software developer. Linking of the
Web server to the database server may, however, also be done using connectivity
software provided by many third party vendors. Microsoft has announced that its
Internet Information Server (Web Server) will integrate with the Microsoft SQL
server (database server) at no additional cost. Forms development is done using
internal resources or can be contracted to third parties.. The level of effort and
resource required is a function of the complexity of the application being
developed.

. Internet browser and mail software for the client (user) PCs. The recent releases of
Web browser software (such as Netscape 3.0) also support electronic mail. Other
software provided by the ISP can also be added to access newsgroups. No cost is
budgeted for the browser, as most (including Netscape 3.0) are free to public

Evans Associates/Aegis Group Page 10 Revised June 10, 1996
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libraries. If MLC should desire to provide “screening” software to inhibit certain
Internet functions, this should also be discussed with the ISP.

Software to interface the Dynix system to an Internet interface. This software is
available from Dynix and will reside on the Dynix server. If desired, restricting
access to this function to the state’s public libraries connected to the network (i.e.
keeping general Internet users from this function) can be accomplished through the
router and/or restrictions programmed into the Web server software.

Prices for the above software are given in Figure 5.
If MLC decides to implement a bulletin board function, this can be accomplished

through software readily available from vendors/packages such as Galacticom and
Mustang BBS. This software should reside on the mail server.

7. Network Requirements At MLC

A Cisco 4500 router with 4 serial and 4 ethernet outlets (to connect to MLC’s other
Servers).

Three T-1 connections to the Jackson Frame Relay cloud to support traffic to/from
the libraries and to/from the Internet.

Each T-1 line will require a CSU/DSU (modem) unit at MLC.

Prices and exact specifications for all network routers and CSU/DSUs are given in
Figure 6 below:

A blueprint form MLC’s hardware and network connections is given in Figure 7.

Evans Associates/Aegis Group Page 11 Revised June 10, 1996
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(Monthly)
B (
Cisco 1005 Ethernet/Serial . $795 $600 $15
IP/IPX Feature Set $1,000 $700
V.35 Cable $100 $100
Installation $200 $200
Total $2,095 $1,600
ibrary er
Cisco 2501 Ethernet/Dual Serial $995 $697 $25
IP/IPX Feature Set : $1,600 $1,120
8 MB Memory $1,000 $700
V.35 Cable $100 $100
Installation $200 $200
Total $3,895 $2,817
Cisco 4500 Modular Chassis $6,000 $4,200 $105
4 Ethernet Ports $6,000 $4,200
4 Serial Ports $4,600 $3,220
Enterprise Feature Set $3,200 $2,240
16 MB Memory Upgrade $1,500 $1,050
V.35 Cables (3) $300 $300
Installation $500 $500
Total $22,100 $15,710
i
Cisco 2511 Ethernet/Dual Serial/16 Async $2,095 $1,467 $35
Remote Access Server Feature Set $2,000 $1,400
4 MB Memory $700 $490
RS232 Cable $800 $800
Installation $200 $200
Total $5,795 $4,357
‘ 14 )]
Branch Library: GDC 553 w/remote mgmt - $1,300 $5
HQ (see Notes) - 56 kbps: GDC 553 w/ RM - $1,300 $5
MLC - T1: GDC 554 - $2,000 $10
1. List Pricing from Cisco Price List dated September 1, 1995.
2. Pricing for Model 1005 received verbally from Cisco.
3. Discount of 30 percent assumed. Cables have not been discounted.
4. HQ locations with 2 - 56 kbps circuit should add another $100 for
another V.35 cable and another $1000 for an extra 56kbps DSU/CSU.
5. CSU/DSU equipment and maintenance cost is estimated.
6. Taxes and shipping are extra.

Figure 6: Router/CSU/DSU Costs And Specifications
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Connectivity to Branch & Hd :
Libraries and (ntemet via Frame ;i
Relay Network using PVCs.

.................................................................
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=] CD-ROM Scrver

g

Twisled Palr Catling

Figure 7: MLC Site Installation Blueprint
IP Addressing

In order to properly rdute and manage the network, Internet Protocol (IP) addresses are needed
by:

® Local Area Networks (LANs),

e Devices on the LANS,

* Wide area network (WAN) point to point serial links provided by the Bell South frame relay
network, and

® Network devices (e.g. CSU/DSUs).

Two IP addressing strategies - public IP addressing and private IP addressing - are described
below, along with advantages and disadvantages of each. Specific, detailed IP addresses for
MLC member libraries are given at the end of this document in Figure 16 (device IP addresses)
and Figure 17 (WAN IP addresses) for both schemes.

Evans Associates/Acgis Group Page 13 Revised June 10, 1996
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Public Addressing: This method uses the Internet-provided Class C addresses. Under this
scenario the first 3 bytes of a 4 byte IP address are pre-allocated to each district by the assignor,
with the definition of the fourth byte under local control (but specified in this document). Under
this addressing strategy MLC would acquire one Class C address for each HQ. This address can
be segmented and shared between the HQ and its branches. This would be done by dividing the
fourth byte of the HQ’s Class C (C.C.C.X) address as follows:

X = xxxx yyyy where xxxx represents subnets and yyyy represents devices on a subnet.

This allows for 16 subnets and 14 devices per subnet (Device 0 and 15 are special addresses and
not available). Assigning the subnet number to building numbers (HQ is building number 1,
branch libraries are assigned building #'s 2, 3, ......), 15 buildings per Class C address could be
supported (subnet O is not assigned). If there are more than 15 buildings per HQ, then a second
Class address would have to be assigned to the HQ.

Of the 14 available devices per subnet, device id 1 is assigned to the Ethernet port on the router
and device id 2 is reserved for a LAN server. Device ids 3 through 14 are available for PCs ,
network printers, and additional servers that need IP address. Multiple subnets would have to be
assigned to a building if there are more than 14 devices that need IP addresses.

The following formula can be used to assign the address ranges for the LANs and devices at the
branch libraries and the HQs. As mentioned earlier the first address is used for the Ethernet Port
and the second address is reserved for a LAN server.

X = (Subnet # *16+1) to (Subnet#*16+14) where Subnet # is the same as the Building #

Subnet Mask = 255.255.255.240

Using the formula, Figure 16 lists address assignments using Class C addressing strategy. Please
note that C# represents the first 3 bytes of the Class C address and is pre-assigned.

In addition to addressing the LANs and the devices on the LAN, the wide area links that connect
the HQ locations to the branch libraries and the MLC need addresses for routing purposes. The
wide area links are represented by the permanent virtual circuits (PVCs) provided via the Bell
South frame relay network. Using the public addressing approach, another Class C address
(CW.CW.CW.Y) for each HQ has to be assigned and subnetted as follows:

Y = xxxxx yyy where xxxx represents subnets and yyy allows for 6 devices per subnet.

Subnet Mask = 255.255.255.248
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Each subnet would represent the serial link connection (2 device id - one per each end) and
device ids 3 and 4 can be allocated to the CSU/DSUs that connect to the serial ports. The Class
C address can be more efficiently used if SNMP CSU/DSUs are not used. In this case, six bits
can be allocated for subnetting instead of five bits allowing support of 64 serial connections per
Class C address and 2 device ids per subnet.

Using five bit subnetting the following rules may be used to assign the address for serial links
and the CSU/DSUs:

Subnet 1 assigned for connection to the MLC

Subnets 2, 3.... assigned for serial links to the branch library using building numbers.
Device id 1 assigned to distant end of the serial link as viewed from the HQ site.
Device id 2 assigned to the serial link at the HQ end.

Device ids 3 and 4 assigned to CSU/DSUs if needed.

VN W -

Using the above rules, addresses can be assigned for the serial connections by using the
following formula:

1. Serial sub-interface from branch library to HQ: Y = (Bldg#*8)+1

2. Serial sub-interface from HQ to branch library: Y = (Bldg#*8)+2

3. CSU/DSU at branch library end: Y = (Bldg#*8)+3

4. CSU/DSU at HQ end: Y = (Bldg#*8)+4

(Note: This address needs to be assigned only once.)

5. Serial sub-interface from MLC to HQs: Y =(1*8)+1=9

6. Serial sub-interface from HQs to MLC: Y =(1*8)+2=10

7. CSU/DSUs at MLC: Y =(1*8)+3 =11

(Note: This address needs to be assigned only once for each DSU/CSU.)

Using the above formula, Figure 17 lists address assignments using Class C addressing strategy.
Please note that CW# represents the first 3 bytes of the Class C address used for WAN serial
links for each HQs.

Private Addressing: Using this strategy, a private Class A address structure unique for ML.C can
be developed. The first byte of the 4 byte IP address is assigned a private network address of 10.
The remaining three bytes are then available for allocation as deemed fit. The three bytes
available can be allocated as follows:

10.S.B.X where 10 is the private network number,
S is the library system number plus 99,
B is the building #,
X ranges from 1 to 254 as device ids with device ids 1 & 2 reserved
for the Ethernet port and the LAN server.
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Subnet Mask = 255.255.255.0

Under this scenario 155 library systems can be supported (S ranges from 100 - 254), 255
buildings or LANSs can be supported per library system (B ranges from 1 to 255), and 254
devices can be supported per building or LAN (X ranges from 1 to 254). Figure 16 lists the
address assignments using the above private addressing strategy.

Wide area links can be addressed by using an address of 99 for the second byte. The third byte
can be uniquely assigned to each library system. The fourth byte can be subnetted as was done in
the public addressing approach. The following is an example:

10.99.58.X where S is the system number,
X is calculated as (Bldg#*8 )+1 for serial link at branch end ,
(Bldg#*8)+2 for serial link at HQ end, 9 for the serial link end at
MLC, and 10 for the serial link at the HQ end for MLC connection.

Figure 17 lists the WAN link addresses using the above formula for private addressing.

Selecting Between Public and Private Addressing: MLC could choose to implement either of
the addressing schemes or a combination of both. Selecting one does not preclude the use of the
other at a later time. The choice is dependent on address availability, connectivity needs,
network size, performance and security needs, and availability of support staff.

Public addressing requires acquiring Class C address. This can be accomplished by requesting it
from the ISP or InterNIC and providing appropriate documentation. Use of public address
requires no translation when communication takes place outside the library environment.

Given the mission of libraries, it is possible that HQs may want to connect to Internet via
multiple means (e.g. Universities, other Library Consortiums, School Districts, etc.) in addition
to using the MLC connection. Use of public addresses makes it easy to do so without requiring
translation at the HQ or at the other end of the alternate connection or requiring that a PC have
multiple IP addresses to directly access the Internet via these multiple methods. Access flexibility
is retained with Class C addressing.

Administration and management of public addressing scheme is somewhat easier than using a
private scheme. It does not require support for address translation. Newly hired staff are likely to
be familiar with public addressing rather than private addressing.

There are benefits with private addressing. It provides a larger address space and more flexibility
in address assignment. It avoids the need to acquire addresses from a third party.
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Private addressing requires a central point for translation from private to public addresses and
back when traffic moves between Internet and the library network. This could create a bottleneck
and potential for performance problems. Translation of addresses can be managed and supported
by the MLC staff or by the ISP. It is not entirely clear whether the ISP provides this service. In
the event they do, there is likely to be an additional charge for the service. Some risk exists if the
State changes the current ISP and the new ISP does not provide translation services. If the current
ISP does not provide translation services then the MLC staff will need to manage both private
addressing scheme and the tables and configuration data needed for translation.

It is perceived that private addressing provides some measure of security since addresses are
unique and proprietary (not easily available). While private addresses are difficult to access , the
translation service does not guarantee security if the private address is known externally and
access to translation process is possible. Additional firewall functions would need to be added to
assure a higher level of security. Similar firewall functions can also be added when using public
addressing .

While there is no dominant reason (e.g. State standard) to select one or the other addressing
scheme, it is recommended that MLC consider using public addresses. The recommendation is
made because of its ease of administration, no requirement for centralized address translation and
attendant performance issues , and access flexibility. Class C addresses can be acquired with
appropriate documentation . This report provides the information needed to apply for the
addresses.

Router Configuration(s): The routers at branch libraries, headquarters, and the MLC would
have to be configured appropriately based on the addressing scheme selected by the MLC. A
sample configuration is included at the end of this document as Figure 18, and uses the public
addressing scheme. The configuration can easily be changed to accommodate the private
addressing structure.

The sample configuration uses static routing, given there is single route between the libraries and
the HQs and MLC. No bandwidth is used for routing update overhead.

8. Network Topology Options

The consulting team .identified three options for connecting the public library endpoints with the
MLC in Jackson. These options were evaluated with ITS in order to maximize efficiency and
workability while minimizing costs. All of these options assume the network will be built within
the framework of the Bell South Frame Relay environment currently being installed in Mississippi
(see Figure 1).

Given the overall telecommunications environment in Mississippi, it is not recommended that MLC
pursue vendors other than Bell South. The committed relationship between Bell South and the
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State combined with the very favorable pricing for lines received from Bell South is the basis for
this recommendation.

The networking options are explained below, along with features/comments; each is pictured in
Attachment 3:

Option 1: Headquarters Location As Switching Hub

In this option, each headquarters (HQ) library acts as a hub for its own branches. Private Virtual
Circuits (PVCs) go from the HQ to each branch through the local cloud using 56 kbs lines; the HQ
are connected to the cloud through a 56 kbs line or a T-1 line, depending on traffic estimates. This
option requires that a router be placed at each HQ and branch. Comments on this option:

. Each library system is independent; .problems at one HQ location should not impact
others

. Requires one PVC connection from each HQ to MLC, at a slightly higher cost ($2
per month per PVC)

. Some HQ locations may require bigger router and higher bandwidth access link to
the Frame Relay, at higher costs

Option 2: Single Switching Hub Per Cloud

In this option, each branch and HQ library is connected via a PVC to a single hub point for each of
the Bell South clouds. This requires a larger router at the cloud sites. Comments on this option:

. Requires fewer PVC connections from each cloud to MLC

. Requires one large router per Frame Relay cloud instead of more smaller ones result
in some cost savings

. Support can be centralized per cloud
° Failure at switching hub impacts all libraries connected to that cloud
. Provides better utilization of access link; all locations use 56 kbs access and

switching hubs use T-1 access

. Traffic between HQ and its own branches has to flow through switching hubs
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Option 3: Centralized Switching In Jackson

In this option, each branch and HQ library is connected via a PVC which travels all the way to
Jackson, where all switching is done.

. A single point of failure (MLC) exists for all locations

o MLC is a potential performance bottleneck; traffic from a library must go to MLC
before reaching any destination, including its own HQ

o Routers at branches and HQs are the same (for easier support)
o All locations access the network via 56 kbs circuits, resulting in lower network costs
o Support for complexity is centralized at MLC

A detailed analysis was undertaken which detailed the equipment necessary for each option (see
Attachment 4). This analysis showed that the difference in cost among the three options is
relatively small. Given this fact, the consulting team has selected Option 1 as the recommended
topology for the network. All of the costs presented in this document assume a network created
per this option.

Figure 14, “Frame Relay Network Cost Worksheet” details the specific configuration of this
network. Basically, each branch assigned a dedicated line is connected to its HQ through a 56 kbs
Frame Relay connection. Branches assigned a dial-in line are discussed below. Branches served by
a different cloud than that which serves the HQ are routed to their local cloud. Nine HQs with
more than 8 branches are assigned two 56 kbs lines to their cloud instead of one. Inter-cloud links
ranging from one 56 kbs line to a full T-1 are proposed, depending on anticipated traffic. A more
detailed explanation of this spreadsheet is given in Section 16.

Dialup Versus Dedicated

In evaluating dial-up scenarios, several alternatives were examined:
. Having branches dial their HQs for network access;
o Having all branches dial MLC in Jackson through state 800-line service;

o Having all branches dial MLC in Jackson through standard state business line rates.
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. Having all branches dial directly into their local Frame Relay cloud.

Among the first three options, having all dial-up lines go to Jackson is recommended because the cost
difference between this option and the others is only a few pennies per minute, and support for dial-in
users (and equipment) would be much easier at MLC than distributed out among the HQs. It is not
advisable to have HQs be responsible for supporting dial-in lines to their location due to possible
personnel shortages and/or lack of telecommunications networking experience at the HQ locations.

An extensive analysis of the costs to create and operate a “dial into MLC” environment using
standard state business-line rates was conducted. Branch libraries with anticipated low usage were
identified, primarily by their being open less than 20 hours per week. Fifty-one such libraries were
found. Another fifteen sites were specified for dialup access because they are served by local
telephone companies (i.e. not by Bell South) and their dedicated connections would be very
expensive compared to Bell South sites' . The cost analysis shows that MLC would actually save
very little money using this topology; in fact, the monthly cost of a dialup line would be more than
the cost of a dedicated 56 kbs line if usage exceeded 30 hours per month.

Another factor in deciding dial-up use is that many of the local voice-grade lines in Mississippi will
not support 28.8 kbs operation. This means that users dialing on such lines will see their modems
drop to 14.4 kbs connections. This speed is considered to slow for effective network operation.

Having branches dial directly into their local Frame Relay cloud is deemed to be the only viable
long term dial-up environment worthy of consideration. However, this service is not yet offered in
Mississippi, although Bell South does offer the service in other states and anticipates making this
service available in the hear future. This situation will require close monitoring by MLC. A final
decision on whether to have some branches use dial-up technology (by dialing directly into the
cloud) can be re-evaluated in 1996, as the recommended timeline shows that the branches are not to
be connected until 1997.

Apart from all the above practical considerations is the fact that branches will be required to pay
their own recurring (i.e. monthly) telecommunications charges, and many branches cannot afford the
cost of a dedicated line. For these branches, the choice is limited dial-up access or no access at
all. The following two figures show the relationships between hours of use and cost for both
dedicated line access (using the lowest Bell south figure of $127 per month) and dial-up use
(assuming dialing into MLC using state business rates). These charts show that the “cross-over

'The nineteen sites were assigned dial-up install/monthly charges at the same rate as the Bell
South sites. However, it is likely that their actual dial-up charges (including the $.07 per minute
usage rate) would also be substantially higher than Bell South'’s state rates. In this event, it could
still be true that the dedicated line to these libraries, although expensive, could remain less costly
than dial-up.
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point” at which a dedicated line’s cost equals dial-up costs is 30 hours per month if an existing
telephone line is used and 20 hours per month if the branch installs a new telephone line.

Network Costs Per Hour

$14.00
$12.00
$10.00 1

$8.00

$6.00

Cost Per Hour

$4.00

$2.00

10 20 30 40 80 120 160 200
Hours Of Use Per Month

—&— Dedicated Line Cost/Hr —k— Dial-Up Cost/Hr: Existing Line ~—#&— Dial-Up Cost/Hr: New Line

Figure 8: Network Cost Per Hour Verses Hours Of Use
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Network Costs Per Month
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Figure 9: Total Monthly Cost Versus Hours Of Use

As mentioned above, 66 libraries have been designated as using dial-up circuits for network access.
These libraries were so designated either because they are open less than 20 hours per week or
because they are located in areas where dedicated line access would be prohibitively expensive.
The recurring (monthly) costs assigned to each of these libraries is calculated based on an
assumption that the library will be dialed into the network for one-quarter of the hours it is open to
the public. .

MLC will require dial-in facilities apart from the needs of the branches, in order to support
telecommuting and remote network management. The cost of these lines and the associated
equipment is reflected in the cost figures of this document.

9. Equipment At The Endpoints

The budget for the bond sale proceeds financing the creation of this network includes $750,000 to
be used for the purchase of PCs to be placed in the libraries. This amount is over and above the
money allocated for networking hardware/software, and was based on the parameters of spending

$3,750 to equip 200 locations.

It is recommended that each library PC have the following specifications:
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e Windows ‘95 PC, Pentium processor or better

¢ Minimum 16 MB memory, 500 MB hard disk space

Color SVGA monitor, 15” or larger

Network adapter card for connection to router (dedicated line locations) or 28.8 Kbs data
modem (dial-up locations)

Sound card and speakers; one CD-ROM drive
o At least 1 MB on-board video RAM

Libraries with existing PC networks will require a network card compatible with their existing
networks; the cost for such a card (about $100) is not included in this project budget, and would be
the responsibility of the affected library. Such libraries may also require a larger router than the unit
budgeted for this purpose. In either case, libraries intending to connect more than one PC to the
network must obtain MLC approval for the additional endpoints, and for the connection of
additional equipment to the network.

The PCs should be purchased with Windows ‘95 preloaded. Windows ‘95 includes the necessary
TCP/IP support required by the network. Before deployment, the PCs will need to be updated with
the chosen Internet browser and mail reader (such as Netscape 3.0 or some subsequent version),
unless Windows ‘95 becomes bundled with such software in the future. Other software may be
necessary, such as WinShield protection software for public access PCs. Telnet software is highly
recommended; this will allow users to access ASCII (non-graphical) hosts.

It is very important that MLC establish a policy with respect to allowing the libraries to add other
software to the network PC. The installation of some software could interfere or conflict with the
network hardware/software, and should only be done if approved by MLC. MLC will not
guarantee support for PCs to which unauthorized software and/or hardware has been added. In
addition, the MLC will be unable to support authorized add-ons to individual systems.

In addition, it is recommended that each library be given a choice of receiving a FAX machine or a
laser printer, according to each library’s needs. For the purposes of this choice, it should be
assumed that the FAX machine and the printer are of equal cost.

As indicated earlier, each branch connected to the network via a dedicated line must be equipped
with a Cisco 1005 router and a GDC 553 CSU/DSU. 1t is critical that these devices be capable of
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remote management. HQ libraries will receive a Cisco 2501 router and one (or two) GDC 554
CSU/DSU(s).

At the library, it is recommended that all equipment be powered from a single power strip which
features surge protection and a single on/off power switch.

If any of the libraries wish to connect additional PCs to the network, this can be done through the
use of simple, inexpensive wiring hubs into which both the router and the PCs would connect.
Simple, five-port twisted-pair hubs cost less than $100. Note: no money for connecting additional
branch/HQ PCs to the network have been allocated in this project budget. Any PCs or other
network hardware/software added by system libraries must be approved beforehand by MLC
Automation Services.

It is not recommended that individual printers at the HQs or branches be connected to the network
as network devices. Aside from the fact that network printers take up an IP address (see Section 7),
adding a printer to the network should be done only if remote printing is done (i.e. it is necessary to
route materials from one network location directly to another location’s printer). Given the other
document routing capabilities of this network (e-mail, FTP, etc), this functionality is not seen as
required. Rather, local printers should be connected either to the local branch PC via its parallel
port or, if present, via a Local Area Network print server.

Conceptual local connection diagrams are shown in Figures 10, 11, and 12.
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Figure 10: Dedicated Line Connection (Single PC)
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Figure 12: Dial-Up Connection
10. Personnel Issues

As of this writing, MLC has added three staff members who will have primary responsibility for the
proposed data network. Among the functions assigned to these positions are telecommunications
network responsibility, Webmaster responsibilities, and network support (help desk)
responsibilities. These staff additions are seen to be adequate for the initial operation period of the
proposed network. In order to get the network installed and running, however, it is recommended
that MLC hire a limited-term employee or consultant to oversee the network installation (see
Section 12). Once the network is fully operational, additional network support staff may be
required as the population of devices, the use of the network, and the amount of MLC information
offered on the network all increase.

The MLC network has been designed so that additional personnel at the HQs and branches will not
be required.
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11. Training Issues

User training will be a critical issue in the overall success of the MLC network. The following
specifications for the user training provided to public libraries follows:

Who should be trained: at least two representatives from each library (branch and HQs). These
representatives should be the personnel who will actually use the network the most. It is not
advisable to confine training to HQ personnel and then depend on them to train the branches.

When training should take place: after a library’s computer and network lines/equipment are in
place and ready to use, or as close to this date as possible. The training will not be effective if there
is any delay between the receipt of the training and the actual use of the network at the library.

Where training should take place: it is recommended that the training take place Jackson
whenever possible. In support of this effort, it is recommended that a PC training lab be set up at
MLC for hands-on training sessions. This lab can also be used to test and configure the PCs to be
placed in the libraries. The lab PCs should be connected to the network so that lab PC users will
experience exactly what they will see when they return to their home libraries. The cost for this lab
has been included in the MLC equipment costs shown in Figure 5. The stated cost includes lab
PCs, and also includes an amount for “equipment and furniture”. The latter amount is meant to
cover a screen projection device, a screen on which to project the image, and tables for the
workstations.

On an ongoing basis, it is inevitable that MLC will be asked to provide one-to-one onsite training at
the libraries. This should be handled on a case-by-case basis. Given that onsite training should not
be done before a library’s computer is attached to the network, this training could be done using the
library’s own PC. MLC may wish to consider the purchase of one or more laptop computers for
cases where a library is visited that does not have a working network station; these laptops would
require a 28.8 kbs modem for dialing into the network, and should have color monitors. Required
software would include a web browser (such as Netscape) and dialup WINSOCK software, all of
which can be downloaded from the Internet at no cost. Such laptops are estimated to cost about
$3000 each. The purchase of laptops is not reflected in the project budget.

Who should conduct the training: as much as possible, the training should be done by MLC
personnel to the extent that these personnel have a reasonable amount of presentation skills.
Specifically, the MLC Network Manager should provide the network training, and the person
responsible for the Help Desk should provide the troubleshooting and problem escalation portions
of the training. Anyone familiar with PCs can provide the basic, introductory portions of the
program. If MLC deems that their personnel do not possess the required presentation or teaching
skills, then an outside agency should be retained to conduct the training at MLC.
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User Training Outline: It is recommended that all network users be given two days of training.

Day One, Morning Session

The first session of the first day would be devoted to concepts for users who have never
used a computer before; this session may be skipped for more experienced PC users. This
session, anticipated to last 3 hours (one-half day), would include:

e How to power on the PC and monitor;

e Windows ‘95 basics: how to use a mouse (left button, right button, doublejclicks);
opening/closing windows and boxes; finding files and programs; using the “Start” bar;
opening multiple windows and switching between them; using pull-down menus.
setting user/desktop preferences.

e Basic computer troubleshooting; restarting the computer; most common problems

e Using the CD-ROM and floppy discs; accessing/transferring files to/from discs; saving
information; performing backups; protection from viruses.

Day One, Afternoon Session

e Basic telecommunications principles: identification of components (router, CSU/DSU),
indications given during normal operation (lights, etc).

e Basic networking principles: defining the frame relay environment; dial-up versus
dedicated lines; the principle of packet networking; IP addressing; the role of the router.

e Establishing network connection. For dial-up users, this means initiating the telephone
call to MLC, while for dedicated users the network should always be available. It is

recommended that all users be exposed to training on both types of connects.

e Logging into/out of the network; operation of network menus; overview of available
services.

Day Two, Morning Session

e Explanation of what Internet is (and isn’t); components of the Internet (World Wide
Web, discussion groups, electronic mail).
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Use of the Internet browser for Internet access and ML.C database access; using Web
forms and setting user preferences; hyperlinks; searching the Internet; setting
bookmarks; common resources useful to libraries.

Accessing the Dynix system and other MLC applications.

Time for “exploring” and net surfing.

Day Two, Afternoon Session

e Configuring the e-email program: users should be given their e-mail addresses, and be
led through configuring their e-mail browser.

e Composing e-mail; maintaining address book; sending messages; receiving messages;
setting up file cabinets; replying to messages; forwarding messages; practice session

where students send mail to one another.

e E-mail etiquette.

Network support issues: common problems and their solutions; how to report a
problem; escalation procedures; how to best assist the Help Desk in troubleshooting
problems.

At the conclusion of the training, each participant should be given a notebook of training materials,
including “quick reference” cards summarizing network operation and basic troubleshooting
procedures.

The complete, detailed training program should be started immediately. Training materials and
procedures should be tested during the HQ pilot phase (see following section) and appropriate
revisions made during the course of the network deployment. If possible, it is recommended that
early training sessions be videotaped so that careful analysis and improvement of the classes may
take place. After the entire network is operational, it is assumed that the training program will need
to be continued as new library personnel and new network applications are continually added.

Training For MLC Employees: Help Desk (and possibly other) MLC employees will require
training for all hardware and software purchased for the network. It is recommended that this
training be procured, where possible, from the vendor(s). For example, training on the Spectrum
system should be obtained from the Spectrum vendor. Less specialized training, such as for
Windows NT, HTML page authoring, TCP/IP network management, etc, should be obtained
through outside courses selected from state-approved lists of third-party training providers.
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Other Types Of Training: there are some types of training which MLC should not offer until after
the network is operational and the public libraries have all been trained on basic network operation.
These additional training topics may then be considered for offer to the public libraries by MLC.

e Advanced data networking: creating a LAN in a branch or HQ library; interfacing the LAN to
the network.

e  Training the public to use the network.

e How to create/maintain/update a home page on the Web.

12. Network Deployment Issues

The proposed network, while completely feasible and of sound design, is nevertheless quite
complex and will require careful implementation. It is recommended that a “top-down” method be
used; that is, the central site (MLC) must be equipped and made operational before the
“downstream network points” (i.e. HQs and branches) are added. The basic implementation steps
are:

1. Work with ITS to approve the plan constituted by this document. Continue to monitor the
process by which the bond money (necessary to fund network startup) is released.

2. Install/configure all network hardware and software at MLC, with the exception of the Database
server and associated software (see Figure 13). The items to be installed include the Internet
link, the main T-1s into the Frame Relay cloud, and the other MLC servers, software, and
network components. '

3. Implement a pilot program consisting of approximately eight to twelve HQ libraries, including
two or three branch libraries who will use dial-up access. One HQ should be chosen from each
Frame Relay cloud. The chosen HQs should be ones that are already comfortable and familiar
with telecommunications, networking, and computer technology. However, one HQ that is not
familiar with this technology should be included so that training and support issues can be more
easily identified. Some of the dial-up branch libraries will probably not be familiar with
computers. The following libraries are proposed as candidates for the pilot program, based on
the above criteria: "

e Bay St. Louis-Hancock County Library
* Hattiesburg, Petal, and Forrest County
*  Welty PL, Jackson

*  Meridian-Lauderdale County Library

e Hernando PL
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Starkville PL

Robinson-Carpenter Library, Cleveland
Prentiss PL (dial-up)

Itawamba County Lib, Fulton (dial-up)
Shelby PL (dial-up)

4. Following the pilot program, the network should be extended to all HQs. It is recommended
that installation of the routers be accomplished by the vendor; installation costs have been
included into the router prices. The PCs should be configured and tested at MLC, and then
either delivered to HQ or installed by MLC personnel.

5. Finally, the network should be extended to the branches.

MLC may wish to consider hiring a technical Project Manager to coordinate the network
implementation. Although the MLC Telecommunications Specialist could certainly handle this
task, it is envisioned that the Specialist will have a great many other responsibilities during this time
(such as helping to create training materials and working with the libraries). Also, it could be
useful to employ a person who has experience in actually setting up networks similar to the MLC
network. Hiring an FTE is not recommended, as it is envisioned that the Project Manager position
would not be required after the network is created. No costs associated with such a position are
included in the budgets contained in this document. As an estimate, a Project Manager who spent
approximately 20 hours per month for a period of one year would cost in the neighborhood of
$25,000. This approach is recommended over depending on ITS for guidance; while ITS certainly
has the expertise and would be quite willing to assist MLC, it is doubtful that ITS could devote the
time to MLC which would be required to assure a smooth installation. The cost of this Project
Manager is included in the project budget (see Figure 2 and Figure 14).

A diagram of this implementation, with a suggested timeline, is provided below:
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Approval Of Technology Plan
Release Of Bond Funding
Order/Install MLC T-1s

Set Up MLC Networking Hub

Develop Training Materials

Conduct Training Sessions

HQ Pilot Project

Deploy PCs To HQs/Branches RN R

SN .

Extend Network To Remaining HQs
Extend Network To Branches

Add DB Server, ILL, MUC

i — |
Figure 13: Network Implementation Timeline
FY FY FY
Item 1996 1997 1998
MLC Hardware
Web Server Computer $8,000.00
FTP/Mail Server Computer $6,000.00
Spectrum Computer]  $15,000.00
Dial-In Modems $2,000.00
MLC Learning Lab PCs $44,800.00
Learning Lab Equipment/Furn $15,000.00
Database Server Computer $15,000.00
Software
Windows NT Server $3,000.00
Web Server Software $500.00
Spectrum 3.0 Net Mgmt $38,000.00
Spectrum Install/Configuration $5,000.00
Dynix/Internet Interface $15,000.00
SQL Server $2,000.00
Custom: SQL<-->Web Link $20,000.00
MLC Network Equip $27,146.50
MLC LTE Project Mgr $25,000.00
Telecommunications Costs:
Network Equipment At HQs/Br $304,512.75 $304,512.75
Dedicated Lines $300.00 $16,678.00 $16,678.00
Dialup Lines $4,185.00 $4,185.00
Computer Equip At HQs/Br $375,000.00 $375,000.00
TOTAL ANNUAL COST| $204,746.50 $700,375.75 $737,375.75

Figure 14: Dollar Requirements Per Fiscal Year

Q

ERIC

Aruitoxt provided by Eic:
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13. Network Support Issues

MLC has already indicated its plan to create a “help desk” for support of network users. This plan
is highly recommended by the consulting team. The Help Desk would support both dedicated-line
users and dial-up users (who, as outlined previously, will be dialing directly into MLC). MLC
plans to purchase the Spectrum software package to manage the Help Desk function.

When users encounter operational problems, a clear line of escalation should be followed. It is
recommended that a user’s initial call for help go to a designated primary or backup contact at its
HQ; most problems can be corrected in this manner. If that call does not resolve the problem, then
the MLC Help Desk should be contacted.

It is recommended that Help Desk calls be tracked by the location initiating the call, so that
recurring problems can be identified. Help Desk records should include a photograph of the
branch’s network installation, which can be taken when the equipment is installed. Also, it is
important that each library’s CSU/DSU, router, and PC be clearly labeled with the unit’s IP address
and with a label identifying the box (i.e. “Router”, “CSU/DSU”). This labeling can either be done
during installation or before installation, and will further assist the Help Desk in resolving
problems.

14. Security And Firewalls

Securing the network environment requires that MLC establish a security policy that articulates
what is acceptable and what level of access is available to patrons, library staff, and MLC staff.
The security policy must be published to make sure that everybody is aware of their responsibilities.

Host systems and applications should provide access control using userid/password combination.

New applications currently being planned (e.g. CD-ROM server) should be network aware and
provide application level security. In addition to application level security, network security may be
provided using firewalls. '

The objective of a firewall is to protect one network from another network. In MLC's case, the
objective of the firewall is to protect unauthorized access from the Internet. The term firewall is
used by many as a generic term to describe a wide range of functions and architectures of devices
that protect the network. In MLC's environment, firewalls can be implemented by using packet
filters and proxy servers (also called application gateways).

At a minimum, MLC should use the Cisco 4500 that connects to the Internet as a screening router
using packet filters. Incoming traffic (mail, FTP, Web) should be directed to only designated
servers (FTP/Mail, Web). The servers could be configured on a separate Ethernet segment to
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provide an added level of network separation. Packet filtering at the branch and HQ libraries may
be sufficient if there are no host services provided by those libraries. The dialup server at MLC
should be secured at a minimum with userid/password. Passwords should be changed at least once
every 30-45 days.

MLC could choose to install a proxy server, which is generally stronger than packet filters. Proxy
servers add considerable inconvenience for administrators and end users. Each application (e.g.
FTP, Finger, HTTP, NFS, NNTP, SMTP, POP, etc.) that runs through the firewall needs its own
proxy. Some firewalls require every machine that communications through the firewall to run
modified client and server software. Those that do not require modified software require end users
to learn special procedures to negotiate through the proxy.

In our opinion, packet filtering and host based security (userid/password) is sufficient for initial
implementation. Proxy servers may be implemented at a later time if deemed necessary or required
by state policy. Cost of a firewall that implement packet filtering and proxy services could range
from $15,000 to $25,000 (Vendors: Checkpoint Software Technologies, Lexington, MA - Product:
Firewall-1: Harris Computer Systems Corp., Fort Lauderdale, FL - Product: Cyberguard 2.0).

We would recommend that technical staff periodically review system log information on the servers
to assure that no unauthorized access occurs.

15. Next Steps

It is recognized by the Consulting Team that ongoing changes in the MLC’s operating and fiscal
environments will necessitate changes in the data network plan. Specifically, this plan could be
greatly affected by federal/state legislative action (or inaction), other funding milestones,
availability and pricing of services from Bell South, policy decisions by ITS, and changes in
offerings by equipment vendors, to name but a few. These actions will require that the basic plan
presented in this document be “fine tuned” to take best advantage of the changes. Examples of
these changes could include which libraries are connected via dial-up or dedicated lines, what
specific hardware and software is purchased, etc. In the absence of any changes, the Consulting
Team believes that the plan presented herein is the best course for MLC to follow; however, MLC
should expect and plan for changes to this plan as the network is created.

16. Attachments

Immediately following this section is Figure 15, a detailed spreadsheet providing a library-by-
library breakdown of the proposed network. This spreadsheet was used to determine the overall
estimated costs for the telecommunications lines and library equipment costs. A detailed
explanation of the entries in this spreadsheet follows:
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* The spreadsheet contains entries for all public libraries in the state, and is ordered by the library
system name (column 2). Within a system, the order is alphabetic by library name (column
1). The city in which the library resides is provided in column 3.

e The “# Of Loc” column has entries only for the HQ libraries, and counts the number of branch
libraries associated with that HQ.

e The “# Of Dedic Loc” column also has entries only for HQ libraries, and counts the number of
branch libraries within its system which will be connected to the HQ via a dedicated data line;
this count includes the HQ itself. Note: any branch library whose local Frame Relay connection
point is different from the HQ’s Frame Relay connection point (see following item) is proposed
to be connected to the network through MLC in Jackson rather than through the HQ, and thus is
not counted in this column’s number (example: Sebastopol PL connects through the Meridian
Frame Relay cloud, but the HQ for this system, Florence PL, connects through Jackson; thus,
Sebastopol is not counted in the 12 libraries to be connected to Florence with dedicated data
lines). The remainder of the libraries within that system are proposed to be connected via dial-
up lines.

e The “FRelay Node” colurrin shows which of the Bell South Frame Relay nodes serves this
library.  The codes are as follows: Gp=Gulfport; Gw=Greenwood; Ha=Hattiesburg;
Jk=Jackson; Me=Meridian; Mp=Memphis; Tu=Tupelo.

e Libraries whose local telecommunications services are provided by Bell South are indicated by
“S” in the “SB/IND” column; libraries served by independent, non-Bell companies are
indicated by “T”. '

e The “SB Mile” column gives the number of miles a library is from the borders of “local
service” for Bell South.Frame Relay service. Only a few libraries are not within local Bell
South service.

¢ The “Ind Mile” column gives the number of miles a library is from the borders of “local
service” for a library not served by Bell South.

e All libraries connected via dedicated lines are assumed to be connected to their HQ as a “hub”
point. Libraries that are exceptions to this rule are those with an entry in the “Hub Location”
column (see explanation for “# Of Dedic Loc” column above).

¢ The “Dedicated Lines Install” and “Dedicated Lines Recur” columns give one-time costs
(“install”) and monthly costs (“recur”) for dedicated data line(s). Libraries with entries in
these columns are proposed to be connected to the network via a dedicated line. Most
libraries are configured with a single 56 kbs Frame Relay line; HQs with more than eight
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dedicated-line branches are assigned two 56 kbs lines (see Section 8). The parameters used for
these charges are taken from values set at the end of the spreadsheet.

* The “Dialup Line Install” and “Dialup Line Recur” columns give one-time costs (“install”)
and monthly costs (“recur”) for a single analog dial-up data line. Libraries with entries in
these columns are proposed to be connected to the network via a dial-up line. The
recurring monthly cost is based on a standard state business line and the assumption that the
library will be dialed into the network for one-quarter of the hours it is open to the public (see
Section 8). The parameters used for these charges are taken from values set at the end of the
spreadsheet.

* The “Equipment Purchase” and “Equipment Maintenance” columns give prices for the
equipment (one-time cost) and recurring maintenance charges for that equipment. This
equipment is assigned as follows: For branch libraries connected via a dedicated line, one
CSU/DSU per line and one Cisco 1005 router; for branch libraries connected via a dial-up line,
one 28.8 kbs modem; for HQ libraries, one Cisco 2500 router and one CSU/DSU per line. The
router and CSU/DSU prices are automatically taken from the spreadsheet given in Figure 6,
“Router/CSU/DSU Costs And Specifications” and include installation.

The totals for dedicated lines install, dedicated lines recurring, dial-up lines install, dial-up lines
recurring, equipment purchase, and equipment maintenance are automatically transferred to the
“Network Cost Summary” spreadsheet shown in Figure 2.

Figure 16 shows a detailed blueprint for device public and private IP addressing (see Section 7).
Figure 17 provides a detailed blueprint for WAN IP addressing (public and private). Figure 18
provides detailed sample router configurations for MLC, HQ, and branch library routers.

The following additional materials are attached to this document:

1) “MLC Library Survey” document

2) “Survey Results” spreadsheet

3) “Option 1/2/3” network topology diagrams

4) “Network Connectivity Options” spreadsheet

5) “MLC CD-ROM Tower Specifications” document

These materials exhibits provide background supportive material relating to the factors which
influenced the decisions made in designing the network, but are not directly related to the network
design itself.
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