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CYBERPORN AND CHILDREN: THE SCOPE COF
THE PROBLEM, THE STATE OF THE TRCH-
NOLOGY, AND THE NEED FOR CONGRES-
SIONAL ACTION

MONDAY, JULY 24, 1995

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The committee met, pursuant to notice, at 2:08 p.m., in room
SD—'2c12'6’ Dirksen Senate Office Building, Hon. Charles E. Grassley,
presiding.

Also present: Senators Thurmond, DeWine, Leahy, Simon, Fein-
gold, and Exon.

OPENING STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. -
SENATOR FROM THE STATE OF IOWA

Senator GRASSLEY [presiding]. Good afternoon, everybody. At the
outset, I want to welcome everyone to the first ever congressional
hearing on the topic of pornography in cyberspace. This issue is one
of the more important and difficult issues facing Congress today.
I have introduced the Protecting Children from Computer Pornog-
raphy Act of 1995 which targets this problem, I think in a reason-
able and disciplined way.

Fundamentally, the controversy this committee faces today is
about how much protection we are willing to extend to children.
Sadly, this has become a dangerous country in which to raise a
family. Certainly there is far more for parents to worry about now
than when I was a child or, more recently, a parent raising kids.

Playgrounds have become hunting grounds for child molesters.
Schools have become places where drugs are rampant. Teenage
pregnancy is on the rise. Just look at the recent polls. Teenage
drug use is way up, and teen pregnancy rates are at near epidemic
proportions.

ntil very recently, parents could breathe a little easier in their
own homes. After all, the home is supposed to be safe and is sup-
posed to be a barrier between your children and the dark forces
which seek to corrupt and destroy our youth. But enter the
[nternet and other computer networks. Suddenly, now not even the
1ome is safe. Now the dark forces which were once stopped by the
ront door have found their way into the home through personal
:omputers. Something needs to be done.

8y
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Now, I do not pretend to have all the answers. I do not think
anybody knows all the answers. But I do know that we in Congress
cannot just sit by and sit this one out.

Giving Federal prosecutors a tool to use to punish those who
would prey on America’s children is a good step in the right direc-
tion. My bill is that tool. I also believe that the computer commu-
nications industry has a role to play as well. I believe that efforts
to create software programs to try to block some sexually explicit
content on computers are commendable. In fact, in substitute lan-
guage that I have circulated to committee members, I have in-
cluded a 2-year report-back provision, re«iuirin the Justice Depart-
ment to report to Congress on technological innovations which
might warrant the alteration or repeal of my legislation.

But at least for now I do not believe that technology is the entire
answer either, and I do not accept the notion that parents should
have the sole responsibility to spend their hard-earned mone{‘ to
ensure that cyberporn does not flood into their homes through their
personal computers.

If you were to follow that reasoninﬁ, parents should pay then
protection money to third persons so that drug pushers would not
sell drugs to their children. Now, that is upside down logic and con-
tra'I.v"hy to the way that we have always done things in this country.

ose elements in the computer communications industry which
choose to provide sexually explicit material should bear the respon-
sibility and the cost of preventing children from accessing sexually
explicit material. That is what my bill does. It uses criminal sanc-
tions to punish those in the computer communications industry
who knowingly transmit indecent pornography to children or who
willfully aid and abet such activity. -

My bill is perfectly reasonable, and virtually every State in the

. Nation has had laws on the books against selling or displaying cer-

. tain types of pornography to children for decades. Now that the
problem of children’s exposure to pornographic materials has taken
on a significant interstate character, it is time for Congress to get
into the act. And I want to be very clear about what we are trying
to do here.

To my knowledge, there is only one comprehensive study dealing
with the overall issue of pornography and cyberspace, and after
criticism, that study is under review, as it should be. But today we
are not even focusing on this general issue. The specific issue we
are dealing with today involves knowingly or willfully transmitting
indecent pornographic material to children. And that is it. Very
sin‘;}aﬁy, that is it.

at adults want to receive or take part in with other adults is
not the focus of this hearing. Opponents of my legislation will try
to downplay the problems, saying that there is only anecdotal evi-
dence. Well, our first panel of witnesses who have been victimized
will reflect the problem in real human terms and highlight the -
need to address the problem effectively.

Now, in order to clarify what my bill does, I would point my col-
leagues to this chart that I have prepared. As the chart shows, my
bill creates criminal liability in two very narrow circumstances.
Under the Protection of Children from Computer Pornography Act,
it is unlawful for computer system operators to knowingly transmit

ERIC 7
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indecent material to a child. That is under scenario 1. Second, my
bill makes it unlawful for computer system operators to willfully
permit their system to be used as a conduit for indecent commu-
nicatii)cl)ns intended for children. That is it—simple, clear, and rea-
sonable.

As is readily clear, my bill is very focused. I believe that it is vi-
tally important for us in Congress to target our efforts so that they
have a practical impact. That is why I focus my bill on the com-
puter systems through which communications flow. That is where
the process is sending computer pornography to children is most
wéulnerable. That is where we can do the most good to protect chil-

ren.

As a comparison, I encoura%e my colleagues to consider the co-
caine trade. There are a lot of coca plants in South America, and
there are countless ways to transport and distribute refined co-
caine. Now, where is the one place where it all comes together? It
all comes together at the coca-processing refineries where the coca
leaves are converted into cocaine. That is why the DEA makes
every effort to locate these refining facilities. That is ‘what my bill
does as well. It concentrates on the pressure point.

I want to thank my friend from Vermont who has coordinated
the minority for this hearing. I aIppreciate his efforts to see that
this hearing is fair and civilized. I personally have made every- ef-

" fort to ensure that all relevant points of view have been rep-
resented at the hearing. To ensure that the Protection of Children
Act will withstand the inevitable ACLU court challenge, I have
consulted well-regarded constitutional scholars who specialize in
first amendment issues. Two scholars reviewed the Protection of
Children Act, and I am pleased to announce that they agree that
the act is fully constitutional.

At this time, I ask unanimous consent that two letters I have
here be entered into the hearing record. The first letter is from
Bruce Fein, a constitutional scholar who writes for the Washington
Times and a former scholar in residence at the Heritage Founda-
tion, and the second letter is from Prof. John C. Harrison, who
teaches constitutional law at the University of Virginia Law School.
Mr. Harrison is well respected in academic circles, and as we all
know, the University of Virginia Law School is one of the finest
and most prestigious law schools in the country. For my colleagues’
convenience, I have copies of these letters available. I urge you all
to give serious consideration to what these scholars have in their
well-reasoned opinions. They come to an unremarkable but undeni-
ably true conclusion. There is no constitutional right to knowingly
distribute indecent pornography to children, whether by computer
or otherwise. A

[The letters of Bruce Fein and Prof. John C. Harrison follow:]

BRrUCE FEIN,
ATTORNEY AT LAw,
Great Falls, VA, July 23, 1995.

Senator CHARLES E. GRASSLEY,
Committee on the Judiciary,
Washington, DC.

DEAR SENATOR GRASSLEY: This letter responds to iyour request for an examination
of the constitutionality of S. 892, the “Protection of Children From Computer Por-
nography Act of 1995.” I believe the bill would pass constitutional muster if Con-
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gress makes satisfactory factual findings and a proper scienter requirement is estab-
Lished for those who control computer networks

The bill would make criminal the knowing transmission of indecent material to
minors by a remote computer facility operator, electronic communications service
provider, or electronic bulletin board service provider. If the operator or provider de-
clines to monitor transmissions, then criminal liability does not attach. Operators
or providers are also criminally culpable if they permit others to employ their com-
puter networks to transmit indecent material originated by an end user. It seems
unclear, however, whether the bill requires the operator or provider to know that
a particular minor is targeted to receive the indecent material, -whether knowledge
of a high likelihood that a minor will be a receiver is sufficient to establish a viola-
tion, or, whether criminality attaches if a minor in fact is a recipient, even if the
transmitter believed that only adults would be in the computer audience (a form of
strict liability). The distinctions are important since millions of households enjoy
computer facilities that are routinely used by minors.

The First Amendment generally prohibits government restrictions on speech that
deny adults access to material that is unfit only for children. But that doctrine is
not categorical. Thus, the compelling government interest in the morals and up-
bringing of youth justifies a ban on indecent broadcasting, at least when children
are likely to be in the audience. F.C.C. v. Pacifica Foundation, 438 U.S. 726 (1978),
Sable Communications v. F.C.C., 492 U.S. 115 (1989). A ban on indecent program-
ming except from 10:00 p.m. to 6:00 a.m. is undisturbing to the First Amendment
although it curtails adult access. ACT v. F.C.C. (D.C. Cir. June 30, 1995) (en banc).
The constitutionally decisive issue regarding S. 892 is whether the indecency prohi-
bitions are the least restrictive means of safeguarding child welfare consistent with
the free speech rights of adults. See Sable Communications, supra, at 128-131. The
answer pivots on what is technologically feasible. If Congress makes sound factual
findings that neither credit card, access code, scrambling devices nor other techno-
logically workable mechanisms exist, at present, to block indecent material thro

. comciuter transmitters from reaching minors yet permit adult access, then Sable
teaches that complete blocking could be constitutional. That conclusion rests in part
on the innumerable alternate sources of indecent material readily accessible by
adults, and, on the relatively low standing of indecency in the First Amendment hi-
e:(-)aazgyé See Pacifica Foundation, supra; Young v. American Mini Theatres, 427 UsS.
5 76).

If a sound finding of infeasibility is established, then Congress would be entitled
consistent with the First Amendment to prohibit any indecent computer trans-
mission to a minor aided by an operator or provider, at least if liability requires
proof that the violator knew the contents of the offending material. See Smith v.
California, 361 U.S. 147 (1959). I do not know whether the operators and providers
covered by the bill characteristically monitor the contents of material they assist in
transmitting, but if they do not, then the prohibition on indecency is but sound and
fury signifying nothing. Moreover, it seems clear under the Smith precedent that
computer facility operators whose networks are used as transfer points for indecent
communications to minors cannot be held liable absent ﬁroof that either they knew
the contents of the offending material or unreasonably bypassed an opportunitg' to
know. A strict liability rule would prompt a self-censorship that would make deep

. inroads on protected First Amendment communications. Smith, supra at 153-155.
The language of the bill should clarify the scienter requirement for controllers of
‘computer networks. :

" Finally, it seems unclear to me whether the bill would cover Internet trans-
‘missions which operate without any central or regional hub or specific transfer
-point. Would end users of the Internet be deemed electronic communications service
- providers? .

. Your proposed amendment to S. 892 that would task the Attorney General to keep
abreast and report on technological developments consistent with the least restric-
tive alternative imperative of the First Amendment would be a constructive signal
to courts that Congress is not cavalier in balancing the free speech interests of
adults and the morals of youth. The amendment would thus strengthen the bill's

" constitutionality.

" Sincerely, ’

o (Signed) Bruce Fein

(Typed) BRUCE FEIN.
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JOHN C. HARRISON
ASSOCIATE PROFESSOR OF LAW,
Charlottesville, VA, July 24, 1995.

Hon. CHARLES E. GRASSLEY,
Chairman, Subcommittee on Administrative Oversight and the Courts,
U.S. Senate, Washington DC.

DEAR SENATOR GRASSLEY: At the request of your staff I have considered S. 892
(including amendments that I am told will be proposed) with respect to its constitu-
tionality in light of the Supreme Court’s First Amendment doctrine. It seems to me
that the bill is clearly constitutional under the Court’s current cases.!

The bill regulates the conduct of operators of computer facilities that offer remote
access to computer users—an electronic bulletin board service is an example.2 It es-
tablishes two criminal offenses. First, it forbids such operators from knowingly
transmitting indecent material to a minor; the knowledge requirement extends to
both the content of the transmitted material and the minor’s status as a minor. Sec-
ond, it forbids such operators from willfully permitting their facilities to be used as
a transfer point for the knowing transmission of indecent material to a minor.3

Although the Supreme Court’s jund'ls&mdence of obscenig and indecency is at
times difficult to describe and often difficult to apply, it includes some well estab-
lished principles. One is that the Constitution permits Co ss and the States to
forbid the knowing distribution or transmission to minors of material the distribu-
tion of which to adults generally may not be banned. To use the Court’s main dec-
trinal formulation, the protection of minors from indecent material is a comgelling
state interest that can support a ban on speech, provided that ban is narrowly tai-
lored to its end. A direct prohibition on communication of the forbidden message to
mirg)ixz‘i is narrowly tailored. Indeed, it is the central instance of a properly narrow
res on.

The cases that bear most directly on this issue are FCC v. Pacifica Foundation,
438 U.S. 726 (1978), and Sable Communications of California, Inc, v. FCC, 492 U.S.
116 (1989). In Pacifica Foundation the Court found that the Federal Communica-
tions Commission, consistently with the First Amendment, could prohibit the broad-
cast of indecent messages during parts of the day, in order to prevent their trans-
misgion to children. The Court recognized that in doing so the FCC would also be
prohibiting the broadcast of such messages to adults and that broadcast to adults
alone could not be proscribed; the prohibition was permissible because of the inter-
est in protecting minors, des%ite the collateral interference with otherwise-free com-
munications to adults. In Sable Communications, by contrast, the Court found that
Congress could not, consistently with the First Amendment, forbid the transmission
of indecent messages by telephone in order to keep those messages from children.
The Court agreed that fprotecl:ion of children from indecent material was a compel-
ling state interest but found that the blanket ban was not sufficiently narrowly tai-
lored to achieve its end, because of the extent to which it limited the messages that
could be transmitted to adults. i

Under those cases the interest underlying S. 892 is compelling. Moreover, the
Court long has taken it as given that a direct and specifically targeted ban on inde-
cent communication to minors, which entails no collateral limits on communication
to adults, is sufficiently narrowly tailored to satisfy the First Amendment. That was
the premise of the Court’s decision to approve the more sweeping ban at issue in
Paci Foundation: “Bookstores and motion picture theaters, for example, may be
%"ohibited from making indecent material available to children.” 438 U'S. at 749.4

e analysis in Pacific Foundation centered around the more difficult question of
the extent to which communication to adults could be limited in order to limit com-
munication to children. As Justice Powell explained in concurrence, the difficulty
with respect to radio regulation is that the clearlx constitutional approach of limit-
ing only speech to minors is not readily available. “In most instances, the dissemina-

1The views in this letter represent my independent conclusions as an academic student of
First Amendment doctrine. They are offered as assistance to the Subcommittee, not on
of 311\11 client or of the university where I teach.

2My description of the bill 1s designed to capture its characteristics from the standpoint of
First Amendment analysis; 1 am not providing a &recise technical rendition of ita contents.

9My discussion is cast in terms drawn from the first prohibition. The two are the same for-
these purposes, however, because both involve the kno transmission of indecent matter to
a minor, 8o my conclusions apply to both spmvisions. .
, 4The Court made the same point in Sable Communications. “We have recognized that there
is & compelling interest in protectin%;he &hymcal and psychological well-being of minors. This
interest extends to shielding minors from the influence of literature that is not obscene by adult
standards.” 492 U.S. at 126 (citations omitted).
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tion of this kind of%chtochﬂdrenmaybelimitedwithoutalsolimi' willing
adults’ access to it. ers of printed and recorded matter and exhibitors of motion
pictures and live performances may be required to shut their doors to children, but
such a requirement has no effect on adults’ access.” 438 U.S. at 768. Thin legisla-
tion, unlike the regulation approved in Pacifica Foundation (and unlike the statu-
tory, provision disapproved in Sable Communications), is able to and does take the
simple, direct approach of forbidding transactions with minors and those trans-
actions alone.®

There is no reason to believe that the situation of electronic bulletin boards and
similar facilities is factually different from that of book sellers or movie theaters in

" any relevant respect. In both instances, providers of indecent material who are sub-
ject to a restriction relating to children are free to give such material to adults. Be-
cause of the dual knowledge requirement of S. 89 e provision is violated only
if the com&uwr service operator knows both the content of the material and the mi-
nority of the recipient—we need not fear any significant level of self-censorship by
operators, any more than by book sellers.

It is difficult to imagine a less restrictive means of protecting minors from inde-
cent materials than forbidding the transmission to minors (and no one else) of inde-
cent materials. In order to keep the law abreast of technical changes, the bill
Ch:?ed the Attorney General to regort to Congress within two years concerning the
availability of technology that would enable parents to control their children’s access
to indecent material. The report is specifically to address the question whether the
use of such wchnolo?r should be treated as a defense to the offenses created by S.
892. The presence of this provision underscores the point that the bill is designed
to minimize interference with the material available to adults.

The legislation also would survive challenge on vagueness and overbreadth
grounds. The category of “indecent” material as currently understood b Congress,
the courts, and the Federal Communications Commission, is well eno defined to

ive adequate notice to operators of their responsibilities under the bill. The concept

as a well-known core of sexually explicit material that makes up the bulk of the
g:ohibition. The bill is thus not void on its face for vagueness.® In any genuinely
rderline case concerning the meaning of the statute, the defendant of course

. would enjoy the protection of the rule of lenity, under which criminal statutes are
construed not to apply to seriously doubtful cases. Nor is there an overbreadth prob-
lem. When Co s uses a term that has come to refer to the very category of ma-
terial from which minors constitutionally may be protected, it is clear that stat-
ute applies only in those situations in which the Constitution permits it to apply.

The Court has long taken the position that the compelling interest in protecting
children from improper influence does not always justify restrictions on what is
available to adults. It held, through Justice Frankfurter, in Butler v. Michigan, 362
U.S. 380, 383 (1957), that the State could not “reduce the adult population of Michi-
gan to reading only what is fit for children.” This le%slatlon, however, does nothing
of the sort. Butler involved a total ban on the distribution of certain materials lest
they fall into the hands of minors. Justice Frankfurter said, “Surely, this is to burn
the house to roast the pig.” Id. By contrast, S. 892 is a roasting pit precisely the
size of—narrowly tailored to—the pig. :

1 hope the Subcommittee finds this analysis useful. Please let me know if I can
be of any further assistance.

"~ Sincerely,

(Signed) John Harrison

(Typed) JOHN C. HARRISON.
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5In the closely related area of speech that is obscene as to minors but not as to adults, the
gggﬁ géles)appmved a ban on the sale of such matter to minors. Ginsberg v. New York, 390 U.S.

8In the interests of maximum & city, the Subcommittee might consider limiting the bill’s
coverage to a defined subset of indecent material. I do not think, however, that such a furher
limitation is required by the Court’s doctrine. .
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Senator GRASSLEY. So, in closing, I want to say that computer
communications holds much promise, as we all know. The world of
Internet and cyberspace is one that should be used to better hu-
mankind, not tear it down. I believe that we in Congress must give
America’s parents a new comfort level in public and commercial
computer networks if these are to be transformed from the private
preserve of a special class of computer hackers into a widely used
communications medium. This necessary transformation will never
happen if parents abandon the Internet and computer communica-
tions technology remains threatening.

I would now to go to Senator Leahy.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Senator LEAHY. Thank you, Mr. Chairman.

Mr. Chairman, interestingly enough, this is, as you already said,
the first congressional hearing held on the issue o{ reixlating inde-
cent and obscene material on the Internet. In fact, when the prob-
lem of children’s access to objectionable online material first came
up for a vote, when the Senate passed a version of the Exon-Coats
Communications Decency Act on June 14, remarkably the Senate
acted without the benefit of hearings or anything approaching the
thorough examination of the matter that you have set out. ,

It really struck me in your opening statement when you men-
tioned, Mr. Chairman, that it is the first ever hearing, and you are
absolutely rifht. And yet we had a major debate on the floor,
})assed legislation overwhelmingly on a subject involving the

nternet, legislation that could dramatically change—some would
say even wreak havoc—on the Internet. The Senate went in willy-
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nilly, passed legislation, and never once had a hearing, never once
had a discussion other than an hour or so on the floor.

It is especially interesting because most of the Senators who
voted would not have the foggiest idea how to get on the Internet
in the first place. They do not use it. They do not have any idea
of how to get on to it. They would have to have their staffs show
them how to do it. There are only a few of us who regularly use
it. I do for town meetings and communications and many other
uses. But most do not. They voted in large part based on inflam-
matory stories about pornography on the Internet, like the study
by Mr. Rimm. Incidentally, he was supposed to be here, but got
disinvited once a number of people brought out the fact that the
study, which was treated as gospel on the Senate floor, was a little
bit less than gospel. And I would expect any time now to see Time
Magazine, for example, which did a cover story based on it, too,
point out that even great media can be conned. -

But these issues of child pomogra%hy are valid issues and ought
to be talked about, and you are to be commended for having the
hearing because of that. They are issues that concern me. We have
all these issues interconnected here: the future of the Internet, the
best way for parents to control their children’s access to the
Internet and to protect against inappropriate and offensive mate-
rials; and the appropriate role of law enforcement.

I am a parent. I have raised three children. I spent nearly a dec-
ade in law enforcement. I think I have a pretty good idea of how
to differentiate between what the responsibility of law enforcement
is and what the responsibility of parents is. We sometimes have
this attitude that the Government should take over for the lﬁa.rents.
I think parents ought to carry some of that basic responsibility.

In fact, I asked the Attorney General of the United States as well
as a coalition of private and public interest groups known as the
Interactive Working Group to look at these issues and to provide
recommendations on addressing the problem of children’s access to
objectionable online material, but do it in a constitutionally effec-
tive manner. The Interactive Working Group is releasing their re-
port today. I happen to have a copy of it here. It describes some
of the technology available to help parents supervise their chil-
dren’s activities on the Internet and how parents can protect their
children from objectionable online material. In fact, some of this
technology was demonstrated last week in a meeting hosted by
Representative Coxz, who may testify here today.

e hear a lot about the free market in this Conﬁress and trying
to give it a chance to work. Well, we are finding that software en-
tre{)reneurs and the vibrant forces of the free market are providing
tools that can en;rower parents to restrict their children’s access to
offensive material and address the problem of online pomograill?'
by empowering parents and not the Government to screen chil-
dren’s computer activities.

Again, I hear the rhetoric about letting us go back to having par-
ents take some responsibility, letting us get government out of dic-
tating what we do. I worry that maybe the rhetoric is a little bit
off from the reality as we approach some of the legislation like the
Exon-Coats legislation that passed the Senate. It is parents who
should decide what restrictions to place on their children’s access
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to that which the parents considerable objectionable. In fact, there

are parents who may consider things objectionable that most of us

would not. They ought to have the right to cut that out if the

fivraént. Not cut it out for you or for me, but cut it out for their chil-
n.

We have an article in one of the local papers today, the Washing-
ton Post, on beer advertising. If they want to cut out beer advertis-
ing for their children, they ought to have a right to. The same prin-
ciple applies to “fantastic card” games that some parents believe
promote interest in the occult. Parents ought to be able to cut that
out. There is available blocking technology. They can make porno-
graphic use-net news groups or World Wide Web sites off-limits to
children. You also have technology that allows you to check to see
where your child has been.

All of us may wonder what magazines, books, or anything else
our children buy. We do not know how to check that out, but we
can check on the computer exactly where they have been and what
they have looked at. Other commercially available products limit
children’s access to “chat rooms” where they might be solicited.
They limit children’s ability to receive pornographic pictures
through electronic mail that we could not limit otherwise in the

. print press media. Other products, as I said, allow parents to mon-
itor their children’s usage of the Internet: where have you been,
who have you rung up, what chat group have you looked at.

Interested organizations like the Christian Coalition or Mothers
Against Drunk Driving could provide parents that use blocking
technology with lists of sites, and these lists of sites thet they con-
sider inappropriate could be programmed in, and the kids could not
log on to them. ‘

But, if instead of givin% parents the tools to police their kids, you
rely on government regulation, I think you stifle the Internet. The
Internet has grown as well as it has and as dramatically and amaz-
ingly because it has not had the Government second-guessing every
move. When you talk about communication technology, the worst
thing in the world is to invite government regulation, which always
slows up advances, always slows up advances in computer and
communication technology. The Internet has been growing at an
exponential rate with new uses for devices daily. Overly restrictive
bans against indecency on the Internet will prove not only uncon-
stitutional, but will hamper the growth of this communication me-

um.

The Internet does not function like a broadcast or a newspaper
or a station manager. An editor chooses which images or stories to
send out. It is kind of like a combination of a great library and a
town square, where you may have some things in there you do not
like, but you have a lot of things you do like. And you have the
give and take where people can make available vast amounts of in-
formation and free and open discussion.

Our disabled citizens have found great opportunities on it. It has
enabled our children to discuss issues with some of society’s great- -
est minds.

As I said, I conduct electronic town meetings where Vermonters
can tap on in my own State and tell me that they agree with me

14

IToxt Provided by ERI



10

and they can tell me, as they do most emphatically, when they dis-
agree with me.

Imposing the same %ovemment regulation applied to broad-
casters to the Internet, I think it is inappropriate. Anyone with a
computer and a modem can send something out on the Internet.
But unlike a broadcaster, if you want to listen to it, you have §°t
to seek out the information. You have got to download it. And a
parent can stop a child from downloading it if they want. But that
parent acting through the Government should not be able to stop
you or me or others from downloading it if we want to.

Any legislative approach has to take into consideration online
users’ privacy and free speech interests. If we grant too much

ower to online providers to screen for indecent material, then pub-
ic discourse ang online content in cyberspace would be controlled
by the groviders and not by the users. We want our laws to encour-
age and not discourage online providers from creating a safe envi-
ronment for children, but we do not want to say “do not let the
children on the Internet altogether.” If they are liable for any expo-
sure of indecent material to children, people under the age of 18
are just going to be shut out of the technology, relegated by the
Government to sanitized “kids-only” services that contain only a
fraction of the entire Internet. It is sort of like locking kids out of
whole sections of libraries.

What are we going to do if we discourage the Project Gutenberg
from placing online the works of not only Charles Dickens but
Geoffrey Chaucer or D.H. Lawrence for fear of prosecution because
somebody somewhere might find something in there indecent?

Basically I will sum up with this, Mr. Chairman: Parents know
their children better than any government official. I did not want
the Government telling my children, especially when they were
younger, what they could read or write or see. I want that ability.
As a parent, I believe I am in the best ﬁosition to know the sort
of online material to which children might be exposed. I reviewed
what books my children brought home from the library or bought
or read. I discussed those books with them. I told them that some
I did not think were appropriate; I thought others were.

The remarkable thing about that is my children would talk with
me, and we would discuss books, and t. ef' had a love of reading
as a result, and we had ‘a closer familf'. would so much rather
do that than have the Government tell my child what he or she
could read or write. I would rather my wite and I did that, and I
think we have better children for it, and I think we have a better
relationship with our children as a result of that.

Maybe some parents might find it is nice to talk with their chil-
dren now and then. They would actually come up and talk with
them and ask them what they are looking at and what they are
reading and what they are doing. We might be a better country for
it.

Our criminal laws already prohibit the sale and distribution on
comfputer networks of obscene material. We impose criminal liabil-
ity for transmitting any threatening message over a computer net-
work. And, in fact, under Senator Grasslgy’s leadership, we in-
creased the ﬁenalties for many of these. So I would put in the

record my whole statement, Mr. Chairman. I would also ask that
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we keep the record open. A Cato Institute report is going to be com-
pleted by Wednesday. I would like to put in the record the Cato
report about the constitutionality of our bill, as well as a statement
by the People for the American Way.

Senator GRASSLEY. I was thinking about keeping the record open
for 2 days for submissions. Is that OK?

Senator LEAHY. I think Cato said they are going to take until
some time Wednesday, if we could make sure that they are specifi-
cally allowed to get theirs in, too.

Senator GRASSLEY. Thank you. We will do that.

[The prepared statement of Senator Leahy, the Cato Institute re-
port, and a statement of People for the American Way follow:]

PREPARED STATEMENT OF SENATOR PATRICK J. LEAHY

This is the very first congressional hearing held on the issue of regulating inde-
cent and obscene material on the Internet and the problem of children’s access to
objectionable online material. That is correct, the first.

n spite of the action taken by the Senate Commerce Committee when it added
the Communications Decency Act to its telecommunications bills last year and this,
they held no investigative or legislative hearings into this important and complex
matter. Indeed, when the Senate passed a restrictive version of the Exon-Coats
Communications Decency Act on June 14, over my objection and those of Senator
Feingold, it did so without the benefit of hearings or anything approaching a thor-
ough examination of the matter. I am old-fashione&:n_o:&ho remember when we
used to hold hearings first and pass legislation a we got the facts, had
analyzed the problem and had worked with the Administration and the public to
craft a l:ﬁislahve solution to the public’s legitimate concerns.

With the mafazine articles, talk show babble, and furor that has surrounded

- this issue, I am glad the Judiciary Committee is holding this hearing in order to
. begin to set the record st:raiih . I want to commend Chairman Hatch and Senator
Grassley for convening this hearing and look forward to the tesﬁmonglof our wit-
nesses this afternoon. These are issues that greatly concern me: the future of the
Internet; the best ways for parents to control their children’s access to the Internet
and to protect against inappropriate and offensive materials; the appropriate role
of law enforcement.

I had asked the Attorney General of the United States as well as a coalition of
private and public interest groups known as the Interactive Working Group to look
at these issues and provide recommendations on addressing the problem of chil-
dren’s access to objectionable online material in a constitutional and effective man-
ner. I look forward to receivit;ﬁ the report of the Department of Justice as promptly
as their study can be concluded.

Today the Interactive Working Group is releasing its report describing some of the
technology available today to help parents supervise their children’s activities on the
Internet and protect them from objectionable online material. Some of this tech-
nology was demonstrated last week in a meeting hosted by Representative Cox, who
will testify here today. :

We are finding that software entrepreneurs and the vibrant forees of the free mar-
ket are providing tools that can empower parents to restrict their children’s access
to offensive material. We can address the problem of online pornography by empow-
ering parents, and not the government, to screen children’s computer activities. g'}ua
is the best way to police the Internet without unduly restricting free speech or
squelching the gro of this fantastic new communications medium.

It is parents, not the government, who should decide what restrictions to place
on their children’s access to that which they consider objectionable: whether it is
beer advertising, or fantastic card games that some parents believe promotes inter-
est in the occult. Available blocking technology can make pornographic Usenet news
groups or World Wide Web sites off-limits to children. er commercially available
ﬁ:lducts limit children’s access to chat rooms, where they might be solicited, and

it children’s ability to receive pornographiccglilctures through electronic mail. Yet
other products allow parents to monitor their children’s usage of the Internet. Inter-
ested organizations, like the Christian Coalition or Mothers against Drunk Driving,
could provide parents that use blocking technology with lists of sites these groups
consider inappropriate for children. :

Q
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On the other hand, government regulation will stifle this new industxa'. The
Internet has been growing at an exponential rate and new uses for it are devised
daily. Overly restrictive bans against indecency on the Internet will prove not only
unconstitutional but will also hamper the growth of this new communications me-

um.

The Internet does not function like a broadcast or a newspaper where a station
manager or editor chooses which images or stories to send out in public. The
Internet is like a combination of a great library and town square, where people can
make available vast amounts of information or take part in free and open discus-
sions on any wdpic. .

It has provided great opportunities for our disabled citizens and has enabled our
children the ability to discuss issues with some of society’s greatest minds. With this
technology, I conduct electronic town meetings with Vermonters, post information
about legislative activities, and hear back from Vermonters about what they think.

To impose the government regulation of broadcasters to the Internet is inappro-

riate. Anyone with a comeber and a modem can send something out on the
nternet, but unlike a broadcaster, potential listeners must seek out this informa-
tion and download it.

Any legislative approach must take into consideration online users’ privacy and
free speech interests. If we grant too much power to online providers to screen for
indecent material, public discourse and online content in cyberspace will be con-
trolled by the providers and not the users of this fantastic resource, On the other
hand, we want our laws to encourage and not discourage online providers from cre-
ating a safe environment for children.

Even worse would be discouraging online providers from allowing children onto
their services altogether. If online providers are liable for any exposure of indecent
material to children, people under the age of eighteen will be shut out of this tech-
nology or relegated Sy the government to sanitized “kids only” services that contain

-only a tiny fraction of the entire Internet. That would be the equivalent of limiting
today’s students to the childhood section of the library or locking them out com-
pletely. This is not how this country should face the increasingly competitive global
marketplace of the 21st century.

What are we doing if we discourage the Project Gutenberg from placing online the
works of Charles Dickens, Geoffrey Chaucer or D.H. Lawrence for fear of prosecu-
tion because someone, somewhere on the Internet, might find the works indecent?
Would the Internet still be the great electronic library and setting for open discus-
sion it now promises?

Parents know. their children better than any government official, and are in the
beo:te(rosition to know the sort of online material to which their children may be ex-

p . .
Finally, we must recognize our existing laws and what they provide by way of pro-
tection. Our criminal laws alreadmhibit the sale or distribution over computer
networks of obscene material. We dy impose criminal liability for transmitting
any threatening message over computer networks. We alreatzi proscribe the solicita-
tion of minors over computers for any sexual activity, and the illeglal luring of mi-
nors into sexual activity through computer conversations. Indeed, only a few months
ago under Senator Grassley’s leadership we increased the penalties for many of
these offenses in “The Sexual Crimes Against Children Prevention Act of 1995.” We
need to work with law enforcement to make sure they have the resources and train-
ing to track down computer criminals.
look forward to working with all members of the Committee as we move forward
on these important matters.

THE CATO INSTITUTE REPORT

NEw AGE COMSTOCKERY: PROPOSED CENSORSHIP OF CYBERSPACE
By Robert Corn-Revere *

On June 14 the Senate voted 84-16 to approve the Communications Decency Act
of 1995, proposed by Senator James Exon of Nebraska. The bill proposes to outlaw

1Robert Corn-Revere is a partner at the Washington D.C. law firm Hogan & Hartson L.L.P.
and teaches First Amendment law at the Communications Law Institute, Catholic University
of America School of Law. He served as Legal Advisor to FCC Commissioner James H. Quello,
and was Chief Counse] in 1993, when Commissioner Quello was Interim Chairman. An earlier
:le.trsiczn ofl:hﬂ;l:rgaper was published as a Policy Analysis by Cato Institute. Copyright 1995, Rob-
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the use of computers and telephone lines to transmit “indecent” material, a category
of speech that the Supreme Court has held to be protected by the First Amendment.
The measure would impose jail terms and fines on anyone who uses a “tele-
communications facility” to transmit any obscene information or imge, or any inde-
cent information or image to a person under 18. Also in June, Senator Charles
Grassley of Iowa introduced S. 892, the Protection of Children From Computer Por-
nograihy Act of 1995. The Grassley bill would impose criminal penalties on any per-
gson who uses a oom&uter facility to knowingly transmit indecent material to a per-
son under 18. If either bill were to become law, it would usher in a new age of
Comstockery in America.

The term “Comstockery,” coined by George Bernard Shaw, refers to overzealous
moralizing like that of Anthony Comstock, whose Society for the Suppression of Vice
censored literature in America for more than sixty years. Under the so-called Com-
stock law, classic works by such authors as D.H. Lawrence, Theodore Dreiger, Ed-
mund Wilson and James Joyce were routinely qusp;zessed. Other ets of the Soci-
ety’s crusades included such literary giants as Tolstoy and Balzac. The more current
law of indecency, which traces its heritage to Comstock, has been used to restrict
some of the same literary works, The Exon and Grassley bills would extend this re-
pressive regime to the Internet and online services, and thus threaten to undermine
the promise of the emerging Digital Age.

BACKGROUND

In 1864 an alarmed Postmaster General reported that “great numbers” of dirty -

pictures and books were being mailed to Civil War troops. It seems that one of the
most popular early uses of photography was the tintype version of the pinup.

As 1s often the case, invention became the mother of repression. Congress reacted
quickli to the Postmaster's report, passing a law in 1865 making it a crime to send
any “obscene book, pamphlet, picture, })rint, or other publication of vuigar and inde-
cent character” through the U.S. mail.

This law was strengthened several years later at the insistence of Anthony Com-
stock, a former dry clerk, who exerted broad influence as the Secre of the
New York Society for the Suppression of Vice. Under the popularly named “Com-
stock law,” which prohibited use of the mails to send any “obscene, lewd, or lasciv-
ious book, painphlet, picture, paper, print, or other aﬁublicat:ion of an indecent char-
acter,” thousands of authors were jailed and literally tons of literature destroyed.

Fast forward to 1995: The popularization of the Internet, which can be used to
transmit all kinds of information, including “indecent” digitized images and words,
may spawn a new age of Comstockery. :

Last February, retiring Senator James Exon of Nebraska introduced 8. 314, the
Communications Decency Act of 1995. The bill would impose jail terms and fines
on anyone who uses a “telecommunications facility” to transmit any obscene infor-
mation or image, or any indecent information or image to a person under 18. The
Exon bill was incorporated as an amendment to S. 652, a comprehensive tele-
communications reform proposal that was passed by the Senate in June. This was
followed by S. 892, in which Senator Grassley proposed criminal penalties for opera-
tors of electronic bulletin boards and other entities that use computers to store and
deliver indecent information.

Either bill would outlaw the use of computers and telephone lines to transmit “in-
decent” material, a category of speech that the Supreme Court has held to be pro-
tected by the First Amendment. The purpose of indecency regulation is to keep such

adult materials from falling into the hands of kids. When he first introduced a simi- -

lar bill last year, Senator Exon said he was concerned that the Information Super-

highway was in danger of becoming an electronic “red light district,” and that he -

wanted to bar access to unsuitable information by his granddaughter.

Exon was also troubled about the law’s ability to keep pace with new technology.
“Before too long,” he told his Senate colleagues, “a host of new telecommunications
devices will be used by citizens to communicate with each other. Telephones may
one day be relegated to museums next to telegraphs. Conversation is being replaced
with communication and electrical transmissions are being replaced with digital
transmissions. * ¢ ¢ Anticipating this excitini future of communications, the Com-
munications Decency amendment * * * will keep pace with the coming change.”?
Or, as he put it in doublespeak: “The information superhighway is * * ¢ a revolution
that in years to come will transcend newspapers, radio, and television as an infor-

2 post Office Act, ch. 89, }16, 13 Stat. 504, 507 (1866).
8140 Cong. Rec. 89746 (July 26, 1994).

ERIC 18

Aruitoxt provided by Eic:



14

gation source. Therefore, I think this is the time to put some restrictions or guide-
ines on it.”4

Far from moving communications into the future, if either the Exon or Grassley
bill is adopted, it would return the First Amendment to those less than thrilling
days of yesteryear, when publishers routinely checked with the censors in advance
to determine whether a garticular manuscript was acceptable. The bills threaten to
lobotomize the Internet by superimposing essentially the same legal standard that
stifled the publication of literature in America for nearly 60 years under the so-
called Comstock laws.

To understand the effect of the legislation, it is necessary to consider the dif-
ference between modern obscenity law, under which the First Amendment protects
all but the most hardcore material, and obscenity law during Comstock’s heyday,
which criminalized any material that a jury believed might offend the sensibilities
of the most vulnerable segments of society. In addition, it is important to examine
the more recent doctrine of “indecency,” which has been employed to limit exposure
by children to offensive sexual materials on radio and television. Experience with
these three lines of authority, taken together, provide a chilling vision of what the
Exon or Grassley bills may bring about.

THE COMSTOCK LAW

In 1873, the year he was named Secretary of the New York Society for the Sup-
pression of Vice, Anthony Comstock came to Washington to lobby for stronger ob-
scenity laws. In doing so, he quite effectively employed a tactic that Jesse Helms
and James Exon would emulate over a century later: Comstock brought along a
great cloth bag filled with examples of “lowbrow” publications as well as information
on contraception and abortion. He set up in the Vice President’s office what came
to be known as a “chamber of horrors” to display materials he believed should not
be available to the public.8

Comstock’s persistence paid off. Congress adopted the proposed law to Suppress
Trade in, and Circulation of, Obscene Literature and Articles of Immoral Use. In
addition to obscene books, prints or other publications “of an indecent character,”
the law also prohibited the mailing of “any article or thing designed or intended for
the prevention of conception or procuring of abortion.”® Moreover, Comstock was
named a special unpaid agent of the Post Office Department and empowered to en-
force the law. This enabled him to go to any post office and to inspect mail that
he suspected might be obscene.

Like Senator Exon's Amendment, which was inspired by a desire to protect his
granddaughter, the Comstock law—indeed, all obscenity law of the period—was
E‘iedicated on a need to protect the most impressionable members of the population.

e relevant legal standard was drawn from an English case, Regina v. Hicklin,

“which held that the test for obscenity turned on whether the material tended to cor-
rupt the morals of a young or immature person.

The courts were concerned with “those whose minds are open to such immoral in-
fluences, and into whose hands a publication of this sort may fall.”7 Consequently,
the intended audience of a book was unimportant if a young and inexperienced per-
son might be exposed to the corrupting influence. Additionally, it was immaterial
whether the book as a whole possessed literary merit. The courts focused instead
on the passages they found to be most offensive to determine if a book was obscene.
Indeed, some found that literary merit compounded the crime, by “enhancing a
book’s capacity to deprave and corrupt.”8

The crusades against literature were motivated largely by the belief that certain
novels would inflame the passions of young women whose virtue would soon be lost.
But this was not the only concern. Comstock also crusaded against “dime novels,”
with their sensational tales of big city detectives and wild west gunslingers. These
inexpensive books, filled with accounts of crime and violence were denounced as “the

M;ﬁ;texé H19 é,sewis, Cybersex Stays Hot, Despite a Plan for Cooling it Off, New York Times,
26, .

8 Edward de Grazia, Girls Lean Back Everywhere 4 (Random House: New York, 1992).

9Ch. 258, §2, 17 Stat. 598, 599 (1873). The law was further amended thres years later to
zngkg)its prohibitions unambiguous. Amendment to the Comstock Act, ch. 186, §1, 19 Stat. 90

1876).
7Regina v. Hicklin, 3 Q.B. 360, 371 (1868).
8de Grazia, supra note 6 at 12.
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inspiration for all of the antisocial behavior exhibited by the youth of the day.” Com-
stock called such books “devil-traps for the young.”?

Once given the authority, Comstock wasted no time in cracking down on what he
called “vampire literature.” In the first six months of the Comstock law, he claimed
to have seized 194,000 obscene pictures and photographs, 14,200 stereopticon plates
and 134,000 pounds of books, among other things.1° He zealously pursued this mis-
sion for another 42 years. Near the end of his life, Comstock wrote that he convicted
“enough people to fill a passenger train of sixty-one coaches, with sixty of the coach-
es containing sixty people each and the last one almost full.” He said that he had
destroyed almost 160 tons of obscene literature and 3,984,063 obscene pictures.!!
Comstock also zealously pursued early feminists, such as Margaret Sanger, since his
law outlawed the mailing of information on contraception and abortion.

After Comstock died, his work was carried on by John Sumner, who took his place
as Secretary of the Society for the Suppression of Vice. But Sumner, like Comstock
before him, did not have to rely on convictions as the sole measure of success. He
could often persuade a publisher not to print a particular book, or, if already pub-
lished, to recall all copies, turn them over for destruction and melt down the plates.
By this method, Sumner pressured top New York publishers to withdraw from cir-
culation and destroy all outstanding copies of Women in Love, by D.H. Lawrence,
The Genius, by Theodore Dreiser, and Memoirs of Hecate County, by Edmund Wil-
son.12 Other targets of the Comstock/Sumner crusades included such literary giants
as Tolstoy, Balzac, and James Joyce. Comstock even attacked George Bernard
Shaw’s play, Mrs.. Warren’s Profession, because it dealt with the immoral subject of
prostitution. Despite—or perhaps because of—the notoriety, the play enjoyed great
success, and Shaw extracted further revenge by coining the term “Comstockery,” as
a reference to overzealous moralizing.18

No case better illustrated the excesses of Comstockery (or the problems with the
current law of “indecency”) than the campaign to censor Ulysses by James Joyce.
The first obscenity prosecution of the classic work resulted from publication of in-
stallments from the book in a litera.lz' magazine named The Little Review. The pub-
lishers were arrested and prosecuted in 1920 because of the book’s sexual wu-r&:)mes.
They were convicted and fined $500. But the real loss was beyond the m—
no singleAmerican publisher would even consider printing the book for the next
eleven years.14

This embargo ended in 1932, when a upstart publishing company, Random House,
decided to make Ulysses a test case. Random House contracted with Joyce to publish
Ulysses in America, and sued in federal court over the seizure by U.S. Customs offi-
cials of a French version of the book. The court held that the book was not obscene,
and in doing so, rejected the prevailing legal test. In a decision affirmed on appeal,
the court found that the book must be judged as a whole, and not by the effect that
selected passages might have on vulnerable populations.

The court of appeals said it “cannot be gainsaid” that “numerous long passages
in Ulysses contain matter [which] is obscene under any fair definition of the word.”
But the court found that the troublesome portions of the book “are introduced to
give meaning to the whole, rather than to promote lust or portraﬁ filth for its own
sake.” It concluded: “We do not think that Ulysses, taken as a whole tends to pro-
mote lust, and its criticized passages do this no more than scores of standard books
that are constantly bought and sold. Indeed, a book of physiology in the hands of
adolescents may be more objectional on this ground than almost anything else.” 18

The case signaled the end of the Hicklin rule in America. As a result, the obscen-
ity of a work of literature was determined not by the sensibilities of the most tender
reader, but by those of the average reader. And the work was considered as a whole,
not just by reference to the most lurid passages. Nevertheless, many publishers con-
tinued to shy away from certain books. For example, Lady Chatterly’s Lover, written

oM t A. Blanchard, The American Urge to Censor: Freedom of Expression Versus the De-
gisng ggsg?iﬁze Society—From Anthony Comstock to 2 Live Crew, 33 Wm. & Mary. L. Rev. 741,

10 dp Grazia, supra note 5 at 4.

“Blanchani, supra note 9 at 768; de Grazia, supra note 4 at 5; C.G. Trumbull, Anthony Com-
stock, Fighter 239 (1913).

13 de Grazia, supra note 5 at 72-73, 710.

13 Blan , 8upra note 9 at 7568.

14¢de Grazia, supra note at 17.
wal)luited States v. One Book Named Ulysses by James Joyce, 72 F.2d 705, 707-08 (2d Cir.
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Miller's written in ublished in the United States
until 1960.17 However, this restrictiveness began to fade as the courts began to con-
sider the First Amendment implications of obscenity convictions.

in 1928, was not published in its un ated form in America until 1959.1¢ Henry
i Tropic ofp Cancer, exfggz was not

MODERN OBSCENITY LAW

The Supreme Court has held consistenglg that the First Amendment does not
apply to obscene speech. But before it confines otherwise protected expression_to
constitutional purgatory, the Court has stressed that the government cannot punish
speech if it has even minimal value, and that rigorous due process protections must
be applied. In 1957, in Roth v. United States, the Court emphasized that “[a]ll ideas
having even the slightest redeeming social importance—unorthodox ideas, con-
troversial ideas, even ideas hateful to the prev ing climate of opinion—have the
full protection of the [First Amendment] guarantees.” 18 Sixteen years later, in Mil-
ler v. California, the Court reformulated the test to state that obscenity “must be
limited to works which, taken as a whole, appeal to the prurient interest in sex,
which portray sexual conduct in a patently offensive way, and which * * * do not
have serious literary, artistic, political, or scientific value.” 19

A major adjustment in the Supreme Court’s approach to obscenity in the Miller
case was its reliance on local community standar& to determine which ortrazals
of sexual conduct “ap&ea] to the prurient interest in sex” and co uentlgv are ‘pa-

- tently offensive.” In the years between Roth and Miller, the Court had become the
final arbiter of what material was obscene, and the Justices, quite frankly, were
tired of it. The Court had found it necessary on thirty-one occasions to review the
‘purportedly obscene material and render a judgment.

Justice Brennan complained that examination of the contested materials “is hard-
ly a source of edification to the members of this Court.” Apart from his personal
reactions to the works, Brennan added that the procedure of having the Court ex-
amine the materials “has cast us in the role of an unreviewable board of censorship
for the 50 states.”20 After 16 years of trying to apply the law, Justice Brennan, who
wrote the Roth opinion, concfuded that the government could not constitutionally
prohibit obscenity.

A magjority of the Court agreed with Justice Brennan's reasoning but not his con-
clusion. Reviewing the “somewhat tortured history of the Court’s obscenity deci-
sions,” it found that “[pleople in different States vary in their tastes and attitudes’;
and this diversity is not to be strangled by the absolutism of imposed uniformity.
As a result, there cannot be “fixed, uniform national standards of precisely what ap-
peals to the ‘prurient interest’ or is ‘patently offensive.’” Chief Justice urger em-
phasized that our nation is simply too big and too diverse for this Court to reason-
ably expect that such standards could be articulated for all 50 states in a single for-
mulation, ass\milag the prerequisite consensus exists.” 2! :

The Court noted that the First Amendment does not require “that the peosle of
Maine or Mississigpi accept public depiction of conduct found tolerable in Las Vegas
or New York City.” But it also acknowledged the converse proposition—that commu-
nity reactions to literature in, say, rural Georgia or Tennessee, should not dictate
what is acceptable in urban centers.22 Indeed, Justice Stewart& famous for his state-
ment that he could not intelligibly define obscenity but that I know it when I see
it,” long maintained that a national standard could not be legally created or ap-
pfied.” Based on this reasoning, the Court in Miller concluded that the question
of “pg.:g; offensiveness” was a matter for juries to decide, applying local community
stan .

From the Court’s perspective, this solution had the twin merits of avoiding a na-
tional standard for obscenity while at the same time freeing the Justices from their
uncomfortable role as critics of last resort. But it created the risk that the test for
_serious literary, artistic, political or social value would be set by the most reaction-
ary community. Aocordinﬁ, the Court later clarified that the question of serious
redeeming merit did not hinge on the vagaries of local lite tastes. Whether a
work contains serious value must be judged by reference to the ypothetical reason-

19:0? Grazia, supra note 5 at 94. See Grove Press, Inc. v. Christenberry, 276 F.2d 433 (2d Cir.

17de Grazia, supra note 5 at 55, 370.

18384 1.S. 476, 484 (1957).

19413 U.S. 16, 24 (1973).

20 Paris Adult Theatre I v. Slayton, 413 U.S. 49, 92-93 (1973) (Brennan, J., dissenting).
21 pfiller, 413 U.S. at 20, 30-33.

214, at 32-33 & n.13.

23 Jacobellis v. Ohio, 378 U.S. 184, 197, 200 (1984) (Stewart, J., concurring).
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able person—not the reasonable residen{ of the community in question.2¢ As a re-
sult, before a work may be condemned as obscene, the government must dem-
onstrate that it lacks serious merit, and must do so using an objective test.

While the prevailing concern of modern obscenity law is the effect of the material
on the average person rather than the most sensitive, the law does recognize some’
added protections for children. The Supreme Court has held that the government
may designate some sexually oriented material as being harmful to minors and to,
for example, prohibit the sale of such things as “girlie magazines” to those 16 and
under.28 But such restrictions must be carefully limited. The Supreme Court has
held that it will not tolerate vague, open-ended restrictions on speech—not even for
the benefit of minors—and that the government cannot “reduce the adult population
» # # to reading only what is fit for children.” 26

THE PARADOX OF INDECENCY

Both the Exon and Grassley bills would prohibit not just obscenity online, but “in-
decency” as well, For the past twenty-five years, or so, the federal government has
stepped up its efforts to define and enforce provisions of the U.S. Criminal Code that
prohibit the transmission of indecent language by radio, television or telephone com-
munications.?’ Unlike obscenity, the Supreme Court and Courts of Appeals have
held that indecent speech is protected by the First Amendment. But, because inde-
cency deals with sexual matters, courts also have held that the government may
regulate it in certain circumstances.

The law regulating indecency is best known as a result of the George Carlin
monologue, Filthy Words, which he described as the “words you couldn't say on the
public airwaves,” The seven words were those which Carlin said “will curve your
spine, grow hair on your hands and maybe, even bring us, God help us, peace with-
out honor.” 28 The Carlin routine was broadcast by Pacifica radio during a program
about society’s attitude toward language. Before the show the station had issued a
warning that the program contained “sensitive language which might be regarded
as offensive to some.”

The FCC received a single complaint about the Pacifica program, which the Su-
preme Court characterized as coming from “a father who heard the broadcast while
driving with his young son” In fact, the complaint came from a Comstock
wannabe—John K. Douglas, a member of the national planning board for Morality
in Media, who did not disclose his fifteen-year-old’s age to the FCC. The broadcast
aired at 2 p.m. on a school day, and there is considerable doubt whether the con-
cerned father or his “young son” actually was in the audience. The complaint did
not reach the Commission until six weeks after the fact.2® -

The FCC found that the program violated the indecency rules, and the case made
its way to the Supreme Court. Limiting its holdinito the question of whether the
FCC “has the authority to proscribe this particular broadcast,” the Court upheld the
Commission’s censure of the Pacifica station.3° It held that broadcasters historically -
have received less constitutional protection than the traditional press, and that “the
broadcast media have established a uniquely pervasiv}enlpresenee in the lives of all
Americans.” ! The medium is “uniquely accessible to children, even those tco young
to read.” In this context, the station’s prior warnings could not protect the public
because the broadcast audience “is constantly tuning in and out.” 82

The Court also a;:ix;loved the FCC’s legal definition of indecency, which focused
on “the exposure of children to language that describes, in terms patently offensive
as measured by contemporary community standards for the broadcast medium, sex-
ual or excretory activities and organs at times of the day when there is a reasonable
risk that children may be in the audience.” The Court did not directly confront the
question of literary merit, except as it relates to the overall context of a broadcast,

a“Pope v. Illinois, 481 U.S. 497 (1987).

28 Qingberg v. New York, 380 U.S. 629 (1968).

28 Butler v. Michigan, 352 U.S. 380, 383-84 (1957). See Erznoznik v. Jacksonville, 422 U.8.
205 (1975); Interstate Circuit v. Dallas, 390 U.S, 676 (1868).

2718 U.S.C. §1464; 47 U.S.C. §223.

28 FCC v. Pacifica Found., 438 U.S. 726, 751 (1978) (Appendix to Opinion of the Court).

20T cas A. Powe, Jr., American Broadcasting and the First Amendment 188 (Berkeley: Uni-
versity of California Press, 1987).

80438 U.S. at 742.

811d. at 748.

82]d. at 748-49.
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and it did not ascribe any significance to the fact that the Carlin monologue was
part of a larger program that was a serious study of language.33

Indeed, the decision appeared to be most confused on the question of redeemil'lg
social value as a defense to an indecency complaint. The Court cited, seemingly wi
approval, an FCC suggestion that “an offensive broadcast [that) had literary, artis-
tic, political, or scientific value [that was] preceded by warnings * * * might not be
indecent in the late eveninfg, but would be so during the day, when children are in
the audience.”34 It also referred to a 1960 FCC gronouncement indicating that the
words or depictions of sexual activity in Lady Chatterly’s Lover would raise inde-
cency questions if broadcast on radio or television.85 But at the same time, the
Court emghasized “the narrowness of our holding,” stressing that the case “does not
involve * * * a telecast of an Elizabethan comedy.” 26

Since the late 1980’s the FCC has been enga%ed in continuous litigation to clarify
the basic re‘ﬁuirements of its indecency policy.?” In 1992, Congress decreed that in-
decency would be banned from the airwaves between 6 a.m. and midnight.38 The
D.C. Circuit recently affirmed the FCC's broadcast indecency rules adopted pursu-
ant to the statute, but narrowed the restricted period from 6 a.m. to 10 p.m. The
court confirmed that such rules must balance the government’s interest in protect-
ing children with “the adult population’s right to see and hear indecent material.” 3¢
And it tailored its conclusions to the unique attributes of the broadcast medium.

Congress also applied indecency law to other electronic technologies, although the
comparison to broadcasting has been far from exact. In 1988, Congress amended the
Communications Act to combat the phenomenon of “dial-a-porn.” The change im-
posed a blanket &rohibition on indecent as well as obscene telephone messages. But
upon review by the Supreme Court, all nine Justices agreed that sexual ex;)ression
that is “indecent but not obscene is protected by the First Amendment.”40 The
Court held that the government may regulate indecent speech to protect children,
but “it must do so by narrowly drawn regulations * * * without unnecessarily inter-
fering with First Amendment freedoms.”4! The opinion described Pacifica as “an
emphatically narrow holding,” and distinguished the radio broadcast in that case
from the telephone communications covered by the law. Unlike radio, the Court
found that dial-it services require the audience to take affirmative steps to receive
the indecent messages and that “callers will generally not be unwilling listeners.”
It concluded that telephone communications are substantially different” from over-
the-air broadcasts.42

These efforts over thi;ears underscore the central paradox of indecency law. Un-
like obscenity, “indecent” speech is protected by the First Amendment, yet it is sub-
ject to a le’gh standard very similar to what the courts rgle:ted for obscenity six dec-
ades ago. That is, indecency doctrine borrows from the discredited Hicklin rule, fo-
cusiuﬁjsolely on the effect of speech on children, not the average audience member.
And there is no requirement for the government to evaluate works “as a whole.” In
deciding indecency comdplaints, the FCC focuses primarily on the salacious portions
of programs, and provides only cursory review of the full context.

n practice, context is not all that important to the nebulous world of indecency
law. Although serious literary, artistic, political or scientific value of a work is a
complete defense to an obscenity prosecution, merit is simply a “factor” for the regu-
latory body to consider in the case of indecency. In an obscenity trial, expert wit-
nesses can attest to the value of the material at issue. But when the FCC considers
indecency complains, it is for that agency alone to determine the extent to which
“merit” is relevant. Its official position is that the context in which words or images

83]1d, at 732.

34]d. at 782 n.5.

35]1d. at 741 n.16.

28]1d. at 750.

3"Actior§£'or Children’s Television v. FCC, 11 F.3d 170, 181 (D.C. Cir. 1993), vacated en banc,
15 F.3d 186 (D.C. Cir. 1994); Action for Children’s Television v. FCC, 932 F.2d 1604, 1509 (D.C.
Cir. 1991); Action for Children’s Television v. FCC, 862 F.2d 13832 (D.C. Cir. 1988),

38 Public Telecommunications Act of 1992, Pub. L. No. 102-366, 106 Stat. 949 (1992); see 47
U.S.C.A. §303 note (1993). For broadcasters who ended their broadcast day at or before mid-
n.ight the prohibition extended from 6 a.m. to 10 p.m.
199951)(ction for Children’s Television v. FCC, F.3d ___, Slip op. at 21 (D.C. Cir., June 30,

40 Sable Communications of California v. FCC, 492 U.S. 115, 126 (1989).

41]d. (citations omitted).

42]d. at 127. Courts have since upheld FCC rules that limit children’s access to dial-a-porn
by requiring, inter.alia, that customers request such service in writing before a common carrier

I,va‘de access, Information Providers’ Coalition for Defense of the First Amendment v. FCC,
928 F.2d 866 (9th Cir. 1991).
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are presented must be examined to determine whether the expression is “patently
offensive.” But the FCC’s usual practice in such cases is to duck the question.

This was most forcefully demonstrated by the Commission’s refusal to declare that
a reading from James Joyce’s Ulysses would be permissible because of its liter:g
merit. The request was made in May 1987, shortly after the FCC had announ
a new “get tough” approach to indecency in which it cited three radio stations and
one amateur radio operator for violating the law. One of those stations, KPFK-FM
in Los Angeles, was owned by Pacifica Foundation, which had long been known for

its provocative p ing (such as the George Carlin monologue). Given its his-

toric connection to the chas indecency enforcement efforts Pacgﬁ‘ilca had reason to

t&e co%eeined about its annual “Bloomsday” reading from l}lysses on WBAI-FM in
ew York.

So it sought guidance from the FCC staff, asking for a declaratory ruling to clear
the long planned broadcast. Pacifica informed the Commission that it intended to
transmit a Tirogram of “substantial literary and cultural value” at 11 p.m. on June-
16, 1987. The request said that Pacifica would precede the broadcast with appro-
priate warnings, but that the program would contain “salty” lanil;iage."'8 Pacifica did
not immediately disclose that the quoted pass;%es were from Ulysses, although it
revealed that fact in subsequent meetings with FCC staff.+

The request presented the FCC with a dilemma. If it permitted the broadcast, it
might create a loophole in the indecen gg&cy. But if it did not, it would sup-

ress a classic of literature that courts ha from censorship in a landmar!
934 case. In short, the Commission’s choice was to declare itself to be either a eu-
nuch or a laughi Neither option being particularly attractive, the FCC
forged a third alternative—it declined to issue a ruling.
letter from the FCC’s Mass Media Bureau informed Pacifica that “because of
the first amendment considerations that are involved, the Commission must be es-
goecially cautious in exercising its aut.hon;? to issue declaratory rulings with respect
progam content prior to broadcast.”4® That being said, the letter quoted from
the 1934 Ulysses case and stated—falsely—that no in the proposed Bloomsday
reading was similar to broadcasts recently found by the FCC to be indecent. And
after refusin% to provide any further guidance, it said that the licensee must rely
on its own judgment as to whether or not to transmit the program,

The Commission’s deference to the good faith judgment of the broadcast licensee
served its institutional purpose in permitting it to avoid making a decision on the
Pacifica petition for a declaratory ru]m& ut the agency has otherwise shown little
inclination to trust those who must make risky protiram.ming decisions. Just a few
months after taking a pass on the Ulysses request, the FCC ruled that the question
of indecency did not ?end on the reasonableness of the broadcaster's judgment.
That is, even if a broadcaster reasonably believed that a certain program had lit-
[ merit and could support that belief with expert opinion, the FCC remained
the arbiter of whether the program was indecent. Where the government’s aes-
thetic judgments differed, the licensee’s good faith belief was relevant only to the
size of the punishment,*6

Broadcasters generally have shown great reluctance to find out if their literary
inclinations match those of the bureaucrats. Despite a few notable exceptions, most
steer a wide berth around the FCC’s rules. But the prospect that broadcasters are
censoring themselves finds few sympathetic ears among those in government, not-

withstanding its professed deference to “first amendment considerations” in its
nonresponse to Pacifica. In fact, the Commission has stated that “to the extent a
broadcaster is ‘chilled’ from airing indecent tirograms when there is a reasonable
risk that children may be in the audience, that is not an ‘inappropriate chill.’” 47
Of course, this begs the central question: what is indecent?

Apart from the circularity of the government’s position and the disregard it exhib-
its for the constitutional obligations of public servants, it utterly ignores the prob-
lem of indecency law for p ing in which literary merit is the dislﬁsitive
issue. It also is the reason why you are unlikely to see many programs like The
Singing Detective on American broadcast TV. ,

M“};eztiti%% ’{)or Decloratory Ruling of Pacifica Foundation, FCC Ref. No. C6-674 (FCC, filed
HFor' a full discussion of this case written by counsel for Pacifica, see John Crigler and Wil-

liam J. Bgnes, Decencg Redux: The Curious History of the New FCC Broadcast I ncy Policy,

38 Cath. U. L. Rev. 329 (1989). :

(J“ Lesttcrig g;;m James C. McKinney, Chief, FCC Mass Media Bureau to Counsel for Pacifica
une X

(I;gr)lﬁuity Broadcasting Corp. of Pennsylvania, Reconsideration Order, 3 FCC Red. 930, 933
414, at n.45.
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The Singing Detective, a seven-hour Peabody Award winning mini-series produced
by BBC, has been praised as one of the finest television pro in history. Critics
were unanimous in calling the production a masterpiece. Steven Bochco, who cre-
ated Hill Street Blues and NYPD Blue called it “seven of the best hours I have ever
seen on a television set.” 48 Marvin Kitman of Newsday wrote that The Sinsinf De-
tective is “the most incredible TV program ever made.” He called it “the kind o pro-
gam that once in a generation or two comes along and permanently changes the

undaries of TV. It extends the parameters of what TV drama can do and reclaims
TV as a creative medium.”4® Vincent Canby of the New York Times said it is “better
than anythix:ﬁ!};ve seen this year in the theatre (live or dead) [It] set[s] a new stand-
ard for all films.”50 John J. O’Connor, also of the Times, wrote that the program

“opened up the boundaries of TV drama, making the special form as challenging and

compelling as the very best of film and theatre.”5! And Charles Champlin of the
_Los Ange es Times called it “the most potent and imaginative television I saw in

all of 1988.” 82

The show was aired 38 various public television stations between 1988 and 1990.
On New Years Day 1990, KQED in San Francisco presented The Singing Detective
in its entirety, starting at 11 a.m. and ending at 6 p.m. One viewer complained to
the FCC, and he sent crude videotapes of the five minutes or so that he claimed
were indecent. This triggered an investigation that lasted more than a year and led
to discussions at the agency’s highest levels. Staff members of all five Commis- -
sioners watched the tape, and then met to discuss the fate of KQED.

Dismissinq the complaint should have been a simple matter. To the extent the

FCC seﬁou;‘leconsidered merit as an important factor in making indecency deter-
minations, Singing Detective did not present a close case. The critical acclaim,
the Peabody Award, and the serious content should easily have outweighed the few
assertedly offensive moments in the seven-hour production. But the FCC did not
consider the proga.m as a whole. Indeed, the Commission did not even know what
the show was about. Its review was riveted on imz;fes of brief nudity and a short
scene in which a child witnesses a non-graphic sexual encounter.

Unlike the Pacifica request regarding Ulysses, the FCC could not point to a court
decision that affirmed the grogra.m’s literary value. Even with a judicial seal of ap-
g;oval, the Commission had declined to rule on the decency or indecency of Ulysses.

in the case of The Singing Detective, the agency was paralyzed. The matter lan-
guished for months and finally was forgotten. No order was ever issued by the FCC.

KQED spent this time in regulatory limbo as well. It hired Washington counsel
and probably spent thousands of dollars in defense of the pro; . The station had
other matters pending at the Commission, and could not afford the black mark of
an indecency fine. KQED ultimately was let off the hook, but the long investigation
served as an object lesson for it or any other station with an interest in presenting
groundbreaking programming. The moral of the story for station managers was,
when in doubt leave it out.

As this examPle suggests, indecency law establishes the FCC as a national censor-
ship board. Before the Supreme Court came to rely on local community standards
for obscenity determinations, Justice Brennan complained that the Court had be-

-come a “board of censorshi& for the 50 states.” en the Court made such judg-
ments, Justice Brennan noted that “lolne cannot say with certainty that material
is obscene until at least five members of this Court, appging inevitably obscure
standards, have pronounced it 50.”52 Yet that is precisely the role now assigned to
the five FCC Commissioners with respect to indecency, even though such speech is
protected by the First Amendment.

Em‘gsvgering a single federal agency with such authority unquestionably raises
constitutional danger signals. This is particularly true where, as is the case with

the FCC, the agency’s members are politically appointed and may be susceptible to

golit.ical pressures. Such pressures abound. In announcing his most reeeni‘fresi-

ential bid, Senator Robert Dole (who co-sponsored the Grassley bill) attacked Hol-
lyweod for undermining American values. Former White House Director of Commu-
nications Patrick Buchanan (now a perennial Presidential contender), urged Presi-
dent Reagan in 1987 to get more directly involved with the FCC and demand that

it “begin pulling the licenses of broadcasters [who transmit] this garbage.” Such a

48 Stephen Farber, They Watch What We Watch, New York Times, May 7, 1989,

4®Marvin Kitman, The Best Unwatched Show Ever, Newsday Jan. 21, 1988 at 15; Marvin
Kitman, Riding Potter’s ress, Newsday, Feb. 17, 1989,

80 Vincent Canby, Is the Year’s Best Film ori TV? New York Times, July 10, 1988.

81John J. O’Connor, TV View, New York Times, Dec. 25, 1988,

532 Charles Champlin, Critic at Large, LA Times, Feb. 18, 1989,

88 Paris Adult Theatre I v. Slayton, 413 U.S. at 92-93 (Brennan, J., dissenting).
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move, Buchanan argued, would reestablish Republican ties to the religious right.84
In this of political environment the FCC can be subjected to political blackmail.
It has n suggested, for example, that former FCC Chairman Mark Fowler,
known for his strong deregulatory phﬂosogl’y, was denied reappointment because he
failed to vigorously enforce the indecer:;:gn eg.85

Such pressures are by no means confined to those on the political right. In 1989
confirmation hearings for FCC Chairman Al Sikes and Commisgioners Sherrie Mar-
shall and Andrew Barrett, Democratic senators led the charge on indecency. In par-
ticular, Senators Daniel Inouye, Ernest Hollings, Jay Rockefeller and then-Senator
Al Gore grilled the nominees for two hours, paying close attention to question of
broadcast content. Senator Gore, whose wife Tipper had tgained notoriety attacking
lewd rock lyrics, was particularly concerned about Barrett’s statement that indecent
broadcasts exist because “there is a market for indecency out there * * * in Amer-
ica.” Although Barrett's statement was unquestionably true, both Gore and Senator
Rockefeller voted against the nominations. Senator Hollings, expressing his dis-
Pleasure with the FCC’s “safe harbor” approach to indecency regulation, stated:

Garbage is garbage, regardless of the time of day.” 56

COMSTOCKERY IN CYBERSPACE

If adopted, the Exon or Grassley bills would applg such sentiments (and pres-
sures) to the Internet and online services. The Exon bill would impose a fine of up
to $100,000 and a possible two year jail term—or both—on anyone who permits a
“telecommunications facility” under his control to be used for the transmission of ob-
scene or indecent communications. Grassley’s proposal would subject a person who
transmits “a communication that contains indecent material” or who “allows [such
communications] to be transmitted from [a] remote computer facility” to five years
in prison plus fines. Oddly, the prohibition on indecency would only bar sending sa-
lacious materials “¢0 and person under 18 years of age.” Youn% people presumably
could transmit indecent materials with impunity to those over 18.

r an initial round of criticism, Exon added a number of defenses to prosecu-
tions under the bill. The changes would insulate from conviction those entities who
merely provide “navigational tools” to users, act as a passive conduit for communica-
tions or who take “reasonable steps” to provide users with a means to restrict access
“to the communication specified in this section.” What restrictive measures might
be considered “reasonable” to block access would be prescribed by FCC regulations.

The Exon amendment has been criticized as being both too restrictive and too lax.
Civil liberties activists have opposed it as censorship. At the other end of the spec-
trum, the anti-pornography activists have argued that the bill would weaken exist-
ing law. Meanwhile, the Justice D‘flpartment issued a letter warning that the
amendment’s current provisions would “create several ways for distributors and
Eackagers of obsceni::ir1 and child pornography to avoid criminal liability.” Senator

xon, undaunted bI e complaints, has twice revised the bill and remains commit-
ted to its passage.57 His second set of revisions imposed broad new restrictions on
noncommercial communications.

Not everyone in Co! gs has jumped on board. Senator Patrick Leahy has urged
his colleagues to avoid “fhleavy-handed efforts by the government to reﬁulate ob-
scenity on interactive information services [that] will only stifle the free flow of in-
formation, discourage the robust development of new information services, and
make users avoid using the system.” He offered a substitute bill that would direct
the Attorney General to study and to report to Congress on the means of controlling
the flow of violent, sexually explicit, harassing, offensive or otherwise unwanted ma-
terial on interactive telecommunication systems. Among other things, the bill would
direct the Justice Department to assess whether current laws are sufficient to deal
with perceived problems, examine whether technology gives parents the ability to
control childrens' access to unsuitable materials, and recommend ways to encourage
the development and deployment of such technofogy.58

Senator y's measured approach of having the government study the issue to
determine first if a problem even exists, and how it might best be solved, is quite
rational. But it lacks the demagogic appeal that drives virtuslly all anti-indecency
crusades. Now that the House of Representatives has ﬁnisheg with its Contract

26“Patrick Buchanan, A Conservative Makes a Final Plea, Newsweek, March 30, 1987 at 23,

88 Crigler and Byrnes, supra note 44.

56 Congress Asserts its Domination Over FCC, Broadcasting, Aug. 7, 1989 at 27.

57Benjamin Wittes, Internet Obscenity Bill Loses Support, al Times, May 22, 1995 at 2.

s8Statement of Senator Patrick Leahy, introducing S. 714, the Child tection, User
Empowerment, and Free Expresaion in Interactive Media Study Bill, April 7, 1995.
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With America checklist, the religious right has stepped forward to claim its pound
of flesh as payment for its contribution to the conservative landslide, The Christian
Coalition has made censoring the Internet one of the tenets of its “Contract With
the American Family.” In this environment, most candidates will shrink from being
tarred as “pro smut,” and many will actively exploit this emotional issue. There is
likely to be greatpressure to stiffen Exon's przfosal to control content, rather than
just study the issue and the technology regardless of how much sense that makes.

Accordingly, Grassley’s bill adopts a shoot first, ask questions later approach. The
bill would authorize the Attorney General to study “the state of the technology that
would permit parents to block or otherwise filter the transmission of indecent mate-
rial to minor.” But it would compel such an inquiry “[n]ot later than 2 years after
the enactment” of criminal penalties.

If either of these bills is adopted, it will be extremely bad news for the First
Amendment. Nothing in the history of indecency enforcement suggests that these
proposals can he made compatible with a culture of free expression, no matter how
narrowly they may be tailored. Indecency rules are based on the central assump-
tions oty obscenity law as it existed under Anthony Comstock’s reign, when great
works of literature were suppressed routinely. Applying this body of law to
cyberspace would be like unleashing a virus that could transform the essential char-
acter of the net.

But why is this so different from prior restrictions, such as the limits on dial-a-
porn? If Congress may agply indecency rules to certain telephone transmissions,
why should it not also apply the law to computer communications that are transmit-
ted by telephone lines? After all, according to this line of reasoning, these commu-
nications media are licensed by the government; they bring communications into the
home; and they are accessible to children. Advocates of this position maintain that
computer communications may provide an even more compelling case for govern-
i'nent c%ntrol because of the wide array of resources that can be accessed over the

nternet.

But this view fails to take into account the differing natures of the technologies

involved and the information they provide, the difficulty of rational regulation and
the constitutional risks of making the attempt. Compare broadcasting and telephone
communications, for example. Radio and television stations transmit entertainment
and informational programs that may touch on adult themes ranging from the sat-
ire of Howard Stern, to brief nudity on NYPD Blue to news reports on the photo-
graphs of Robert Magglethorpe. With telephone communications, on the other hand,
no one has complained about readings of Lady Chatterly's Lover by late night opera-
tors. The indecency issue with telephones has been pretty much confined to the
heavy breathing of dial-a-porn. Phone sex may be a brisk business, but a narrow
ra%ie of informational content is involved.
" The proponents of legislation have blithely sought to afply indecency grecedents
for one technology as if they were applicable to others. In mt:roducinﬁl . 892, for
example. Senator Grassley, quoting the Pacifica dictum describing radio, asserted
that “computers [have] ‘a uniquely pervasive presence in the lives of all Ameri-
cans,’” are “uniquely accessible to children,” and “can be regulated to protect chil-
dren.” 89 However, simply lifting phrases from a Supreme Court case does not make
them applicable to the technology in question. Unlike radio and television, which
are universally available to American homes, less than seven percent of U.S. house-
holds are on-line.80 .

Judicial decisions regarding indecency regulation of broadcast versus cable tele-
vigion make clear that such rules cannot simply be transplanted between tech-
nologies. For example, the most recent D.C. Circuit opinion upholding a “safe har-
bor” approach to-regulating broadcast indecency emphasized that its conclusion was
predicated upon “the uni%xe context of the broadcast medium,” That is, the court
stressed that “traditional broadcast media are Rr:‘perly subj’ect to more regulation
than is generally permissible under the First endment;” that “broadcasting is
unicﬁtllely accessible to children;” and that “prior warnings cannot completely protect
the listener or viewer from unexzpected program content.”! The court made clear
that broadcasting cannot be compared to a situation in which a recipient “seeks and
is willing to pay for the communication,” 82

5 Cong, Rec. 87922 (June 7, 1995).
::Elizabeth Corcoran, On-Line Rivals Appeal to Microsoft, Washington Post, July 20, 1995 at
81 Action for Children’s Television v. FCC, ___ F.3d ___, Slip op. at 11~12 (D.C. Cir., June

30, 1995) (en banc).
ba1d at 12, \
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For this reason, courts have always treated cable television differently under the
indecency rules. Decisions have consistently struck down indecency regulations di-
rected at cable programming because many of the programming services are avail-
able by subscription and because parents have the option of using a “lock box” to
preclude access to selected channels. Thus, the Pacifica precedent for regulating
broadcast indecency does not support content control of cable television—an almost
identical technology.88 Indeed, in June the D.C. Circuit upheld a Cable Act provision
that empowers cable television operators to refuse to accept indecent programming
on leased access channels. In upholding the rule, however, the court emphasized
that if the government had sought to regulate indecency on access channels directly,
“the Commission and the United States would be hard put to defend the constitu-
tionality of these provisions.” 84

The differences that separate constitutional from unconstitutional regulation of
indecency are particularly relevant to online services, which have far more in com-
mon with cable television than with broadcasting. The Supreme Court has empha-
sized that indecency rules must be sufficiently narrow to achieve their purpose with-
out excessively limiting speech. With dial-a-porn, the audio equivalent of girlie mag-
azines, the courts found—after 10 years of litigation over successive attempts to
write rules—that it was sufficient to restrict access by minors to the service. In the
case of cable television, indecency rules were struck down altogether. But with
broadcasting the task has been far more complex. Not only have the FCC and the
courts wrestled over setting a constitutionally-permissible safe harbor, they also
have struggled with trying to apply the indecency standard to works of genuine
merit. The FCC’s experience with Ulysses and The Singing Detective hardly inspires
confidence that indecency rules can be implemented so as not to restrict protected

8 .

This problem will be magnified not only because of the vast array of information
available online, but by the multiple functions made possible through interactivity.
By mid-1995, there were more than 50 to 70,000 computer bulletin board (“BBS”)
systems operating in the United States, some free and others by subscription.
Usenet, an international collection of BBS newsgroups accessible by Internet, covers
almostany ima%)le topic, from the Hubble Telescope to the wit and wisdom of
Jerry Lewis.8® This growth was accompanied by the emergence of online services
such as America Online, Prodigy, CompuServe, Delphi, GEnie and Aggle Comput-
er'’s e-World. These services, now with approximately 7 million subscribers, can var-
iously be characterized as providing a bookstore, magazine stand, news wire service,
archive, message center, mail carrier, gathering place and publishing house. The
available content and functionality of these services simply cannot be compared to
either dial-a-porn or broadcast programming. This not only complicates the problem
of evaluating “merit”—to put it mildly—it makes even reviewing the myriad forms
of information nearly impossible.

The nature of online communication also makes such intrusive regulations far less
necessary. Computers and modems offer users (read parents) a much greater degree
of control over what may be accessed than ever W for a telephone or tele-
vision. To begin with, computers require a basic skill—literacy—that is not a pre-
- requisite for the other communications appliances. Additionally, software may be
configured to screen out unwanted services. Online services such as Prodigy and
America Online already provide software tools that allow parents to control their
children’s access. For example, to obtain access to Usenet newsgroups, Prodigy re-
quires activation by the household account holder (who must have a credit cm-tiy and
presumably is an adult). Siecom, Inc., an Internet access provider that serves ele-
mentary and secondary schools, restricts access to questionable newsgroups and pro--
vides the option of scanning email to screen objectionable material 8 Another new
software program, SurfWatch, allows parents and educators to block unwanted

63 Community Television of Utah, Inc. v. Wilkinson, 611 F. Supp. 1099 (D.C. Utah 1985), agfd
sub nom. Jones v. Wilkinson, 800 F.2d 989 (10th Cir. 1986), affd mem. 480 U.S. 926 (1987);
Cruz v. Ferre, 766 F.2d 1416 (11th Cir. 1985); Daniels Cablevision, Inc. v. United States, 836
F. Supp. 1, 9-10 (D.D.C. 1993); Community Television, Inc. v. Roy City, 6565 F. Supp. 1164 (D.
Utah 1 825; Home Box Office, Inc. v. Wilkinson, 531 F. Supp. 987 (D. Utah 1982). See generally
Note, Content Regulation of Cable Television: 'indecency" .&atutes and the First Ame ne, 11
Rutgers Computer & Technology L.J. 141 (1985).

84 Alliance for Communi edia v. FCC, 66 F.3d 106 (D.C. Cir. 1995) (en banc).

85 See %zemlly Harley Hahn and Rick Stout, The Internet Yellow Pages (Berkeley: Osborne
McGraw-Hill, 1994).

88 Peter H. Lewis, Cybersex Stays Hot, Despite a Plan for Cooling it Off New York Times,
March 26, 1995.
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Internet material.67 Microsoft and two Internet software companies, Progressive
Networks and Netscape Communications, announced in June that they are working
on technology to help parents control what their children can access on the Internet.
Rob Glaser, chief executive of Progressive Networks, said he envisioned S‘erhaps sev-
eral dozen tunable filters developed by “very credible” organizations that parents
would trust. He cited the National Education Association as an organization that
parents might mldvl' on for a stamp of approval; other parents might prefer the Chris-
&ngdggalinon, e Institute for Objectivist Studies, or the Children’s Defense

It has been suggested that “online systems give us far more genuinely free speech
and free press ever before in human history.”6® But not if measures like the
Exon or Grassley bills are adopted. The harsvl;xﬁenalties tglroposed, including possible
jail terms, ensure that those placed at risk will err on the side of exclusion. At the
very least, the law will force content providers to make access more difficult, which
affects all users, not just the young. The defenses ﬁ-ox::ﬂprosecution are effective only
if there is a working definition of indecency. It is of little utility for service providers
to know that they are protected if they restricted access “to communications de-
scribed in this section” if no one knows for certain what that means.

Similarly, the Grassley bill’s focus on the “knowing” transmission of indecency of-
fers no protection given the difficulty of “knowing” in advance what is indecent and
what is not. Such defenses might be more effective in the world of dial-a-porn,
where subject matter is limited. It is not helpful at all where the subject matter
offered by providers is wide open but must be provided in a legal environment in
which libernsy classics may be “indecent.”

A recent decision b{ a New York court ests that an on-line service may be
held legally responsible for speech even though—as a practical matter—the provider
could not be aware of the of endinlgmlilnguage. In Stratton Oakmont, Inc. v. ;
Services Co., the court held that igy could be sued for defamation as a result
of libelous statements posted on a bulletin board by an anonymous subscriber. The
court was not persuaded by Prodx}y’s argument that the volume of messages—up
to 60,000 messages per day—made true editorial control impossible. Rather, the
court found that Prodigy’s decision to regulate the content of its bulletin boards
through the use of on-line monitors and filtering software “was in part influenced
by its desire to attract a market it perceived to exist com of users seeking a

amily-oriented’ computer service. This decision simply ired that to the extent
computer networks ;)rovide such services, they must also accept the concomitant
legal consequences.” 70
nder this precedent, any on-line service provider that attempts to provide
screening tools to control information content is considered to be a “knowi artic-
ipant in providing that content. The service provider would be responsible for the
ousands of postings and millions of email messages that pass through its system.
Far from providing a defense, the Grassley bill's owing” requirement, and the
Exon bill's immunity for providers that exert “no control” over information content
will subject “family-oriented” services to the most stringent liabi]ilgl.'o

How will the Exon and Grassley bills affect t:ni)ro am such as v&ect Gutenberg,
which makes electronic texts of books freely available on the World Wide Web? Even
a cursory examination of the books provided by this remarkable service turns u
authors, such as D.H. Lawrence, that are likely to lead to trouble, just as they di
under Anthony Comstock. The only option unger the law may be for services like
Project Guten to screen their materials and in some way limit access. Even if
sucix a thing can be accomplished, it defeats the purpose of Project Gutenberg,
which was created “to make information, books and other materials available to the
general public in a form * * * people can easily read, use, quote, and search.” 71

Some discount thcgugrospect that such an unquestionably meritorious venture as
Project Gutenberg d be at risk. After all, they say, the days of the book burners
are past. But they are wrong. Each year the American Library Association and
American Boo ers Association com&ile a list of attempts to restrict access-to
books in libraries or bookstores in the United States. In East Hampton, New York,
for example, the children’s book Where's Waldo? was banned because part of a tiny

67“SurfWatch Blocks Internet Pornography, Breakthrough Product Ships Today,” News Re-
lease, SurfWatch Software, Inc., Los Altes, Calif., ng 15, 1995. '
98 Elizabeth Corcoran, “3 Firms Developing Anti-Smut Software,” Washington Post, June 18,

1995, p.D1.
&3] ance Rose, Netlaw 4 (Berkeley: Osborne McGraw-Hill, 1995).
70 Stratton Oakmont, Inc. v. Prodigy Services Co., N.Y.8.2d , 1996 WL 323710

(N.Y.Sup. Ct, May 24, 1995).
71 httpi/fjg.co.uiuc.edu/pg__home.html.
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drawing shows a woman lying on the beach wearing a bikini bottom but no top. The
ALA’s 1994 Banned Books Resource Guide lists 800 titles that were challenged in
1993-94.72 Similarly, People for the American Way documented 463 challenges to
books during the same school year.”® The Exon and Grassley bills would simply
move this battleground online.

In addition to this chilling scenario, the legislation contains some genuine
loopiness. The ability of persons under 18 to send or make available indecent mes-
sages to those over 18 could lead to bizarre results. In May, the New York Times
reported the story of a Bellevue, Washington high school honors student who was
gvunished for putting a satirical home page lampooning his school on the World Wide

eb. The page contained hypertext links to other Internet sites that offer sexually
explicit material. 74 Under the proposed law, the student would have a valid defense
from prosecution so long as he employed FCC-approved procedures to restrict access
to his home page. He could even send some of the material by email to an adult
such as a favorite teacher. But if he sent the same message to a classmate, he could
wind up in the slammer for two years. .

Finally, the proposed law would impose a single national standard on digital
transmissions, with the FCC as the iter of decency. Assuming this could even
be accomplished given the Internet’s global reach, it would replicate and expand the
problems experienced by broadcasters. This might not be all bad, according to some
observers, because the law also governs obscenity and a national standard could
gossibly prevent the most restrictive communities from creating a lowest-common-

enominator standard.’® ‘

. The potential for such a problem has been vividly demonstrated by the conviction
of a California couple whose restricted, adults-only bulletin board was accessed by
a postal inspector in Tennessee. The postal inspector, using an assumed name, paid
a subscription fee to join the bulletin goard and downloaded digital images of sexual
activity that did not violate the community standards of California. But a jury in
Tennessee found their sensibilities were violated and voted to convict.’¢ The case is
on appeal, and unless it is reversed, Memphis Tennessee may define the community
standard for all of cyberspace.

As important as it is to correct this precedent, the proposed legislation is an un-
likely solution. Federal obscenity laws are enforced by local juries using local stand--
at%ihi'ust as the Supreme Court decreed in Miller v. California and its pro'ﬁny. It
is difficult to imagine Congress consciously divesting 1 communities of this pre-
rogative. A more likely—and more dangerous—scenario, is that federal legislation
restricting obscenity and indecency would create the worst of both worlds: local
standards governing obscenity and national standards for indec.:em:{).eca

There is often much complacency surrounding the net, probably use of its an-
archist origins and spirit. John Gilmore has said that the Internet treats censorship
as system damage and routes around it. Perhaps that is so. But censorship never-
theless causes damage, and its we;ght is typically borne by the individuals who are
prosecuted or wind up in endless FCC proceedings. There is a societal loss as well,
as everyone else becomes just a bit more cautious about what they write, say or
think. Esther Dyson wrote that “cyberspace still exists at the pleasure of the real
world.” Never has that been more true.

CONCLUSIONS

1. Both the Exon and Grassley bills would violate the First Amendment. Regula-
tion of “indecent” speech is permissible only as a limited exception to general con-
it;tt:rtliloxtml principles. None of the exceptions apply to on-line services or to the

et.

A. Judicial decisions regarding the regulation of indecent speech on over-the-air
broadcast stations do not support the regulation of on-line speech. On-line services
do not have a “pervasive presence” in the lives of Americans as does broadcasting.
Nor is computer communication “uniquely accessible to children” including those too
young to read. Indeed, literacy is an entrance requirement for on-line communica-
tion. Similarly, parents exert far greater control over access to on-line communica-
tion, and available software gives parents an ability to screen out objectionable ma-

G-r_a ﬂf&%n Library Association Office of Intellectual Freedom, 1994 Banned Books Resource
uide X
73 Peol;‘)il:fl for the American Way, Attacks on the Freedom To Learn (1894).

74 Melanie J. Mavrides, Youth's Parody on the Internet Brings Punishment and a Free Speech

ight, New York Times, g28, 1996. ’

8 Lance Rose, Netlaw at 254-55.

78 United States v. Thomas, CR-94-20019-G (W.D. Tenn. Dec. 13, 1994) (conviction and for-

feiture order), appeals docketed, No. 94-6648 and No. 94-6649 (6th Cir. Dec. 21, 1994).
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terial to a greater extent than in any other medium. Additionally, “indecent” mate-
rial does not appear without warning on-line, compared to what courts have sug-
gested occurs with broadcasting.

B. Judicial decisions regarding the regulation of indecent speech on so-called dial-
a-porn services do not provide support the regulation of on-line speech as proposed
in the Grassley and Exon bills. The Supreme Court in this area has established that
the government must employ the least restrictive means of achieving its objectives,
and lower courts have held measures used to regulate broadcast indecency would
not be constitutionally permissible to control telephone communications. By the
same logic, the availability of less restrictive (and voluntary) alternatives to control
on-line content make dial-a-porn type rules excessive if applied to computer-based
communication. Moreover, the proposals to regulate on-line communications would
impose a far greater burden on protected speech because of the broader range of
informational content involved. In short, the need to regulate is far lower than in
the case of dial-a-porn and the constitutional risk of suppressing speech is far great-
er. . i
2. Restrictions on “indecent” speech would suppress vast amounts of constitu-
tionally protected material on on-line services, and the detrimental effects would be
far greater than for any other electronic medium. The paradox of indecency law is
that the communication to be regulated is constitutionally protected, yet the law of-
fers none of the rigorous protections provided for the regulation of hard-core obscen-
ity. The law governing indecency does not require that a work be evaluated “as a
whole” and does not recognize serious literary, artistic, political or scientific merit
as an absolute defense. Moreover, it does not consider the effect of such speech on
an “ordinary person,” but focuses instead on children. This standard is virtually
identical to the obscenity standard employed under the Comstock laws—before First
Amendxgent law was recognized—under which serious literature was routinely
censored.

3. The chilling effect on speech would be immense because of the difficulty of de-
fining “indecent” speech. FCC cases regarding indecent broadcasting leave included
the review of newscasts, Peabody Award-winning dramatic series, political program-
ming, and educational programming, among other types. Such programs are re-
viewed case by case, and the FCC has refused to provide advance rulings to provide
guidance for content providers. Although the prospect of having a federal agency
evaluate information content presents constitutional problems of a different order,
the uncertainty created by the law creates another type of chilling effect. Faced with
the threat of criminal liability under the Exon and Grassley bills, on-line service
providers will err on the side of restricting access to any information that is even
arguably indecent. As in the Comstock era, this would include classic works of lit-
erature and medical information.

4. The Exon bill's defense for entities that exert “no control” over information con-
tent would reduce the use of voluntary solutions by on-line services to protect sub-
scribers. The use of software or other screening mechanisms would become the juris-
dictional “hook” by which liability would be imposed. Accordingly, on-line providers
will refuse to provide screening mechanisms.

6. The Grassley bill's prohibition only of “knowing” transmission of indecent mate-
rial does nothing to limit the legislation’s constitutional infirmities. In operation, it
requires the on-line provider to “know” in advance what may or may not be inde-
cent. On one hand, if the prohibition extends to any material that is arguably inde-
cent, on-line services may be lE‘)lxiosecu'aed for making any information generally avail-
able beyond what is “fit for children.” On the other hand, if the prohibition only ex-
tends to material that previously has been found by a court to be indecent, the law
will have no practical effect.

6.Not only is the censorial effect of indecency regulation greater in the case of on-
line services than for other media, the need for such regulation is far less signifi-
cant. Any concerned parent may limit his or her children’s access to “indecent” com-
munications by subscribing to an on-line service that provides screening services or
by installing screening software on the computer.

7. Legislation directed at regulating on-line indecency is unconstitutional if either
(a) the chilling effect is excessive, or (b) it does not employ the least restrictive alter-
natives. The Exon and Grassley bills fail both tests.
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STATEMENT OF LESLIE HARRIS, DIRECTOR, PUBLIC POLICY, AND JILL LESSER, DIREC-
TOR, CIVIC MEDIA PROJECT, ON BEHALF OF PEOPLE FOR THE AMERICAN WAY AcC-
TION FUND

INTRODUCTION

On behalf of People For the American Way Action Fund and its Civic Media
Project, we respectgxlly submit this testimony. It is our belief that S. 892 (the
“Grassley/Dole Bill”) is an unconstitutional violation of the free speech rights of all
Americans, as well as bad public policy at the dawn of a new information age. Peo-
ple For the American Way Action Fund is a 300,000-member constitutional liberties
organization dedicated, in £a.rt, to the protection of the First Amendment value of
free speech. The Civic Media Project was created more than a g;:r ago, as People
For the American Way realized the importance of protecti expression and
democratic values in the emerging interactive advanced media environment. Just
one year later, these concerns are no longer theoretical: the threats to free expres-
sion abound. How Congress responds to those threats will affect the vitality of both
free speech and interactive media for years to come. We thank Chairman Hatch,
Senator Grassley and the other members of the Committee for the opportunity to
submit testimony on this important issue.

Since early 1994, Vice President Gore and Speaker Gingrich, among others, have
captured the public imagination with the promise of the “information super-
highway,” where every American could be a publisher and where cultural expres-
sion, civic participation, health care, entrepeneurship, and educational opportunities
would flourish. The media coverage about the Internet was exciting and positive;
barely a day went by without one of the nation’s major newspapers or magazines
publishing an article about the birth of the latest community network, the novel use
of the Internet by schoolchildren, or the value of on-line health care to patients at
rural health clinics.

Yet, just over a year later, the public perception of the “information highway” has
shifted precipitously. In the months since the introduction of the Communications
Decency Act in the Senate by Senators Exon (D-NE), Gorton (R-WA) and Coats (R-
IN), and more recently S. 892, the Grassley/Dole Bill, the promises of the new me-
dium have been forgotten in a rush to portray cyberspace as a dark and dangerous
venue-bad for children and devoid of any redeeming social value. There has been
little debate about the potentially devastating impact that censorship legislation
may have on the growth of new technologies, or on free expression. Until just last
week, there was little attention paid to the emerging technological options that can
arm families with the tools to limit access to offensive content. Instead, the public
has been barraged by explosive rhetoric and dirty pictures which has fostered wide-
spread concern about the Internet’s potential to harm children. The public is begin-
ning to believe that the Internet is bad news.

But the Internet is not a red light district. It is access for rural and low income
communities to unprecedented resources, libraries, educational pro, ing and
health care. It is the opportunity for enhanced civic participation and robust politi-
cal dialogue. It is an exciting new venue for artistic expression and cultural explo-
ration. To be sure, there is content on the Internet that many would find offensive,
but before the indiscriminate hand of censorship chills the promise of this modern-
day Gutenberg press, Congress must engage in a thorough examination of the
meaning of the First Amendment in this new media age. Equally important, Con-
gress must look at First Amendment-friendly technological solutions that are al-
re%tvifvniamerging to emgwer families to control access to objectionable content.

ile the Grassley/Dole bill has a laudable purpose—to protect children from in-
appropriate material—it would unconstitutionally restrict the free flow of constitu-
tionally protected communications to adults. By imposing criminal penalties on on-
line operators for the transmission of “indecent” communications, a significant
amount of socially, artistically, politically and scientifically valuable content will be
chilled as online providers fear being prosecuted under a statute with vague and un-
constitutional terms. And, by making criminal liability dependent upon “knowledge",
the bill would have the counterproductive effect of discouraging online providers
from being good corporate citizens and taking voluntary steps to provide “children-
safe” online areas. We urge the Committee to take a hard look at the plain meaning
of S. 892 and to conclude that while its goal may be commendable, its means is un-
constitutional, unworkable and unwise. .
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THE VAGUE APPLICATION OF THE “KNOWINGLY” STANDARD IN 8. 892 RENDERS THE
PROVISION UNWORKABLE

As a preliminary matter, it is fairly clear that the proposed legislation, in an at-
tempt to grevent certain material from getting into the hands of children, would ef-
fectively ban constitutionally protected material for all citizens. One key issue of
construction is whether the term “knowix;gly" applies to the age of the person receiv-
ing the material: does one have to “know” that the particular person receiving the
transmission is under 18 years old? The plain words of the statute are quite unclear
on this point. But the answer must be no. If the answer were yes, then the legisla-
tion would hold liabl(:l%perators only if they knew that indecent material was being
transmitted to a specific user that the provider knew was under 18. Almost none

- of the indecent material on the Internet is directly aimed at an audience of children

and the circumstances where a system operator actually knew that a particular
minor was accessins indecent material would rarely occur. This narrow interpreta-
tion of the bill would cover only an insiFniﬁcant portion of indecent communications
and would run counter to the legislation’s avowed goal of “cleaning up” the
Internet.! In conscripting online providers to censor indecent communication that
might be accessible by a minor, the le%ilslation would censor this material to every-
one. Language that would clearly hold liable only those allowing transmission of in-
decent material to individuals they knew were under 18 without their parents’ per-
misgion may raise distinct legal issues, but if that is the purpose of this bill, then
it should say so in its language. This bilt does not say so.

In addition, regardless of how the "knowing}y" requirement is applied under S,
892, the bill would have the anomalous effect of holdi roviders of online services
criminally liable for communications made and initiate their subscribers, while
not imposil:ﬁ any liability on the subscribers themselves. F{rthermore, it would also
encourage the online industry to adopt a “see no evil” stance with respect to mate-
rial on the Internet. The less they know about what their subscribers are
downloading, the less likely they are to run afoul of the law.

Less than one month ago, Senator Grassley ?oke on the floor of the Senate about
the prevalence of pornography on the “net” and submitted a copy of an article from
Time magazine chronicling the results of a stugy about pornography in cyberspace.2
In connection with that submission, Senator Grassley explained his desire to find
a “constitutional manner to help parents who are under assault in this day and age”
and a way to “stem this growing tide” of “vile pornography.”® But 8. 892's imposi-
tion of a nebulous knowin%ly re%uirement will not permit Senator Grassley to real-
ize either of these goals. Instead, the bill will encourage online providers to turn
a blind eye to the pornography available through their systems and on the Internet
in an effort to avoid liability, and will not punish of the makers of the so-called “vile

~ pornography” at all.

8. 882 WOULD HAVE THE UNCONSTITUTIONAL EFFECT OF BANNING INDECENCY ONLINE

The Proposed legislation is constitutionally infirm because its use of the term “in-
decent” renders it unconstitutionally vague. The Supreme Court has stated that a
criminal prohibition is unconstitutionally vague if persons “of common intelligence
must necessarily guess at its meaning and differ as to its application.” Connally v.
General Constr. Co., 268 U.S. 385, 391 (1926). It is “a basic principle of due process
that an enactment is void for vag(i}eness if its prohibitions are not clearly defined.”
Grayned v. City of Rockford, 408 U.S. 104, 108 (1972). The Supreme Court has also
stated that “perhaps the most important factor affecting the clarity that the Con-
stitution demands of a law is whether it threatens to inhibit the exercise of constitu-
tional rights. * * * If, for example, the law interferes with the right of free speech
% * ¢ a more stn'ngent vagueness test should apply.” leai' e of Hoffman Estates v.
Flipside Hoffman Estates. Inc., 456 U.S. 489, 498-99; see also Video Software Deal-
ers Ass'n v. Webster, 986 F.2d 684, 689-90 (8th Cir. 1992) (“A stringent vagueness
test applies to a law that interferes with the right of free sgeech.”). ether stand-
ing alone or narrowed by the FCC definition, the term “indecent” does not provide

cient notice and would produce an unprecedented chill on constitutionally pro-
tected speech.

1In his statement in the Congressional Record on June 26, 1995, Senator Grassley said of
his legislation “[The legislation] 18 meant to help protect children from sexual predators and ez-
posure to graphic pornography,” Congressional rd, June 26, 1895, S 9017.

31t is important to note that since Senator Grassley’s submission, the study upon which the
Time magazine article was based has been discredited by several scholars for its faulty meth-
odology and abundancs of inaccuracies about the amount of “pornography” on the Internet.

3 Congressional Record, June 26, 1995, S 98017.
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The term “indecent” has not been defined by any federal court. Excluding the two
statu’ sections where the FCC has defined the term, see 18 U.S.C. §1464, 47
U.8.C. §223, “indecent” aggem rarely in the federal code, for instance in such sec- -
tions dealing with use of the mails, importation, or interstate transportation of cer- -
tain materials (18 U.S.C. §§ 1461-63, 18 U.S.C. § 1465, 19 U.S.C. §1305, 39 U.S.C.
§3006), federal employees aiding importation of certain materials (18 U.S.C. §562),
and packaging of tobacco products (26 U.S.C. §5723). In none of these sections has
a federal court developed an independent definition of indecency. Indeed, when faced
with a vagueness challenge to statutory language concerning “obscene, iewd, lasciv-
ious, indecent, filthy or vile article, matter, thing, device, or substance,” the -Su-
preme Court has taken the extraon{inary step of construing these terms to be lim-
ited to “obscenity” as defined in Miller v. California, 413 U.8. 15 (1973), essentially -

reading the remaining terms right out of the statute. See Hamling v. United States, = -

418 U.S. 87, 11314 (1974) (construixtlf 18 U.S.C. §1461); United States v. 12 200-.
Ft Reels of Super 8MM. Film, 413 U.S. 123, 131 n.7 (i973) (indicating that- the
terms “obscene,” “lewd,” “lascivious,” “ﬁlt‘l‘x{" “indecent,” and “immoral” as used .in
18 U.S.C. §1462 and 19 U.8.C. §1305 wo d also be construed to denote only mate-
rial meeting the Miller standard). In none of these statutes has the Court addressed
an independent definition of “indecent™ outside of the regulatory context of broad-
casting or dial-a-porn. The Court struggled for decades with the definition of “ob-
scenity,” which did not even involve constitutionally protected speech; consequently,
it is unlikely that the term “indecent,” which unquestionably covers expression a‘r:-
tected by the First Amendment is sufﬁciently precise to withstand the scrutiny that
the constitution requires. )

‘While “indecent” gas also been used in the statutes regulating broadcast and dial-
a-porn, see 18 U.S.C. 1464, 47 U.S.C. §223, the term in these sections has been de-
fined by the FCC, not the courts; moreover, the FCC definition may itself be uncon-
stitutionally vague. The Supreme Court has never addressed, much less resolved,
a general vagueness challenge to the FCC definition of “indecent.” In FCC v.
Pacifica Foundation, 438 U.S. 726 (1978), the Court affirmed the FCC'’s finding that
a particular monologue was “indecent as broadcast” and upheld the FCC's power to
regulate indecent television and radio broadcasts gursuant to 18 U.S.C. §1465. The
Court carefully restricted its discussion of the FCC definition to whether the par-
ticular material in that case was “indecent as broadcast” and specifically noted that
that issue was “narrowly confined by the arguments of the parties.” Pacifica, 438
U.S. at 739. The only argument adcfvressed by the Court relating to the definition
of “indecent” was whether the FCC definition was constitutionally deficient because
it did not require that “indecent” material appeal to prurient interests: “Pacifica’s
claim that the broadcast was not indecent mtgin the meanin%lof the statute rests
entirely on the absence of prurient appeal.” Id. (emphasis supplied). The Court con-
cludedy that prurient appeal was not an essential component of indecency; since
Pacifica had conceded that the material was patently offensive, the Court found no
basis for disagreeing with the FCC’s finding of indecency as broadcast. Id. at 741.4
In Sable Communications of California. Inc. v. FCC, 492 U.S. 115 (1989), the Court
found that while government could ban obscene telephone communications, it could
not completeéy ban constitutionally protected indecent communications; but again
the Court did not address the FCC definition of indecency. The Court stated that
the case “does not ire us to decide what is obscene or what is indecent but rath-
er to determine whether Co s is empowered to prohibit transmission of obscene
telephone communications.” Id. at 124.5 Thus, neither Pacifica nor Sable deter-
mined whether the FCC definition is void for vagueness,

And there is considerable difficulty with the FCC definition. Just this past
Wednesday, Congress began the hearings concerning the raid at Waco. Testimony
included a vivid and explicit description of a child’s sexual encounter with David

4 Although two circuits have relied on Pacifica in concluding that the FCC definition of “inde-
cent” was not uneonsﬂtutiona.l.lg vigue see Action for Children’s Television v. FCC, 8562 F.2d
1332, 1338-39 (D.C. Cir. 1988) (“ CT I"), Dial Information Services Corp. of New York v.
Thornburgh, 938 F.2d 1635, 15641 (2d Cir. 1991) (discussing “indecent” in the context of the dial-
:}om statute, 47 U.S.C. §228), it is difficult to understand how this issue can be resolved
dmemng? a case which not only did not discuss the problem but carefully avoided even ad-

ssing i

8The Ninth Circuit has ed that the Supreme Court’s statement that it did not have to
decide what was obscene and what was indecent necessarily implied that the FCC definition
was not void for va?eness. See Information Providers’ Coalition for nse of the First Amend-
ment v. FCC, 928 ¥.2d 868, 874 (9th Cir. 1991). It is difficult to infer a legal principle from
a case that did not address it either directly or indirectly. Instead, the C 5 proclamation in
Sable that it was not required to decide what was obscene or what was indecent &‘obably means
that the court did not consider the issue necessary to resolve the legal questions before it.
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Koresh. Was this account, which certainly qualifies as a “description or depiction of
sexual * * * activities or organs,” also “patently offensive as measured by contem-
porary community standards”? It seems at least possible, if not likely, that it was.
If so, does its newsworthiness save those who disseminate it from criminal sanc-
tions? Both the federal courts and the FCC have failed to provide any clarity in this
area. According to the D.C. Circuit, a work’s serious merit does not necessarily
imply that the material is not indecent. See ACT I, 852 F.2d at 1339-40. According
to the FCC, the newsworthy nature of the material and its manner of presentation
are relevant considerations in an indecency determination, but are not in them-
selves dispositive of the issue. KSD-FM, Notice of nﬁﬁparvent Liability, 6 F.C.C.R.
3689 (1990). This expression not only is constitutionally protected; but it also con-
cerns an inquiry as to the conduct og our government and so lies at the very heart
of the First Amendment. Is it “indecent” under the FCC definition? It seems impos-
sible to say. Yet whether through direct prohibition or through a chill for fear of
liability, the proposed bill would prevent people from making testimony of this gov-
ernment hearing available on line and prevent adults in “chat rooms” from describ-
ing it because of the chance that a minor might link up to it. Any reasonable opera-
tor, when faced with potential prosecution, would choose to suppress it.6 This can
only be characterized as an infringement of the most basic of our First Amendment
liberties.

Moreover, it is entirely unclear how providers could apply the “community stand-
ards;ﬁ:ong of the FCC definition. First, the Internet is not designed to serve people
according to their geographical location; instead, it allows people of like minds to
share expression by precisely disregarding their physical location. In that respect,
one must wonder whether the phrase “contemporary community standards” would
make any sense for the computer communications medium.? It seems highly un-
likely that providers could develop an accurate estimate of what each geographic
community in the United States would consider “indecent.” As a result, providers

-have an incentive to adopt the standards of the most restrictive community and
thereby deprive others in less restrictive communities of access to constitutionally
protected expression. Should the people of New York or San Francisco be subjected
to the standards of people living in Memphis or Colorado Springs? Cong;ess or the
FCC could to legislate application of a national standard, but the Miller court
expressly declined to apply a national standard for obscenity in part out of concern
that such a national stan could not be defined. See Miller, 413 U.S. at 30 (“our
Nation is simply too big and too diverse for this Court to reasonably expect that
such stan oy could be articulated for all")50 Stéa‘%es in a single formukn:;mnameven
assuming the prerequisite consensus exists”), 32 (“Nothing in the First Amendment
m:ires that a jury must consider hypothetical and unascertainable ‘national stand-

' when attempting to determine whether certain materials are obscene as a
matter of fact”) (emphasis supplied), 33 (“the primmiy concern with requiring a jury
to apply the standard of ‘the average person, applying contemporary community
standards’ is to be certain that, so arasthematennf' is not aimed at a deviant
Eﬂp, it will be judged by its impact on an average person, rather than a particu-
ly sensitive one—or indeed a totally insensitive one”). This problem of “commu-
nity standards” for the medium of computer communication only compounds the
vafueness problems already discussed.

n essence, the inherent problems in defining the term “indecent” and tracking
it through cyberspace will surely lead many system providers to shut down their
gateways to the Internet altogether, including all World Wide Web and Gopher sites -
which are rich with important information, as well as all Bulletin Board Services
and Usenet groups. For both commercial online providers and small nonprofit com-
munity networks, monitoring all communications for inappropriate content would be
extremely burdensome, intrusive and prohibitively expensive. And while the com-
mercial online community may be able to find a way to shoulder the burden, it is
highly unlikely that community networks that provide access for free will be able
to continue their gateways to the Internet.

SThe above example about political speech is just one amon&ix:any where the definition of
indecency will undoubtedly differ among reasonable adults. In day and age where there is
significant disagreement about the “decency” of providing information on sex education, AIDS,
birth control and abortion to minors, the online providers will have a challenging task indeed.

7Because the Grassley/Dole Bill does not deal with obscenity, we do not discuss the concept
here in detail. We should note, however, that serious questions have been raised as to whether
the “community standards” prong of the obscenity test can be applied to the Internet and other
online services that serve customers nationwide.
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THE LEGISLATION IS NOT NARROWLY TAILORED TO SERVE A COMPELLING
GOVERNMENTAL INTEREST

Altho the lanFuage of the proposed legislation discusses onl({ indecent mate-
rials made available to minors, it in fact imposes a ban on indecent expression
among adults and conscripts online providers to enforce its provisions. This is not
a regulation of obscenity which by definition has no redeeming social value; it is a
complete prohibition of exgression protected by the First Amendment, expression
which may have considerable social and, as the Waco hearings demonstrate, politi-
cal valté% uet. complete ban on indecent expression has never been upheld by the Su-
preme :

Sgech that is indecent but not obscene is protected by the First Amendment. See
Sable Communications of California, Inc. v. FCC, 492 U.S. 115, 126 (1989). Such
speech may be regulated only if the regulation serves a “compelling” government in-
terest and is narrowly tailored to achieve that purpose. Id.

The government has put forth two such interests in other contexts such as broad-
cast: enabling parents to control their children’s exposure to indecent materials, and
an independent government interest in preventing such exposure. But unlike broad-
cast, the chance of inadvertent exposure to indecent material through an online
service is small. Accessing indecent material online usually requires a concerted ef-
fort to find it; one doesn’t come across it merely by turning on the machine. Perhaps
a few users attempt to send specific indecent materials to individuals they know are
minors, but this legislation does not even address that scenario; if a few individual
users are the real problem, then this bill is far from narrowly tailored to deal with
it. In fact, as other witnesses testifying before this committee today make clear, nar-
rowly tailored laws already exist, and should be vigorously enforced, against stalk-
ing of minors, distribution of obsacenity and distribution of child pornography. These
laws have been applied to the intentional distribution of material to s ¢ minors
via computer. No new laws are necessary to keep material out of the hands of chil-
dren, especially where, as here, the law would apply to providers of computer serv-
ices and not users. ‘

Moreover, the opportunity for parental control is already far greater than with
broadcast and is increasing every day. The truly concerned parent who wants to
supply her or his children with computer technology without fear of exposing them
to indecent communications need only get a computer without a modem, or not sign
on to a service provider J)roviding access to the Internet, or monitor the child when
the child is online. In addition software companies and online service providers, re-
sponding to market demand in this area, have developed and are continuing to de-
velop technological solutions that further enhance and fine-tune parental control
over access to online material. As described more fully in the Testimony of William
Burrington of America Online, Inc. and the Interactive Services Association, being
presented today, the online services industry has published parental warning manu-
als and has begun including technology on their services to block out or filter con-
tent on private systems and on the Internet. Further, several independent software
comganies have developed affordable software—SurfWatch, NetNanny, Cybersitter,
WEBTrack, and Netscape Proxy Server, among others—that require little computer
literacy to help parents make their own decisions for their children. This is just
some of the evidence available that alternatives to S. 892's draconian criminal solu-
tions are readily available. The Supreme Court has made clear that where other
generally successful alternatives exist, a complete ban on constitutionally protected
exfression cannot survive First Amendment scrutiny.

n Sable, the Supreme Court struck down a prohibition on indecent telgphone
communications even though a complete ban was undoubtedly the most effective
way to ensure that children would not be able to access or be exposed to such com-
munications. The Court stated that a complete ban was unconstitutional if other
less restrictive means would prevent all but “a few of the most enterprising and dis-
obedient young people” from accessing such messages. There is no evidence on
record that the software presently available would not be generally successful in en-
abling parents to exercise substantial control in this area, while there is significant
evidence that the technology works. Of course, there will always be individuals who
will find a way around any device designed to deny them access; however, the Su-
preme Court in Sable made clear that the ssibﬂi:i that an enterprising minor
may still be able mmn access to prohibited materials does not justify a complete
ban on constitutionally protected matter for adults.

We are confident that this legislation is not an effective and narrow means of de-
nying access to minors or ering parental control, and will be enjoined in the
courts. By the time the legal issues raised by this leg'ﬂ:ltion are resolved, tech-
nology will have rendered much of this debate moot. y if the goal is to em-
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power families now to navigate the brave new world of the Internet, market-pro-
vided technology is not just the most “narrowly tailored” solution, it is the sensible
one.

THE LEGISLATION WOULD HAVE THE ABSURD EFFECT OF OVERRIDING PARENTAL WISHES

In its rush to regulate, the proposed bill also makes unwarranted assumptions
about what parents feel it is appropriate for their children to have access to at var-
ious stages of their lives. Many parents certainly feel that as their children mature,
they should be given more responsibility to select what kinds of materials they want
to read or view. Yet this bill takes that authority away from parents and substitutes
the system provider as the arbiter of what their children should view. Even if the
parent feels that some “indecent” material is suitable for his or her teenager be-
cause of the material’s social, political, or artistic value, it is the provider who will
be forced to override the parent’s choice because of the threat of lia ility. This result
flies in the face of Supreme Court decisions that parents, not the %ovemment, have
the right to raise their children as they see fit. See, e.g., Pierce v. iety of Sisters,
268 U.S. 510, 634356 (1926) (striking state law requiring children to attend public
schools as “interfer{ing]l with the liberty of parents and ians to direct the ;é)—
bringing and education of children under their control”); Meyer v. Nebraska, 262
U.S. 890, 401 (1923) (striking state law prohibiting the teaching of foreign lan-
g}x:ge.s to chi§dren as interfering with “the power of parents to control the education
of their own"). .

CONCLUSION

-While People For the American Way Action Fund shares the sponsors’ concerns
over the exposure of children to potentially harmful material, we believe that S. 892
as drafted would do little to accomplish its goal and much to irreparably harm a
still nascent communications system that has the potential to unite, educate and in-
form the nation. We urge the committee to tread carefully and to opgose any lefisla-
tion in this area that sacrifices free expression. We further urge that Congress legis-
late only where it can be demonstrated that existing criminal statutes are inad-
equate to pzotect our children from harm and then only in a carefully constructed,
constitutional manner.

Senator GRASSLEY. Senator Thurmond?

STATEMENT OF HON. STROM THURMOND, A U.S. SENATOR
FROM THE STATE OF SOUTH CAROLINA

Senator THURMOND. Thank you, Mr. Chairman. I have another
engagement. I am going to have to leave in just a few minutes. I
just want to commend the able chairman here for conducting this

earing. He made an outstanding statement. I wish every parent
in this country could hear it.

I also want to commend the ranking member from Vermont for
the excellent statement he made.

Our children are the future of this country. What they see and
what they hear and what they do determine the kind of citizens
they make. We must have the right environment for them, and we
must guard in every way to see that they have the ri%ht associates.

I am convinced that we must take every step possible to prevent
pornography from coming to their attention. There is no excuse in
presenting pornography where children can get hold of it. The inde-
cem;i;:e the outlandishness of pornography being presented where
children can reach it should not be allowed under law. :

Again, I commend the able chairman for the step he has taken
in introducing this bill. I believe I am a cosponsor. If not, Mr.
Chairman, I wish you to make me a cosponsor of this bill.
alrSeex‘zlat,or GRASSLEY. We will make you a cosponsor if you are not

ady.

Senator THURMOND. Thank you very much.

Senator GRASSLEY. Senator Feingold?
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STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator FEINGOLD. Thank you very much, Mr. Chairman.

The issue we are discussing today is also of great concern to me,
and not simply because I am a member of this committee, but be-
cause I am a parent who is concerned about the welfare of my chil-
dren as they use the Internet. This is just a completely new world
from the time when I grew up. A computer was just something that
was sort of a fantastic thing that we were told about the potential
uses it miiht have some day. And so to some extent, without con-
cerns on the part of people in the industry and government and
parents, we are sending our children into sort of uncharted waters,
and that is why I commend the chairman for his concern.

But I am also a parent who is enthusiastic about the positive op-
portunities new forms of communications technology can offer to
my children.

Interactive computer networks have clearlﬁr changed the way peo-
g!le throughout the world communicate with one another, and my

iend and colleague, Senator Leahy, is one of the most knowledge-
able people in the Senate on this issue, and we need his expertise
with regard to computers and the Internet. But all of us are going
to have to come to grips with it as we move into the area of public
po\l{;:g and, in particular, Federal legislation.

ile individuals carry on conversations in .cyberspace, much
like they do over traditional telephones, in many ways the
similarities end there. The interactive nature of the Internet has
opened up a whole new world to computer users.

On the Internet, one can act as a publisher and writer simulta-
neously. Students can access books and research materials without
going to the library. Entrepreneurs can market and sell their prod-
ucts on the World Wide Web. And now people through the United
States will be able to participate in Senate committee hearings
through the Internet. The U.S. Senate, more than ever before, has
the opportunity to have true grass-roots participation in the politi-
cal process through the Internet. That today’s hearing will be on-
line emphasizes the potential of decentralized interactive commus-
nications networks.

However, with these new opportunities come new challenges, and
the most important one is the one of protecting our children as
they use the Internet.

As tragic as it may be, there are those in this country who will
try to harm our children, either for profit or for even more perverse
reasons. Unfortunately, those who prey off the vulnerability and in-
nocence of children will use whatever means they can to commit
their crimes, including communications technologies.

In trying to protect our children, we have to recognize the
Internet for what it is. It is a new way of communicatini. And
what we have to do is to understand the technology’s strengths and
weaknesses.

But my concern, Mr. Chairman, is that in recent months this dis-
cussion has become s0 sensationalized that we may fail to react ap-
propriately in areas where online dangers actually exist. I do not
want to see the Congress respond to this problem in a way that
may create new legal and constitutional dilemmas. I am afraid that
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is exactly what happened last week when the U.S. Senate passed
telecommunications legislation. '

Members of the Senate reacted as any parent would when they
were confronted with the big blue binder filled with pornography
downloaded through the Internet. What Members were not told
was where the graphics and text came from and how difficult it
was to locate them. Senators reacted by voting for an amendment
they thought penalized criminals and which purported to protect
children.

In my opinion, that legislation duplicated exhibit criminal laws,
prohibiting, as it already does, online obscenity and child pornog-
raphy and also created prohibitions on speech that I think is pro-
tected by the first amendment.

So in a well-intentioned attempt to protect children, I am con-
cerned that the Senate has gone down the road of trampling on one
of the most fundamental rights we have in this country—to speak
freely and without reservation, independent of prevailing views of
what is offensive and unconstrained by a frequently changing polit-
ical environment.

Mr. Chairman, I am concerned that the Senate will now try to
pass additional legislation that will stifle the growth of interactive
communications technology and that may well censor communica-
tions on the Internet, while not truly solving the problem of chil-
dren getting material that they should not get.

Mr. Chairman, I think we need to look carefully at the following
questions:

Where do the fundamental problems exist with abuse of the
Internet—on news groups, on for-pay bulletin boards, within elec-
tronic mail, or elsewhere?

What is the nature of the problem—sexual predation, obscenity,

ornography, indecency, profanity, or harassment, or some com-

ination?

What laws—Federal, State, and local—exist currently to address
those problems?

. And where do those laws fall short of protecting our children?

How do interactive communications systems differ structurally
from existing types of communications technologies, and how are
they similar?

And what tools, finally, do parents need to protect their children
and are those tools available now?

It is incumbent upon Congress to restore rationality to the de-
bate by trying to answer these questions. I strongly urge my col-
leagues to exercise caution and restraint when considering and dis-
cussing legislative attempts to regulate free speech. We cannot use
terms like “obscenity,” “pornogrephy,” and “indecency” interchange-
ably. They are not the same. They are all matters of concern, but
they have different meanings. And when you just toss them all into

. a bill—and I am not saying this bill does that—there are real con-
sequences in our society for freedom of speech.

We must look for solutions that empower parents to exert greater
control over the materials their children receive via the Internet.
Free-market remedies, where they are possible, are usually—in
fact, I would say almost always preferable to heavy-handed content
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regulation and criminal penalties imposed by the Federal Govern-
ment.

So, again, I commend the Chair for making sure this is handled
in this manner, and I look forward to learning more about all of
these issues from our witnesses, and I thank the witnesses for
he’}%ing us out with this hearing.

ank you, Mr. Chairman.
[The prepared statement of Senator Feingold follows:]

PREPARED STATEMENT OF SENATOR RUSSELL D. FEINGOLD

The issue we are discussing today is of great concern to me, not simply because
I am a member of this Committee, but because I am a parent who is concerned
about the welfare of my children as they use the Internet. ] am also a parent who
is enthusiastic about the positive ch;unfes and opportunities new forms of commu-
nications technology can otfer to my children.

Interactive computer networks have clearly chan the way Americans, and in-
deed people throughout the world, communicate with one another. While individuals
carry on conversations in cyberspace much like they do over traditional telephones,
the use of the Internet goes far beyond that characteristic.

o On the Internet, one can act as a publisher and a writer simultaneously by
g«;atmgl their works on various bulletin boards, newsgroups, and on a World
ide Web page.
o One can search out just about any information they wish without leaving their
home. Students can access books and other research materials simply by sitting
at a personal computer pro ergr:utﬁtted for Internet access. There is a wide
e of literature available ugh the Internet, and with efforts such as
Project Gutenberg, which we’ll learn more about today, there will soon be many
more books available on-line.
Individuals can participate in %olitical, academic and scientific forums without
being an expert in a particular field.
¢ Entrepreneurs can market and sell their products simply by establishing their
own home page on the World Wide Web.

» And now, people throughout the United States will be able to participate in
Senate Committee hearings through the Internet. Committees not be lim-
ited to hearing the comments and opinions of those who are part of more o:'ﬁ:-
nized coalitions and who can afford to make the trip to Washington D.C. The
U.S. Senate, more than ever before, has the opportunity to have true grass roots
participation in the political process through t.ge Internet. That is an incredibl

itive development for this country and emphasizes the potential of decentrai
1zed interactive communications networks.

In short, this new world of communications is virtually open to anyone with ac-
cess to a computer with a modem and an Internet connection and who 1s also willi
to take a little time to learn how to retrieve all the types of information out there.

In fact, there are a number of discussion groups on the Internet debating the very
issue we are addressing today in this hearing. Those on-line debates are very heat-
ed, but they provide a positive outlet for the exchange of ideas.

_While it 18 doubtful that, at least in the near term, interactive computer networks
will completely replace more traditional forms of communications, it is clear that
they have found at a minimum a laatmg place within our society. The potential of
this technology is virtually without bound.

However, with these new opportunities come new challenges—the most important
of those protecting our children as they use the Internet to communicate with oth-
ers. As tragic as it may be, there are those in this country who will try to harm
our children, either for rofit for even more perverse reasons. Unfortunately those
individuals, who prey off the vulnerability and innocence of children will use what-
ever means they can to commit their crimes, including communications technologies.

_In trying to protect our children, we must recognize the Internet for what it is,
simply a new way of communicating. My concern in recent months, as I have par-
ticipated in this debate, is that the discussion has become so sensationalized that
we may fail to react aaropriately in areas where on-line dangers actually exist. I
don’t want to see this Congress respond to existing problems by creating new legal
and constitutional dilemmas. Y
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That is what I believe hap;éo;ned when we passed telecommunications legislation
last month. Members of the Senate reacted as any parent would when they were
confronted with the “blue binder” filled with pomograg}lly downloaded from the
Internet. What members weren't told was where the graphics and text came from—
whether from public on-line chat groups or for-pay adult bulletin boards—and how
difficult they were to access. Senators reacted as most of us would in that situation
they voted for an amendment they thox:ﬂt penalized pornographers and sexual
predators and which purported to protect children.

In my opinion, that legislation duplicated existing prohibitions for on-line obscen-
ity and created new restrictions on speech which is protected by the First Amend-
ment.

In a well-intentioned attempt to protect children, we trampled on one of the most
fundamental rights we have in this country—to speak freely and without reserva-
tion independent of prevailing views of what is offensive and unconstrained by a fre-
quently changing political environment.

I am concerned that the Senate will take further legislative steps that will stifle
the growth of interactive communications technology and ultimately censor commu-
nications on the Internet while not truly solving the problem.

I think we need to look very carefully at the following questions:

o Where do the fundamenta! problems exist with abuse of the Internet—on
newsgroups, on for-pay bulletin boards, within electronic mail, or elsewhere?

¢ What is the nature of the problem—sexual predation, obscenity, pornography,
. indecency, profanity, or harassment? .

¢ What laws—federal, state and local—exist currently to address those problems?
o And finally, where do those laws fall short of protecting our children?

It is incumbent upon Co 8 to restore some rationality to the debate by trying
to answer these questions. In addition, those participating in this debate need to
stop uainghterms with very different meanings interchangeably, such as obscenity,
pornography and indecency. We must learn how interactive communications sys-
tems gﬁgr structurally from existing types of communications technologies as well
as how they are sumf' ilar. Supreme Court decisions on content tion and the
Flrssi:tl Amendment have always weighed heavily on the nature of the medium in
question.

Hopefullf', we will have some of these questions answered in today’s hea.ri.nf.
However, 1 want to caution my colleagues that one hearing alone cannot adequately
address the complexities of this issue nor will it lead us to the proper solution with-
out further study.

I strongly urge my colleagues to exercise caution and restraint when considering
legislative attempts to regulate free speech. We must look for solutions that em-
power parents to exercise more control over the types of information their children
receive over computer networks. Free-market remedies, where they are possible, are
almost always preferable to heavy handed content regulation and criminal penalties
Mf)osed by the federal government.

look forward to learning more about all of these issues from our witnesses, and
I thank them from participating in this hearing.

Senator GRASSLEY. Senator DeWine?
Senator DEWINE. No opening statement, Mr. Chairman.
- Senator GRASSLEY. I thank you, Senator DeWine.
- Before I call the first panel, I hoge I can assure Senator Leahy
and Senator Feingold—and I hope the hearing will bring this out—
~ that this is a narrow bill, obviously much more narrow than what
" the :Egnate has already voted on, and also a constitutional ap-
- proach.
"When there is some question, as has been raised, about the role
of parents versus the Government versus the industri, the point I
think that I tried to make is that parents should not have the sole
responsibility, nor should government, but the industry has to fi-
. nally take responsibi&fﬁ'. In regard to technology, there is no proof
- that this technology will work 100 percent, the technology that you
have been reading about over the last month.
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I think you could legitimately ask what is ﬁgilng to stop com-
puter-literate children from circumventing blocking devices. Tech-
nology is only part of the answer, and whatever innovations have
resulted in the last few weeks from these legislative efforts are
ositive and reasonable, and they are things that we ought to be
ooking at.

I would also like to say that Senator Hatch had asked me to
chair, when he was not sure if he could be here, and he will not
be able to be here because of other Senate business. So he has
asked me to include his statement in the record. He is a supporter
and a cosponsor of the bill.

[The prepared statement of Senator Hatch follows:]

PREPARED STATEMENT OF SENATOR ORRIN G. HATCH

I commend Senator Grassley for his efforts. One of the greatest challenges facing
Congress today is to ensure that our laws keep pace with the rush of technology
that is changing virtually evex}' aspect of the lives of all Americans. In the area of
Rersonal communications, the Information Superhighway is a reality, reaching into

omes, schools, libraries and businesses in every community in America. And no
segment of our society is (both literally and ﬁ%uratively) more “plugged into” this
communications revolution than our young people.

While the computer telecommunications network, the Internet, can be a powerful
tool for good, bringing information and entertainment to millions, like other forms
of communication there exists the potential for misuse. The easy access to an ever-
expanding amount and variety of communications afforded by the Internet carries
with it the danger that, absent appropriate safeguards, our children will continue
to be able easily to access obscene and indecent materials, which are already far
too Tﬁresent and available on the Internet to anyone, including minors.

e reality is that many ﬁ:mng people can and do use the Internet with little di-
rect parental supervision. That 1s why I have joined as a cosponsor of 8. 892, the
Protection of Children From Computer Pornography Act of 1996, which is the sub-
ject of today’s hearing. '

While the telecommunication networks, access providers, and electronic bulletin
boards, which would be regulated with respect to the knowing or willful trans-
mission of indecent material to children under S, 892, represent comparatively new
and highly complex technologies, the social issue addressed by this bill is neither
new nor complex. We, as a society, have both the legal right and the moral obliga-
tion to protect our children from (:?osure to the filth of graphic pomograp}g.

This fundamental p-inciple should apply to all forms of communication. A graphic
depiction of sexual activity which is patently offensive according to contemporary
community standards is indecent material. That same depiction of sexual activity
is no less indecent by virtue of being electronically transmitted into a home or
school or library by means of an expensive, state-of-the-art computer system than

- if it is contained in a pornography ma%azine purchased at a local newsstand for a
few dollars and carried into the same home or school or library in a &lxa)in brown
wrapper. Few in our society would argue with the proposition that a bookstore or
newsstanmerator who knowingly gave or sold a pornography magazine containing
that material, which he knew to be indecent, to someone he knew to be a child, can
and should be Prosecuted under the law. S. 892 simply extends that rule of law to
the operators of, in effect, electronic bookstores and newsstands. :

Thig bill does not violate any First Amendment protections. Our courts have long
held that the government has a legitimate and compelling interest in limiting the
access of children to indecent material. S. 892 is carefully worded to limit its appli-
cation to knowing, reckless or willful transmission of indecent material to children,
while still permitting adults access to otherwise constitutionally protected material.

The bill is thus sufficiently precise and narrowly tailored to withstand judicial
scrutiny, including on First Amendment grounds. It also provides adequate safe-
ﬁards against prosecution for Internet access providers and electronic bulletin

ard operators who may inadvertently transmit indecent materials to children,
without knowledge either of the indecent nature of that material, or that the recipi-
ent is a minor.

8. 892 addresses a significant and growing threat to the well-being of our children
and the American family. I strongly %I:Bport this legislation and urge its prompt
passage by this Committee and by the Senate. -
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Senator GRASSLEY. We will call the first witnesses now. Con-
gressman Cox will not be able to come, so we are going to start im-
mediately with our first panel—I suppose what {3}1 would call our
second panel—and you can all come and sit while I am reading
your introduction.

Donelle Gruff is 14 years old—at least that is what I am told her
age is—from the Tampa, FL, area. She has I think what you will
understand is a very difficult and harrowing story. I think that it
is important for the committee to hear and consider her story. For
moral support, seated next to Donelle is her father, Michael Mur-

ray.

%atricia Shao is a parent from Bethesda, MD, whose young
daughter and a friend were solicited for cybersex.

Our third witness is Dr. Susan Elliott. She is a physician and
mother who terminated her connection to the Internet and online
services after her teenage children were exposed to cyberporn.

As with all the witnesses this afternoon, I think you were told
that you would have 3 minutes. I think I would like to give you
not much more but 5 minutes, because that is our usual procedure
before this committee. If you are not prepared to take up that
much time, do not worry about it.

We would strongly urge everybody, though, to live by that limit,
and we will have 5-minute turns for Members of the Senate who
are here.

So I think I am goin%to take you the wg that I introduced you
so that would be my left to the right, Ms. Gruff first and then Ms.
Shao and Dr. Elliott. Would you please start? '

PANEL CONSISTING OF DONELLE GRUFF, VICTIM, ACCOM-
PANIED BY MICHAEL MURRAY, SAFETY HARBOR, FL; PATRI- -
CIA W. SHAO, PARENT, BETHESDA, MD; AND SUSAN TILLMAN
ELLIOTT, M.D., PARENT, McLEAN, VA

STATEMENT OF DONELLE GRUFF

Ms. GRUFF. I was logged on a local bulletin board system called
“The Zoo,” and a fuy named Bill logged on and came into the tele-
conference and told everyone he had a BBS that was free and in-
structed everyone to call it and gave us the number to call. I logged
on to Bill’s board “Beyond the Sound Barrier™—-

Senator GRASSLEY. I am sorry. Will somebody on the staff h:lll?;?.

Senator LEAHY. Pull the microphone very close to you, Ms. Gruff.

Senator GRASSLEY. I would even ask you to start over, please.
Let’s see if we can get somebody to make sure that you have the
right equipment here.

Senator LEAHY. We want to make sure everybody hears you.

Senator GRASSLEY. I do not mean to embarrass you, but you do
have a story that everybody should hear. Thank you.

Ms. GRUFF. I was logged on a local bulletin board service [BBS]
called “The Zoo,” and a guy named Bill logged on and came into
the teleconference and told everyone he had a BBS that was free
and instructed everyone to call it and gave us the number to call.
I logged on to Bill's board “Beyond the Sound Barrier,” and at this
time I was required to give him my name and address. After doing
8o, I logged on with my usual handle, “She Devil,” and for the first
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cmaple of days he seemed really nice. He welcomed me to his BBS
and told me to look around at what the channel had to offer. The
next day he asked me if I would be a co-syop and watch over the
teleconference when more phone lines were installed. I said yes,
and then after a couple of days he started asking me personal
questions, such as do I shave besides m‘%hlegs, what size bra do I
wear, and if I would go out with him. en I would not answer,
he kept asking me so I logged off and went to the other BBS, “The
Zoo.”

He followed me to that channel and logged on and kept telling
me he was going to come over to my house. After telling him 20
times not to come over, he finally agreed, and I thought that was
the end of it. That night at about 1:30 a.m., 3 days r I became
a co-syop, he came over and I told him not to come back again. I
said it was late and he was going to have to leave, and he did as
I asked. The next day he came to my house and sat outside for 4
hours, and my mother was forced to call the police, and then he
left. The next day he came back and sat outside my house again,
and when I went to the front window to see what the dog was
barking at, he saw me and left. That Saturday I went to a bowling
alley to meet a few friends, and he followed me around all night
but did not say anything to me.

A couple of days later, when I logged on his BBS, he “emulated”
me and took me to some pornographic pictures. “Emulate” is a
term that refers to using a computer at a remote location to act as
thgl}gh it were my computer. In so doing, the remote user can “ap-
pear” to others in the cyber world as though he is me. This is a
procedure which, with certain software, can be done without my
permission and without my knowledge.

When he did that, I had no way of getting out of them, and I
turned my computer off. The next time I logged on his BBS, he at-
tempted to download pornographic pictures to me, but he was hav-
ing trouble doing it. He allowed me to download one to myself, and
I did so I could give one to the detective. I have not called his BBS
since then. This was a local BBS that was not on the Internet.

Senator GRASSLEY. Ms. Shao?

STATEMENT. OF PATRICIA W. SHAO

Ms. SHAO. My name is Patricia Shao, and I live in Bethesda,
MD. I am the mother of two children who have grown up with the
whonders of the computer and the limitless opportunities it offers
them.

I am here today to share an experience and to express my con-
cerns as a parent with children growing up on the information su-
perhi%hwa . :

Early this summer, my 13-year-old daughter went to her friend’s
house in Potomac to play on the computer. They were in the neigh-
borhood; they were properly supervised, and I knew they were safe.
It was shocking to discover later what they had experienced that
afternoon. _

The girls were in a teenage chat room on America Online and
were propositioned for cybersex. Initially, they thought it was
funny, giﬁgling as you would expect 13-year-olds would. But as the
requests became raunchier, they were frightened.
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I, too, am frightened, and I am appalled at how I am not able
to protect my children on the Internet. As I continue to research
this topic and speak with other children and parents, I have discov-
ered that almost 7 out of 10 have been victimized on the Internet.

I speak openly with my children, so my daughter was not afraid
to come to me with this experience. My daughter’s friend, however,
insisted that I could not reveal what happened to her parents. She
{flt almost guilty, as if she were responsible for what happened to

er. :
Now, when does a victim become the guilty party in this? Only
when the victim is confused and happens to be a child. Children
as young as 10 years old have related stories to me of how they
were propositioned and of nude pictures that were sent to them on
the computer so they could recognize the sender in setting up a
face-to-face meeting. -

I understand that I have responsibilities as a parent to protect
my children. I am in the communications field myself, and I am
aware of the wonderful benefits of using the computer for commu-
nications, for research, for creativity, and for entertainment. What
is disconcerting to me as a parent is the fact that I was unaware
of the dangers of chatting online and of the amount of pornographic
material available to a.ngone with a computer and a modem. I have
learned that you can download hard-core pornography, that you
can search the Internet to talk to anyone with the same interests
as yours, be it common or perverse, and that all this can be
accessed by children free of charge.

I am aware of software and other lock-out features that I can
download into my computer. But what happens when my children
are at a neighbor’s house? And what happens if peer pressure
builds and a normal sleep-over party of teenage boys becomes an
opportunity to read and view pornographic material? That is porno-
ﬁtaphic material that they may not have access to otherwise. What

appens in multicultural homes where parents that may not even
be literate but have children who have been educated here and
have access to this indecent and obscene material? Children today
have grown up with the computer, and I can safely say that they
are probably more computer-literate than the majority of their par-
ents.

An education process has to start immediately to help our chil-
dren and to help protect our children. I am working with Enough
is Enough, which is a wonderful group based in Fairfax, VA, dedi-
cated to protecting children against pornography. I have concerned
parents and businesses in my community now involved in starting
grass-roots organizations to educate both the children and their
parents on this issue.

I believe in the freedom of speech. I also believe in responsibil-
ity—responsibility by the providers of the online service companies
to protect the innocence of children. If hard-core pornographic ma-
terials are illegal in the mainstream distribution channels, then
there should be laws against these child molesters looking for vic-
tims on the Internet, too. They may have looked on school play-
grounds yesterday, but the playground for the children of the nine-
ties is the information superhighway. '

Senator GRASSLEY. Thank you.
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Dr. Elliott?

STATEMENT OF DR. SUSAN TILLMAN ELLIOTT

Dr. ELLIOTT. I am a parent of three teenage children; a girl age
17, and boys age 14 and 12. Our brush with cyberporn was, hap-
pily, not devastating or dramatic, but it was disturbing. It was, I

ink, an experience shared by many families before the public be-
came aware of pornography on the Internet.

First, I must say that my children are normal, intelligent, well-
adjusted individuals. They get good grades, participate year-round
in sports activities, and have never been involved with drugs or al-
cohol. Their sexual experiences have, I hope, been limited to look-
ing at the swimsuit issue of Sports Illustrated and thwarted at-
tempts at making out. In short, they were not predisposed to
search for pornography on the Internet, nor are they computer
hackers.

A respected teacher suggested that they might benefit from infor-
mation sharing on the Internet. Our household had been inundated
by promotional disks from America Online, and so we logged on-
line. At first, the boys, along with many classmates, participated in
the public chat rooms. I sat with them while they chatted, and I
found it harmless, if somewhat silly. However, one cannot sit with
teenagers 24 hours a day, and soon, without my knowledge, the
boys had ventured into the more exciting realm of the “private”.
chat rooms.

Now, many of these rooms are private because they are technical
or specialized, but some are private because they pertain to human
sexuality. Being normal boys, my children were curious about these
rooms. While chatting, they were offered pictures by other partici-
pants. They accepted a few of these, as did their classmates. With
great ease, these children were able to e-mail hard-core pornog-
raphy back and forth to each other. This might have gone on for
some time if my husband had not noted that the memory of our
computer was rapidly filling up. We opened up the trash file and
found the graphics in question. They portrayed varying numbers of
humans and animals involved in a horrifying gamut of sexual ac-
tivities. The pictures were lewd and obscene by any standards.

We immediately confronted the children with questions about the
pictures, and they confessed all. We shared our experiences with
many of our friends and severed our relations with America Online,
not with the Internet. Many long discussions about sexuality and
appropriate expectations and behavior have ensued, and our family
has benefited from these talks.

That, in a nutshell, was our experience with pomogr:]phy on the
Internet. Was any lasting damage done? My boys would say yes.
They were asked to pay $38 from their allowance for their online
time. Color graphics are expensive. I, too, would say yes—not be-
cause my children have become victims or sexual predators, but be-
cause one of our their early sexual images will forever be some-
thing which is not beautiful or tender or even harmlessly titillat-
in%',h ut something which is coarse, vile, and ugly.

ank you, sir.
Senator GRASSLEY. Thank you very much.
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I will start with my 5§ minutes in the first round. I would start
with you, Donelle. Do you believe that other children are at risk
from the person who stalked you?

Ms. GRUFF. Yes.

Senator GRASSLEY. You do.

Ms. GRUFF. He is still running his bulletin board.

Senator GRASSLEY. How did that make you feel, the fact that he
could still be doing what he did to you to other girls?

Ms. GRUFF. It made me mad knowing that he tried it with 9-
year-olds and 10-year-olds, too.

Senator GRASSLEY. Are you satisfied with the ability of local law
enforcement to enforce the Florida law in this area?

Ms. GRUFF. Excuse me?

Senator GRASSLEY. The Florida law that would be able to stop
your stalker from doing to you what he did, are you satisfied that
the present Florida law would be adequate? Maybe you cannot an-
swer that; OK.

Ms. Shao and Dr. Elliott, do you believe that Congress should act
to protect children from exposure to pornography in cyberspace, or
a;eﬁ_ yo;l satisfied with the industry’s efforts to do that alone will
suffice?

Ms. SHAO. I personally do not know what the industry has done
at this point. I understand that if you make complaints to America
Online or the other carriers, they state that they are not respon-
sible for messages that are sent on the Internet.

Senator GRASSLEY. It is that simple? Thtteg are not inclined to—
they are not responsible, and it could be that we accept the fact
that they are not responsible. But they do not have any desire to
do anything either?

Ms. SHAO. There is no tracking system on the Internet at this
time. The Caller ID I guess would be nice for that. But as Ms.
Gruff has said, the technology allows you to emulate other comput-
ers and to really camouflage the sender, the sender’s identity. So
I think that somebody has to take responsibility, and if you make
it a criminal offense, that may deter a number of them.

Senator GRASSLEY. Dr. Elliott, would you have a comment in re-
gard to the question I asked Ms. Shao?

Dr. ELLIOTT. Yes; I would be comfortable if the Congress were to
take the action that you are discussing. I am very aware of first
amendment rights, and they are very important to me. But this is
freedom which none of our 12-year-olds need, in my opinion, and
it is far, far too easy for it to get into our homes.

- What narrow things that Congress can do legally and technically
I think would be much appreciated. :

Senator GRASSLEY. Ms. Shao, in your testimony, you said you
were aware of some of the technology that is being discussed. That
would be a cost to parents. Do you think that parents ought to bear
that cost for protection from this material?

Ms. SHAO. I think parents that are educated and can certainly
afford to will bear that cost. But what my concern is would be the
parents that are not able to, the parents that are not literate on
the computer and the parents—because I come from a different cul-
ture, parents that may not even be able to turn on the computer
that have children on the computer. Within my community, I ﬁnow

47




43

of many families that are in that situation, and we need to protect
children like that.

Senator GRASSLEY. Dr. Elliott, in your written testimony, you in-
dicated that you and your friends with children have terminated
your connections to Internet and online computer services. Would
my bill help give you and other worried parents the comfort level
that you need in order to reconnect to Internet and online com-
puter services? .

" Dr. ELLIOTT. Yes, it would. I have to admit that we terminated
our relations with America Online. We are currently on the Capital
Internet service, and my children work on the computer and, in
fact, participate in a sort of harmless little game called “Avalon.”
So we are on the Internet at this point.

I think that some of the services make the pornography easier
to access than others. But, yes, your bill would give me that com-
fort level which I need.

Senator GRASSLEY. Senator Leahy?

Senator LEAHY. Thank you, Mr. Chairman.

I have listened to a number of these statements and I have heard
others very similar to what you said. It is one of the reasons I do
believe that Congress has to provide law enforcement better stat-
utes. For example, Senators Grassley, Kyl, and I have introduced
‘the National Information Infrastructure Protection Act, which I
think will help. Ms. Gruff, in hearing your testimony, it is not dis-
similar, I think, from stories I heard in the days when I was a
prosecutor and pedophiles used different techniques. Now,
pedophiles will strike up a friendly, helpful pose in a discussion
group or chat rooms available online, I guess wanting to have a pri-
vate electronic-mail conversation with children. Then the pedophile
starts sending suggestive letters and suggests a meeting.

I would note that these actions, sending obscenity, sending child
pornography, soliciting children or luring children, that is illegal
today. It does not matter whether the pedophile takes his action in
person, by telephone, by mail, or over a computer. And I am con-
cerned, Mr. Murray, that when your step-daughter was approached
this way, the law enforcement people felt they could not take ac-
tion, because they should have taken action. Quite frankly, they
should have taken action. There is no question about it, and they
have the laws today that would allow it.

In fact, if I might put in the record, Mr. Chairman, a letter from
the Department of Justice where I asked them to detail some of the
cases like this they have prosecuted.

Senator GRASSLEY. Yes, it will be included in the record.

[The Department of Justice letter follows:]

UNITED STATES SENATE,

COMMITTEE ON THE JUDICIARY,
Washington, DC, July 13, 1995.

Hon. JANET RENO,
Attorney General of the United States,
U.S. Department of Justice, Washington, DC. )

DEAR JANET: Pending your response to my letter, dated June 11, 1995, 1 would
appreciate hearing from you about the Department of Justice's efforts in prosecuti
various crimes involving computers and children, including online obscenity, chil
pornography, luring and solicitation. Your 1994 Annual Report described a case
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tried by the Department involving the importation of child pornography by computer
that resulted in a conviction and sentence of 72 months for the defendant.

As Congress considers various proposals to regulate speech over computer net-
works in an effort to protect children from exposure to harmful materials, a review
of current Federal authority in this area would be helpful. Could you provide me
with additional examples of cases that Federal prosecutors have brought to protect
children from crimes involving computers, including under the following criminal
laws: 18 U.S.C. §§ 875, 1465, 1466, 2251, 2252, and 24237

I look forward to hearing from you on this matter, and to reviewing the report
I requested in my June 11 letter.

Sincerely,
(Signed) Pat

(Typed) PATRICK J. LEAHY,
United States Senator.

U.S. DEPARTMENT OF JUSTICE,
OFFICE OF LEGISLATIVE AFFAIRS,
Washington, DC, July 24, 1995.
Hon. PATRICK J. LEAHY,
Unites States Senate,
Washington, DC.

DEAR SENATOR LEAHY: This is in response to your letters of June 19, 1995 and
July 13, 1995. I am happy to provide the information you have requested as we con-
tinue to work together on the issue of child pornography and obscenity on the
Internet.

With respect to your June 19 letter, as the Department has previously responded
to you, we support a comprehensive review of the current statutory framework and
problem of computer facilitated child sexual abuse. However, while the Department
can fairly easily review and analyze the law and recent cases, our ability to obtain
information concerning new developments in technology or conducting in-depth non-
criminal investigations is extremely limited as it would depend on voluntary compli-
ance from industry and the public at large. However, the Department will attempt
to provide as much information as possible to Congress so in order to assist Mem-
bers in making decisions on this important issue.

As you know, the Criminal Division of the Justice Department has already under-
taken a number of successful prosecutions of individuals who have used computer
technology to facilitate their sexual exploitation of children. The Department’s ef-
forts in this area have been carried out by career prosecutors with an expertise in
child sexual abuse investigation and prosecution. Moreover, the Division has under-
taken a review of the current statutory framework, and we have developed a legisla-
tive proposal addressing a number of issues related to child sexual abuse and exploi-
tation. We have discussed our proposal with your staff and we hope to work with
you to see that it becomes law.

The Department has also maintained contact with various state and federal law
enforcement agencies and is familiar with the more notable cases which have been
prosecuted as well as problems which have arisen. Therefore, I believe that the De-
partment is in a position to provide information on the questions you raise. I would
also be happy to make Department officials available to you and your colleagues to
provide bac d information on this important and timely issue.

In your July 13 letter you requested information concerning the Department’s spe-
cific efforts in prosecuting various crimes involving computers and children, includ-
ing on-line obscenity, child pornography, luring and solicitation. I am pleased to
share with you the attached brief summary of some of our recent successes in this
area.

I trust that this information will be useful to you. Please do not hesitate to con-
tact me if I may be of further assistance on this or any other matter.

Sincerely,
(Signed) Andrew Fois

(Typed) ANDREW FOIS,
Assistant Attorney General.
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BRIEF HISTORY OF DEPARTMENTAL EFFORTS TO COMBAT COMPUTER FACILITATED
CHILD SEXUAL EXPLOITATION AND ABUSE

The Department of Justice prosecuted the first child pornogrch?hy cases involvi
computers in 1991, This activity included the distribution of child pornography an
obscene material as well as the use of computers to maintain and establish contact
between pedophiles. These prosecutions produced a substantial amount of intel-
ligence and served as the impetus for further investigations.

In late 1992, the United States Customs Service and the Department’s Child Ex-
ploitation and Obscenity Section initiated the p! ing for the first national inves-
tigative program targeting the importation of child pornography from Europe.
Named “Operation Longarm”, the project arose from the investigation of an individ-
ual who was importing child pornogrd:fhy from Denmark. The primary statuto;
gigégtéion has been illegal receipt of child pornography pursuant to Title 18 U.S.C.

. -

The Department received substantial assistance from the Amsterdam Police, who
arrested the operator of the primary child pornography BBS (BAMSE) and seized
his computer system. On March 4, 1993, on the basis of that seizure and the data
contained on the BAMSE computer, approximately 40 searches were executed
throughout the United States.

To date there have been 16 convictions. Many of the outstanding prosecutions
have, until recently, been delayed as the Ninth Circuit Court of Appeals had invali-
dated the child pornography statute in the Circuit. With the recent reinstatement -
of the statute }K the Supreme Court, the remainder of the cases are now expected
to proceed. Of the 18 Longarm cases prosecuted to date, one has been successfully
tried, one is currently on trial in Seattle, 156 were resolved by plea to felony charges,
and one defendant was given pre-trial diversion. Sentences for the others have
r from probation to home confinement or incarceration. .

e most severe sentence to date was imposed in the case of United States v.
Kimbrough, prosecuted by the Child Exploitation ‘and Obscenity Section and the
United States Attorney’s Office for the Northern District of Texas, in Lubbock,
Texas, which resulted in a 72 month prison sentence. ing the search in this case,
the Cuiboms Servéloe disco:ise?d thtﬁt the defenfdant, who hgmdown-loaded chlxll;l Bg
nography repeatedly, was in the process o settm%' up his own pornogra
to istribute the child pornography he imported. dsitionally, gfe had Bnported
child pornography depicting bondage and sadism of young girls as well as pornog-
rasl:ljlr_linvolving girls as fyoung as eight years old.

ing the course of the strepuously litigated case several novel issues were
raised. These issues included: (1) whether the children depicted were actual children
or computer generated; (2) whether the defendant could be groven to have known
the nature and character of the material as child pornography on the basis of the
BBS description; and (3) whether the seizure of computer equipment was constitu-
tional since the Government did not identify the specific computer equipment con-
taining the child porn hy before removing the pment to their oftices. These
issues were nuses at the District Court level as well as on appeal to the Fifth Cir-
cuit where a decision is mn'eni;lzlgendmg' .

Investigations of computer facilitated child pornography have also been pursued
?y the United States Postal Inspection Service and Federal Bureau of Investigation.,

or example, on February 24, 1995, Donald Harvey pleaded guilty, in the District

of New Hampshire, to two counts of knowingly distributing an sing computer
image files which contained visual depictions of minors engaged in y explicit .
conduct. The investigation, which was supervised by the Child Exploitation and Ob-

scenity Section and carried out by the Federal Bureau of Investigation, revealed
that Harvey communicated with minors utilizing an on-line service and sent them .
computer image files of pornography and child pornography. Harvey also utilized
eonllﬁuter e-mails to solicit sexual activity with minors. In June 1994, Harvey flew
to Florida to meet a person he believed to be a 14-year-old boy for sexual activity.
The person he believed to be a child was actually an undercover agent who arrested
him upon arrival. Harvey is scheduled to be sentenced on July 24, 1995.

The Justice Department has been able to use other statutes to prosecute and in-
vestigate individuals who use computers to sexually exploit children. The Mann Act,
18 U.S.C. §2421 et seq., prohibits the movemient in interstate or foreign commerce
of a person for the purpose of engaging in illegal sexual conduct with children or
adults. Thus, a person who uses a computer to set up a meeting with a child for
the purpose of engaging in illegal sexual conduct and thereafter travels in interstate
or .fo;'e‘x;gn commerce or causes the minor or adult to so travel would be guilty of
a violation.
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Title 18 U.S.C. § 1462, which prohibits the use of a common carrier to import or
transport obscene material has and is currently being used to prosecute individuals
involved in child pornography. An example of such a case was United States v.
Baird, which was indicted in January 1994 in Los Angeles. Baird pleaded guilty to
knowingly importing approximately 22 photographs depicting obscene matter, in-
cluding but not limited to, portrayals of child pornography. Baird was sentenced to
6 years probation and 2,600 hours of community service and was ordered to forfeit
the computer equipment used to accomplish the importation. Because child pornog- .
raphy is almost always obscene, possessing no serious value, appealing to a prurient
interest, and depi in a patently offensive manner, this statute is generally appli-
cable to .all child pornography cases. Generally, however, this statute not used
where the child pornography statute is available since the Government's burden of
proof is substantially and unnecessarily higher.

Prosecutions under 18 U.S.C. §§876, 1466 and 1466 have not to our knowledge
represented efficient or promising options for child sexual exploitation cases. These

- statutes are fairly limited in scope and arguably apply only to narrow factual situa-
tions. To date, no successful prosecution has been brought under these laws for child
pornography or child sexual abuse crimes.

As you can see, the Department has been effectively using the current statuto:
framework to pursue individuals seeking to use computers to sexually exploit chil-
dren. Loopholes in the statutory framework are generallf' limited to situations
where the computer actually changes the method of exploitation as opposed to
where the computer merely facilitates a traditional criminal activity. These areas
are narrow and will be addressed in the Administration’s legislative proposal.

Senator LEAHY. It made me think of an example of that when
you were talking about Florida. A few weeks ago, a New Hamp-
shire man was arrested in Florida. He arrived to have sex with a
14-year-old boy to whom he had sent obscene pictures and he had

ropositioned through an online service. What he found out when

e got there, was t the 14-year-old boy did not exist. Instead,
it was a Florida law enforcement agent using an online persona of
a teenager, and they caught this person. They used laws that are
on the books and caught him.

I would suggest that, if they are listening at all, the law enforce-
ment people in your jurisdiction ought to go back and look at this
case again. I would think that they have a case. If some of these
people think that they may be talking not to a child but to a police
-officer, maybe some of these sick individuals will hold off.

Ms. Shao and Dr. Elliott, I found your testimony very compelling
and very moving and very good, a lot better than a lot of the pro-
fessional testifiers who come here. Nothing against them, but there
are a lot. America Online announced last week it is going to make
Surf Watch blocking technology available as part of its service.

I am not asking whether you are going to go back online or not,
but if fyou did, is that something you would be interested in, that
kind of blocking technology?

Dr. ELLIOTT. My only problem is I will have to get my 12-year-
old to explain it to me.

Senator LEAHY. I usually bring my 9-year-old neighbor over to
explain it. And the added advantage, they will program my VCR
for me while they are there. [Laughter.]

But that is true, and I understand what you are saying. But you
also have this issue with every kind of new thing, an ATM machine
or anything else. It takes some getting used to. But would it be
safe to say if you were to go back online that you would want some
kind of a service that would actually be able to block or to tell you
where children have been?
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Dr. ELLIOTT. I would feel comfortable with such a service in my
own house, but as I pointed out, I believe my children can e-mail
this stuff back and forth. I do not know the technology there. But
even if my house is safe with that blocking material, I do not know
if all of my friends or the neighbors or the neighbors of the neigh-
bors are protected in a similar fashion, and I cannot control what
a 16-year-old boy does hour to hour.

Senator LEAHY. Any more than if one of them went out and
bought a very pornographic magazine and brought it home and
said, hey, everybody come on over to my house after school, I got
something I want to show you. '

Dr. ELLIOTT. I can find that under the bed, though.

Senator LEAHY. Under your neighbor’s bed?

Dr. ELLIOTT. You know, well——

Senator LEAHY. But you see what I am saying.

Dr. ELLIOTT. 1 see.

Senator LEAHY. I am trying to figure out how best we balance
some of these things. For example, I talked about the Gutenberg
project of putting all these books online, something done free by
volunteers. They might put on “Tale of Two Cities,” something that
I read in the 3rd g:rade and loved. They also might put on “Lady
Chatterley’s Lover.” Do we tell them they can never put on “Lady
Chatterley’s Lover” because a 10-year-old might get it

You see what I am getting at. Are there wai\;ls-l that we can bal-
ance this, use the very tough laws against child pornographers,
laws that are on the books, and go after them now, but giveé par-
ents some ability to control what §oes on in their computers?

Dr. ELLIOTT. I hope there are. I feel that all the laws are there.
I feel that education of all parents is a vital part of this. But I do
hope that the Congress can do something to make our job easier,
sqllxlzewhl?t easier, as a parent and not let this stuff in everywhere
willy-nilly.

Senator LEAHY. Thank you. My time is up. Mr. Chairman, I may
have some other questions.

Senator GRASSLEY. Before I call on Senator DeWine—and this is
just a point of view for you to consider because, as you know, I am
not a lawi'er and I am not going to say that I know exactly where
things fall within the Constitution. But I think the point that you
made in regard to other laws presently on the books that can be
used and should have been used—and you just pointed out one that
was used in the case of Florida—as I understand it, Ms. Gruffs
material would not have been unlawful because it was not obscene
and it was not child pornography, two unprotected classes.

Senator LEAHY. Well, child solicitation is. Solicitation of a minor
is illegal in Florida and virtually every other State in the Union.
Senator GRASSLEY. This bill would a};ply to computer technolo
and transmission, the classification of indecent material, as de-
scribed and upheld in 48 of our 50 State laws and upheld by the
Supreme Court, maybe in the Sable case and in other cases as well.

enator DEWINE——

Senator LEAHY. Mr. Chairman, if I might just respond to that?

Senator GRASSLEY. Please do resgggd.

Senator LEAHY. There are two things. One, there is some mate-
rial that is illegal to provide to minors, but not to adults, and there
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is that concern. Second, there is the question of to what extent does
a bureaucrat make the decision as to what might be seen online
or to what extent do parents. Third, none of the bills proposed in
the Congress to control indecency on the Internet would stop
pedophiles from stalking our children or doing an online stalking,
which is something that I think that we have to approach and go
after, because that is against the law in virtually every State, in-
cluding the type of activity that Ms. Gruff testified to.

Senator GRASSLEY. Senator DeWine?

.Senator DEWINE. Thank you, Mr. Chairman, very much.

Donelle, let me ask you a few questions if that is all right. Maybe
you can help me understand this a little better.

My children, if they were here, would tell you that I am com-
puter-illiterate, so you are going to have to kind of walk me
through this. But I think my questions do have some relevance be-
cause I would like to see really how this operates.

You say you logged on to the bulletin board service called “The
Zoo.” What is entailed in doing that? How long does that take to
do that? If you walked up to it, how long does that take you to do
_that? Is that very long at all? _

Ms. GRUFF. It takes about 30 seconds to log on.

Senator DEWINE. Thirty seconds. And then how did you deter-
mine to log on to “The Zoo™?

Ms. GRUFF. It is just like picking up a phone and dialing it.

Senator DEWINE. You say, “I logged on to the bulletin board
service called “The Zoo.”” y “The Zoo™ Aren't there other bul-
letin board services available? -

Ms. GRUFF. That is the one that I called the most at the time.

Senator DEWINE. Then you say, “Bill logged on.” How does that
work? He just comes right on the screen then?

Ms. GRUFF. Yes.

Senator DEWINE. And had Bill been on there before this particu-
lar time, or was this the first time?

Ms. GRUFF. Excuse me?

; S%nator DEWINE. Had you seen the name “Bill” log on there be-
ore’

Ms. GRUFF. No.

Senator DEWINE. You said that he told everyone he had a BBS
that was free and instructed everyone to call it and gave you the
number to call it. You then said, “I logged on to Bill's BBS, ‘Beyond
the Sound Barrier,’ and at this time I was required to give him my
nham;e and address.” What do you mean you were required to do
that

Ms. GRUFF. Whenever you log on to a bulletin board system for
the first time, you have to give them your real full name, your ad- -
- dress, your telephone number, and your birth date.

Senator DEWINE. And that is standard procedure?

Ms. GRUFF. Yes, for all.

Senator DEWINE. For all?

Ms. GRUFF. Yes. :

Senator DEWINE. After he ended up showing up at your house,
what did you do then?

Ms. GRUFF. My parents were sleeping, and I told them the next
morning.
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Senator DEWINE. And were the police called at some point?

Ms. GRUFF. Yes, the police were called right away, and a detec-
tive came out and had me keep logging on to his board and “cap-
ture” is where you can make a file and it will have everything that
he has written to you and you have written to them.

Senator DEWINE. And so the detective got that information?

Ms. GRUFF. Yes. :

Senator DEWINE. Then I believe you said that you “were emu-
lated.” Please explain “emulating.” Tell me what that means.

Ms. GRUFF. Emulate is where—it is usually a sys op, the person
in charge of the board, can—I do not really know how to explain
it. It is where they can take you places. They can type for you, and
you cannot really do anything about it.

Senator DEWINE. So other people will think that is you?

Ms. GRUFF. Yes.

Senator DEWINE. And you cannot really control that, then, at
that point?

Ms. GRUFF. No.

Senator DEWINE. And then you said you turned your computer
off, so you just exited, got out? :

Ms. GRUFF. Yes.

Senator DEWINE. You say, “The next time I logged on, he at-
tempted to download pornographic pictures to me, but he was hav-
ing trouble doing it. He allowed me to download one to mgself, and
I did it 'so I could give one to the detective.” You were able to get
that out of the system and then give it to the detective?

Ms. GRUFF. Yes, you can copy on to a disk.

Senator DEWINE. What did the detectives tell you in regard to
what they could do with him, with Bill? Did they say they could
not prosecute him?

_ Ms. GRUFF. They did not tell me anything. I do not know what
is going on.
enator DEWINE. Did they talk to your step-dad?

Ms. GRUFF. Yes.

Senator DEWINE. Could you, sir, tell us what they told you?

Mr. MURRAY. I am sorry. I did not hear you.

Senator DEWINE. Could you tell us what the police officers told
you at that point?

Mr. MURRAY. The sheriff's department wanted us to gather infor-
mation and present it to them so that it could build a case. We pre-
sented the information. Several other people presented the infor-
mation. At this point in time, to the best of my knowledge, abso-
lutely nothing has happened.

Senator DEWINE. How long ago was that?

Mr. MURRAY. This happened in March.

Senator DEWINE. In March. Have you had any explanation from
them as to what they are doing or what they can do?

Mr. MURRAY. Apparently he has not violated any laws.

Senator DEWINE. Did they tell you that, though

Mr. MURRAY. Not Sf)eciﬁcally.

Senator DEWINE. 1 do not want to put words in your mouth. I
try to understand. You are surmising that by the fact—-—

Mr. MURRAY. The fact that he is still operating.

Senator DEWINE. I am sorry?
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Mr. MURRAY. The fact that he is still operating says to me that
obviously he must not be violating any laws.

Senator DEWINE. I see my time is up. Thank you, Mr. Chairman.

Senator GRASSLEY. If Mr. Feingold was here, it is his turn. Oth-
erwise, I will go to Senator Simon.

STATEMENT OF HON. PAUL SIMON, A U.S. SENATOR FROM THE
STATE OF ILLINOIS

Senator SIMON. I thank you, and I am sorry I was not here for
your testimony, Ms. Gruff, but I read your statement and read the
other two statements. .

I have to say there is no one in this room, with the possible ex-
ception of Senator DeWine now, who is less competent in this area
of computers than I am. I still write my books on a manual type-
writer.

I do not begin to understand all of this other than that I know
somehow we have to protect people better than we are now protect-
ing them. I voted 3 or 4 weeks ago, Senator Leahy, for your amend-
ment for a study, a 5-month study. I think we ought to—and I am
just talking out loud to witnesses who have obviously gone through
something that I think millions of Americans must be going

_ through. And you just accidentally, for example, Dr. Elliott, found
out what was going on in your own home. I think there are huge
numbers of people who do not know what is going on in their home.

I also think we have to do this so we are adequately covering
things. My staff gave me this memo:

The following list of news groups, many of which are pornographic, will not be
affected by S. 892. Unlike blocking or filtering software that would enable parents
to block access to such pornographic news groups, S. 892 does not affect news
groups-because they are not operated by any specific person and they are not pro-
vided by any online company.

And there is a list then of 137 such groups, and if you just look
at the names—I am obviously not going to repeat them and give
any publicity to them, but you know by the names what kind of
business they are in.

So, Mr. Chairman, I appreciate your having this hearing. You
are, among other things, helping to educate me in what is going
on. I want us to do something, but I also want us to do the right
thing. And I know you do, too, Senator Grassley. And I hope we
do this carefully so that we do not have any first amendment prob-
lems but we can protect America’s homes better than we are now
protecting America’s homes.

I want to thank you. I have no questions for the witnesses, but
I appreciate your standing up and telling us your story.

Senator GRASSLEY. Well, I think your statement is right, and it
would back up what I would say, that there is a role for technology
and government in this, and what I am doing in my legislation
does not preclude anything about technology. Your listing of many
organizations I think shows where technology would come in. In
the meantime, I think there is, as we see here, a very definite need
for the involvement of government and not putting the total re-
sponsibility on parents at this point.
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Senator SIMON. Yes; I think this is one of the—I hear the same
thing in this area of violence on television, well, let’s just let par-
ents take care of it. But it is just not that easy.

Senator GRASSLEY. And I think Mr. Murray underscored the

roblem of the current laws not working. Particularly, this case
geals with interstate commerce, and we have a responsibility to
act.

Senator Feingold?

Senator FEINGOLD. Thank you, Mr. Chairman.

I, too, want to thank the panel very much. This is something I
can relate to as a parent, and I particularly relate to Dr. Elliott’s
response simply because we have the possibilitf' here of technology,
private technology as an alternative, which I would hope wogﬁi
work for parents. You know, you might need your kid to teach %ou
how to work it, and I think maybe we can get around that. But
that is a fair comment. So if a young individual is very skilled, they
can tell you that they have got it working, and you might not ever
know the difference in this new world of computers. So I think that
is a fair point.

But the thing that I would like to spend my brief time on is what
it is you would like to see, in effect, removed from the Internet. At’
least one of you has given an example of material that is so ex-
treme that I think almost anﬁone would agree that it is obscene.
In fact, I would suggest that the material that was described is ob-
scene under current law and that the law completely covers it at
this point.

But other examples have been given. What about a Playboy Mag-
azine on the Internet? What about profanity? What about “Catcher
in the Rye”? What about a discussion of how one can avoid getting
AIDS and the specificity that might involve cyberspace conversa-
tions on that issue?

Do you want all of that material removed? If not, how do we, sit-
ting here in Washington, decide what is or is not appropriate? I re-
alize these are h questions, but that is literally what, to some
extent, we are being asked to do here: to define what is indecent,
not just what is obscene but what is indecent. And that seems to
be a tougher thing. ’

Any reaction, Dr. Elliott?

Dr. ELLIOTT. I have no problem with the concept of obscenity as
it stands. I understand that my children cannot go to a magazine
store and go to the back room—or the video store. And I have no
problem with what they could get in normal sorts of stores and see
on normal sorts of television before 10 o’clock at night. I just wish
the computer industry had those same standards.

But I also understand that the computer industry is much more
difficult to regulate than those things because essentially every-
body is a broadcasting station, as I understand it in my very basic
way. So that is why I think that technological methods might be
necessary to actually just regulate that. Just to enforce the stand-
ards that we already have I think require technology to be put in
place that we do not have.

Senator FEINGOLD. Ms. Shao?

Ms. SHAO. I think technology may not be adequate to screen that
material. As you say, if there is a frank discussion about AIDS,
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maybe there is language that is introduced within that conversa-
tion that could not be indecent under other circumstances. So I
think that what needs to be put in place is a very, very narrow def-
inition and penalties for transmittinﬁ hard-core pornography and
for pedophiles looking for victims on the Internet.

Senator FEINGOLD. Is it possible that the current definition of the
Supreme Court of obscenity is sufficient, as far as you know? In
other words, when you start talking about hard-core pornography—
this is a difficult question in terms of the law—it is possible you
are only referring to what is already illegal as an obscenity with
regard to the first amendment law anyway. Is it possible that the

" law is sufficient in that reﬁgrd?

In other words, do you know of anything that you know for sure

- right now that é/ou want banned which is not illegal under the ob-
scenity standard?

Ms. SHAO. What I know for sure is not illegal is being distributed
underground from what I understand, and it would be very difficult
for minors to get access to that material.

Senator FEINGOLD. So it may be a question of enforcement rather
than needing a new law. The law might be sufficient, but because
of the complexity of this matter law enforcement resources may not

. be ade%uate, even though the law covers the materials being dis-
cussed here today. o

Ms. SHAO. Well, the law then should be further defined to cover
the Internet, then. If law enforcement, as in this particular case
with Ms. Gruff, finds that they cannot find it on the books at this
point to prosecute this man, then there is something wrong with

_ that law. It needs to be defined further in regards to the Internet
and in regards to protecting the minors.

Senator FEINGOLD. I do think we should take a case like this and
fr‘nake sure the law is adequate in that regard. I think that is a very
air point.

" I do thank you, and I would just say, Mr. Chairman, that the in-

tentions here are very, very positive to everybody. But the chal-

lenge here is to make sure—and it is so easy to slip into the other

examples; you know, foul language, Playboy, these are some of the
" examples that are given.

I guess what I want to know—and you do not have to answer
now—is it the intention to keep that stuff off the Internet, or is it
more just sort of the hard-core and the obviously outrageous kind
of harassment? That is the first thing we have to determine. Just
how far do people want to go in terms of the content? Then it will
be much easier to determine how we do it.

I thank the Chair.

Senator GRASSLEY. Senator Leahlfv?

Senator LEAHY. If I could just follow up a little bit. Ms. Shao, you
are working with Enough is Enough, are you not, t6 educate chil-
dren and parents about pornography?

Ms. SHAO. Yes, I am.

Senator LEAHY. I understand that one company, WEB-Track, has
some blocking technology that they will make available for free
from kindergarten up through I guess the higher grades. Are you
letting schools know about the free availability of this kind of
blocking technology?
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Ms. SHAO. Yes; we do plan to. But the reason I am here today
is because of the fact that I myself was not aware of the problem
on the Internet until this occurred to my own daughter. And I am
in the work world, and I am on the computer, and it was just—
it was just so shocking. In addition to talking to other parents, who
also were not aware of the problems, and then in talking to the
children themselves, who, as victims, did not want to disclose the
information to their parents, because of their level, I think, being
a 1child, they almost thought that they brought this on to them-
selves.

Senator LEAHY. Ms. Shao, I am probably the only aﬁerson sittins
here at this table ri%ht now, I think, who has actually prosecute
people who were child molesters. Mr. DeWine and I are the only
ones here who prosecuted people who were child molesters and
sent those who tried to use children for pornography to prison. I
have seen—and I will not even recount—some of the most horrible
cases of pedophilia that you could imagine as a prosecutor. At the
time I also had young children, and you are torn between making
sure you enforce the law and just wanting to go out and take the
law in your own hands.

I think about that because of what you just said about being
amazed to see some of these things. In a different age, different
technology, I was amazed to find some of the things that were
being used then.

We found laws that were able to control it. As I said, there are
laws today that for some reason are not being enforced.

Just as we tell our children whom they can associate with, we
ought to be able to tell our children who they can associate with
by picking up the telephone and talking. We are not going to do
away with telephones because that may happen. We have tried to
do something about that. The same with this, where it is actually
easier to control it than it might be on the telephone.

You talk about the wonderful benefits of using the computer for
research, communications, creativity, and entertainment, and I
think every one of us, no matter how we approach this, would
agree with that.

Would it be possible that there maybe some things as your chil-
dren grow older that you may be willing to have them see or read
that other parents might not be willing to have their children see
or read? Is that a fair statement? .

Ms. SHAO. Yes.

Senator LEAHY. Would it also be a fair statement to say that
somewhere in here we have got to have some flexibility of parents-
to have some say in this and not turn it over entirely to a Federal
bureaucracy? I am not trying to put words in your mouth, but I am
just trying to get your feelings.

Ms. SHAO. I think that if you educate the parents and if you edu-
cate the children and you have restrictions on the system, then all

arties can work within the boundaries. My children are not al-
owed access to R-rated or X-rated films. They are not allowed ac-
cess to even soft-core pornography in book stores or even CD’s and
tapes that they cannot buy in stores anymore, amazingly.
o the restrictions are there. If the restrictions were on the
Internet—and in addressing Senator Feingold’s statement about
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material, I certainly do not want to have the material restricted be-
cause there are adults that may want to have access to this infor-
mation. But we just want the penalties in place so that it would
deter activity on the Internet, I feel.

Senator LEAHY. Thank you, Ms. Shao.

Thank you, Mr. Chairman.

Senator GRASSLEY. I do not want to encourage a second round,
but I do not want to cut anybody off, either.

Senator DeWine?

Senator DEWINE. I have no further questions, Mr. Chairman.

Senator GRASSLEY. I guess I just have one for summation. Sen-
ator Leahy mentioned that parents should have the responsibility
of policing their computers, and I think we surely want to encour-
age that. Also, we all know that there are blocking devices avail-
able. But would all three of you on the panel agree that blocking
~ devices would not be enough?

- Ms. SHAO. Yes, I agree with that.

Senator GRASSLEY. Dr. Elliot?

Dr. ELLIOT. Yes, I believe I agree with that.

Senator GRASSLEY. Ms. Gruff?

Ms. GRUFF. Yes.

Senator GRASSLEY. OK; we have heard that current law should
just be enforced, but in Ms. Gruff's situation and in the rest of our
situations, nothing is stopping the problem; is that right?

Ms. SHAO. Yes.

Dr. ELLIOT. Yes.

Senator GRASSLEY. OK; I thank you all very much for your par-
ticipation, and those of you who had to come a long way, particu-
larly you, Ms. Gruff and Mr. Murray, thank you very much.

.I will now call the next panel. Barry Crimmins is a journalist liv-
ing and working in Ohio. He is a contributing editor to Moving For-
ward, which is a journal for adult survivors of sexual abuse. Mr.
- Crimmins has a fascinating story. to tell us which I commend to my -
colleagues.

The next witness on this panel is Bill Burrington, who is assist-
ant general counsel for America Online and chairman of the Inter-
active Services Association. Mr. Burrington will address what the
mdustry is currently doing to grapple with the problems of pornog-
raphy in cyberspace.

And the final witness is Stephen Balkam, who is director of the
Recreational Software Advisory Council, which I think has done
good work labelling violent video games to help parents control
what their children are exposed to. He will discuss the possibility
of using a similar rating system for cyberspace.

We will start with you, Mr, Crimmins.
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PANEL CONSISTING OF BARRY F. CRIMMINS, INVESTIGATIVE
JOURNALIST, LAKEWOOD, OH; WILLIAM W. BURRINGTON,
ASSISTANT GENERAL COUNSEL AND DIRECTOR OF GOVERN-
MENT AFFAIRS, AMERICA ONLINE, INC. VIENNA, VA; AND
STEPHEN BALKAM, RECREATIONAL SOFTWARE ADVISORY
COUNCIL, CAMBRIDGE, MA

STATEMENT OF BARRY F. CRIMMINS

Mr. CRIMMINS. Mr. Chairman, members of the committee, thank
you for this opportunity to use my first amendment right to speak
out today about some very dangerous criminal activity that is pro-
liferating unabated via computer throughout our Nation.

My name is Barry Crimmins. I am a writer and a children’s
rifhts and safety advocate residing in Lakewood, OH. I am also an
adult survivor of childhood sexual abuse. Since this is a public
hearing, I hasten to add that my abuse was not perpetrated by any
member of my family.

Last September, I purchased a new computer with a modem in
order to communicate online. I joined the service America OnLine.
Among the services available on AOL is something called the “Peo-

le Connection.” People Connection is a three-tiered structure. The
rst two tiers or areas are accessible to anyone using the service
unless the parental control software is utilized. .

These two tiers are the “public” or AOL-sponsored rooms, and
the “member” rooms created by the users of the service. A “room”
is a place where someone who has signed on can meet and interact
live with others by exchanging typed messages that appear in a
large window or screen that everyone else in the room can read
and respond to. These rooms are listed on a scroll, and a user may
browse the list, select a room to enter, and join a discussion or de-
bate with other members.

The third tier consists of private rooms. These are not publicly
listed and are often used to rendezvous with other members with-
out providing the rest of AOL's members access to their meeting.

I did not discover the member rooms until I was informed that
there was a regular meeting of abuse survivors in this area. Before
I could find the abuse survivors’ room on the member scroll, I came
upon numerous atrocious rooms. Many were obviously created by
and for pedophiles. There were rooms promoting rape, incest, the
exchange of child pornography, hate crimes, and every possible,
and in some cases imgossible, sexual activity. If one could imagine
it, it was there. The first time I found the abuse survivors’ room,
it was located between a room called “DadsNDaughters” and an-
other entitled “lilboypix.”

I discovered that people enter these rooms and mainly commu-
nicate by “instant or private message” with other people who are
in the room. It is in these private messages that most of the trad-
ing of graphic image files or “GIF’s”—computerized transmittable
photographs—is negotiated. It is, however, not unusual for people
to just send unsolicited GIF’s to everyone in the room on the “good
faith” that they will have similar files returned to them. en
AOL closes one of the particularly egregious rooms, they often sug-
gest that the participants recreate the room as a “private room.”
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This, for all intents and purposes, says, “You may continue to con-
duct your illegal activity on our service—just do it in private.” .

My first response was to turn to AOL and demand that they take
immediate action to prohibit such activities. After several weeks of
communicating my outrage to them, it became clear that for what-
ever reason, AOL was not going to do anything to remedy the situ-
ation.

Since then, I have sought the assistance of various local, State,
and Federal authorities. As I speak, much of the investigative work
I have done is in the hands of said authorities. I hope this will re-
sult in the arrests of numerous traffickers in child pomoaﬁraphy. I
also hope that it establishes that AOL has had a great deal of prior
knowledge as to how its service is being misused, and therefore,
AOL facilitates and profiteers on these dastardly crimes. It is not
hyperbolic to state that AOL is the key link in a network of child
pornography traffickers that has grown exponentially over the last
several months.

Child pornography is easily accessed on AOL. Working both
under my own name and undercover, often with a profile that
clearly stated I was 12 years old, I have been sent over 1,000 por-
nographic photographs of children via AOL. I have seen every pos-
sible type of sexual degradation of children of all bac unds,
from toddlers to teens. I have forwarded all of this material to AOL
and the proper authorities.

AOL does not suggest that such files be forwarded to anyone but
their Terms of Service Department, which may in and of itself be
a crime. If AOL has not sent every, single file of child pornography
that it has received to the authorities, then AOL has committed
felonie% because if this is the case, AOL is a receiver of child por-
nography.

t one point, a particularly sick individual sent me, in my guise
as a 12-year-old so much child pornography that it took 8%z hours
to download it. AOL did not even e-mail me back to acknowledge
receipt of it. I wrote and asked for a credit to my account for the
time it took to gather this astonishing amount of crime evidence.
AOL did not respond to this, either. Ten weeks later, this criminal
was still online and actively exchanging child pornography in
AOL’s member rooms. :

Much of the controversy surroundin’g the problems of online
pedophiles centers on “parental controls.” This issue completely dis-
regards a serious reality—in many cases, the parents themselves
are the perpetrators of these crimes. AOL constantly has rooms en-
titled, “Family Fun,” “Nudist Families,” “Incest is Best,” “Have Hot
Stepdaughter,” and so on. In these rooms, child pomt;iraphy is
traded, and incest is discussed and celebrated. Many of the photos
that are exchanged are purportedly of people’s own children.

This committee is also concerned with children being abie to ac-
cess pornography online. Children accessing pornography is most
serious when it is used by pedophiles to arouse their curiosity.
Once they gain the child’s attention, the child is more vulnerable.
The worst possibility is that pedophiles will use the child’s curiosity
and vulnerability to gain physical access to them so that they
might sexually and/or physically abuse these children. It is ex-
tremely probable that a number of missing children have dis-
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appeared because of such contacts. In my investigation, many
pedophiles, believing I was a 12-year-old, attempted to woo me in
this fashion.

But of even more dire quantitative consequences is the easy ac-
cess adults now have to child pornography. The development and
growth of the Internet and online service providers has enabled ex-
]éloiters of children to distribute child pornography to the masses.

omputers and modems have created an anonymous “Pedophile
Superstore.” ,

e law of supply and demand is kicking in. The increased de-
mand for child pornography directly translates into increased num-
bers of sexually abused children. You cannot have child pornog-
raphy without abused children. :

eople who may have never acted on such impulses before are
emboldened when they see that there are so many other individ-
uals who have similar interests. What has recently taken place is
nothing short of the de facto decriminalization of child pornog-
raphy. This a full-scale emergency, and if the well-being and safety
of any group other than children were threatened, we would never
hear the end of it, nor should we.

Unfortunately, for exactly the same reason that children are the
victims of these crimes, children are not being heard. They are
weak, economically powerless, and generally not taken seriously.

What is needed right now is funding to create a task force of
computer and legal experts to enforce zero tolerance for child por-
no aglhy. As early as 1983, use of computer networking for

edophiles is being advocated in the notorious “North American

an Boy Love Association Journal.” The pedophiles have a huge
headstart. People need to see their neighbors who have committed
these criminal acts taken away, jailed, and stigmatized as perverts.
If this is done in a public, no-nonsense manner, it should seriously
reverse the crisis that is destroying countless innocent children.

This crackdown must also include serious punitive measures
against companies like AQL. The profit must be removed from
“looking the other way.” If AOL put a fraction of the effort into
dealing with this problem that they put into spin-doctoring their
culpability, things would improve rapidly. Kids cannot hire lobby-
ists and publicists with the profits derived from their exploitation
to come up here and influence you. It galls me to think that I have
paid AOL more than enough money to pay for the appearance of
their counsel here today.

In the National Center for Missing and Exploited Children’s ex-
cellent report, “Child Molesters: A Behavioral Analysis,” the grav-
ity of trafficking child pornography is addressed when the author
aptly summates:

Any individual, however, who collects or distributes child pomolgraphy actually
perpetuates the sexual abuse or exploitation of the child portrayed. It is no different
than the circulation of sexualliy xplicit pictures taken by a rapist of his victim dur-
ing the rape. Such collectors o d pornography are in essence child molesters.

This report is a must-read for all interested in this problem and
_is an accurate checklist of the types of perpetrators I have encoun-
tered on AOL. '

. S';.'enator GRASSLEY. Mr. Crimmins, how close are you to conclud-
ing?

ERlC | 62

IToxt Provided by ERI



58

Mr. CRIMMINS. I am getting there; I am very close.

Senator GRASSLEY. OK; I hope so—not because it is not interest-
ing, but I want to be fair to all of our witnesses.

4 Mr. CRIMMINS. I understand. It is 7 months I am trying to boil
own.

Senator GRASSLEY. Go ahead.

Mr. CRIMMINS. | have met many child pornography traffickers on
AOL who were touting their first amendment right to possess and
exchange whatever material they chose to. These people are delud-
ing themselves if they think child pornography is protected speech.
It is not. It is crime evidence.

Now, very simply, I will boil down the rest of what I have to say.
The genesis of this problem comes in the member rooms on AOL
that are created by the members. That is where you find it, and
in my testimony, in the printed part, I have included dozens of
these room listings that are so obvious that anyone who saw them
trying to post this would stop it. So the only thing that stops this
is software, so if you misspell it—if you spell it “childpooorn” with
three O’s, it is right up and on the board, and they are in business,
and they are trading child pornography, and those rooms fill up, -
and it is going on all the time.

I have explained this to AOL. I have sent them extensive ques-
tions, almost an interrogatory, for the past several months. Their
response has been arrogant and dismissive, and it has annoyed me.
I am here to tell the American people today that not only are their
children in danger when they are on AOL; they are in danger be-
cause of America OnLine.

Thank you.

Senator GRASSLEY. Thank you, Mr. Crimmins.

[The prepared statement of Mr. Crimmins follows:]

PREPARED STATEMENT OF BARRY F. CRIMMINS
SUMMARY

There is a major crime wave taking place on America’s computers. The prolifera-
tion of child pornography trafficking has created an anonymous “Pedophile
Superstore.” As a result, the de facto decriminalization of child pornography is tak-
ing place. The demand for child pornography is also a demand for innocent children
to be abused. Child pornography is not protected speech. It is crime evidence. The
on-line service “America OnLine” (AOL) has become an integral link in a network
of child pornography traffickers. It cannot claim that it is not aware of this. If AOL .
just put a percentage of the effort it makes to spin-doctor away its culpability for
these gmblems into solving them, inexpensive and effective solutions could be found.
AOL has been unresponsive and arrogant when approached in a good-faith effort
to solve these problems. This testimony is the result of over six months of research.
It documents something the American people need to know: not only are their chil-
dren unsafe on America Online, their children are unsafe because of it.

CHILD PORNOGRAPHY ON THE INTERNET

Mr. Chairman, members of the Committee: Thank you for this opportunity to use

- my first amendment right to speak out today about some velz dangerous criminal

activity that is_proliferating unabated via comcﬂxlter throughout our nation. My

name is Barry Crimmins. 1 am a writer and a children’s rights and safety activist

residit;ili: Lakewood, Ohio. I am also an adult survivor of childhood sexual abuse.

Since this is a public hearing, I hasten to add that my abuse was not perpetrated
by a member of my family.
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Last September, I purchased a new computer with a modem in order to commu-
nicate “on-line.” I joined the service America OnLine (AOL) because I wanted to be
able to quickly access and computerize information that was of interest to me.

Among the services available on AOL is something called the “People Connection.”
People Connection is a three-tiered structure. The first two tiers or areas are acces-
sible to anyone using the service unless the %arental control software is utilized to
limit a child’s access. These tiers are the “public” or AOL-sponsored rooms and the
“member” rooms created by the users of the service. A room is a place where some-
one who has signed-on can meet and interact live with others by i
messages that appear in a large window or screen that everyone else in the room
can read and respond to. These rooms are listed on a scroll and a user may browse
the list, select a room to enter, and join a discussion or debate with other members.
The third tier consists of private rooms. These are not publicly listed and are often
used to rendezvous with other members without providing the rest of AOL's mem-
bers access to the private electronic gathering. For several months, I did not dis-
cover the member rooms until I was informed that there was a regular meeting of
Abuse Survivors in this area.

Before I could find the Abuse Survivors’ room on the member scroll, I came upon
numerous atrocious rooms. Many were obviously created Ix,ﬂand for, pedophiles.
There were rooms promoting rape, incest, the exchange of child pornography, hate
crimes, and every possible, and in some cases impossible, sexual activity. If one
could image it, it was there. The first time I found the Abuse Survivors’ room, it
gjﬁts)o lot_:al;a’ed between a room called “DadsNDaughtrs” and another entitled

ix,

I discovered that geople enter these rooms and mainly communicate by “Instant
(or private) Message” with other people who are in the room (there is a constantly
updated roster of who is in the room available at the push of a button). It is in these
private messages that most of the trading of graphic image files or “GIF's” (Comput-
erized transmittable g‘ho hs) is negotiated. It is, however, not unusual for peo-
ple to just send unsolicite 8 to everyone in the room on the “good faith” that
they will have similar files returned to them. The rooms that I have investigated
have been almost exclusively child pornography ex: , but I have followed some
of the traders of such material into adult porn rooms where they continued to solicit
and exchange child porno%mtglaz . When AOL closes one of the particularly gious
rooms, they often sugges the participants re-create the room as a “private
room.” This, for all intents and purposes, says “you may continue to conduct your
ill%ga.l activity on our service—just do it in private.”

y first response was to turn to the “service” and demand that they take imme-
diate action to prohibit such activities. After several weeks of communicating my
outrage to them, it became clear that for whatever reason, AOL was not going to
do ing to remedy the situation. Since then, I have sought the assistance of var-
ious local, state, and federal authorities. As I write this, much of the investigative
work I have done is in the hands of said authorities. I hope this will result in the
arrests of numerous traffickers in child pornography. I also hope that it establishes
that AOL has had a great deal of prior knowledge as to how its service is bei
misused, and therefore, AOL facilitates and profiteers on these dastardly crimes. It
is not hyperbolic to state that AOL is the key link in a network of child pornography
traffickers that has grown exponenti over the last several months.

Child pornography is easily accessed on AOL. Working both under my own name
and undercover (often with a profile that clearly stated I was 12 years old), I have
been sent over a thousand pornographic photographs of children via AOL. I have
seen every possible type of degradation of children, from toddlers to teens.
I have forwarded all of this material to both AOL and the proper authorities. AOL
does not suggest that such files be forwarded to an¥one but its Terms of Service
department (which may, in and of itself, be a crime). If AOL has not sent every sin-
gle file of child rnography it has received to the authorities, then AOL has com-
mitted felonies. %oecause if this is the case, AOL is a receiver of child pornographg.
At one point a particularly sick individual sent me (in my guise as a 12-year-old)
80 much child pornography that it took eight and a half hours to download it. AOL
did not even e-mail me back to acknowledge receipt of it. I wrote and asked for a
credit to my account for the time it took me to gather this astonishix:il:mount of
crime evidence. AOL did not respond to this either. Ten weeks later this criminal
was still on-line and actively exchanging child pornography in AOL’s member rooms.

Much of the controversy surrounding the problems of on-line pedophiles centers
on “parental controls.” This issue completely disregards a serious reality: in many
cases the parents themselves are the perFetrators of these crimes. AOL constantly
has rooms entitled “family fiin,” “Nudist families,” “Incest is best,” “Have hot step-
daughter,” and so on. In these rooms, child pornography is exchanged, and incest
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is discussed and celebrated. Many of the photos that are are purportedly
of people’s own children. So, the myth t parents should be the sole entity that
should protect children on-line, or anywhere else, is once again exploded.
This committee also is concerned with children being enabled to access pornog-
raphy on-line. Children accessing pornography is most serious when it is used by
pedophiles to arouse their curiosity. Once they ain the child’s attention, he or she
18 much more vulnerable to exploitation by a pedophile. The worst possibility is that
pedophiles will use the childrens’ curiosity and vu{netabi.lity to gain physical access
to them so that they might sexually and/or phcﬁilcally abuse these dren. It is ex-
tremely probable that a8 number of missing children have disappeared because of
such contacts. In my investigation, many pedophiles, believing that I was a 12-year-
old, attempted to woo me in this fashion.
But, of even more dire ( titative) consequence is the easy access adults now
have to child pornography. Eﬁe development and growth of the Internet and on-line
service providers has enabled exploiters of children to distribute child porno, gﬁy
to the masses. Computers and modems have created an anonymous “Pedophile
S};xrrstore.” The law of supply and demand is kicking in. The increased demand for
child pornography directly translates into an increased number of sexually abused
children. You cannot have child pornography without abused children. People, who
may have never acted on such impulses before, are emboldened when they see that
there are so many other individuals who have similar interests. What has recently
taken place is nothing short of the de facto decriminalization of child pornography.
As a result, countless innocents are being abused and having their lives destroyed.
This is a full-scale emergency and if the well-being and safety of any group other
than children were threatened, we would never hear the end of it. Nor, should we.
Unfortunately, for the exact same reason that children are the victims of these
crimes, children are not being heard. They are weak, economically powerless, and
generally not taken seriously.
. What is needed right now is funding to create a task force of computer and legal
. experts to enforce Zero Tolerance for Child Porn phy. As early as 1983, use of
computer networking for pedophiles was being advocated in the North American
Man Boy Love Association Journal. The pedophiles have a huge head start. People
need to see their neighbors (who have participated in these criminal acts) taken
away, jailed, and stigmatized as “perverts.” If this is done in a public, no-nonsense
mhmr, it should seriously reverse the crisis that is destroying countless innocent
c n.

This crackdown must also include serious punitive measures against companies
like AOL. The profit must be removed from “looking the other way.” If AOL put a
fraction of the effort into dealing with this problem that they put into spin doctoring
their culpability, things would improve rapidly. Kids cannot hire lobbyists and pub-
licists with the profits derived from their exploitation to influence you. It galls me
to think that I have paid AOL more than enough money to pay for the appearance
of their attorney here today.

In the National Center fcr Missing and Exploited Children’s excellent report:
“Child Molesters: A Behavioral Analysis,” the gravity of trafficking child pornog-
raﬁhy is addressed when the author aptly summates, “Any individual, however, who
collects or distributes child pornography actually perpetuates the sexual abuse or
exploitation of the child portrayed. It is no different than the circulation of sexually

licit pictures taken by a rapist of his victim during the rape. Such collectors of
child pornography are, in essence, child molesters.” This report is a must-read for
all interested in this problem and is an accurate checklist of the types of perpetra-
tors I have encountered on AOL.

I have met encounter many child pornography traffickers on AOL who were tout-
ing their first amendment l;ifht to possess and exchange whatever material they
care to. These people are deluding themselves if they 5fmk child pornography is
protected speech. It is not. It is crime evidence.

RESPONSE TO AOL'S CORPORATE ALIBIS

AOL has consistently claimed that most of these problems are occurring in private
e-mails. And therefore they are helpless to do an!thi.ng about it, without violating
the ::lghts of all members. The actual transfer of illegal materials takes place via
e-mail, but the genesis of these transactions is easily traced to publicly accessible
member rooms, Without these rooms, the perpetrators of these crimes would be un-
able to network with other faceless criminals. AOL maintains that it could never
police the problem, but it would be simple and relatively inexpensive to have all
member-created rooms cleared by properly trained staffers. Under AOL’s present
system, only easily fooled software stands between a pedophile and the creation of
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gnbegr_egious room. A slight misspelling and the most brazen of rooms is on-line and
in business. C-
AOL frequently claims that there are minimal problems on its service because all. .-
members are required to understand and conform to its Terms of Service (TOS). 1
doubt that these complicated rules are read or understood by members. Terms of
Service contains strict guidelines for on-line conduct. For exampleiiprofanity, har--.
assment, and the exchange of illegal files are all TOS violations. If AOL enforced
these rules, their service would be a much safer and genuinely “family friendly” -
piace. But since these rules are not enforced, AOL is an unsafe place for many peo-.
ple. ;
AOL maintains that only a small percentage of its members are involved in illegal -
activities. This is probably true. However, it would be interesting to determine what.
percentage of its income is derived from such persons. It takes a lot of time to up_
and download GraKhic Image Files (GIF’s). This results in vexgl high AOL bills for
the traders of such files. Time and again, AOL has told me that as soon as they
close one room, another opens. Exactly. Under the current system there is always
somewhere for child Jomography traffickers and pedophiles to go. This problem
would be easily solved with the use of live staff members to approve or disapprove .
of rooms. But this, of course, would mean there would no longer always be another
egregious room opening. The expense of hiring a few more staffers would be a pit-
tance to such a going concemx&OL added 500,000 customers between Christmas
1994 and early March of 1995). Additional staffing would be a minimal expense, un-
less AOL is including in its cost the loss of a “small percentage of customers” who
just happen to have inordinately high monthly bills.

America Online is a publicly owned business. There are stockholders to whom the
management is accountable. If I were one of those stockholders, I would seriously
question the vision and judgment of those currently in power. They are conducting
business in a very questionable fashion. They have a thriving and dynamic company
with unlimited potential to be a valuable asset to the American people. Unfortu-
nately, their current business practices do not indicate that the company’s future
is necessarily rosy. The customer is not always right at AOL, as a matter of fact,
the customer is generally ignored or dismissed with an impenetrable bureaucracy
and treated as if they are impertinent and a petty bother in the process. Time con-
straints preclude me from including much of the printed documentation of my cor-
respondence with AOL in this oral testimony. But I have made copies of some of
the more telling exchanges for distribution to the committee and the press. In 8 -
ticular I ask that you review the 17 questions in Attachment C. that I sent to AOL’s
media relations director Pam McGraw and the woefully inadequate response I re-
ceived from her (Attachment D.). Also, I have included a list of several dozen of the
rooms about which I have comé)lained to AOL. Their very titles provide a brief, yet
shocking, illumination of the depravity that is publicly exhibited on a daily basis
on AOL’s member room scroll. I would also be happy to make this material available
totogx%r on-line services, including the new Microsoft Net, as a template of what
no 0. .

In closing, I am here to tell the American people that not only are their children
unsafe on AOL, their children are unsafe because of it.

ATTACHMENT A

America OnLine Room Chart

People Connection

1
AOL Sponsored Pubtic Rooms
A can entery

L]

A
Member Created Public Rooms
(Al con ontor)

!

1
Member Created Private Rooms
(Mt know foom name to enter)

)
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ATTACHMENT B

CORRESPONDENCE BETWEEN BARRY CRIMMINS AND AMERICA ONLINE

. 2-2-96
To: the Toadvisor,

Last week I forwarded child pomoiraphy to aol that was sent, unsolicited, to me
thro your service. After 7 da received a response that told me that even
tho I was an offended party I had no right to be informed of the actions (if any)
that were taken against the criminal who offended me. This is a completely unsatis-
factory response.

That aside, the problem I have with private rooms is not that I'm harassed in
them. I never frequent these rooms except to follow obvious pedophiles into them.
My problem is that aol has a policy of ting that offensive member rooms be-
come private rooms when the tos advisor ghuts them down. I have seen this happen
(and have a record of this) when the suggestion was made in a room full of people
exc pornography. ar as I'm concerned, announcement was a

han%uéﬁ‘chﬂd chﬁr hy. As fi I ed, this t
formal facilitation of child pomo?mphers by aol. I have written and asked for a clar-
ification and all you suggest is I hit the ignore button. Well ignoring child pornog-
raphy does not stop its spread, nor does it relieve aol of its responsibilities when
its service is being used as a “safe harbor’ for such criminals.

It-took one week to receive a completal¥ unsatisfactory response from aol about
these matters. I have tried to give aol a fair chance to take appropriate action or
to even say, “Now that you bring that up, perhaps we need a more specific poli
about * * *”, Instead all I received was a corporate suggestion to “ignore
pedophiles. Well I will not bury my head in the sand about this, nor will [ be silent
about my dissatisfaction with your service, Please let me know who I should address
formal journalistic inquiries to at aol and kindly include a telephone number. Thank
you,

Very truly yours,
(Typed) Barry F. Crimmins.

1-29-96

To TOS Staff, I am a journalist as well as a children’s rights and safety advocate.
I have filed dozens of complaints w/aol about pedophile chat rooms. Lately, to your
credit, there has been an improved vigilance by tos staff on these matters. However,
I have been sent child Yomog::fel? without solicitation (when I was just checking
out child pic exchange), I forw: it to aol and never had it acknowledged.

Also I cannot complain severely enough about aol’s practice of suggesting (when
they shut down obvious pedophile rooms) that the occupants continue their endeav-
or in a private room. This results in the formal sanctioning by aol of “safe harbors”
O Beope thet the plose Tor mmiting has a b ding. I hope it is the story of

ope that the piece I'm writing has a happy ending. I hope it is the s of
how atﬁ used some of its massive profits to assure itself and the world that the safe-
and innocence of children are your service’s utmost priority. If this is the case
please contact me as I think I can be of assistance.

Very truly yours,
(Typed) Barry Crimmins.

Date: Thu, Feb 2, 1995 3:60 PM EST
From: TOSAdvisor

Subj: Re: Terms Of Service

To: {Barry Crimmins]

Dear Member:

Thanks for reporting the adult graphics file you received. We'll look into it and
take the appropriate action, )

America Online takes the transfer of this material very seriously, and will cooper-
ate with investigations by local, state or federal law e&:rcement agencies in order
to curb this activity. .

For confidentiality reasons, we cannot disclose information on actions we've taken
against other members, however, the resources available to us include written
warnings and account termination.

If the situation merits, we may bring charges against the senders.

6
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Actions within a private room do not fall under the jurisdiction of the Terms of
Service. We strongly sugg'est that if {’ou are beix:hg harassed by someone in a private
room, you use the “ignore” button to block their dialogue from your screen.

gards,
(Typed) Terms of Service Staff,
America Online, Inc.

Date: Wed, Feb 8, 1995 5:26 PM EST
From: PHYPOLITE

Subj: Re: pic

To: iBarry i

Dear Mr. Crimmons:

Thanks very much for forwardin% this information to me, While policy does not
allow me to relay the exact status of another member’s account to you, please know
that I have taken appropriate action against the sender.

AOL has zero tolerance for any exploitation of children on our service, and I'm
sure you are aware that we take very strong steps to respond to these activities,
once they are brought to our attention.

I have also taken the liberty of forwarding eJ'our email to our Corporate Commu-
nications Department, so that they are allowed the opportunity to address your con-
cerns as they relate to media,

Again, thank you for your interest in upholdinf AOL'’s community standards, and
if you have any further questions or comments, please be sure to write again.

Best Regards,
) (Typed) Pete Hypolite S
Manager, Terms of Service,
America Online, Inc.

Date: Fri, Feb 10, 1995 10:18 AM EST
fip e

ubj: e experience
To: fBarry Crimmins]

Hi, 'm Pam McGraw, Director of Media Relations for AOL. The issue of child por-
nography was addressed in a January letter from Steve Case (keyword: letter). If
you have any additional questions regarding child pornography on AOL, please con-
tact me directly.

Regards, )
(Typed) Pam McGraw.

Date: Sun, Feb 12, 1995 4:27 AM EST
From: [Barry Crimmins]

Sub{; Perp rooms

To: cGraw

cc: PHYPOLITE, Steve Case, Spiker M

(Note I couldn’t even get system to accept this guide page—got “Your message could
not be addressed. Try again later” I have for 40 minutes. i‘lot one of these rooms
has been removed in the interim.) .

Dear AOL Officials, There seems to be no improvement with these type of rooms,
no matter how many complaints and reassurances. The guide pagers are not getting
the job done. I in no way am questioning AOL’s intentions but as these two scrolls
of l::d rooms 4 hours apart indicate, there is a serious problem that has yet to be
resolved.

The offending rooms at 4am 2-12-95 in the ﬂ;le pager report that “could not
be addressed” Incest, Child pomoggl , pedophilia, rape etc. Promoted in these
rms (some were reported 4+hrs ago, fmpics, Daddy, dadsn daughters, Hot4
auntie, Boy 4 Big Brother, Family fun, M4m Jr High only, personal teen pics,
Yng%’rll«imom, trading teen pics, Luv hairy boys m4m, Dad nds hot yngr f, under
15, Yngm iso dadd{;]xso yng girl, boys in undies pics, Rape fantasy, fored fantasy
forF, Daddys home 1l girl.

Thank you for prompt attn. ¢ce/ P.Hypolite, P Mcgraw, S.Case
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Date: Sun, Feb 12, 1995 11:18 PM EST
E B S

ubj: ophile policy
To: alechraw

Dear Pam,

Thank you for your letter. I have been on-line for dozens and dozens of hours re-
searching on-line §do hiles. It is rare for there to be less than ten rooms that are
serious problems. If I had to put a fi on it ] would say the average number of
offending chat rooms per scroll is at least 156. There have been times lately when
there are only three or four of these rooms but there has never been 24 straight
hours when the problem hasn’t risen to previous levels.

Although it seems to me that some sincere efforts are being made by AOL, much
more needs to be done. I am going to be writing and/or producing a story about this
situation. I would prefer that it be the story of how AOL is trugosetting standards
not only as the best on-line service but the most conscientious. From the thoughtful
notes I received from both you and Mr. Hypolite, I know that there are people in
authority at AOL who are willing to make that happen. .

I have many, many documents that verify what is going on in the chat rooms.
I have been sent child pornotfazh{ on six occasions. I have a considerable
amount of correspondence wi OL guides, advisors etc. that illustrate a rather
naive approach to dealing with this problem. I would be glad to make portions of
this material available to AOL in hopes that it would increase awareness about the
groblem of pedophiles on-line. I also have a number of suggestions that may be

elpful as AOL revamps the procedure for closing these offensive rooms,

I would like to speak to {mx about these matters as soon as possible. I can be
;_o;xalched at (216) 221-8223. I will also try to call you at AOL. Thank you for your

e.
Very truly yours,
(Typed) Barry F. Crimmins.

Hypolite and Mcgraw read the ?s 2~16-95 @ 1 pm est- response pending

This last email seems great until you receive it from three different guides in a
2 week period.

Date: Tue, Feb 14, 1995 10:64 PM EST
From: Guide JAL

Subj: Re: Guide Pager

To: [Barry Crimmins]

Thank you for the Guide Pager notice!

Room names such as the one you are referring to are created by members. Room
names are scanned on a regular basis, but rooms at one end of the list are fre-
quently recreated by the time the other end of the Rooms list is reached. The TOS
staff is currently in the process of reva.mpinf the procedure for closing such rooms
so that this problem can be better handled. If you have any ?uestions or comments
regarding a specific room name,'lyou can contact the Terms of Service staff via Key-
word: TOS, or by selecting the Terms of Service option from PC Studio (either the
PC Studio icon on chat screens, or Keyword: PC Studio).

Thank you for your understanding. :)

(Typed) Guide JAL.

ATTACHMENT C

QUESTIONS FROM BARRY CRIMMINS TO AMERICA ONLINE
Sent: 956-02-14
Dear Pam,

I in no way want to ambush anyone I speak to about this story (except of course
pedophiles). So here are some of the questions I will be looking to have answered:

(1) What is AOL’s assessment of the problem of on-line pedophiles?

(2) In a letter from a Tos guide, I was informed that AOL is “revamping its proce-
dure” for closing offensive rooms. If true, what does this procedure enta.iﬁ
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3) Hﬁs?AOL brought in any consultants who are experts on pedophiles? If so,
who

(4) Has AOL ever considered segregating “adult chat rooms”? (For example no-
body with a profile that says they are a minor is permitted)

(5) Would AOL consider creating a different chat area for teens?

(6) Does AOL realize that if abuse survivors want to search for a chat room to
discuss their lives with other survivors, they are often subjected to scrolling
through any number of rooms that celebrate sexual abuse?

(7) Just recently AOL stopped sting that participants in offensive rooms,
closed for TOS violations, consider just moving their gathering in a private
room. Why and when was this policy changed? Why was it ever in place?

(8) Is it possible for AOL to restrict access to certain areas to any account (not
screen name but entire accounts) that has been used repeatedly to participate
in obvious pedophile chat rooms?

(9) Would AOL consider giving a cyber-hub (if that’s what you call it) to a consor-
tium of prochild non-profit organizations?

(10) Would AOL consider placing an Email address for the FBI on its service so
that people, sent ill files (child pornography in particular), could instantly
transfer them to the federal authorities?

(11) How is the AOL on-line staff selected and trained? Are these people all paid
employees?

(12) Why doesn’t AOL have the equivalent of broadcasting’s “kill switch”? In other
words as soon as someone creates a room it would have to get through AOL’s
“goalie”. If it is in obvious violation of TOS it is closed before it opens.

(13) How does AOL feel about its service being misused to the point where it has
become an integral part in a network of child pornographers?

(14) In the past AOL has assured users that it could handle the burgeoning prob-
lem of on-line pedophiles “in-house”. However the incidence of such criminal
activity has grown dramatically in the past year. What changes in policy, im-
plementation etc., has AOL adopted to transform current assurances into a
workable and consistent program of enforcement of your 'services own TOS
policies? I

(15) How. many AOL staffers are currently assigned to policing member created

: rooms? How many worker hours per week does this entail?

(16) What is AOL's take on the Baker BBS Rape fantasy case in Michigan?

(17) Some legislators are already looking into on-line abuses. Does AOL expect the
government to get involved in the regulation of on-line se;'vices?

I am certain that in the course of any interviews I conduct, several extempo-
raneous questions will also occur. I hope that this advance list will be considered
as a show of good-faith on m‘y tﬁm I am also sending Mr. Hypolite a copy of this
letter because I feel many of the questions are about matters that are under his
jurisdiction. Thank you for your time.

Very truly yours, i )
(Typed) Barry F. Crimmins.

ATTACBMENT D

AMERICA ONLINE'S RESPONSE TO QUESTIONS POSED BY BARRY F. CRIMMINS

Sent: 96-02-21 09:46:20 EST
Dear Barry,

Thanks for your letter pertaining to the problem of pedophiles on line. I hope the
following answers clearly indicate where America Online stands on this issue and
what is being done to combat the trafﬁckin% of child pornography on the service.
Throughout these answers we refer to TOS—Terms of Service—which are guidelines
for using the AOL service. I trust you are aware of these and you can access TOS
by using keyword: TOS.

20
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(1) AOL has been forthright about the issue both with its members and with law
enforcement agencies (see Steve Case letter dated 1/695). Unfortunately, the
gravity of such offenses can sometimes leave the mistaken impression that
they are much more commonplace than is true. With more than 2 million sub-
scribers—the largest online service in the U.S.—the number of pedophiles
using America Online represents a tiny fraction of our member community.

(2) America Online is considering a number of tools to make the jobs of TOS and
AOL Guides easier. However, at this point in time, it would be premature to
discuss the details.

(3) Child pornography is illegal. When the transmission of child pornography

h private communications is brought to AOL’s attention, once it is
deemed illegal, the proper authorities are notified.

(4) America Online expects all members to follow its TOS guidelines. To seg-
regate rooms based on behavior in those rooms would imply that AOL sanc-
tions different rules and regulations for different rooms. AOL has one commu-
nity and one set of rules for the members of that community.

(6) There is an area on AOL for teenagers called “Teen Chat” in the People Con-
nection.

(6) While we are aware that there are chat rooms that offend the sensibilities of
some of our members, unless the rooms violate TOS we cannot remove them
from the service. If the rooms, as you suggest, “celebrate sexual abuse,” TOS
should be notified and the offending rooms will be removed.

(7) Rooms terminated for TOS violations are removed from the service. TOS may
suggest members create private rooms in instances where participants are
scrolling or otherwise creating a nuisance and disturbing other members.

(8) If a member violates TOS, he or she may be warned or, depending on the se-
verity of the infraction, be removed from the service.

(9) AOL has conducted a number of conversations with various non-profit organi-
zations, some of them dealing with children’s welfare.

(10) Members who receive illegal information through the service can forward that
i{né‘:zmation to TOS and, if it is deemed illegal, the proper authorities are no-

(11) Members of the TOS staff are internal, paid employees who are trained in
TOS rules and procedures, AOL Guides are remote volunteers who use over-
head accounts. They are also trained by TOS staff and are screened before
becoming Guides.

(12) Online is a real-time, interactive service. America Online is considering a
number of tools to make the jobs of TOS and AOL Guides easier.

(13) While we acknowledge such activities do take place, with more than 2 million
members they are the exception rather than the rule.

(14) While the number of such incidents may be going up in your eyes, so is the
number of AOL members. We have added more than 500,000 members since
December alone.

Child pornography is illegal. When the transmission of child pornography

private communications is brought to AOL's attention, once it is
deemed illegal, the proper authorities are notified.

We've had a growing problem with member-created rooms whose title and
discussion violate our Terms of Service. As more and more members abuse
the privilege and establish rooms that suggest illegal activity, or detract from
the enjoyment of others with offensive titles, we are faced with looking at a
higher level of safeguards as it relates to member<created rooms. America On-
line is considering a number of tools to make the jobs of TOS and AOL Guides
easier.

(16) AOL staffs its service 24 hours a day and staffs according to growth.

(16) AOL does not comment on specific cases,

(17) Overall, the online services industry is making a concerted effort to police
their own services.
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1 ho%eethaf%: answers have been of assistance.
Bares (Typed) Pam McGraw.

ATTACHMENT E

MEeMBER RooM TITLES FOUND ON AOL

Some of these rooms seem innocent, but I have checked, and believe me, they are
all frequented by pedophiles and traffickers in child pornography:

EXAMPLES OF MEMBER ROOM TITLES FOUND IN AOL

Vyung fmpics For cool 10 to 13 yr Aunts and nephews
Daddy teens 12 to 14 pamtsanddghtr

dadsn daughters Hott teen fuc pics need mommy to teach son
Hotd4 auntie Momdadsisbro teenpce trade plus

Boy 4 Big Brother teen bottomless beach teen incest stories
incest is best Bif2Sisotngteent Daddy and son

Family fun yngxpics daadys il gid

M4m Jr High only dremz of little girls yf pic bartering
personal teen pics dadys personal pics Dady plays with son
Ynggirl 14mom incest dau Teen pics of girs
trading teen pics Boyjpg Pregggliifftsssteen

Luv hairy boys m4m yng fem oic trade gm14 and 12 doin it
Dad nds hot yngr f Sondmom parents who paddle
under 15 Rape fantasies Yoouuunngteen m inohio
Yngm iso daddy teen masterbation underl6 snaps

Iso yng gir ym 4m everseendad Family affairs

boys in undies pics mévryyngmpics Jr High gothochxs

Rape fantasy ISOyngfempics Gay sons 4 gay dad bear
forcd fantasy forf family is incest nyl6old 4 ny 11old sex
Daddys home lil girl preteens in bikinis Crpl punsh at home
Raunchy ynf f pics Dad took pics dauger nds training

hairless little vulvas

Likes em under 12

My sis caught mechild pooom

preschoolgyfs brothers and sisters pedochattandgifff

young teen pics girl undershirt pics Dadsé4 sons incest

preteen pic exchange Have hot stepdaughter for 6 gradersonly ,
teen snatch pics girls underwear pics wntd PREtty TEENPIC TRADE

| do dghtr pubescent foto PREtty TEEN GYYYFS

Rape teenm who mastrb PREtty TEEN BOY ACTION
Teen F polarvids teen porno PICS

y male pic trade Jr high girs pix very pretean gyfs

found pics of sis Preteen action gyfs Yxrxgxpuibercaxdugx !

1 #ote: This is 8 new device—putting an x betwecn every lstter of the room titls, this ons says “yng pic trade”,

There are dozens of room names more that I will make available upon request.
In the last few months AOL’s software must be catching some more stuff because
most of the rooms are now spelled incorrectly or employ the x-device.

Senator GRASSLEY. Mr. Burrington?

STATEMENT OF WILLIAM W. BURRINGTON

Mr. BURRINGTON. Thank you. I am glad to be here—I think.
[Laughter.]

Mr. Chairman and members of the committee, my name is Bill
Burrington, and I am chairman of the Online Policy Committee of
the Interactive Services Association, which is based here in Silver
Spring, and assistant general counsel and director of government

airs for America Online in Vienna, VA.

I appear before you today on behalf of the Interactive Services
Association, or the ISA as I will refer to it, and its Online Policy
Committee, whose members include all of the major online/Internet
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service providers, such as America Online, CompuServe, MCI,
Microsoft, Network, and Prodigy.

We understand that the purpose of these hearings is to discuss
the responsibility of interactive online services, including those
that provide access to the Internet, for the act of transmitting ma-
terial to minors that is deemed to be indecent.

Our industry is concerned about children’s access via online serv-
ices to materials that their parents believe to be inappropriate. We
also want to ensure that Congress creates an effective response
that will not devastate the myriad benefits to our country, and
frankly to the world, that will result from active participation in
the global information infrastructure.

We want to work with Congress to protect children, empower
parents to screen out unwanted material, and preserve constitu-
tional guarantees of free speech, free press, and individual privacy.

Your bill, Mr. Chairman, would target for liability online service
providers while ignoring content providers and subscribers who cre-
ate, control, and upload indecent material onto our networks.

What is more, the online providers would be liable under this bill
for indecent communication regardless of any measures they may
take to limit access or to screen content providers on their system.

“Statutory defenses for providers who make good faith efforts to
screen and block indecent materials to minors would provide an in-
dustry incentive to develop effective blocking and screening devices.
The lack of such defenses in this bill would serve as a disincentive
for investing in such efforts. _

Even without any legislation, the market is already acting to ad-
dress the concerns of parents, educators, and others who are inter-
ested in controlling the flow of information accessible via computer.
Just last week, companies such as ours, America Online, Webster
Network Strategies, SurfWatch Software, and Netscape announced

new products and services that allow users to screen from their on-

line systems content they find offensive.

Mr. Chairman, I would like to reference the editorial in today’s
Wall Street Journal which discusses these technology tools and
some of the other approaches that Senator Leahy and Senator
Feinjold mentioned today, and I would like to ask that this edi-
torial be submitted as part of the record.
~"Senator GRASSLEY. It will be included. I should remind anybody,

__including the first panel, that any written statements that go be-

yond your verbal statements will be included in the record.
- Mr. BURRINGTON. Thank you, Mr. Chairman.

‘[Th]e Wall Street Journal editorial was not available at press-
- time.
_ __-Mr. BURRINGTON. In our written testimony submitted to the com-
‘mittee, we expand upon three key points, and I will summarize
" those very briefly.
"~ " First, constitutional guarantees of free speech and press should
- be.cautiously guarded. We urge Congress to consider the least re-
. strictive alternatives in achieving the goal of protecting minors

from indecent materials.
~"Second, the online service provider industry should be encour-

" “aged to provide voluntary editorial control over its services and to

continue its research and development of parental empowerment

I
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technology tools. This industry should not be cast in the role of na-
tional censor, or national “net-cop,” determining which information
may be fit for children, but nonetheless subject to criminal liability
if it guesses incorrectly in any given instance.

And finally, the ISX agrees with the Department of Justice and
the American Family Association that existing criminal laws suffice
to punish the use of computer networks for obscenity and child por-
nography. We believe that current law negates the need for new
legislation, either federally or at the State level.

echnolo§ical relief is currently available, and more is underway.
For example, at America Online, our parental control technology
was put in place 2 years ago, way before this became a sexy issue,
80 to speak. Prosecutors appear to have the prosecutorial tools they
need as well. And to my knowledge, the Justice Department has
not asked for new criminal laws to combat smut on the Internet.

The online service provider industry has developed a broad array
of technological screening devices, with the promise of more to
come. It is sad and ironic that S. 892 intends to reward industry
for its efforts with criminal liability. The current industry initia-
tives include the following.

First, providers can control the audience, the kinds of people who
subscribe. We require a credit card or a checking account and re-
qixdire that master account holders be at least 18 years of age or
older.

Second, providers can help the subscribers control the audience.

Third, providers can exercise control over the topics of the chat
lines and conferences that they sponsor and, consistent with Fed-
eral law, can monitor many of these activities, which we do.

Fourth, while online operators cannot legally monitor e-mail,
they act on complaints brought to their attention, as we did here
by Ii Crimmins, by subscribers who receive offensive material by
e-mail.

And finally, particularly with regard to the Internet, many pro-
viders are incorporating powerful new blocking and filtering tech-
nology to empower parents to make choices consistent with their
own particular values about the material that their children can
access.

Let me respond briefly to comments by Mr. Crimmins, and I
would, Mr. Chairman, like the opportunity to respond a little bit
more in detail during the question and answer session. I think
there were some statements made that are accurate and some that
are bit misleading, and we appreciate Mr. Crimmins’ involvement .
in th(.iis issue and we want to make sure we have an accurate
record.

First of all, we take what Mr. Crimmins said and says very seri-
ously. We also have zero tolerance for child pornography obscenity
on our service, and I think that has been slightly mischaracterized
here today.

We are grateful to subscribers like Mr. Crimmins who help make
our system better. Our systems are not perfect, and subscribers
like Mr. Crimmins help to test the limits of our policies. We try to
respond as promptly as we can. A lot of what we have seen and
heard today I think could be characterized as growing pains. We
are all having growing pains. All of us in this room are trying to
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understand this technology. We had 300,000 subscribers 2 years
ago; we have 3 million as of today, and there seems to be no end
in sight to the development of this industry.

Law enforcement has some growing pains here, too. I think they
are trying to apply existing criminal laws to a new technology and
tryindg to understand it. I think we are all basically trying to under-
stand this. Parents are trying to understand it. Children are trying
to understand it. So I am glad that we are here today, and I ap-
plaud you, frankly, for having the first hearing on this important
issue.

Parental control, we believe is the ultimate answer, and Mr.
Crimmins acknowledges that this is in place at AOL. Mr.
Crimmins rejects parental control on the basis that some parents
transmit images of their own children, but we think this misses the
point. Parental control Frotects the vast majority of families where
parents want to control what their children do. The ability to em-
power parents with meaningful control is in no way negated by the
criminal behavior of a few.

Also, AOL does request that subscribers forward offense and in-
appropriate material to it and that such information that is in vio-
lation of law is forwarded to law enforcement. This was confirmed
to Mr. Crimmins on several occasions, and I can categorically con-
firm that such is the practice at AOL today. We work closely with
law enforcement. We have very active so-called “electronic neigh-
borhood watch” programs out there, where people are continuously
sending to us information that they deem to be illegal, or child por-
nography, and we act upon that.

e crux of Mr. Crimmins’ complaint is that AOL should have
live monitors on chat rooms and that we should read private elec-
tronic mail. We do monitor chat rooms and the rooms themselves,
and we do remove from chat room listings any room that is not in
compliance with our terms of service. We also have live monitors
monitoring rooms as well.

It is our view that we cannot without legal process monitor and
disclose private e-mail. We do request that offensive e-mail be for-
warded to us. When it is, we can act upon it because })ermits a
party to a communication to consent to its disclosure. If neither
party to the communication consents to the e-mail, it is our view
that the Electronic Communications Private Act prohibits us as a
service provider from monitoring and disclosing e-mail to law en-
forcement or to anyone without appropriate legal process.

Let me say that we no longer suggest to chat rooms that we ter-
minate that theiatalk off-line on e-mail. :

So a lot of what we are talk.in%wabout here has developed very
rapidly. Much of the activity that Mr. Crimmins has been involved
in on America Online occurred early this year, in January/Feb-
ruary, and we have reviewed the correspondence from him during
that time, and here we are nearly in August. We added 500,000
subscribers during that period, and things have changed dramati-
cally both in our industry and for our company, and frankly, a lot
of the practices that Mr. Crimmins has referred to simply do not
occur today. I was online this weekend, doing a lot of what Mr.
Crimmins alleges here, and I simply did not run into a lot of the
material that he was talking about.
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Finally, let me conclude. We take this issue very, very seriously.
We would like to help this medium grow,‘globalalir as well as na-
tionally. In a recent report that essentially analyzed the Rimm
study in Time Magazine that has been criticized, other academics
at another institution made the claim that less than one-half of 1
percent of the material on this vast sea of information known as
the Internet contains the sort of sexually explicit and offensive ma-
terial we are talking about today. _

So 1 think we need to look at the scope of the problem; let us
do what we need to do with that less than one-half of 1 percent.
Let us accept the fact that current criminal laws do exist, but they
need to be enforced. And let us work together to develop the tech-
nological tools and educate parents to make those tools simply to
implement, so we can get at this problem and so that both parents
and kids can enjoy the benefits of the online world.

Thank you, Mr. Chairman. :

[The prepared statement of Mr. Burrington follows:]

PREPARED STATEMENT OF WILLIAM W. BURRINGTON

Mr. Chairman and members of the Committee, ] am William W. Burrington,
Chairman of the Online Policy Committee of the Interactive Services Association
and Assistant General Counsel and Director of Government Affairs for America On-
line, Inc. in Vienna, Vi.srﬁnia. 1 appear before you today on behalf of the Interactive
Services Association (“ISA”) and its Online Policy Committee.?

As the oldest non-profit North American association serving businesses that de-
liver telecommunications-based interactive services to consumers, the ISA has been
responsive to concerns about the social and political impact of this new interactive
medium that millions of Americans use every day. ISA’s 300-plus members (see Ap-
pendix A) represent the full apectrum of industries now active in deliveri personal
interactive services. ISA’s membership includes comganies from the advertising,
broadcasting, cable, computer, financial services, marketing, publishing, telephone,
and travel industries. _

We understand that the purpose of these hearings is to discuss the responsibility
of interactive online services, including those that provide access to the Internet, for
the act of transmitting material to minors that is deemed to be indecent. Qur indus-
try is concerned about children’s access via online services to materials that their
parents believe to be inappropriate. We also want to ensure that Congress creates
an effective response that wﬂf not devastate the myriad benefits to our country that
will result from active participation in the National Information Infrastructure. We
want to work with Congress to protect children, empower parents to screen out un-
wanted material, and preserve constitutional guarantees of free speech, free press,
and individual privacy.

In-its zeal to “clean up” the content of a small portion of electronic communica-
tions, S. 892 would target for liability online service providers while ignoring con-
tent providers and subscribers who create, control, and upload indecent material
onto networks. For example, although access by minors to Playboy ma%azine may
be restricted in some states, it is. not restricted under federal law. This legislation,
however, creates the anomalous result of punishing online service providers for per-
mitting the electronic distribution of Playboy to minors although federal law does
not punish the publisher. This is not to say that the publisher should be punished;
we simply cannot agree that the constitution would permit computer distribution to
be criminalized when the publishing of the same material is not.

What's more, the online providers would be liable under S. 892 for indecent com-
munication re, ess of any measures they may take to limit access or to screen
content providers on their s{stem. Statutory defenses for providers who make good
faith efforts to screen and block indecent materials to minors would provide an in-
dustry incentive to develop effective blocking and screening devices. The lack of such
defenses in S. 892 would serve as a disincentive for investing in such efforts.

11SA’s Online Operators Policy Committee is comprised of: America Online, Inc.; Apple e-
World; CompuServe; Del Internet Services Corp.; GEnie; Interchange Network Company;
MCI; Microsoft Network; Services Company; and Ziff bavis Interactive.
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ISA is also concerned about the criminalization of indecent speech, given that this
gpeech is protected by the Constitution and can be restricted only in a few narrowly

efined situations. The Supreme Court’s Sable decision mandates that regulations
on indecent speech must be narrowly drawn to protect minors without unneces:
interference with the First Amendment. The regulation proposed by S. 892 is not
the least restrictive alternative. It prohibits any “communication that contains inde-
cent material” as well as indecent material itself directed at minors. This type of
reﬁlation is not likely to pass constitutional muster.

ther than criminalizing the mere transmission of certain materials, Congress

should support and encourage the entrepreneurial spirit of the interactive services
industry to build parental empowerment tools and encourage the industry to make
such solutions widely available to consumers. Even without any legislation, the mar-
ket is already acting to address the concerns of parents, educators, and others who
are interested in controlling the flow of information accessible via computer. Just
last week, companies such as America Online Inc., Webster Network Strategies,
SurfWatch Software, and Netscape announced new products and services that allow
users to screen from their online sﬂiteems content they find offensive.

In my testimony today, I would like to address several issues:

(1) Constitutional guarantees of free speech and press should be cautiously
ed. We urge Congress to consider the least restrictive alternatives in
achieving the goal of protecting minors from indecent materials; ’

(2) The online service provider industry should be encouraged to provide vol-
untary editorial control over its services and to continue its research and de-
velogl:ent of parental empowerment technology tools. This industry should
not be cast in the role of national censor, determining which information may
be fit for children, but nonetheless subject to criminal liability if it guesses
incorrectly in any given instance; and !

(3) The ISA agees with the Department of Justice and the American Family As-
sociation that existing laws suffice to punish the use of computer networks
for obscenity and child pornography. We believe that current law negates the
need for new legislation, either federally or at the state level.

Before I address these points, I would like to provide an overview of the online
service industry. )
INDUSTRY OVERVIEW

Online service providers offer interactive services to millions of subscribers across
the United States. In fact, there are presently over 8 million subscribers to com-
puter-based online services. “Interactive services” are easy-to-use, telecommuni-
cations-based services designed for information exchange, communications, trans-
actions, and entertainment. These services can be accessed by a personal eomput;er,1

telephone, screen telephone, or television. Online service providers may simply
transmit the communications created by others, or they may additionally offer con-
tent such as “bulletin boards” or “home pages.”

Interactive services are unlike any previous communications media. When an in-
dividual listens to the radio or watches television, the Supreme Court has recog-
nized that the individual may be “surprised” by an indecent message; that is, by
the time the viewer has seen the message, it is too late to avoid it or look away.
‘This is the rationale behind some time, place, and manner restrictions on sgiech
communication through such media. In the online medium, it is much less likely
that a user will be surprised by indecent or obscene material. The online medium
generally requires that a user take affirmative steps, such as using electronic mail
or accessing a particular service through the click of an icon or typllxlxhgnin a particu-
lar address, prior to receiving communications. Although random online assault by
indecent images or messages 18 possible, it is certainly not the norm.

I really can’t talk about interactive services without mentioning the Internet.. The
Internat is a world-wide phenomenon available in over 90 countries, connecix:g
some 5 million different computer systems, and accessed by an estimated 10—30 mil-
lion people. These connected computer systems are operated by universities and
other nonprofits, research institutions, governments, businesses, and individuals.
There is no central governing body or policy governing worldwide user behavior.
Further, some obscene and indecent material originates in countries other than the
United States, and is therefore beyond the practical reach of American law.

The vast majority of all communication available over the Internet and other on-
line services, however, is educational, informative, or entertainiréﬁ. The ability to ac-
cess and successfully use a variety of information will increase the productivity and
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enjoyment of American life. For example, American students have vast educational
opportunities literally at their fingertips via the Internet. The majority of edu-
cational databases currently originate in the United States. Should Internet access
be cut off because of the threat of criminal liability, students across the globe will
have access to information that is withheld from American students. Not only would
this handicap our future by denying educational opportunities to students, but it
would handicap America’s international competitiveness as well by decreasing ac-
cess to productivity-enhancing services.

F‘ina.liy, interactive television services will bring video and other protgramming
into households on demand. Currently, online services enable millions of people to
communicate with each other and to access news, weather, sports, and finanaal in-
formation thrm.xgthe touch of a keyboard. These services enable personal commu-
nication across America as well as around the globe.

Interactive services empower their users. Since the beginning of consumer online
services in the early 80’s, one key fact has emerged and is often overlooked. Tools
frovided by interactive services can act as an extension of the person, compensating

or differing abilities related to, for example, age or physical health. Electronic gro-
ce;ly shopping can be both a convenience to many, and a lifeline to a homebound
in 'vidualp who is seeking to stay independent. Communities, too, will experience in-
creasing social and olitical empowerment through electronic communication, fo-
rums, information ing, and collaborative planning. Perhaps more than any
other medium that has been used by American citizens, interactive services support
the fundamental principles of our democracy. And as services evolve to multimedia
presentation, so, too, will applications tailored to those of us with hearing, speech,
sight, mobili? or other challenges, This empowerment of the public offers a unique
. ggportunity or individuals, parents, and families to make conscious choices about
e s of material they wish to receive via their computer inals,
With this basic overview in mind, I will now address the first of the issues:

1. 8. 892 IS NOT THE LEAST RESTRICTIVE ALTERNATIVE FOR LIMITING ACCESS TO
CERTAIN SPEECH

Let me clarify that S. 892 applies to online service providers only to the extent
that they are transmitting material. That is, for the purposes of this bill, it is not
relevant whether the online provider was the source of the indecent communication
to a minor or if it merely transmitted an indecent communication that originated
elsewhere. S. 892 is simply unworkable because it is not narrowly focused on the
bad actors; online service providers cannot police and be aware of the specific con-
tent of each communication, and yet they are penalized for transmitting certain
communications. Conspicuously absent from S, 892 is any mention of the creator of
the offending materials.

Online services are entitled to at least the same level of First Amendment protec-
tion accorded to other news disseminators, such as newspapers. See Miami Herald
Co. v. Tornillo, 418 U.S. 241 (1974). In fact, online service providers are likely enti-
tled to even greater protection because of the virtually infinite capacity of the me-
dium to accommodate all speakers and points of view. It is precisely for this reason
that legislators must use an abundance of caution prior to tinﬁaannd iminal-
izing online speech activities. As the Supreme Court cautioned in its landmark deci-
sion New York Times v. Sullivan, 376 U.S. 254, 279 (1964), such a limitation on
speech “dampens the vigor and limits the variety of public debate * * * [and] is in-
consistent with the First Amendment.”

As the U.S, Supreme Court has acknowledged, expression that is indecent but not
obscene is protected by the First Amendment. Consequently, to regulate indecent
expression 1n a constitutional manner, “[i}t is not enough to show that the Govern-
ment’s ends are compelling; the means must be carefully tailored to achieve those
ends.” Sable Communications of California, Inc. v. F.C.C., 492 U.S, 115, 126 (1989).
S. 892 is not a narrowly tailored effort to serve the compelling interest of preventing
minors from being exposed to indecent communications on computer networks. Fur-
thermore, it fails to encourage industry to develop further measures that will im-
prove user control over online services.

S. 892 would depart from the federal criminal law’s general rule that the origina-
tors of obscene material are liable for its distribution, not the entities who unwit-
tingly carry out the distribution, such as a telephone network, a trucking company,
or a courier service, See, e.g., 18 U.S.C. §§1462, 1465. Without a federal law that
prohibits a gerson from using a computer to transmit an indecent communication
to a minor, 8. 892 proposes to impose criminal liability on access providers who per- -
mit others to use their computer network facilities to transmit indecent communica-
tions to minors. That is, the bill proposes to punish access providers for permitting
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others to do somethini that federal law does not prohibit. It is, in the words of the
Supreme Court in Sable, “another case of ‘burn(ing] the house to roast the pig’”
The new S. 892 approach is not likely to survive constitutional scrutiny.

Moreover, the so-called dial-a-porn regulations that evolved after nearly a decade
of constitutional attack contained “safe harbor” defenses for industry. Se¢ Dial Infor-
mation Services v. Thornburgh, 938 F.2d 16356 (2d Cir. 1991). S. 892 provides no
such defenses, again rendering it constitutionally vulnerable on the grounds that
there are other a%pmaches less restrictive but just as effective in achieving its goal
of denying access by minors to indecent communications on computer networks.

Finally, in the context of private communications such as electronic mail, S. 892
places online providers in an impossible position: it holds them criminally respon-
gible for indecent communications to minors while the Electronic Communications
Privacy Act of 1986 (“ECPA”) forbids them from monitoring electronic mail. See 18
U.S.C.” §§2701, 2702. The bill would treat online providers differently than other
communications carriers: even with regard to communications that rises to the level
of criminal activity, neither the Postal Service, Federal Express, nor Bell Atlantic
is expected to know the contents of hand-written mail or of telepﬁone conversations
between persons conspiring in a criminal enterprise, nor are they held liable for fail-
ing to prevent any harm that may result. :

II. VOLUNTARY EDITORIAL CONTROL AND USER EMPOWERMENT TOOLS ARE THE MOST
EFFECTIVE CONSTITUTIONAL APPROACH TO PREVENTING ACCESS BY CHILDREN TO IN-
DECENT MATERIALS

As a matter of public policy, Congress should rely on the entrepreneurial spirit
of the interactive services industry to build parental empowerment tools and encour-
age the industry to work together to ensure that such solutions are widely available.
Technological relief is currently available and more is under way. Prosecutors ap-
pear to have the prosecutorial tools they need, too. The Justice Department cer-
tainly has not asked for new criminal laws to combat smut on the Internet.

ile industry has demonstrated its willingness to serve an editorial function, a
current obstacle to wide imlﬂementation of measures to block or filter out offensive
materials is the threat of lability for any offending material that may fail to get
screened. Two months ago in New York, for example, Prodigy was found to be a
“publisher” of libelous statements made by a subscriber on one of its online bulletin
boards “in large measure” because of measures that igy took to be “a family
oriented computer network.” Prodigy was liable even th it was (and is) unable
to control the content of user communications and was unaware of the particular
offending statement. Congress should not now legislate another disincentive—crimi-
nal liability—rather, it should continue to let the market respond to the demand for
editing functions and screening tools.

In addition, the online service provider industry has developed a broad array of
technok?o'cal screening devices, with the promise of more to come. It is sad and iron-
ic that S. 892 intends to reward industry for its efforts with criminal liability. The
current industry initiatives include the following:

First, providers can control the audience. At America Online, for example, we re-
$x.ire a credit card or checking account to open an online account, which, like the

'al-a-%ouxin regulation’s credit card requirement, presumes that the new subscriber
is an adult.

Second, providers can help the subscribers control the audience. For example, at
Prodigy, the registered head of each household, using a credit card for verification,
must activate an Internet connection for each family member. America Online with-
in two months will expand its existing parental control offeri with a new feature
that will enable parents to block access to all but the “Kids Only” area of the service
with content targeted and programmed specifically for kids. This will allow parents
to have access to all America Online features, but limit their children’s access to
the Kids Only area.

Third, &roviders can exercise control over the topics of the chat lires and con-
ferences that they sponsor and, consistent with federal law, monitor many of these
activities. On these chat lines and conferences, online providers enforce rules that
b téu'e that messages transmitted for posting be relevant to the subject of these ac-

vities.

Fourth, while online operators cannot legally monitor e-mail, they act on com-
plaints bmt;gl;t to their attention by subscribers who receive offensive material by
e-mail. All that a subscriber needs to do is forward the e-mail to the provider; at
that point, the provider can take appropriate action based on the message. If, for
example, the sender is a subscriber of CompuServe, CouéguServe can act against the
sender if he or she has breached the operating rules. If the e-mail message indicates
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ossible unlawful activity, the online provider will forward the material to law en-
orcement officials for investigation.

Fifth, particularly with regard to the Internet, many providers are incorporating
powerful new blockir;i and filtering technol:fy to empower parents to make
choices—consistent with their own particular values—about the material that their
children can access. Currently at America Online, for example, parents are able to
block their children’s access to Internet newsgroups while permitting them other ac-
cess to the Internet. In addition, America Online last week announced a relationshi)
with SurfWatch Software, Inc, that will provide its adult subscribers with easy too
to block unwanted inappropriate material on the World Wide Web. S atch,
which also is available to families who do not subscribe to commercial online serv-
ices, incorporates a roster of sites known to carry sexually explicit content that is
automatically updated each month. _

NET N and CYBERsitter are among other affordable products for control-
ling children’s access to the Internet that are currently available. Another software
product, WEBTrack School Edition (SE), which its developer recently announced
would be provided at no charge to primary and secondary schools, gives school ad-
ministrators the capability to restrict access to five categories of Internet sites (sex,
d.rl.igs, hate speech, criminal skills, and cnline gambling% while allowing full access
to the rest of the Internet’s resources.

Among the more innovative proposals on the drawing boards is “KidCode,” cur-
rently being developed by Internet standards devexl:;pers. KidCode would establish
voluntary labeling systems that identify Internet information that is inappropriate
for children. These labels could then be used in new ways to empower parents and
educators to select the Internet content that children could access.

The attention that content on computer networks has recently received continues
to spur industry to invest in technologies that will further empower parents to pro-
tect their children from access to inappro&riate materials.

But all of the empowerment tools in the world will not work unless we educate
parents about their existence and use. Co: uently, in conjunction with the efforts
to deploy new empowerment tools, the ISA launch an online and off-line Paren-
tal Empowerment Program next month. Even preceding this effort, which may in-
clude information kits that parents can request via an 800-number service and
World Wide Web Home Page, the ISA and seven or online operators teamed
with the National Center for Missing Children to publish a pamphlet entitled “Child
Safety on the Information Higzxwa .” (See Appendix B). The pamphlet is available
at no ch by calling 1-80 THE—LOST and over all the major online services.
This pamphlet advises parents in setting rules and- guidelines for their children’s
online activities, and helps parents understand the risks involved on the informa-
tion superhighway. Our goal is to educate parents better about the tools available
to keep indecent and other inappropriate materials out of the hands of computer-
literate minors, .

The goal of empowering and educating parents is to allow them to make their own
choices and to customize those choices depending upon the age of their children and
their own family values, rot those of some monolithic government or special interest

up. Finally, we realize that parents may not be as computer savvy as their own
ids. For that reason, we have made all of our parental empowerment tools very
simple and easy to implement with the click of a mouse, Our goal—to make these
technology features easier for parents to use than setting the clock on their VCR.

Technology is one solution; parental awareness is another. These will work far
better than cold words in a criminal statute to protect America’s children from inap-
propriate material on the Internet. Indeed, the new technological tools will permit
parents who wish to do so to block out a whole lot more than just material that
online providers, if they permit its transmission, will go to jail for.

IOI. NEW LEGISLATION IS UNNECESSARY TO MEET CONGRESSIONAL GOALS

Law_enforcement agencies and prominent pro-family groups agree that current
laws already authorize prosecutions of constitutionally unﬁrowcted speech on com-
puter networks.? Illegal conduct over computer networks has been punished under

3For example, in his May 6, 1995 letter to Rep. Thomas Bliley, the American Femi}y Associa-
tions Patrick Trueman, the Section Chief during Bush and Reagan Administrations of the Child
Ezxploitation and Obscenity Section of the Justice Department’s states:

(Tlhe federal criminal code currently prohibits distribution of both child pornography
and obsecenity by computer. .
Continued
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existinﬁlfederal laws concerning trafficking in obscenity, child pornography, harass-
ment, illegal solicitation or lurix;% of minors, and threatening to injure someone. The
desire to create additional legislation in this area is somewhat curious in light of
the ability to prosecute wrongdoers under current laws and of the prosecutions that
have taken place.

To the extent-that garticular gaps may appear in the future, or if any obstacles
arise to prosecution of those who make obscenity or indecency available to minors,
Congress should examine whether there is a need for additional training or addi-
tional resources for enforcement of the current laws. No less an authority than the
Department of Justice, the agency responsible for investigating and prosecuting
these crimes, has requested not precipitous action but rather an in-depth analgis
of the complex leﬁz:‘ls and policy issues surrounding the goals of protecting children
while respecting First Amendment and privacy rights of computer users.2

It is critical that Congress preserve a uniform national standard governing
the behavior of online service providers. During the J)ast year, at least five states—
Connecticut, Georgia, New Jersey, Oklahoma, and Virginia—have enacted laws
aimed at obscenity or harassment on computer networks. These statutes may create
standards that are inconsistent with the goal of incenting industry to create techno-
logical tools to block and screen particular communications. Again, industry shculd
be encouraged to continue to work with communities to develop tools that allow the
apﬁr:f)riabe levels of access to and control of online services.

tiple regulations would be more than burdensome for online service &roviders;
they may be impossible to satisfy for technical and economic reasons. Moreover,
state requirements could conflict with one another, creating a situation in which
compliance in one state could create culpability in another. Finally, because service
providers are unable to accommodate varying standards, they would be forced to
meet the content and activity standards of the most restrictive state. In this way,
one state legislature, rather than the federal government, would control the content
of our country’s contribution to the global information superhighway.

Permitting every state to adopt its own standard would lead to uncertainty for
business and drive away market participants, thereby severely undermining our na-
tion’s ability to develop and make use of the National Information Infrastructure to
promote national economic, educational, and social goals.

CONCLUSION

Perhaps more than any other medium that has ever been used by Americans, on-
line services support the fundamentals of our participatory democracy. Qur govern-
ment’s role should be to facilitate—not inhibit—the development of the National and
Global Information Infrastructure. And that is what government has done to date.
The Congress has begun making congressional information available online; the
White House and some federal agencies have set up sites on the World Wide Web;
and federal agencies have established advisory committees to make recommenda-
tions (ﬁgolidee for the NII.

We eve that for every child empowered by the Internet’s benefits there should
be a parent empowered to protect his or her children from the risks that exist on
the Internet, as elsewhere in life. We believe that empowering technology, and edu-

In the Justice Department’s May 3, 1995 letter to Sen. Patrick Leahy, Kent Markus, the Act-
ing Asgistant Attorney General for Legislative Affairs, states:

Wle havevl:faplied current law to this emerging problem. * * * The Department’s
Criminal Division has, indeed, successfully prosecuted violations of federal child pornog-
raphy and obscenity laws which were perpetrated with computer technology.

8]n the Justice Department’s May 3, 1995 letter to Sen. Patrick Leahy, Kent Markus, the Act-
ing Assistant Attorney General for islative Affairs, states:

We recommend that a comprehensive review be undertaken of current laws and law
enforcement resources for prosecuting online obscenity and child rmography, and the
technical means available to enable parents and users to control the commercial and
:;moommercial communications they receive over interactive telecommunications sys-

ms.

In the Justice Department’s June 13, 1995 letter to Sen. James Exon, Acting Assistant Attor-
ney General Markus states:

Again, we are committed to protecting children while also respecting First Amend-
ment and privacy rights. While substantial pryess has been made in your revised pro-
posal, it still raises a number of complex legal and policy issues that call for in-depth
analysis prior to congressional action.

Q
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cation not cumbersome regulation, is the most effective and least intrusive means
for serving the public interest in protecting minors. .

Any changes in federal law should seek to remove any disincentives for creating
“chilg safe” areas rather than to impose criminal liability upon online providers for
permitting others to engage in conduct not prohibited by federal law or S. 892—the
transmission by others of indecent materials to minors.

APPENDIX A
INTERACTIVE SERVICES ASSOCIATION LIST OF MEMBERS
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1-800 Flowers City of Hampton

101 Online Cole Group

Accu-Weather Inc. Columbia Tristar Television
Accurate info Ltd CommSys Corp.

Acxiom CompuServe Incorporated
Advanced Telecom Services Comtex Scientific

Aegis Publishing Group

AGT Directory Limited

Air One Inc.

Alistate Communications

America Online

American Airlines/EAASY SABRE
American Express

American Greetings

Amaerican Telnet

Ameritech

Apple Online Services

Arlen Communications Inc.
Associated Press Information Services
AT&T

Audiotex News, Inc.

Aural Digital Conference Marketing (ADCM)
B.F.D. Productions, Inc.

Bank of America

Concentric Research Corporation
Conhaim Associates, Inc.

Connect, Inc.

Consumers Union -
Continental Cablevision, Inc.
Corporate Performance, Inc.
Council of Better Business Bureaus
Courtroom Television Network

CUC Intemational

D.E. Shaw & Company

Damark International Inc.

DataTimes

Delphi Internet Services

Deutsche Telekom

Dickstein, Shapiro & Morin
DirectoryNet, Inc.

Don Allan Associates of nj, Inc.
Duncan Resource Group

Bank South Dunnington, Bartholow & Miller

Barrels of Fun Echovision; Inc.

Bell Canada EDS - Electronic Commerce Division
Bellcore EDS Management Consulting Services

Bisnews Publishing Co., Ltd.
Bloomberg Business News
BRP

Education On-Line
EDventure Holdings, Inc.
Electronic Messaging Association

Budd Larner Gross Rosenbaum Greenberg & Sade EON Corporation

Bureau One Inc. , " Epsilon Data GMBH

Cable TV Administration & Marketing Society, Inc. Etak, Inc. )

Cabot, Richards & Reed Fidelity Investments

Call Interactive Find/SVP )
CANNEX Financial Exchanges Limited Fingerhut Corporation

Cavanagh Associates Ford Motor Company

CD3 Consulting, Inc.
Chase Manhattan Bank, NA
Checkiree Corporation
Citibank, N.A.

Forrester Research

FreeMark Commt'mications, Inc.
FTD Direct Access, Inc.

Fujitsu Cuttural Technologies
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Future Systems Incorporated

Gary D. Schulz

Gateway Software, Inc.

General Electric

General Media Woridwide Online Services Inc:
George Kois

Ginsburg, Feldman & Bress -
GRAFF Pay-Per-View

GRAFX Group, inc.’

Grey Advertising

GTE Main Street

Hall Dickler Kent Friedman & Wood
Hallmark Cards, Inc.

Hamilton Consultants

Hawaii INC

Hayes Strategies

Heartland Free-net Incorporated
Hewlett Packard

Home Box Otfice (HBO)
Honeywell, Inc.

HSN Interactive

Hughes Aircraft Co.

ICN Corporation

IdealDiat

Info Access Inc

Institute For the Future

Intel Corporation

Intellimedia Sports Inc.

Interactive Development Corporation
Interactive Marketing

Interactive Media Associates
Interactive Media, Inc.

Interactive Media Works

Interactive Muttimedia Association
Interactive Network

Interactive Publishing

Interactive Telecommunications Services
Interactive Video Enterprises, Inc.
Interaxx Television Network, Inc.
Intemational Telemedia Associates (ITA)
Interval Research Corporation
ISED Corporation

Issue Dynamics

IT Network, Inc

o 8
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ITT Worid Directories

Vi Pubiishing, Inc.

J. Walter Thompson/OnLine
Jared, The Galleria of Jewlery
JCC Technologies, Inc.

John Hall & Company

Jupiter Communications
Ketchum Interactive Group
Lands’ End

Lapin East-West

Legacy TV Inc. -

LINK Resources Corporation

" Litle & Company

Lochridge & Company
Long Distance Billing Company
Los Angeles Times

" Loto Quebec

Maplnfa Corporation

MarCole Enterprises,inc.

Maritz, Inc.

Market Information Exchange (MIX)
Marketing & Adventising Services Center, Inc.
Marketing Corporation of America
Martin Hensel Corporation
MasterCard Intemational
McCiatchy Newspapers

MCI Communications

MCi Telecommunications

Media General Inc.

Mellon Bank, NA

Meridian Bank

Metamark Intemational

Metromall Corporation

Michael Wolff & Company, Inc.
Micro Voice Applications Inc.
Microsoft

. Midlun HF

Midratel US Inc.

Morris information Sarvices
MultiComm Development

National Telephone Enterprises
Network Telephone Services

Neue Mediengeselischaft Uim mbH
New Tech Telemedia

New Times Inc/NTI Communications
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New York Switch Corporation Rosenbluth TravelTravelmation
New York University Saco River Tel & Tel Co.

Newhouse New Media, Inc. San Jose Mercury News

News America New Media Sanoma Corporation

Newsday SBC Communications

NIFTY Corporation Scholastic Network

Norpak Corporation Scripps Howard

North American Publishing Co.  « SECOM Information System Corp.
Northem Telecom Seelinger Communications

NPD Group SIMBA Information Inc.

NTN Communications - Simutronics

NUSTAR Intemational, inc. SITEL Corporation

NYNEX Corporation Skytel

OCLC Online Computer Library Center, inc. . SmartPhone Communications, Inc.
Ogilvy & Mather Direct Southam Electronic Publishing
Online Interactive SportsLine USA, Inc.

Open Market, Inc. Springboard Productions/The Workshop
Optigon Interactive Sprint Telemedia

PAFET St Clair Interactive Communications
Pamet River Partners St. Petersburg Times

Parks Associates Star Tribune

Pat Dunbar & Associates Starwave Corporation

PC Financial Network STM Consulting Pty., Ltd.

PC Flowers Inc. Strategic Systems, Inc.

PC Travel Strategic Telemedia -
PeaPod Straube Centers International Corgoration
Personal Library Software Swedish Information Technology (’:ommission-
Philips ~ ° . Swiss Online '
PhoCusWright . Symphony Management Associates Inc.
Phoenix Newspapers, Inc. (PAFET) (TDF) Teleditfusion de France
Phone Programs, inc. TecNet/Tufts University

Physicians’ Online, Inc. Telco Communications Group
Pineapple, Ltd. Tele Denmark Ktas Publishing
Pinellas County Review Tele-Direct (Pub) Inc.

Prensa Libre, S.A. X Tele-Lawyer inc.

Presentation Works Tele-Publishing inc.

Prevue Interactive Services Telebase Systems

PrivTel Telecom Finland

Prodigy Services Company . Telecompute Corporation
Publications Resource Group Telefénica Publicidad e Informacion
Pulitzer Publishing Company Telemedia Network inc,

Reality Online, Inc. TELMO ry .

Rede de Televisao Abril . The Giobe & Mail

Reuters New Media, Inc. The Hotel Industry Switch Company
Rio Grande Travel The Infoworks Group
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The Irish Times Women's Wire

The Kelséy Group Working Assets Long Distance
The Marx Group WORLDSPAN

The Poynter Institute ) Worldview Systems Corporation
The Promus Hotel Wunderman Cato Johnson
The Reference Press, Inc. Yahoo!

The Weather Channel Ziff-Davis Interactive

The WELL N Zycom Network Services, Inc.
The Yankee Group

Times Information Services, Inc.

Tom Lehman & Associates

Trademark Register

TraveLOGIX

Tremblay & Company

Tribune Interactive Network Services
. Tribune Media Services

TV Data Technologies

U.S. Network Services

U S WEST Communications

United Advertising Publications

Universal Teleservices Corporation

US Order

US Postal Service

USA Tax Service

USA Today-Gannett Information Services

USAA

VeriFone, Inc.

VIACOM Interactive Media

VICOM Information Service

Vicomp Interactive Systems, Inc.

Videotex Development Corporation

Videoway Communications Inc.

Virtual Shopping, Inc.

Virtual Vegas Incorporated

VISA

VISION Integrated Marketing

Visual Services Inc.

Voice FX Corporation

Vos, Gruppo, & Capell, Inc.

VRS Billing Systems Inc.

Washington Post Company

Weather Concepts Inc.

Weissmann Travel Reports

West Interactive Corporation

Willcox & Savage
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Whatever it’s called,
{ millions of people
are now connecting
their personal com-
puters to telephone
lines so that they can
“go online.” Traditionally, online services
have been oriented towards adults, but that’s
changing. An increasing number of schools
are going online and, in many homes, chil-
dren are logging on to commervcial services,
private bulletin boards, and the Internet. As
a parent you need to understand the nature
of these systems.

m Online services are maintained by com-
mercial, self-regulated businesses that may
screen or provide editorial/user controls,
when possible, of the material contained
on their systems.

a Computer Bulletin Boards, called BBS
systems, can be operated by individuals,
businesses, or organizations. The material
presented is usually theme oriented offering
information on hobbies and interests. While
there are BBS systems that feature “adult”
oriented material, most attempt to limit
minors from accessing the information con-
tained in those systems.

# The Internet, a global “network of net-
works,” is not governed by any entity. This
leaves no limits or checks on the kind of
information that is maintained bv and
accessible to Internet users.
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The Benefits of the
Information Highway

The vast array of services that you currently
find-enline is constantly growing. Reference
information such as news, weather, sports.
stock quotes, movie reviews, encyclopedias,

- and airline fares are readily available online.
Users can conduct transactions such as
trading stocks, making travel reservations,
banking, and shopping online. Millions of
people communicate through electronic mail
(E-mail) with family and friends around the
world and others use the public message
boards to mzke new friends who share com-
mon interests. As an educational and enter-
tainment tool users can learn about virtually
any topic, take a college course, or play an
endless number of computer games with other
users or against the
computer itself.
User “computing”
is enhanced by
accessing online

thousands of share-
ware and free public domain software titles.
Most people who use online services have
mainly positive experiences. But, like any
endeavor - traveling, cooking, or attending
school - there are some risks. The online
world, like the rest of society, is made up of
a wide array of people. Most are decent and
respectful, but some may be rude, obnoxious,
insulting, or even mean and exploitative.
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Children and teenagers get a lot of benefit
trom being online, but tliey can also be targets
of crime and exploitation in this as in any other
environment. Trusting, curious, and anxious
to explore this new world and the relationships
it brings, children and teenagers need paren-
tal supervision and common sense advice on
how to be sure that their experiences in “cyber-
space” are happy, healthy, and productive.

Putting the Issue
in Perspective

Although there have been some highly publi-
cized cases of abuse involving computers,
reported cases are relatively infrequent. Of
course, like most crimes against children,
many cases go unreported, especially if the
child is engaged in an activity that he or she
does not want to discuss with a parent. The
fact that crimes are being committed online,
however, is not a reason to avoid using these
services. To tell children to stop using these
services would be like telling them to forgo
attending college
because students
are sometimes
victimized on
campus. A better
~ strategy would be
tor children to learn how to be “street smart”
in order to better safeguard themselves in any
potentially dangerous situation.

20
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What Are the Risks?

There are a tew risks for children who use
online services. Teenagers are particularly at
visk because they often use the computer
unsupervised and

because they arve

more likely than

“ younger children to

participate in online
discussions regard-
ing companionship,
relationships, or
sexual activity. Some
risks are:

Exposure to Inappropriate Material
One risk is that a child may be exposed to
inappropriate material of a sexual or violent

)

nature.

Physical Molestation

Another risk is that, while online, a child
might provide information or arrange an
encounter that could risk his or her safety or
the safety of other family members. In a few
cases, pedophiles have used online services
and bulletin boards to gain a child’s confidence
and then arrange a face-to-face meeting.

Harassment

A third risk is that a child might encounter
E-mail or bulletin board messages that are
harassing, demeaning, or belligerent.

.
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How Parents Can
Reduce the Risks

To help restrict your child’s access to discus-
sions, forums, or bulletin boards that contain
inappropriate material, whether textual or
graphic, many of the commercial online
services and some private bulletin boards have
svstems in place for parents to block out parts
of the service they feel are inappropriate for
their children. If you are concerned, you
should contact the service via telephone or
E-mail to find out how you can add these
restrictions to any accounts that your children
can access.

The Internet and some private bulletin
boards contain areas designed specifically for
adults who wish to post, view, or read sexually
explicit material. Most private bulletin board

operators who

post such material

limit access to

people who attest

that they are adults
“but, like any other
- safeguards, be
aware that there are always going to be cases
where adults fail to enforce them or children
find ways around them.

The best way to assure that your children
are having positive online experiences is to
stay in touch with what they are doing. One
way to do this is to spend time with your

jNEWS| ' R
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children while théy're online. Have them show
vou what they do and ask them to teach vou
how to access the services.

While children and teenagers need a
certain amount of privacy, they also need
parental involvement and supervision in their
daily lives. The'same general parenting skills
that apply to the “real world™ also apply while
online.

If you have cause for concern about your
children’s online activities, talk to them. Also
seek out the advice and counsel of other com-
puter users in your area and become familiar
with literature on these systems. Open com-
munication with your children, utilization of
such computer resources, and getting online
yourself will help you obtain the full benefits
of these systems and alert you to any potential
problem that may occur with their use.

Guidelines for Parents

By taking responsibility for your children’s
online computer use, parents can greatly
minimize any potential risks of being online.
Make it a family rule to:

m Never give out identifying information —
home address, school name, or telephone
number — in a public message such as chat or
bulletin boards, and be sure you’re dealing
with someone that both you and your child
know and trust before giving it out via E-mail.

~ Think carefully before revealing any personal

32




O

ERIC

Aruitoxt provided by Eic:

88

information such as age, marital status, or
financial information. Consider using a
pseudonym or unlisting your child’s name if
vour service allows it.

m Get to know the services your child uses. If
you don't know how to log on, get your child
to show you. Find out what types of informa-
tion it offers and whether there are ways for
parents to block out objectionable material.

m Never allow a child to arrange a face-to-face
meeting with another computer user without
parental permission. If a meeting is arranged,
make the first one in a public spot, and be
sure to accompany your child.

® Never respond to messages or bulletin
board items that are suggestive, obscene,
belligerent, threatening, or make you feel
uncomfortable. Encourage your children to
tell you if they encounter such messages. If
you or your child receives a message that is
harassing, of a sexual
nature, or threatening,
forward a copy of the
message to your service
provider and ask for
their assistance.

Should you become aware of the transmission,
use, or viewing of child pornography while
online, immediately report this to the National
Center for Missing and Exploited Children .by
calling 1-800-843-5678. You should also notify
your online service.
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® Remember that people online may not be
who they seem. Because you can't see or even
hear the person it would be easy for someone
to misrepresent him- or herself. Thus, some-
one indicating that “she” is a “12-vear-old
girl” could in reality be a 40-vear-old man.

8 Remember that evervthing vou read online
mav not be true. Any offer that's “too good to
be true” probably is. Be very careful about any
offers that involve your coming to a meeting
or having someone visit your house.

@ Set reasonable rules and guidelines for
computer use by your children (see “My Rules
for Online Safety” on last page as sample).
Discuss these rules and post them near the
computer as a reminder. Remember to moni-
tor their compliance with these rules, espe-
cially when it comes to the amount of time
your children spend on the computer. A child
or teenager's excessive use of online services
or bulletin boards, especially late at night, may
be a clue that there is a potential problem.
Remember that personal computers and
online services should not be used as elec-
tronic babysitters.

Be sure to make this a family activity. Consider
keeping the computer in a family room rather
than the child’'s bedroom. Get to know their
“online friends” just as you get to know all of
their other friends.

B
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This brochure was written by Lawrence J. Magid,

a svndicated columnist for the Los Angeies Times,
who is author of Cruising Online: Larry Magid's Guide
to the New Digital Highway (Random House, 1994)
and The Little PC Book (Peachpit Press, 1993).

Child Safety on the Information Highway was jointly
produced by the National Center for Missing and
Exploited Children and the Interactive Services
Association (8403 Colesville Road, Suite 863, Silver
Spring, MD 20910).

This brochure was made possible bv the generous
sponsorship of: '
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© 1994 by the National Center for Missing and
Exploited Children, 2101 Wilson Boulevard, Suite 550,
Arlington, Virginia 22201-3052
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My Rules for %
Online Safety |

& [ will not give out personal information
such as my address, telephone number,
parents’ work address/telephone number,
or the name and location of my school
without my parents’ permission.

I'will tell my parents right away if I come
across anv information that makes me feel
uncomfortable.

@ [ will never agree to get together with
someone I “meet” online without first check-
ing with my parents. If my parents agree to
the meeting, I will be sure that it is in a public
place and bring my mother or father along.

I will never send a person my picture or
anything else without first checking with my
parents.

& I will not respond to any messages that are
mean or in any way make me feel uncomfort-
able. It is not my fault if I get a message like
that. If I do I will tell my parents right away
so that they can contact the online service.

@ I will talk with my parents so that we can set
up rules for going online. We will decide upon
the time of day that I can be online, the length
of time I can be online, and appropriate areas
for me to visit. I will not access other areas or
break these rules without their permission.

For further information on child safety, please
call the National Center for Missing and Exploited
Children at 1-800-THE-LOST (1-800-843-5678).
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Senator GRASSLEY. Mr. Balkam, before I call on you, let me read
into the record a short paragraph from the letter I received from
Professor Harrison, previously referred to, because I am concerned,
as you are—in fact, the whole basis for my legislation is to meet
the constitutional test of the least restrictive means.

It is difficult to imagine a less restrictive means of protecting minors from inde-
cent material than forbidding the transmission to minors (and no on else) of inde-
cent materials. In order to keep the law abreast of technical changes, the bill
charges the Attorney General to report to Congress within 2 tieam concerning the
availability of technolo’ﬂ that would enable parents to control their children’s access
to indecent material. The report is specifically to address the question of whether
the use of such technolo ould be treated as a defense to the offenses created
in S. 892. The presence of this provision underscores the point that the bill is de-
signed to minimize interference with the materials available to adults.

Mr. Balkam?

STATEMENT OF STEPHEN BALKAM

Mr. BaLkaM. Thank you, Mr. Chairman, for the opportunity to
give testimony to this committee. My name is Stephen Balkam,
and I am executive director of the Recreational Software Advisory
Council. I do not work for AOL, and I am not an investigative jour-
nalist, so I am over on this side of the table.

RSAC is an independent not-for-profit organization established
only in September of last year with the help of the Software Pub-
lishers Association and five other trade associations. RSAC’s very
existence is a direct result of the legislative initiative taken last
year by Senators Lieberman and Kohl, who raised the issue of ex-
cessive violence in video and computer games. We are what is now
commonly referred to as a “third party rating system.”

There are many ways in which the RSAC rating system could be
used to empower parents and consumers with the information they
need to make choices about the material they and their children
see on their computer screen. Through the RSAC system, many
hundreds of not thousands of web sites and home pages could be
rated and regulated. And, together with the emerging technologies,
such as KidCode, Net Nanny, SurfWatch, and the work of progres-
sive networks, parents could block all Internet sites that were not
already rated.

Content labeling is essential for the new screening technologies
being developed for the Internet and television. The software needs
code to read to enable it to do more than just simply block out en-
tire sites. And I wanted to respond to Senator Feingold’s comment
about Playboy. If your 15-year-old high school student wanted to
download former President Jimmy Carter’s Playboy interview in
1976, he could do so under this system, but not have a look at Miss
Playmate of July 1995.

increasing numbers of parents and guardians exercise their
choices, then market forces alone would encourage web site provid-
ers to rate their materials, and in some cases, reduce or withdraw
what would seem to be highly sexual or violent in nature.

Now, the RSAC content labeling system is most appropriate for
“static” sites, such as home gages, documents, games, picture gal-
leries, and libraries. It would not be able to deal with interactive
chat groups or bulletin boards as the nature of such sites is highly
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fluid and instantaneous. In this case, however, the new screening
software packages could simply deny access to these chat groups. -

The working party that established the Recreational Software
Advisory Council frankly acknowledge that not all families are the
same and instead looked to devise a system which would give par-
ents the information they needed to choose the software they
thought was appropriate for their children. The system is a content.
labeling system which is as objective as possible, open and acces-
silile tg the public, nonjudgmental, and regularly reviewed and de-
veloped. :

Because of the nature of recreational software, full prior review
of every title was not a feasible option. Whereas a movie takes 2
hours to view, interactive software can take urwards of 100 or even
200 hours of viewing, and the viewer may still not have opened all
the doors or reached all of the levels. ’

It was essential, therefore, that the rating system include a self-
disclosure questionnaire as a basis for reaching the rating levels
and descriptors in each category together with tough sanctions for
m¥hwmfm misrepresentation by a software publisher.

e three cabvigories of the RSAC system are violence, nudity/sex,
and language. Within these categories are four levels, zero to four.
The higher the level, the greater the objectionable content to be
found in the software product. In addition, there are brief
descriptors that give further information about the title, such as
“blood and gore” or “explicit sexual activity.” If a title has no objec-
tionable content, it receives an “all” rating, that is, suitable for all
audiences.

These labels are then placed on the front of the boxes or on the
opening screen of the software. Examples of these rating labels can
be seen in my written testimony on page 96.

Now, it was imperative that the RSAC system had a strongly
regulated series of controls to ensure that software publishers and
other media providers were not able to cheat the system. The con-
tract lays out stiff penalties for nonconformance, includes fines of
up to $10,000, removal of product from retail outlets and enforced
re-rating. Spot-checks ensure that a software publisher is fully
aware that its products are closely monitored and reviewed. And
Mr. Chairman, to date we have rated over 200 software titles with
over 80 software companies.

I would like to conclude by mentioning the work of Senator Kent
Conrad and his successful amendment to the recent telecommuni-
cations bill, with a call to television manufacturers to install choice
chips inside all television sets and for the networks to develop a
rating system to empower parents to make real choices about the
grograms that they and their children watch. On the floor of the

enate last month and in subsequent press conferences, Senator
Conrad commended the RSAC system as an excellent example of
what could be achieved in a short period of time. I would just add
that at the Nashville conference only 2 weeks ago, both Vice Presi-
dent Gore and President Clinton also agreed that a rating system
for (tielevision, together with choice chips, would be the way for-
ward. -

In conclusion, RSAC, my organization, is committed to providing
parents and consumers accurate information about the software
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and other media that they purchase for themselves and for their
children. We are opposed to censorship and respect the right of free
speech and expression.

While we have a number of reservations about the act as drafted,
particularly regarding reference to indecency, we would like to in-
vite any organization interested in our system to work together
with us to find a practical solution to the necessary protection of
chigliren from objectionable material on the Internet and in other
media.

Thank you. _

[The prepared statement of Mr. Balkam follows:]

PREPARED STATEMENT OF STEPHEN BALKAM
TESTIMONY SUMMARY SHEET

(1) RSAC is an independent, non for profit organization which provides, promotes
ax:gll administers a content labeling system for recreational software and other
media.

(2) The RSAC system could be adapted to rate Internet home pages, individual
documents, on-line games, pictures and video. A content labeling system is es- .
sential for the new screening technologies to work effectively. SurfWatch,
which has already develtm software to block certain parts of the Internet,
will be able to read the C rating labels and provide parents with a way
to block objectionable material being seen by their children.

(3) The ratings for Violence, Nudity/Sex and La.n%:ge are determined by the
Self-Disclosure Questionnaire developed by Dr. Donald Roberts, Chairman of
the Communications Department of Stanford University. .

(4) Each rating ca has four levels, 0—4, which indicate the level of objec-
tionable material in the product. In addition, detailed descriptors give the
parent or consumer further information about the software, e.g., Blood and
gore; Explicit sexual activity.

(6) RSAC has rated over 200 titles with 80 companies including LucasArts,
Broderbund, Interplay and id Software, maker of Doom. The cost ranges from
$26 to $360 per title depending on the gross revenue of the company.

(6) A series of checks and balances are used to ensure full-compliance with the
RSAC requirements including spot checks, stiff penalties for non-disclosure
and enforced re-rating of products.

(7) Senator Kent Conrad commended the RSAC system to the Senate last month

in his successful amendment to the Telecommunications Bill. It calls upon the
TV networks to develop a similar rating system for television linked to

“Choice Chips”.
(8) RSAC is committed to providing parents with accurate information about the
software and other media they and their children view. We are o to

censorship and we respect the right of free speech and expression. C in-
vites any interested party to develop a practical solution to the problem of
protecting children from pornography on the Internet.

INTRODUCTION

My name is Stephen Balkam and I am the Executive Director of the Recreational
Software Advisory Council. Thank you for the opportunity to give testimony to this
Committee on what is an increasingly important issue as the span and breadth of
the Internet continues to grow. I would like to request, Chairman, that the record
be left lggxn so that I and others may sup%lement my testimony after the hearing.

The C is an ind:gendent, not for profit organization estab ished in September
1994 with the help of the Software Publishers Association and five other trade asso-
ciations. The rating of comguter software is too important an issue to be left to a
trade association, so our independent constitutional status and our Board of Direc-
tors (made up of a mag:cxl-iati' of those from outside the industry) is free from any
undue outside or commercial influence.
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RSAC's very existence is a direct result of the legislative initiative taken by Sen-
ators Lieberman and Kohl last year that raised the issue of excessive violence in
video and computer games. During Senate hearings last year, the case was made
for the establishment of an industry sponsored ratings board for recreational soft-
ware in order to give parents and consumers accurate information regarding the
games and educational software they were buying for their children and for them-
selves. The Computer Games Working Group, a coalition of six trade associations,
Earents, pediatricians and academics, enlisted the help of Dr. Donald Roberts,

hairman of the Communications Department at Stanford University to develop the
RSAC rating system.

RSAC AND THE INTERNET

There are many ways in which the RSAC rating system could be used to empower
parents and consumers with the information they need to make choices about the
material they and their children see on their computer screen. The output of the
Internet is vast and would far outstrip any one agency’s ability to fully review ev-
erythinﬁ on it before it was posted on a home page or downloaded onto a hard drive.
Through the RSAC system, however, many hun if not thousands of web sites
and home pages courg be rated and regulated. And, together with the emerging
technology, such as what SurfWatch has developed, parents could block all Internet
gites that were not already rated. And of those, they could block out any site with
a high violence or sexual content or vulgarity content.

Content labeling is essential for the new screening technologies being developed
for the Internet and television. The software needs code to read to enable it to do
more than just simply block out entire sites. RSAC anticipated this eventuality
when we devised display standards for the RSAC labels to be used in digital format
at the beginning of a piece of software.

The screening technology used together with the RSAC rating system would not
be censorship by government or by an outside agency. It would simply be a mecha-
nism for choice. If increasing numbers of parents and guardians exercised their
choices, then market forces alone would encourage web site providers to rate their
‘material and in some cases, reduce or withdraw what would be seen to be highly
. sexual or violent in nature.

The RSAC content labeling system is most appropriate for “static” sites such as
home pages, documents, games, picture galleries and libraries. It would not be able
to deal with interactive chat groups or bulletin boards as the nature of such sites
is highly fluid and instantaneous. In this case, however, the new screening software
packages, such as SurfWatch, could simply deny access to these chat groups.

UNIQUE RATING SYSTEM

In the eare!liy days of RSAC’s creation, the founder members decided not to develo
an age-based rating system. The Working Party frankly acknowledged that not
families are the same and instead, looked to devise a system which would give par-
ents the information they needed to choose the software they thought was appro-
priate for their children. The FDA food labeling system was used as a model, as it
provides objective and quantifiable measures of various ingredients within a product
without making a judgment as to who should or should not purchase it. The new
system would be a content-labeling system which would be as objective as possible,
open and accessible to the public, non-judgmental and regularly reviewed and devel-
oped. A methodology was created which included an integral orithm that
branches the applicant to a series of questions to determine the levels of violence,
nudity/sex and vulgarity. )

Because of the nature of recreational software, full prior review of every title was
not a feasible option. Whereas a movie takes two hours to view, interactive software
can take upwards of one or two hundred hours of plafi.ng and the viewer may still
not have ot&ened all the doors or reached every level. In addition, there are an esti-
mated 2,000 new titles published each year which would make full prior review vir-
tually impossible unless a vast army of reviewers were employed, making the sys-
tem extremely expensive and unwieldy. It was essential that the rating system in-
clude a self-disclosure questionnaire as the basis for reaching the rating levels and
descriptors in each category together with tough sanctions for any willful misrepre-
sentation by a software publisher.

The three categories of the RSAC rating system are: Violence; Nudity/Sex; and
Language. Within these categories are four levels: 0—4. The higher the levef, the

ter the objectionable content to be found in the software product. In addition,
ere are brief descriptors that give further information about the title, such as:
Blood and gore or Explicit sexual activity. If a title has no objectionable content it
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receives an All rating, i.e., Suitable for All Audiences. These labels are then placed
on the front of the boxes or on the opening screen of the software. Examples of these
rating labels can be seen below:

RSAC ADVISORY

. VIOLENCE [
- Humans kitled .
RSAC ADVISORY '

Bl
AL e [

AUDIENCES

Raviowed for viokenca, seunudly, wigary. LA“G"A&: :
ives

L  The Recreational Software Advisory Council
informs consumers about the content of software games using the symbols
shown below. These symbols appear along with more specific information
about each category as labels on software packaging. '

4 ) 4 4 ‘ 4

3 3 3 3

2 2 2 2

1 1 1 1

LEVEL 1 a2 LEVEL) UL
Harmless Creatures Humans Humans Wanton and
confict; injured injured injured graluitous
some or killed; or killed or killed; violence;
damage damage with small blood torture; rape
to objects 1o objects; amount and gore
fighting of blood

e _
No nudity Revealing Partial Non-sexual | Provocative
or revealing attire/ nudity / frontal frontal
attire / Passionate Clothed nudity / nudity /
Romance; kissing sexual Non-explicit | Explicit
no sex touching sexual sexual activity;
activity sex crimes

LANGUAGE

Inoftensive e Mild Expletives; | Strong, Crude or
slang; expletives non-sexual vulgar explicit
no profanity anatomical language; sexval
references obscene references
gestures

g Aecrestions! Sofware Advizory Caowcll
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CHECKS AND BALANCES

It was imperative that the RSAC system had a strongly regulated series of con-
trols to ensure that software é)ublishers and other media providers were not able
to cheat the system. The RSAC application includes a three page legal contract that
is signed by the producer stating that he or she has fully disclosed all the poten-
tially objectionable material within the product. The software publisher also agrees
to adhere to the RSAC regulations regarding the display and use of the trade-
marked icons and logos. Further, the contract lays out stiff penalties for non con-
formance, including fines of up to $10,000, removal of product from retail outlets
and enforced re-rating. In addition, RSAC regularly audits a percentage of all prod-
ucts that have been rated by the RSAC system. These spot checks ensure that a
sgﬁwz:lre publisher is fully aware that their products are closely monitored and re-
viewed. :

STATISTICS

Since RSAC’s incorporation in September of last year, over 200 software titles
have been rated with nearly 80 software companies. It is anticipated that some 500
titles will have been rated by the Christmas season. The current cost to rate a prod-
uct with RSAC is $360 witi-a sliding scale for smaller companies who may only
pay $26 per title depending on their size. Over 6500 RSAC -Disclosure Question-
naires have been distributed to software publishers, the media, schools and individ-
ual consumers. Over one million RSAC educational postcards are being distributed
by Wal*Mart and through software companies in their software packaging.

RETAILERS

A key part in making the RSAC system effective is the active involvement of
major retailers in the scheme. Wal*Mart, the country’s leading retailer has an-
nounced that they will no longer accept titles unless they have been rated. Toys R
Us has made a similar statement. Sears and Target sl:rong}f‘i encourage software
publishers to rate their products, though they have not, to date, set a time limit
-after which they will no longer accept unrated products. Senator Lieberman has
taken a strong stance on this issue and ther with Senator Kohl, continues to
try to persuade more retailers to take the Wal*Mart line. It is our hope that many
more of the nt:P retailers in the country will announce their requirement of ratings
on recreational software before the Christmas shopping season.

RATINGS AND OTHER MEDIA

Considerable research has shown that TV violence and images of explicit sex have
a profound effect on children. In the recent Telecommunications Bill debate, Senator
Kent Conrad successfully amended the Bill with a call to television manufacturers
to install “Choice Chips” inside all television sets and for the networks to develop
a ratings gstem to empower parents to make real choices about the programs that
they and their children watch. On the floor of the Senate and in subsequent press
conferences, Senator Conrad commended the RSAC system as an excellent example
of what could be achieved in a short period of time, Senator Conrad was praised
for his steadfast work on a rating system for television by both the President and
Vice President at the recent “Families and the Media” conference in Nashville. At
that conference, RSAC offered to work with the Coalition that Senator Conrad has
developed over the past two years, to help the television networks to set up a sys-
tem by July 1996. .

CONCLUSION

The Recreational Software Advisory Council is committed to providing parents
and consumers accurate information about the recreational software and other
media they purchase for themselves and their children. RSAC is opposed to censor-
ship and resgzcta the right of free speech and expression.

&hﬂ e we have a number of reservations about the Act as drafted, we would like
to invite any organization interested in the RSAC system to work together with us
to find a practical solution to the necessary protection of children from objectionable
material on the Internet and in other media.

Senator GRASSLEY. Thank you. :

Mr. Crimmins, again for the audience, I would like to remind
them what you have told us, that you were posing as a child in
your investigative report.
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Mr. CRIMMINS. Much of the time. Often, I would be in there with
a profile that said I was a children’s rights and safety advocate,
and people are so brazen, they just go ahead and send it to you
anyway.

enator GRASSLEY. Just remind us a little bit of what you have
already told us. Tell us about some imaﬁs that you received online
and how other users responded to you while posing as a child.

Mr. CRIMMINS. Well, when you are a child and you enter—by the
way, I was online this weekend, and there are certainly child por-
nograihy exchanges active and online on AOL this weekend; and

- a week ago today, I was transmitted or send child pornography on
AOL, which I forwarded to your staff—actually, I forwarded it to
Mr. Hypolite because your mailboxes were full - for the areas
where you are supposed to be able to forward it to. So I sent it to
the head of Terms of Service, Mr. Peter Hypolite, just last Monday.

When you are a child, and you come into the room, the
pedophiles come after you like they are flies and you are rancid
meat. The messages begin instantly. And I have shown this to
Frosecutors. I have brought a number of legal officials and law en-
orcement officials into my office, and they thought they were hard-
ened, they thought th?' had seen everything, and they came out
of my office transformed and shocked at how quickly the fedophiles
swooped down and immediately began making completely obscene
advantages to someone they thought was a 12-year-old child.

Senator GRASSLEY. Do you believe that your experience is unique
or unusual, and do you feel that there is a need for congressional
action to protect children?

Mr. CRIMMINS. Oh, there is a definite need for congressional ac-
tion if only—if only—to free up the funds for law enforcement
against this crimewave of child pornography. If there were a mur-
der crimewave, we would put a lot more cops on the street. There
is a child pornography crimewave, and we need a lot more people
out there enforcing these laws right away—not 6 months from now,
but right now—because every single day these people see this stuff,
it creates more of a demand for it, and that is a demand for more
abused children. So that each minute that passes, more children
are in jeopardy and more children are harmed. And this is brazen.
Anybody with common sense who sees what I have seen comes
away transformed. It is brazen. It is right in front of your face.

Senator GRASSLEY. Mr. Burrington, do you have a record of par-
ent complaints and a record of how your company dealt with them?

Mr. BURRINGTON. Mr. Chairman, a record of complaints with re-
spect to—or, general complaints?

Senator GRASSLEY. No; the type of complaints that Mr. Crimmins
has referred to.

Mr. BURRINGTON. We do get complaints from people. I do not
think we maintain any kind of systematic records concerning those
complaints. But when we receive complaints—and let me, if I may,
Mx('i Chairman, walk through what I went through this week-
end—

Senator GRASSLEY. Before you do that, could I ask, if you do not
have a record, if you do not maintain a file or a record of this, then
how do you know how many complaints you have had or how seri-
ous the problem is?
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Mr. BURRINGTON. What I am saying is that we do not necessarily
keep systematic comprehensive records, but we do certainly keep
statistics on complaints we get and the types of complaints we get,
and frankly, a lot of that information we do get is turned over di-
rectly to law enforcement.

Senator GRASSLEY. Could you submit for a certain period of time
-statistics or records that you have for our record?

Mr. BURRINGTON. I can certainly check into doing that, Mr.
Chairman.

Senator GRASSLEY. Obviously without violating anybody’s pri-
vacy, but we can surely have it without names. I think it would be
beneficial to us.

Mr. BURRINGTON. Right; under Federal law, we can certainly
give you sort of aggregate information, if you would like, in terms
of statistical information. ‘

Senator GRASSLEY. Thank you. Now I should allow you to con-
tinue.

Mr. BURRINGTON. Thank you, Mr. Chairman.

What I want to walk through for the benefit of this committee
is that at least on America Online—and it varies the sort of process
we go through when we are talking about these member rooms—
one of the more popular areas of the online world is what is called
“chat,” and within that, we have what are called “public member
rooms,” and that is what I went into this weekend. Essentially, I
went in, and you can see all kinds of chat rooms, ranging from
“teen chat” to other types of topical chat rooms, and at any given
moment, we have between 600 to 800 of these rooms open, and up
to a maximum of 23 people can enter them simultaneously. This
is live chat going back and forth, and they are very public rooms.

Our terms of service advisors that Mr. Crimmins has referred to
have made, I think, dramatic improvements since February, and I
am not suggesting that we have a 100-percent perfect system be-
cause of the sheer volume of what we are dealing with here, but
we have made significant improvement, and we have full-time, 24
hours a day, 7 days a week, people who are monitoring those mem-
ber rooms, and they immediately get rid of the ones that we think.
might suggest inappropriate activity.

just want to clarify that, so when I was online on Sunday after-
noon, I did not see—I saw one room that I thought could be consid-
ered objectionable of the type that Mr. Crimmins was referring to,
and I watched to see how long it took for it to be removed, and it
was approximately 5 to 10 minutes by the time the terms of service
advisor got in there and zapped it off.

So I want to stress that we are mindful of the problem. I in no
way suggest to Mr. Crimmins that it is 100 percent solved, but I
think it has dramatically improved over February, and I think we
need to state that for the record. :

Senator GRASSLEY. Mr. Crimmins? . .

Mr. CRIMMINS. Well, as it happens, I thought this might come
u%,l 8o in the Bast week—and this is at home on my computer in
Ohio, but I will get it and furnish it to the committee or the media
or anyone—I have copied the entire member room list several times
just in the past week, and people can judge for themselves from
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those lists just in the past week how many objectionable rooms you
might find.

Mr. BURRINGTON. I am sorry—because of what he is doing, I
have to respond to these statements.

Mr. CRIMMINS. And they have 23 people in them often.

Senator GRASSLEY. OK; then, after you respond, I will go to Sen-
ator Leahy for his round of questioning. Go ahead.

Mr. BURRINGTON. Very briefly, again, I am not suggesting, Mr.
Crimmins, that there are not those types of rooms that are created,
and I would be happy to look at that list, but I would bet you if

ou went back and could do a comparison of 5 minutes, 10 minutes,

alf an hour out, a lot of them would not be on that list still. So
it is slightly misleading. I am not suggesting that those rooms are
not created. We have 3 million people in our community, and there
are bound to be a few strange people, frankly, and there are, and
we are trying our best to wipe those people oft of our system.

Senator GRASSLEY. Senator Leahy, I am going to step out for just
a minute; you go ahead, and then when you are done, Senator
DeWine may ask questions. ‘

Senator LEAHY. Mr. Chairman, earlier I made a comment about
the Marty Rimm study, and I want to make clear that that was
published after the floor debate on the Exon-Coats legislation.

Senator GRASSLEY. And also after my bill was putin. .

Senator LEAHY. That is right, after your bill. What I was think-
ing about was that it was used in a discussion and justification of
the Exon-Coats bill later, but it was not used during the debate,
and I did not want to leave a misconception on that.

Senator GRASSLEY. Fine.

Senator LEAHY. Mr. Crimmins, I just want to follow up a little
on what the chairman was saying about the laws on the books. If
I read your testimony correctly, you feel that current law makes il-
legal the distribution over computer networks of child pornography;
is that correct?

Mr. CRIMMINS. Yes; it is illegal, no question. :

Senator LEAHY. And you reported what you found on AOL to a
law enforcement agency?

Mr. CRIMMINS. Yes, sir, I did.

.Senator LEAHY. Do you know what steps law enforcement has
taken in response to your report?

- Mr. CRIMMINS. I have been informed of some things. I really can-
not. discuss it right now.

- Senator LEAHY. It is possible that active criminal investigations
are now underway; right? '

Mr. CRIMMINS. They are underway.

© -- Senator LEAHY. Are there instances in which obscenity or child
pornography transported over computer networks could not be
prosecuted because of gaps or inefficiencies in our Federal laws?

Mr. CRIMMINS. I do not believe so.

Senator LEAHY. So that basically, the laws are good, but the en-
forcement is lax.

. Mr. CRIMMINS. It is de facto decriminalization right now.
- - Senator LEAHY. Were you here earlier with the other testimony
when it brought out how somebody in Florida used the laws to
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prosecute whereas, obviously, from testimony of the young woman
who was here earlier, somebody else did not prosecute?

Mr. CRIMMINS. You are right. I think that the laws as far as the

edophiles are concerned are fine. I think that if an organization
ga.s extensive prior knowledge of how its system is being used on
a regular basis to transmit child pornography, that there might be
a need for some sort of law that would hold the responsibility
there. I am a card-carrying member of the ACLU.

Senator LEAHY. As a former prosecutor, I know of a lot of cases
where you have laws, and people do not enforce them, and some
prosecutors will, and some will not. And of course, also, in some of
these chat groups, there are things that may be very graphic, but
there are also people who are seeking help from each other, is that
true—almost like the graphic statements you might hear at an Al-
coholics Anonymous meeting?

Mr. CRIMMINS. Well, I would say that first of all, the vast major-
ity of the member rooms on AOL are geared toward sexuality——

Senator LEAHY. But I am asking, is it possible that there are
some discussion groups—there may be some graphic discussions,
but they are occurring with people who are truly seeking help with
each other.

Mr. CRIMMINS. Right, right, and I am in support of that. I am
in support of groups for, for example, gay and lesbian teens, who
have one of the highest suicide rates. Certainly, if there is some
way for them to network online with proper adult chaperoning, and
there are no predators there, that would be fine, and there may be
some sort of %raphic thing discussed there that I would not have
a problem with.

Senator LEAHY. You have anticipated my next question with
that, and I appreciate it.

Mr. CRIMMINS. I have been working at this for a long time.

Senator LEAHY. I know you have, Mr. Crimmins, and I am glad
you are here because of that, and that is why I wanted to ask you
those specific questions to get your own knowledge, and your an-
swers basically bear out what I have thought instinctively, but I
want to tap into your own knowledge. i

Mr. CRIMMINS. Common sense—if you could go and see what I
have seen, common sense would dictate. And I think that when you
read my full written report and what follows at the end. of it, the
documentation, there are some commonsense solutions.

Senator LEAHY. I have read it.

Mr. CRIMMINS. If the problem is that these rooms exist, then you
have to stop them where they exist.

Senator LEAHY. If I could follow up with Mr. Burrington, Mr.
Crimmins obviously disagrees with AOL’s response to his reports
of child pornography in the private sections of your “People Con-
nection” service. But in a letter to Mr. Crimmins, America Online
stated that it—I believe I am quoting this correctly—“cooperates
with investigations by local, State, and Federal law enforcement
agencies in order to curb this activity.” Again, just reaching back
into the dim past when I was in law enforcement, might there also
be a case when law enforcement might ask you to keep a service
online as they continued their investigation, because that might be
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an effective investigative tool for them, rather than simply cuttin,
it off? I do not want to go into specifics, but is that a possibility?

Mr. BURRINGTON. That is certainly a possibility, Senator.

Senator LEAHY. If criminal liability is imposed on computer users
or online providers for transmitting material that may be viewed
by someone somewhere as indecent, what is that going to do to
communications over the Internet?

Mr. BURRINGTON. I think it is going to stifle it dramatically. One
of the problems with the original Communications Decency Act was
that we felt strongly that we would have to, frankly, shut down
perhaps electronic mail, chat rooms, and other areas simply be-
cause of the risk of liability.

I really feel here, Senator, that the solution and the role for Con-
%ress at this point and the role for govemment, at least in the

nited States, recognizing this is a global problem and a global me-
dium, is to help bring together the Mr. Crimming’ of the world and
the America Onlines and Mr. Balkam and others, like you are
doing today, and let us talk about solutions. Let us get the Justice
Department in here and find out if there are gaps in the criminal
law so that we can take care of those gaps. Let us create a partner-
shcignand help educate parents about the medium and that these
technological tools are available, such as SurfWatch, which we will
make available free to our members; parents do not have to pay for
it. But let us not rush in here while we are going through the grow-
ing pain period. ‘

r. Crimmins talks about a period of America Online in Feb-
ruary, and now, 6 months later, in this industry, that is like a life-
time. Dramatic change occurs in 6 months. And again, I am not
lessening the severity of the Froblem, but we are talking about less
than one-half of 1 percent of the content on the Internet, and we
need to regulate that responsibly.

But remember also that this 1s a %lobal medium, so we can come
up with all kinds of criminal laws here in the United States that
I think frankly already exist. We need more enforcement, but U.S.
Government solutions are not going to work in Singapore or in Fin-
land or somewhere else, and that is why we tend to favor an ap-
proach that empowers parents, empowers users, educates chil-
dren—we have a “Child Safety on the Information Highway” bro-
chure that the industry put together that tells kids not go give
their names and addresses out, and these are some basic things we
need to educate and convey to children. And to the individuals up
here from Florida, my message to Florida is that they should be
prosecuting under their current laws, and if you are a child, do not
go back to a place that you know is causing some problems or that
you do not like. Get rid of it; tell your parents; make sure they re-
gort those individuals to the police, like what happened here. But

o not go back time and time again. It is just common sense, again;
I agree with Mr. Crimmins.

enator LEAHY. Mr. Chairman, again, I reiterate my appreciation
to you in having the first of these hearings—and I think the last
comment about the Internet being international, global, is some-
thing that we have to really look at and should be working very
closely on. I took my family on a vacation outside the country and
just clicked onto the area where we were going and was able to pull
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up maps and so on out of an overseas site. It just shows you—I was
doing that as quickly as I can pull up a Vermont map on my Web
Page. So we are dealing with something that goes way beyond just
the confines of our own country.

Thank you, Mr. Chairman.

Senator GRASSLEY. Before I call on Senator DeWine, just a point
that comes out here continually, from Senator Leahy and now from
Mr. Burrington, that current laws, if enforced, would somehow ad-
dress this problem.

The point has to be made that under current law, noncommercial
computer obscenity is not covered by any Federal statute, 18 U.S.C.
1465. My bill is meant to remedy this problem when pornography
is sent to children because all obscenity is necessarily indecent
under our Constitution. .

Senator DeWine?

Senator DEWINE. Thank you very much, Mr. Chairman.

Mr. Balkan, I want to make sure I understand. The blocking sys-
tem, rating system, I think you did a nice job of explaining that.
However, that would not help Ms. Gruff, who testified on the first
panel, and her situation—and I think that that is what you said,
interactive back and forth, it is just not relevant to that; right?

Mr. BALKAM. I have to be very open about that; it would not, and
I was very grateful for the invitation from Senator Grassley to
come and explain where we could help in terms of static sites,
which by the way, is really where much of what goes on in the
Internet is happening. I know we have been focusing on the chat
groups, but a great deal also happens with the static sites.

Senator DE\%IIINE. Thank you very much.

Mr. Burrington, let me make sure I understand what your testi-
mony is. We are talking about these chat rooms, and you men-
tioned that it is your company’s policy that if we have a room full
of pedophiles, and you see that going on, that you try to zap that
out; is that correct? '

Mr. BURRINGTON. That is correct, and those kinds of people are,
frankly, removed from our service. We truly have pretty much
“three strikes and you are out” at America Online, as a lot of the
services do, which means that you are given a warning if you are
violating our terms of service agreement, and then you are removed
permanently from the system.

Senator DEWINE. I do not understand the difference between the
public room and the private room. I thought I heard you testify
that you will zap them out of they are in a public room.

Mr. BURRINGTON. That is correct.

Senator DEWINE. What about private rooms?

Mr. BURRINGTON. Well, let me explain private rooms, because
this does get confusing, and the terminology is confusing. Those
kinds of individuals—and what we are talking about here is if it
is a room that we find, we have trained terms of service advisors—
they do not claim to know every, single thing out there, but if they
see something that they think, just based on the label of the room,
might be deemed to be a violation of our terms of service or Federal
law, then they will zap those people into what is called a private
area, which means that only those people can be in that area, and
then it is essentially private. :
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Senator DEWINE. You lost me about 20 seconds ago. Who can get
in, and who can get out—I mean, who cannot get in? You said you
put them into a private room, and only they can get in. What does
that mean?

Mr. BURRINGTON. Well, what that means is that—let us start in
the public room, OK, and just for fun, we will come up with a pub-
lic room called “baseball,” and we are talking about baseball, and
maybe we get into some baseball team we should not be talking
about or something—this is very hypothetical—then that room and
those members in that room would be essentially placed into a pri-
vate room so that only those members who are in that room could
have that kind of conversation about baseball, as an example.

Does that help you?

Se?nator DEWINE. Mr. Crimmins, do you want to comment on
that

Mr. CRIMMINS. Well, the private rooms are formed for people who
know—occasionally, I will check private rooms. Let us say I will
check for NAMBLA as a private room, and I will find it sometimes;
the North American Man Boy Love Association will form a private
room. You have to create private rooms. You have to know the title
of the private room to get into it. So I will type in “NAMBLA,” and
every once in a while I hit the lottery, and there is NAMBLA meet-
ing, and I go in and comment to them. :

Also, this is interesting to me—the three strikes. I do not think
people trafficking in child pornography should get three strikes. I
think they should get one strike. I do not think that they deserve
three strikes. I think that is a heinous crime, and I think it should
be one strike and you are out for child pornography.

Senator DEWINE. If you will both indulge me for a moment, let
us take an actual child, not someone pretending to be a child, but
an actual child, who is into the system and does this quite a bit.

" What are the odds of them getting into the private room? Can they
ever get into a private room? You say they have got to know the
name.

Mr. CRIMMINS. The member rooms are just .as dangerous as any
private room, a very dangerous area for a child, and parents should
use that—good parents, and I am all for parental control software.
I was mischaracterized as being against it. I just pointed out a flaw
in it that some parents abuse their children, but parental control
software is great when you have great parents.

Senator DEWINE. So are you telling me that parental control
software—— -

Mr. CRIMMINS. Could keep them from the chat areas—but it
often does not.

Senator DEWINE. But I noticed you making faces when Mr.
Burrington was talking about how they zap them off very quickly.

Mr. CRIMMINS. Well, I have complained about rooms and
watched them remain online for hours afterward.

Senator DEWINE. Mr. Burrington, go ahead.

Mr. BURRINGTON. I did not hear what he said.

Senator DEWINE. He said he has complained about them and
could see them stay up for hours after that.
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Mr. CRIMMINS. Yes; after filing the complaint, I have watched
rooms remain active, and I mean rooms with the titles that are at
the end of my testimony.

Senator DEWINE. Mr. Burrington, do you want to respond?

Mr. CRIMMINS. Yes, let me respond. First of all, I a%ree with Sen-
ator Grassley that this is a hearing about a much broader issue,
and hopefully not just about America Online. I think the problems
that we have experienced reflect the problems of the broader
Internet community and the rapid growth of this technology. We
are the largest online providers, so we are inevitably going to have,
franklfy, the largest number of problems. And again, in any commu--
nity of 3 million people, there are bound to be some problems.

e do have prompt control technology that is very easy to use,
does not cost a dime; it has been in place for 2 years. We are doing
a better job of educating our members about it. Steve Case, our
CEO who communicates with each member every month in a letter
online, spend an entire letter just talking about child safety and

arental control technology and violations of Federal law for traf-
icking in child pornography, for example, stating that we will not
tolerate it.

I do not claim that we are perfect—we are not—but we are doing
a very good job. And if you do a comparison from February to
today, I think the problem is different.

And since it has been brought up by Mr. Crimmins, let me just
quickly make a couple of comments. Qur terms of service staff, the
people out there that are trying to get these people out of these
member rooms that we are talking about, has increased 600 per-
cent in the last year. We have gone from 4 people to 24 full-time
people, and we are going to double that again. we are growing
exponentially as a service, we are trﬁing to keep up with it as a
service. It is like a city, essentially, that would grow from 300,000
2 years ago to 3 million. You have got to hire a lot of law enforce-
ment peogle and firemen and policemen, and that is what we are
trying to do, essentially, to keep up with the pace of growth.

Now, perhaps the reason our terms of service room or whatever
that you sent stuff too was full recently is frankly because people
are out there. You would be amazed in the online community, when
we are trying to get people involved in their own communities here
in America and in our cities, it is amazing in the online medium
how people get involved. They are not afraid to call up and say,
“We aﬁre a problem. I think these people are dealing in child por-
nography.”

enator DEWINE. Mr. Chairman, I see my time is up, but I won-
ii.er if I could ask Mr. Crimmins one more question on the same
ine.

Senator GRASSLEY. Yes.

Senator DEWINE. Mr. Crimmins, in light of Mr. Burrington’s
comments, you made a comment earlier in your testimony about
what you did last weekend, and you said if we could only see that.
Giveus a summaxx.

Mr. CRIMMINS. A week ago today, I signed on because I decided
I was going to make some room lists, to see the rooms that were
listed within a week of when I was going to testify here. And I saw
a room that was called “M and F Preteen Pick Exchange,” I think
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is what it was called. So “preteen” means child “pick exchange.” It
means child pornography.

So I went in, not as a child, but with my adult profile that says
I am a children’s rights and safety advocate. And last Monday
afternoon, I was sent numerous files of child Kornograph . I at-
tempted to forward it to AOL’s post office box, the terms of service
advisor, terms of service e-mail, and they said that it was unavail-
able because it was full in both cases. I do not know how much it
would cost them to open up another mailbox for themselves.

So because I happened to know the name of the head of terms
of service, 1 forwartfed it to Peter Hypolite, and I have not heard
back about those files—and I very rarely do.

For.examgle, the time I sent the 8%2 hours’ worth, I did not even
get a note that said thank you. And at that point, I asked, hey, how
about a credit to my account? Why should I spend my money to do
this? Could you credit me for doing this investigation? Here is 8%2
hours. Coul! I get a credit for that? No response. They are very un-
responsive.

I am glad to see them here today, and I am glad to hear that
they would like to cooperate with me in the future, and that they
would like to cooperate with people like me in the future, because
that certainly has not been my experience.

Mr. BURRINGTON. Well, Mr. Crimmins, it has not been your expe-
rience, but I would argue that it has been the experience of many
others we work with, such as Enough is Enou%? and other groups
t:ha;:1 we have met with over time and established relationships
with.

The fact that our mailboxes are full is an indication of the fact
that peoYle are responding to Steve Case’s call to help us keep our
service clean and family-friendly, and it is working.

In your case, you dig receive responses. I have reviewed the cor-
respondence, and you received responses——

Mr. CRIMMINS. I have received responses at time, but I have not
received responses from at times. And the more heinous it is, the
less response I get. It is like there is denial involved, or something.

Mr. BURRINGTON. Well, there is no denial here. We are trying the
best we can to manage our growth, which has been very rapid. And
this goes back to what I said about growing pains. We are doigﬁ
the best we can, the industﬁy is, I think Congress is. We are
trying to understand this and come up with the best approaches to
the problem.

And in the case of you, Mr. Crimmins, I know that you received
responses on certain thinfs. When you forward us, for example,

" what you deem to be child pornography files, for example, we will
do our own investigation of that and turn that information over to
Federal or appropriate law enforcement agencies, and we do not
get back, and frankly, we feel that we cannot get back to the indi-
vidual who sends us that information for law enforcement reasons.

Senator DEWINE. Thank you, Mr. Chairman.

Senator GRASSLEY. Senator Feingold?

Senator FEINGOLD. Thank you, Mr. Chairman.

Let me say that I think this has been a very good and helpful
discussion. I realize there are issues between the two gentlemen
here, but I think the tone has been good and that it points out the
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value of Congress waiting for something to get to the point where
everybody in the country understands the issue. It is better that
we get involved at this point, not necessarily in passing legisla-
tion—that may be meritorious—but this is such a complicated area,
it is important that Congress try to fully understand the issue first.
I gersonally appreciate the way in which you have discussed this
today.

Mr. Burrington, when Mr. Crimmins was discussing your com-
ment about the “three strikes and you are out,” you looked like you
may have wanted to respond, ang I am kind of curious to know
what you would say about the one strike versus the three strikes.

Mr. BURRINGTON. Well, again I want to stress that I think we are
all in agreement here. Without doubt, we do not in any way con-
done illegal activity on our service or child pornography. We are as
repulsed about it as you are, Mr. Crimmins, and we are trying to
work on it as best we can.

It is the nature of this medium, because of its instantaneous na-
ture and what have you, that it is very hard to be 100 percent on
top of this every, single second of the day; but we have made vast
improvement.

If T had my choice, if we could somehow determine whether you
were a child pornographer, you would not be on our service, period;
we do not want their business, frankly, and we would appreciate
it if they would leave us, frankly, because for the other 98, 99 per-
cent of the parents and kids who use our service and all of the
other online services and the Internet, they are getting some real
value from it, there is no question about it.

And I hope that the message here today is not that the online
industry or online services in the Internet are a terribly dangerous
place, because again, we are talking about a problem that is less
than one-half of 1 percent. It is a significant problem.

So that in the case of child pornographers, Senator, yes, one
strike and they should be out; I agree.

Senator FEINGOLD. So there are other situations where there
would be a warning, but not child pornography.

Mr. BURRINGTON. In child pornography, it should be “one strike
and you are out.”

Senator FEINGOLD. And what would be a scenario where you
would give a warning, but not kick them off right away?

Mr. BURRINGTON. Somebody who might be using, for example,
hate-related speech, speech that we deem to be offense, or perhaps
talking somebody—doing something that is in violation of our
terms of service—illegal downloading of software, whatever. Those
people will get a couple warnings, and then they are off—and they
are off for good; they can never rejoin our service.

Senator FEINGOLD. Let me ask you a couple of questions about
what your resgonse might be if the chairman’s legislation passes.
A lot of what has been discussed so far has dealt with material or
behavior that is already criminal under existing statutes. However,
there are a number of proposals out there, as you have indicated,
that would subject users to criminal penalties for indecency, the
Exon-Coats proposal being one, or the online providers who allow
the transmission to occur.
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Given that “indecency” is a pretty vague term that could be in-
terpreted differently by a variety of communities, how would AOL
interpret indecency if it were liable under criminal law to prevent
its transmission to minors?

Mr. BURRINGTON. Frankly, Senator, I think you raise an excel-
lent c%oint, and it is a problem that we have had with this ap-
proach, that there are 50 States with definitions of what is consid-
ered indecency, not to mention the global nature of this, not to
mention all of the content flowing into our service from the
Internet that we literally have no control over.

I guess that is the whole question for us is how would we deter-
mine what constitutes indecent material. And I think, frankly, to
ﬁrotect ourselves from criminal liability, we would probably just

ave to shut down large chunks of our service.

Senator FEINGOLD. You would have to err on the side of the
ba)ladest possible definition of indecency to protect yourself from li-
ability. .

Mr. BURRINGTON. And err on the side of extreme caution, and I
do not think that that is what this new medium was intended to
be, this incredibly empowering democratic medium; I do not think
that that is what it was intended to be.

Senator FEINGOLD. And I assume you are familiar with Chair-
man Grassley’s bill. How has AOL interpreted the legislation in
terms of what might constitute the knowledge of an indecent mes-
sage and its willful transmission? How have you interpreted that?

Mr. BURRINGTON. I think what we see there is where we would

. be made aware—and it gets difficult because you have to know the
ins and outs of our service and the other services—but we_would
be made aware specifically that somebody with x screen name is
transmitting, let us say, Playboy Magazine to Johnny in Topeka.
That is how I think we wouf'd see that. It has to be very specific
kind of knowledge that that is happening. And that is what is so
odd about this legislation, that the production of Playbgg and the
distribution in other ways of Playboy is not cause for liability, but
somehow we would be the ones solely liable for the distribution of
that indecent material, and we just think that is wrong.

Senator FEINGOLD. As opposed to other ways that that document
could be received by a chiidg

Mr. BURRINGTON. Precisely; I mean, we should not just be zero-
ing in on this medium. I know that is the thing to do these days,
but I think we have to be very careful here as this medium is de-
veloping.

Senator FEINGOLD. And you mentioned that you feared that S.
892 would act as a disincentive for online service providers to de-
velop new ways to protect their users from indecent communica-
tions. Is this because you fear that any effort to search, screen, and
know more will actually increase your liability if the system is not
foolproof?

Mr. BURRINGTON. You are absolutely right. You hit it right on
the head.
hSenator FEINGOLD. You would be in effect discouraged from doing
that.

Mr. BURRINGTON. Yes.

Q
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Senator FEINGOLD. Once AOL is put on notice that children are
receiving indecent materials, what would be your options, in your
view; what would be available to you to prevent further trans-
mission?

Mr. BURRINGTON. Are you talking about in a specific instance?

Senator FEINGOLD. at would be the options you vrould have?

Mr. BURRINGTON: Well, I think if we became aware of that, we
would have to terminate the account that it was coming from, if we
could determine that. If it was coming from the Internet, we could
not do much with that; that brings up the global problem.

Senator FEINGOLD. So, canceling the account? :

Mr. BURRINGTON. Canceling the account; and perhaps, if we see
a pattern of types of indecent materials, I suppose, blocking out or
getting rid of those areas of the service.

Senator FEINGOLD. In your testimony, you propose that voluntary
editorial control is preferable to government regulation. However,
the type of concern raised by Mr. Crimmins leads a lot of people
to say that the industry will not self-police criminal activity on
their service until they are forced to. Was AOL taking steps before
this incident to prevent the transmission of illegal material?

Mr. BURRINGTON. Well, we have been in the sense that—and I
know from Mr. Crimmins, and I respect his passion on this issue,
and we happen to agree with him—but give the service as it was
developing—and this again has happened very rapidly—we have
had parental control technology in place for 2 years; our terms of
service have made it very explicit. But frankly, it has been difficult
to keep up with the growth. It is great for our company and our -
industry that we are growing so fast, and that gets back to my
statement about the growing pains here; I think we are all going
to go through them together. But we certainly have been taking
steps well before these hearings were called or this issue became
a hot issue in the media. -

Senator FEINGOLD. Thank you, Mr. Burrington.

I see my time is up, Mr. Chairman. Thank you.

Senator GRASSLEY. If it is OK, we will not have a second round.

Senator LEAHY. That is fine. If I have further questions, I will
submit them in writinf.

Senator GRASSLEY. I think we could keep you here another half
an hour, for sure. I have some more questions, but I think you can
exfect to receive those in writing.

had invited Senator Exon to come to the meeting if he wanted .
to, and I see he has come. If you would like to make any short com- -
ments, I would be flad to have you do that right now. I am going
to dismiss the panel.

STATEMENT OF HON. J. JAMES EXCN, A U.S. SENATOR FROM
THE STATE OF NEBRASEA

Senator EXON. Mr. Chairman, thank you very much. I am sorry
I was delayed. I wanted to be here earlier.

I first want to thank you for calling this hearing. I complimented
you on the floor when you announced that you were going to hold
this hearing. I think we need to go into these matters very, very
carefully, and I certainly will not delay the activity of the commit-
tee by asking any questions at this time, except the brief part that

ERIC 114

IToxt Provided by ERI



110

I have heard today indicates to me that the industry is starting to
do something about this. I am not sure that I agree completely
with what the industry is doing, but they are making significant
steps in the right direction. I appreciate your interest in this, Mr.
Chairman, and that of the subcommittee.

I will listen to the next panel.

Senator GRASSLEY. We would certainly invite you to stay.

I think that Senator Exon being here, because he has had legisla-
tion through the Senate and the introduction of other bills, and the
hearing—I think this all indicates that we have had the concern
really highlighted and brought to people’s attention. I know that
that is not satisfying to me at this point, and it is surely not satis-
fying to Mr. Crimmins, but the point is that this is being discussed,
it is being highlighted, and all of the activity, both private and pub-
lic sector, I think is showing some positive responses. '

I am sorry that Senator Feingold has left—I should not say I am
sorry he has left; he is entitled to leave—I was just hoping to make
one little comment before he left, so perhaps his staff could report
to him what I was going to say. This is on the question of vague-
ness and overbreadth.

I wanted to quote, if I could, again from Professor Harrison, just
one sentence from the letter that you have a copy of. “The legisla-
tion"—meaning my legislation—“also would survive challenge on
vagueness and overbreadth grounds. The category of ‘indecent ma-
terial’ as currently understood by Congress, the courts and the
FCC, is well enough defined to give adequate notice to operators
of their responsibilities under the bill.”

Thank you all for participating.

I will now call forward the next panel. Dee Jepsen is director of
the “Enough is Enough” campaign, a nonpartisan women’s cam-
paign designed to educate the American public about illegal por-
nography. And I also want to add that Dee Jepsen is an Iowan, and
I want to say—and I hope I do not embarrass her—that she is a
longtime friend of mine.

The second witness on the panel is Michael Hart. He is a profes-
sor of electronic texts at Illinois Benedictine University. Professor
Hart has been doing good work, translating classic works of lit-
erature into electronic format.

And the final witness is Jerry Berman. He is executive director
of the Center for Democracy and Technology. He also chairs the
Interactive Working Group, and until 1988, Mr. Berman served as

- chief legislative counsel to the American Civil Liberties Union.
~If it is OK, we will hear first from Ms. Jepsen, then Professor
Hart, and then Mr. Berman.
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PANEL CONSISTING OF DEE JEPSEN, EXECUTIVE DIRECTOR,
ENOUGH IS ENOUGH CAMPAIGN, FAIRFAX, VA; MICHAEL S.
HART, EXECUTIVE DIRECTOR, PROJECT GUTENBERG, AND
PROFESSOR OF ELECTRONIC TEXTS, I[LLINOIS BENE-
DICTINE COLLEGE; AND JERRY BERMAN, EXECUTIVE DI-
RECTOR, CENTER FOR DEMOCRACY AND TECHNOLOGY,
WASHINGTON, DC

STATEMENT OF DEE JEPSEN

Ms. JEPSEN. Mr. Chairman and members of the Judici Com-
mittee, I would like to speak today as not only president of Enough
is Enough, a women’s organization, nonprofit, nonpartisan, that
works to combat child pornography and other forms of illegal ob-
scenity, but I would like to also speak as a woman, as a grand-
mother of nine, and I think as I have listened today, I would also
like to try to speak on behalf of the children. We hear a lot of
legalese and a lot of concern about methodology, and we sometimes
get lost in the complexity of things, and it is the kids who are the
ones who suffer in the end, and we deal with them, those who have
become victims of pornography, every day. And I cannot forget
their faces or forget their stories.

I would first of all like to commend you, Senator Grassley, for
your moral courage in attacking this issue, as I would also like to
take this opportunity to again say to Senator Exon, we are very
grateful for your initiative also. .

This is not an easy issue. I have worked on the pornogtaphy
issue exclusively for 4 years, and it is like trying to bring clarity
to a glass of mud sometimes, and maybe the analogy is appro-

riate. We have talked here today about indecency, and it is a dif-

cult thing to understand how the pornography laws work, and
now, with this new technology, how they might be applied.

Indecenc}i'lils a lot different from obscenity, which 18 hardcore por-
nography. There are areas of speech that are not protected, and
those that have in recent times brought to the public focus the
problem o;lpomo%raphy in America and the type of pornography
that is available, I have been amazed to see the viciousness of the
attacks that have been leveled against them. It is sort of like if you
do not like the message, beat up the messenger. I think that that
is tragic. But the secretary is out. The material is there. Our chil-
dren are consuming it, and it will affect their hearts, their minds,
and their lives for years to come.

I cannot tell you how many times I have looked into the eyes of
pec:lple in the audience when I have finished speaking on this issue,
and perhaps they are 60, 65 years old, and women will come up
and tell me about what hapgened to them as children, pomograghgt'
having been involved, and the pain and the hurt that has never le
t;hem,1 never left them, and they have perhaps never even told any-
one else.

tSo I know the problems that this material does provide to soci-
ety.

I believe that women have a special authority to speak on this
issue because we are the primary subjects of this material; we and
our children are its primary victims. This material degrades and
demeans women, it eroticizes inequality, it victimizes children, and
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it ruins men because it holds a fatal attraction to many men. It
will invade their thoughts and manipulate their behavior, some-
times for life.

It contributes to domestic violence and abuse, spousal abuse,
rape, incest, and child molestation. And a great share of what is
available today is not protected speech any more than libel, slan-
der, or false advertising are protected speech. Most Americans do
not realize that.

Due to the recent focus on cyberporn, or pornography by com-
puter, America has put this on the front burner, and it is getting
a lot of attention these days. And I believe that, as our common
cultures become coarser, the children have been robbed of child-
hood. There is no protected place for childhood, no time for inno-
cence anymore.

A recent “Prime Time” television program on children and sex
starkalﬁ revealed that children age 10 and younger are being
sexualized due to the constant exposure to sexually-oriented mate-
rials. I think that every mom and every dad and every grand-
mother and every grandfather, every responsible citizen in this
country ought tolge concerned, and they ought to be outraged. And
while they do become passionate about it, I think they also have
to be reasoned and reasonable, as well as responsible.

I believe that your bill, Senator Grassley, is just that. I do not
think it places an undue burden upon the access providers, but it
does call for responsibility, as there should be.

I believe there are two things that the pornography industry has
tried to do over the years to increase its business, if you will—first
of all, to remove as much as possible the social stigma associated
with consuminf pornography, and second, to use every advance in
technology to lessen the difficulty of purchasing and consuming
pomogragllg. This is a multi-billion-dollar business, and we need to
do everythi 5 we can. And I would hope that those within the in-
dustliy would continue to cooperate and to be more cooperative,
that legal solutions be sought where they are needed, that parents
get involved—to lay it all on the parents is too much responsibility,
in my opinion. It used to be also that you paid to go and get por-
nography; now, if we are seeking technological fixes—I had not
heard about the free one that was mentioned here earlier—but
what we are saying is that we are going to change the baseline,
and you are now goingat-;g have to pay to protect your children from
pornography, rather t. paying to go out and consume it. v

There are many other things that I could say, but I know the day
has worn on, and a lot has been said here, so I would be happy
to respond to questions.

Senator GRASSLEY. Thank gou, Ms. Jepsen.

[The prepared statement of Ms. Jepsen follows:]

PREPARED STATEMENT OF DEE JEPSEN

SUMMARY

This statement is in supfort of 8. 892, The Protection of Children from Computer
Pornography Act of 1995. In my capacity as President of “Enough s Enough/"—a

t

non-profit, non-partisan women's organization opposing child pornography and ille- .

gal obscenity, I am very familiar with the issue of contemporary pornography—its
content, avat?lability and its harms. v
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Pornography demeans and degrades women, victimizes children and ruins men.
It contributes to domestic and spouse abuse, rape, incest and child molestation. And
a great share of it is not protected speech, any more than libel, slander or false ad-
vertising are protected zgfech. Many Americans do not realize this fact.

Due to the recent media focus upon “cyberporn,” and consequent growing public
awareness of computer pornography and its availability, especially to children, por-
nography has been thrust into prominence on America’s reassessment agenda.

We must provide a protected space in which our children and children can
grow up. A time of innocence has been stolen away from today’s children. It is time
that adults of this nation take responsibility to combat the predators who are pollut-
ing the minds of our nation’s most valuable resource—our children. The Protection
of Ce};i‘lggen from Computer Pornography Act of 1995 is a step in that direction, and
is ni .

Recently, PRIME TIME did a television program on children and sex, starkly re-
vealing that children 10 and younger are gem g “sexualized” due to constant expo-
sure to sexually-oriented materials. Moms and dads, grandmothers and grand-
fathers—all responsible citizens, will not accept a feeble defense of doing nothing
to protect the well-being and safety of children.

linical studies and life experiences attest to the fact that pomogra&}g numbs the
moral conscience, stunts moral growth and encourages anti-social avior. Once
pornography has been viewed by young, vulnerable children, it can start a chain of
abuse that carries over into their adlﬁt and family lives. You cannot simply push
the delete button and eliminate those pornographic images from their memories;
they will continue to play over and over again in the theater of their minds * ¢ *
perhaps for life.

With the advent of personal computers (PC’s), a whole new world of pornograph
access rushed in through its floodgate. Today, we face an insidious at—hard-
core, child pornography and “indecent” material, which is harmful to minors, are
being transmitted over the Internet directly into our homes. Children are usually
more adept than adults at operating computers, and today, with little effort, a child
with a computer and a modem can download the most vile and perverse, often vio-
lent, hard-core por:;:)jmphé'l ever produced.

Not only is any child with a computer and a modem at risk of exposure to pornog-
raphy on the Internet, but they are at risk of being exposed to pedophiles there as
weg.l. Pedophiles are those adults who have a sexual appetite for young children.
They now electronically lurk on the Information Super l-iihway, as in schoolyards,
to stalk their prey, unsuspecting children. As the public debate about computer por-
nograaghy has intensified in recent weeks, there has often been misinformation, or

artial information agpearingin rint.

To find effective solutions to the computer pornography problem, it will take the
combination of education, legislative action, public policy initiatives and aggressive
law enforcement, as well as the exercise of corporate and individual responsibility.
The answer is everyone working together—parents, individual citizens, schools, leg-
islators, law enforcement and the corporate electronic business community. -

I am urging the passage of the Grassley Bill S. 892, The Protection of Children
from Computer Pornography Act of 1995 because it will fnelp to protect children from
exposure to pornography and ering its life-changing impact. This Act does not
place an unéau‘ burden upon the access providers, but it does place responsibility
upon them to do what they can do to protect the nation's computer-using children.

I am hopeful that mem| of both parties will check their other differences at
the door and join ranks on this issue * * * for the sake of the children.

Mr. Chairman, I speak today in support of S. 892, The Protection of Children from
Computer Pornography Act of '1995. In my capacity as President of “Enough is
Enough !”—a non-profit, non-partisan women'’s organization opposing child pornog-
raphy and illegal obscenity, I am very familiar with the issue of contemporary por-
nography—its content, availability and its harms. I speak not only on behalf of
“?nqugh is Enough!” but, on a personal level, as a woman and as a grandmother
of nine.

Although we have many caring men involved in our work, our organization fo-
cuses primarily upon educating and mobilizing women, because women speak with
a special authority on the issue of pornography—for we, and our children are its
primary subjects * * * and its primary victims. Pornography demeans and degrades
women, victimizes children and ruins men. It contributes to domestic and spouse
abuse, rape, incest and child molestation. And a great share of it is not protected
speech, any more than libel, slander or false advertising are protected speech; there-
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fore, it is not a 1st Amendment issue. It is not legal material. Many Americans do
not realize this fact.

Today, America finds itself at a point of serious reassessment. Americans are com-
ing raj i%lﬁr to the awareness that the moral fabric of our country has become badly
frayed. The consequences have become apparent. Due to the recent media focus
upon “cyberporn,” and consequent growiixﬁ ublic awareness of computer pornog-
raphy and its availability, especially to ¢ n, pornography has been thrust into
prominence on America’s reassessment agenda. The problem of pornography is an
1ssue whose time has come.

From all sides more and more voices are proclaiming that our culture is in crisis—
a crisis of character. A second White House Conference on Character was convened.
Organizations to promote character have been formed. For over a year, Bill Ben-
nett’s book, The Book of Virtues, has been near the top of the New York Times best-
seller list. Traditional family values are being touted in nationwide political cam-
paig;s, by both parties. The entertainment industry is being challenged “to clean
up its act.”

And while Congress and the Administration are wrestling with how to balance the
budget and reduce the deficit so our children and grandchildren will not inherit our
debts, there is another issue they must address as well * * * how to provide a pro-
tected space in which our children and grandchildren can grow up. As our common
culture has become coarser, children have been robbed of their childhood. A time
of innocence has been stolen away from today’s children. It is time that adults of
this nation take responsibilit{ to combat the predators who are polluting the minds
of our nation's most valuable resource—our children. The Protection of Children
from Computer Pomofﬁzgh& Act of 1995 is a step in that direction, and is needed.

Recently, PRIME T id a television program on children and sex, starkly re-
vealing that children 10 and younger are being “sexualized” due to constant expo-
sure to sexually-oriented materials. In an interview with Oprah, discussing sensa-
tional TV talk shows, First Ladty Hillary Clinton asserted, “I'm tired of folks sayinﬁ
we can't change it because that's censorship.” I, and many other Americans, woul
agree that tired excuse, which is now also being used in reference to any legislation

. or regulation of computer pornogra hgl, will no longer work in this country. Moms
and X grandmotigers and grandfathers—all responsible citizens, will not accept
this feeble defense of doing nothing to protect the well-being and safety of children.

Clinical studies and life experiences attest to the fact that pomgfr!t:‘s1 y numbs the
moral conscience, stunts moral growth and encourages anti-soci avior. In our
organization’s work with victims, we continually look into the eyes and hear from .
the hearts of those that have been bruised and broken lgntihe effects of pornography.
When we allow pom?:graphy to be freely available to children, pornography is not
only an attack upon the present, but an attack upon the future as well. Once por-
nography has been viewed by young, vulnerable children, it can start a chain of
abuse that carries over into their adult and family lives. You cannot simply push
the delete button and eliminate those pornographic images from their memories;
they will continue to play over and over again in the theater of their minds * * s
perhaps for life. ’

Over the years the pornography industry has had two basic business goals. To re-
move as much of the social stigma as possible from consuming pornography; sec-
ondly, to use every advance in technology to lessen the difficulty of purchasing and
consuming pomograghy.

Until the late 1970’s, pornography was primarily available in magazines and 8mm
film loops. It was distiibuted through the mail, street stalls and pornographic book-
stores in the “bad part of town.” The distasteful locations limited the market.

In the 1980's the advent of the VCR was exploited by pornographers. Consumers
could purchase videos and watch fpomogra hy right in their own homes. In addition,
the ability to charge customers for special phone numbers led to the development
of dial-a-porn. Satellite technology and the growth of cable led to further inroads
by pornographers world-wide.

en came the advent of personal computers (PC’s), and a whole new world of
pomgg:aphﬁr access rushed in through its floodgate. Computer related developments
will shape how the pomog:alﬁhy industry seeks to market its products over the next
quarter-century. And who will suffer the most? * * * the children!

Today, we face an insidious threat—hard-core, child pornography and “indecent”
material, which is harmful to minors, are being transmi over the Internet di-
rectly into our homes. The Information Super 'gﬁ‘way has been invaded by mor-
ally-irresponsible, reckless drivers, who travel the Highway with total disregard for
the damage inflicted on young minds through the pornography they provide. Chil-
dren are usually more adept than adults at operating computers, an today, with
little effort, a child with a computer and a modem can downioad the most vile and
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perverse, often violent, hard-core pornography ever produced. This material includes
such themes as incest, rape, bestiality (actual sex with most of the animals in
Noah’s Ark), torture and mutilation. This material can be accessed in full and clear
color with just a few computer key clicks. This is mo¥-aph that the Supreme
Court has ruled not to be pro speech, and is illegal for adults as well as chil-
dren. There is federal legislation outlawing it. We ezﬁ S. 892, however, to provide
federal leﬁialation outlawing “indecent” material. This material is not protected
speech and is already legislated against in most states and many local communities
under the rubric of “material harmful to minors.” With the advent of computers
which send indecent material across state lines this federal legislation is needed.
Pornography is harmful and destructive in the following ways:

o It plays a major role in the molestation of children, serving as an instruction
manual for these crimes;

it exposes children at an impressionable age to attitudes and behaviors that
warp and twist their view of human dignity and sexuality;

it shapes negative, degrading attitudes about women, erotizing inequality;

it encourages rape and the rape myth, that women say “no” but mean “yes” and
they like violence;

o it erotizes violence and then fuels sexual violence;

e it holds an addictive and fatal attraction for many men and teenage boys, it in-
vades their thoughts and manipulates their behavior;

o it encourages the transmission of STD’s (sexually transmitted diseases) and -

° (i:tullowets community standards, which has a denigrating affect upon our entire
ture. .

Some say that pornography is a victimless crime; this is a myth perﬁetrated by
those “&mﬁting through this multi-billion dollar industry and pornography consum-
ers. at we see, and what we hear and read affect how we tgmk and how we act.
That is why companies spend millions of dollars on advertising each year * * * it
works. And, of course, this t.gremise is the very basis of all education.

Not only is angegild with a computer and a modem at risk of exposure to pornog-
rag})y on the Infernet, but they are at risk of being exposed to pedophiles there as
well. Pedophiles are those adults who have a sexual appetite for youg&children.
They now electronically lurk on the Information Super Ignghwa , a8 in schoolyards,
to stalk their prey, unsus%cﬁn%'children. Let me give you a reai life example.

A friend of one of the “Enough is Enough !” staff members tells how her husband
intercepted a suspicious letter from a distant state addressed to their 16-year-old
daughter. The letter proved to be from an adult man to whom the young girl had
given her real name and address over her computer.

This electronic predator began his letter by asking the girl to describe her fan-
tasies, and then described his. He went into mhic, vulgar sexual detail. At first
the teenager laughed about it, but quickly reali that it was no laughing matter,
for her obscene “pen pal” could show up on her doorstep one day to his fan-
tasy. She had made the dangerous mistake of giving out her real name and address
to an unknown person through her home computer.

has intensified in recent weeks,

As the public debate about computer pornograph
there has often been misinformation, or partial mfgrmntion appearing in print. The
detractors of efforts to address the issue legislatively have taken to various forms
of attack in defense of electronic pornography. Their desperation is apparent as the
truth about this situation has been brought to light. Seldom, even in these times
of hyper-scrutiny and scathing eriticism, does the level of viciousness reach the level
it has on this issue. These detractors have tried to discredit and “beat-up” the mes-
sengers when they haven’t liked the message. They have contested the exact per-
centages of various types of computer pornography available and how many afeo le
consume it. For those of us who are battling this vile and degrading material, that
is exactly where we would like to stage the debate. Does it really matter what the
exact percentage is of material that is available by computer, to children as well as
adults—material that degrades and tortures women, sexually uses children and de-
bases human bei (and, in the view of animal lovers, even animals). Any is too
much. One child’s life misdirected into unhealthy sexual behavior is too much.

If we do nothing to stem this flood of pomt:iraphy available to children by com-
puter, we will be changing the base line on the availability of illegal material. It
will be com&arable to inviting children to have free access into adult x-rated book-
stores and theaters.
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In reality, we will never be able to eliminate all illegal pornography and protect
all children from exposure to pornography. It is, however, imperative that we do all
we can and we should do it in a reasoned, reasonable, yet responsible manner. It
will take everyone working together to proéuee the best answer, or answers, to the
problems of ¢y TD.

Some are saying that this problem is totally the parents responsibility. Parents
must become educated about the dangers present in unmonitored computer use by
their children, Parents also need to learn more about computer technology in order
to do so. But to place all the responsibility upon the parents not only is unfair, it
is inadequate to protect children. Parents can’t be present 100 percent of the time
to monitor their children, and thei certainly cannot monitor what happens when
they are at the homes of friends, whose parents may not be as informed or vigilant.
Bringing a computer into your home for your child’s use under this proposed solu-

. tion is like having them bring home a rabid dog for the kids to play with, sitting
1:hl'ilm in a corner and then having to watch them constantly so the dog won't bite

em.

. Some suggest technical screening “fixes”. There are some developed now and more
are being worked upon. These are good ideas, but to say that this is the total an-
swer is once again unfair and inadequate. Prior to this time those who wanted to
consume pornography had to g:y for it. Are we now going to say those who do not
want pornography for their kids have pay not to get it? This would be a major shift
of policy and approach. In addition, those who have in-depth computer understand-
inﬁ acknowledge that there is no way to screen all pornographic material.

t is often asked that if much of this material is illegal (not protected speech) isn’t
it up to law enforcement to simply enforce the law? There should be a| ssive en-
forcement of the pornography laws in the area of comguher porn. The reality is, how-
ever, that law enforcement resources are limited and it is difficult to monitor and
enforce this electronic outlet.

.. To find effective solutions to the pornography problem, it will take the combina-
tion of education, legislative action, public policy initiatives and aggressive law en-
forcement, as well as the exercise of corporate and individual responsibility. The an-
swer is everyone working together—ef)arents, individual citizens, schools, legislators,
law enforcement and the corporate electronic business community. We must all take
the responsibility to protect the welfare of our nation’s children. Those in the tech-
nology oommunjgﬂshould be encouraged to work diligently to find every way gs-
sible to protect children from destructive pornographic material via computer. Yet
we must all be committed to protecting both the free flow of material on the Infor-
mation Superhighway and the children of the country. The Grassley bill does not
place an unfair burcien upon the access providers, but it does place responsibility
upon them to do what they can do to protect the nation’s computer-using children.

Serial killer Ted Bundy said just hours before he was executed in 1989 for his
heinous, sex crimes against women and children, “* * * I take full responsibilit{' for
what I've done * * * My experience with pornography that deals on a violent level
with sexuality you become addicted to it * * * the barriers to really doing something
were being tested constantly, and assailed through the kind of fantasg life that was
fueled l;y pomggragllxy * * * pornography, which was an indispensable link to the
chain of behavior, the chain of events that led to the behavior, to the assaults, to
the murders. I have met a lot of men who were motivated to commit violence just
l.ilie‘;ne. Without exception, every one of them was deeply involved in pornography

I am urging the passage of the Grassley Bill 8. 892, The Protectiom Children
from Computer Pornography Act u% 1995 because it will ixelp to cgrotect ildren from
exposure to g:mography and suffering its life-changing impact. I am hopeful that
members of both ‘partles will check thetr other differences at the door and join ranks
on this issue * * ¢ for the sake of the children.

Senator GRASSLEY. Mr. Hart?

STATEMENT OF MICHAEL S. HART

Mr. HART. I would just like to make three points. We have the
technology to bring millions of books to billions of people, so let us
do it, even if we have to put them behind a computer “firewall.”

We need “mom and pop” shops to provide Internet on-ramp serv-
ices to the rest of the country, besides the large metropolitan areas.

We need “mom and pop” shops to provide the means to talk to
the rest of the world. Otherwise, only those who can hire an expen-
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sive code writer can have a World Wide Web Page anyone will
want to read.

If you put undue restrictions on these information providers,
then fyou will keep these wonderful things from happening, and you
will further increase the distance between information-rich and in-
formation-poor.

A rich person will always be able to get a copy of Shakespeare’s
“Romeo and Juliet,” but the information-poor will not be able to get
it at all, unless we make it incredibly easy. The main characters
in that play were 13 and 15 years old.

Only 1.5 out of 10 people have college degrees, and many of these
manage to graduate without ever reading a §hakespeare play. I
would like to see this country more well-read.

Last year's Adult Literacy Report showed that the division be-
tween literate and illiterate adults in this country was about 50-
50—53—47, to be exactly. I would like to fix that.

So we have the technology to put millions of books out to billions
of Heople. That stack right there has enough CD-ROMS to hold a
million books, and they could be afford at a dollar apiece and put
on anyplace on the Internet.

Project Gutenberg is doin%this, and it has been doing it for 25
Fourth of July’s now. The Declaration of Independence was the
first electronic text ever posted on the Internet, in July of 1971,
and this month marks our 300th E-text on the 256th Fourth of July
that has seen electronic books on the Internet.

Project Gutenberg is all volunteers, has no budget, has never re-
ceived a government grant, nor a grant from any foundation, other
than computers and prosrams from computer and software compa-
nies—nothing that would provide for a first amendment lawyer to
proofread an entire book every day of the week.

We need “mom and -pop” shops to f)rovide Internet on-ramp serv-
ices to the rest of the country, and 1 have brought you a couple of
exhibits of “mom and fop” shops that provide Internet access in the
middle of the Corn Belt. Christina Heal is from Shelbyville, IL, and
has met Senator Simon, who left, a couple of times.

And we need “mom and pop” shops to provide the means to talk
to the rest of the world; otherwise, only those who can hire expen-
sive code writers can have a World Wide Web Page anyone will
want to read.

I have brought another exhibit of a “mom and pop” shop. Jolea
Sampolesi is from Arkansas, and is now in Illinois, making Web
Sites, public and private. She has met President Clinton a number
of times, and it is she and her husband, Steve Weintz, who made
the Declaration of Independence Web Page.

On the first point, this is the hard drive pack that we put in the
first E-text on the Internet Web. It was from 1971. It is not big
enough to put the complete works of Shakespeare on, or the Bible.
It cost thousands of dollars, and it went inside another machine
that cost about $50,000, that went inside a machine that would fill
this whole room and cost millions of dollars.

Today, this disk costs less than $1,000, and you can put 1,000
copies of the complete works of Shakesg;are or the Bible on this,
and this is far from the biggest hard drive that would fit in the
palm of my hand. In another 10 or 15 years, I will be able to hold
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one of these in front of you that will hold terabytes of information.
Megabytes are millions of characters, gigabytes are billions of char-
acters, terabytes are trillions of characters. I would like to come
back here someday and hold one of these that has the whole Li-
brary of Congress on it.

This all happened over a space of about 10 or 15 years. That is
what a terabyte looks like now. In another year, it should be about
one-sixth that size. If IBM stays on the ball, they have one they
want to get out that will look just the same and will hold six times
as much data. Each of those could hold about 1,000 books, and
there are about 1,000 of them there.

But we will never find a million books that everybody will ap-

rove of. Even the greatest books ever listed in the Britannica

reat Books Series have been censored, from Socrates, to Plato, to
Aristotle, and from Chaucer, to Milton, to Shakespeare. Just one
call to University of Illinois reference librarians revealed that all
of these authors have been censored and banned, and more of them
in this century than you could imagine.

There are about 500 million computers in the world, with per-
haps an average of two people using each one. That makes about
a billion people. But only 5 million of those computers are on the
Internet. That is 1 percent. Even counting people and not comput-
ers, the total number of people subscribed to CompuServe, America
Online, and Prodigy is still only a fraction of 1 percent of the total
number of people using computers.

We need these little “mom and pop” Internet on-ramps, because
nobody else is going to bring this stuff out to the cornfields.

The information superhaijg(hway must be a two-way street. Every-
one should be able to speak. The World Wide Web is currently the
way to be heard on the Internet, but less than 1 percent of the 1
gercent of the people who are on the Internet would have any idea

ow to create a Web Page. 4

Jolea Sampolesi and her husband, Steve Weintz, have made per-
sonal Web Pages a reality for the masses, but they and Christina
Heal cannot possibly stay in business, which they are just barely
doing now, if they have to police all the content on their hardware
and software for an indecency that is so ill-defined that Shake-
speare’s “Romeo and Juliet” could be labeled as child pornography
simply because back in those days, geople only lived 30 years, and
15 years old made them middle-aged. Can we really expect to have
to rewrite history and Shakespeare to make them be 25 years old?
I would rather see our history as it happened.

The telephone companies l;:lyo not have to monitor for content, the
corner grocery is not liable for what you pin up on their bulletin
board, and none of these “mom and pop” shops could afford a first
amendment lawyer to read over everything that is posed.

Project Gutenberg, which I founded, publishes electronic text
right now every other day. About half our time is spent doing copy-
right searches. If we had to spend the other half reading for what
anyone, anywhere, might deem “indecent,” we would never have
time to achieve our goal of putting 10,000 books on the Internet by
the end of the year 2001.

That is the end of mrlthritten testimony.

Senator GRASSLEY. Thank you.
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Mr. Berman?

STATEMENT OF JERRY BERMAN

Mr. BERMAN. Senator Grassley, members of the committee, I ap-
preciate this opportunity to testify before you today on behalf of the
Center for Democracy and Technology and the Interactive Working
Group, which is really a broad coalition of public interest organiza-
tions, from right to left, and including the online companies, cable
companies, telephone companies, all of whom have come together
around the recognition that with the new interactive media, we
need new policies to solve our problems. We cannot rely on the
broadcast model.

You had a demo up here, and if you could show it again—the two
computers. :

Senator GRASSLEY. Yes, we will put that up.

Mr. BERMAN. Thank you. What is different about the Internet—
for example, in your opening statement you talked about the
chokeholds, the distributors of cocaine, that you go after then—the
vision that you have comes from the broadcast media, Senator
Grassley. It is that there are four networks—America Online,
CompuServe, and Prodigy are like NBC, CBS, and ABC—and if
you tell them not to do something, they will be able to police the
net.

What ha§ Mr. Hart in tears is the fact that this is not the way
that the Internet and its promise are being brought to us. It is not
just America Online, CompuServe and Prodigy. It is millions of
people who can become content providers, access providers, who
can put materials up and be publishers. And what they are worried
about is where your statute stops.

We have to look at problems in terms of trying to find the right
solution. When you start at the top line, Eg'ou say the problem is the
blue book and obscenity that Senator Exon s[‘;owe on the floor.
That is against current law, it is a violation of law, and the laws
ought to be prosecuted.

ur Interactive Working Group has produced a study which
shows that; the Justice Department has said that. en Mr.
Crimmins talked about child pornography, that is illegal. It re-
quires enforcement procedures, it requires resources. It does not re-
quire a new law.

But the issue of indecency, that is a slippery slope, because as
the Speaker of the House said, you are talking about material
which is constitutional for adults and which may even be constitu-
tional for children, but you have to define the line and where you
draw that line. And a bill that makes any access provider liable for
putting material up, willfully, knowing that children have access to
the Internet, the only way they can protect themselves is for every-
one up and down the chain of electronic service providers to divide

- the net into adults and children and to then decide what is on the
adult side and what is on the children’s side, in order to protect
them. And it is not even clear that it will protect them, because if
Project Gutenberg puts “Lady Chatterly’s Lover” not on the adult
side, but on everybody’s side, he faces liability. That is a chilling
effect, and I believe that when the courts look at this, they will ask:
Is that the least intrusive means you have for protecting children,
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first, from child pornography, and second, from the Blue Book clear
obscenity? I do not think that is where the court is going to come
out.

-Third, it is going to look at did you explore technologies or the
alternatives for achieving the goal of protecting children.

The courts always look at different technologies, different media,
and they always say we have got to apply the least intrusive
means. The least intrusive means in this technology is parental
blocking, institutional blocking, and industry self-help. They have
come up and shown that they are making moves. SurfWatch—put
it on your computer—free at America Online. WebTrack is avail-
able at institutions to block at schools—free, made available.

The courts are going to look at whether you have made that kind
of analysis. Your legislation passes a bill which criminalizes mak-

" . ing indecent material, whatever that means, available, and then
asks for a technology study to look at whether technology is an of-
fense. That is getting the least intrusive means on the wrong end.
It is starting at the back end. You really need the study first, and
the courts will ask whether Congress has studied this issue and
have they really gone to the least intrusive means.

I think that we are all trying to find the solution, but there are
much more effective tools to let parents decide what their kids see

- and interact with. I have a 14-year-old; I want to decide what is
decency and indecency for that child.

Today we are just at the beginning of problems. The “Style” sec-
tion has “Alcohol on the Net.” Are we going to have the alcohol
statute, the violence statute, the hate speech statute, the commer-
cial speech statute, to protect different constituencies on the Net?
That worked in broadcast, and maybe it was justified in broadcast,
but in this technology we need new solutions that favor the mar-
ket, that respect free speech, respect technology, and respect par-
ents and individuals.

Thank you very much. ‘

[The prepared statement of Mr. Berman follows:]

PREPARED STATEMENT OF JERRY BERMAN

Mr. Chairman and members of the subcommittee, my name is Jerry Berman, Ex-

" ecutive Director of the Center for Democracy and Technology. The Center is pleased

to have the opportunity to address the subcommittee on one of the critical civil lib-

erties issues of our day: the question of the most effective and constitutional means

of protecting children from inappropriate material on the Internet. We are pleased,

therefore, to have the opportunity to offer our views on the proposed “Protection of
Children from Computer Pornography Act of 1995.” (S. 892)

The Center for Democracy and Technology (CDT) is an independent, non-profit
public interest policy organization in Washington, DC. The Center’s mission is to -
develop and implement public policies to protect and advance individual liberty and
democratic values in new digital media. The Center achieves its goals through policy
development, public education, and coalition building.

The Center is also the coordinator of the Interactive Working Group (IWG), an
ad hoc working group of over 85 organizations from the computer and communica-
tions industries, and the public interest community. Since January 1995, the IWG
has been working to address the question of how to protect children from inappro-
priate material online in a manner which is consistent with Constitutional values
and continued innovation in interactive media.
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I. BROAD REACH AND SWEEPING IMPACT OF THE “PROTECTION OF CHILDREN FROM
COMPUTER PORNOGRAPHY ACT OF 1895”

The “Protection of Children from Computer Pornograghy Act of 1995” (8. 892) has
been presented as a narvav’lK drawn statute, designed to target the “bad actors.”
Unfortunately, based on CDT’s analysis, the proposed statute is in fact strikingly
Rroald. In some senses, it is even more sweeping than the Communications Decency

ct.

A. The Grassley bill creates broad criminal liability for online services providers,
video dialtone network operators, full service network providers, schools, librar-
ies, private businesses, and many content providers

Notwithstanding the intent of the drafters, the Grassley bill sweeps a number of.
commercial and noncommercial entities into its ambit. Covered entities include:

o Commercial online service providers,

e schools,

o libraries,

o universities which offer access to the Internet,
o other public information resources,

o gmall and large businesses which provide their employees with access to the
Internet.

In addition, since the bill covers all “electronic communications service” providers
(see §2(b)1(B)), S. 892 also threatens criminal liability for:

s Video dialtone networks operated by local telephone companies, and
o full service networks operated by cable television companies.

Included as well would be any commercial or noncommercial provider of content
which operates its own computer to distribute that content. As a result, all of the
individuals and institutions which publish through the World Wide Web and operate
their own computers attached to the Internet would face liability under this bill. To
the extent that a content provider—whether an individual or a large publishing
company-—operates a computer which makes information available to others, that
publisher would be subject to the provisions of 8. 892.

B. Broad scienter requirements in S. 892 would force the segration of the Internet
into a children’s network and a separate adult network

The scienter requirements in the proposed statute appear to have been designed
in order to limit the scope of the statute. However, as :g'a.ﬂed the statute is subj

to broad, sweeping interpretation when gﬁplied by criminal courts, These overly
broad scienter requirements would force who provide access to the Internet or
other online services to create, in effect, separate networks for children and for
adults. Such a stark separation would likely be the only way to for online service
providers and system operators to avoid liab ? under S. 892.

The new proposed §(bX2) of 18 U.S.C. il 64 would criminalize the “knowing”
transmission of indecent material to minors by any electronic communication service
provider. According to one interpretation, the application of this knowledge i
ment could apply to any provider who knows that a specific individual 18 a minor,
and then transmits indecent material to that individual. Or, another interpretation
could hold that rervice providers know that minors are on their service and that
there is indecent material on the Internet. Thus, service providers—including
schools, libraries and private businesses—would be criminally hable for merely pro-
viding minors with access to the Internet. Nothing in the statute or relevant case
law suggests that courts applying this law would be compelled to adopt the former,
more narrow, interpretation. Rather, it is perfectly plausible to read the proposeti
g(b)(2) as a punishment for any service provider or system operator who makes in-

ecent material publicly available to an audience that may include minors,

The threat of a broad interpretation of this new statute would compel all who pro-
vide access to the Internet to restrict all public discussion areas and public informa-
tion sources from subscribers, unless they prove that they are over the age of eight-
een. Under this statute, a service provider could not even provide Internet access

1The Communications Decency Act (S. 314)

was co-sponsored EKeSenawrs Exon and Coats
éusxg)is now part of the telecommunications reform bill passed by

United States Senate (S.

Q
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to a minor with the approval of the child's parent. Since every online service pro-
vider would have to similarly restrict access to minors, this groposed statute would
create two separate Internets, one for children and one for adults. Access by a child
to the adult network would create criminal liability for the service provider.

1. THE VAGUENESS OF THE “PROTECTION OF CHILDREN FROM COMPUTER PORNOGRAPHY
ACT OF 1995” WILL CREATE A CHILLING EFFECT ON ALL FORMS OF SPEECH ON THE
INTERNET AND GREAT CONFUSION AMONG SCHOOLS, LIBRARIES, BUSINESSES, AND
ONLINE SERVICE PROVIDERS WHO OFFER ACCESS TO THE INTERNET

A. Application of “willful” standard is unclear in the bill as drafted and will lead
to confusion among service providers and users

The “willful” standard also creates the possibility for significant confusion, given
the widely divergent readin‘gs of the “wﬂ.lfgl' " requirement. In some instances, g:»'111'
ful” is read as a socalled “tax standard,” implying that to be convicted one must
manifest a voluntary and intentional act which is violation of a known legal duty.
Cheek v. United States, 111 S.Ct 604 (1991). However, courts have also found that
willfulness means nothing more than a person acted knowingly and deliberatelg.
United States v. Peltz, 433 F.2d 48, 54-065 (2d Cir. 1970), cert. denied, 401 U.S.
955 (1971). The drafters of the Model Penal Code define wi as merely knowing
action,2 and do not require specific intent to violate a known legal duty.? Recent Su-
preme Court jurisprudence in the area of money laundering, on the other hand, has
required that the defendant’s actions demonstrate knowledge that his or her conduct
is, in fact, a violation of the law. United States v. Ratzlaf, 114 S.Ct 655 (1994).

A broad reading of “willful,” mﬂﬁnf é)rimarily ?m'posive action leading to a mi-
nor's access to indecency, but not knowledge of the fact that such actions constituted
violations of the law, would subject many service providers to liability under § 1464.
A more narrow reading of this requirement, could diminish the overreaching impact
of the statute, however, such an interpretation is by no means guaranteed. ile
Ratzlaf may offer some support in this regard, the Court also noted that “‘Willful,’
* * % jg a ‘word of many meanings,’ and ‘its construction’ {is) often * * * influenced
by its content.” Id. at 659 (citations omitted). The context was supplied, in part, by

e statute in question, which had previously construed “willful” as knowing viola-
tion of a known legal duty. Id. No such context is available in 18 U.S.C. §1464 to
aid a court in interpretation.

Confusion as to providers legal duty will create a tremendous chilling effect on
all online communications. In order to minimize their risk, service providers will be
forced to adopt rules governing their users behavior that are likely to be highly re-
strictive. .

B. Heavy-handed content regulation will squander the democratic potential of inter-
active media

As the popularity and accessibility of the Internet and commercial online services
ws, and as the medium becomes easier to use, the political uses of the net have
ourished. Political discourse is facilitated by a variety of different communications
techniques possible online, including news&ups, mailing list discussion groups,
chat sessions, and a host of electronic publishing capabilities. Any regulation creat-
ing criminal penalties for communication of indecent material would have a sub-
stantial chilling effect on all who use interactive media. Such a chilling effect would
severely inhibit the growth of the Internet as a political forum.

Political groups left,* right,5 and center are using the Internet to communicate,
to organize, and to advocate their own views. Advocacy organizations have found
World Wide Web services are critical to political education activities, and an increas-
in%(number of s roots and community groups are coming to rely on the Internet
to keep in touch with members and constituents. In fact, even some Senators offices
are using the World Wide Web to communicate with and solicit feedback from con-
stituents.® As a nation we should be encouraging political discourse in this new me-
dium, because of its potential to raise the level of political discussion beyond the
sound bite and to involve more citizens in the political process. One aspect of en-
couraging political discourse in interactive media is to assure all users that their
First Amendment and privacy rights will be respected fully.

2Model Penal Code §2.02(8).

88ee Simonoff, Ratz &cv. United States: The Meaning of “Willful” and the Demands of Due
Process, Colum. J.L. & Soc. Probs., 397 (Spril}:ﬁl‘lws).

4Eg: The American Civil Liberties Union URL:gopher-/aclu.org:6601/1/

8 Eg: The Right Side of the Web URL:http://www.clark.net/pub/jeffd/index.html

8Eg: Sen. Leahy’s Home Page: URL:ftp:/ftp.scnate.gov/member/vt/leahy/general/pjl.html
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Indeed, the Internet and other online services are fast becoming a new public
forum for political discourse for American citizens. In order to preserve the freedom
and openness of this new political arena, it is critical to avoid creating a chilling
effect on individual expression. ’

II. THE “PROTECTION OF CHILDREN FROM COMPUTER PORNOGRAPHY ACT OF 1895” IS
UNCONSTITUTIONAL UNDER THE FIRST AMENDMENT FOR FAILURE TO ADOPT THE
LEAST RESTRICTIVE MEANS

The proposed statute extends indecency restrictions enacted to apply to the broad-
cast radio and television media to new interactive communications media such as
the Internet, commercial online services, and electronic bulletin board systems.
Though indecency restrictions have been applied to broadcasting for some time, re-
flexive extension of the same restrictions to new interactive communications media
is simply unconstitutional. The Supreme Court has long held that “each medium of
expression presents sgedal First Amendment problems.” 7 In light of the substantial
control that users and parents have over content that enters their homes via inter-
active media, government restrictions on indecency as proposed by the Grassley bill
are unconstitutional.

A. Censorship of indecent, but not obscene, communications for the purpose of pro-
tecting minors must employ the least restrictive means available to accomplish
their goal

Indecent communications are protected by the First Amendment, unlike obscenity
which is altogether un rotecte«{. Sable Communications of California v. FCC, 492
US 115; 109 S.Ct. 2829; 106 L.Ed. 2d 93 (1989). Indecent communications, which
do not rise to the level of obscenity,8 can only be limited in order to serve a compel-
ling state purpose and must be done using the least restrictive means possible. Id.
at 125. The Sable court found that the protection of minors from access to indecent
material is a compelling state purpose, but that “it is not enough that the Govern-
me:;;t’slfinods are compelling; the means must be carefully tailored to achieve those
ends.” Id.

As a threshold matter, the Sable court found that the constitutional basis for up-
holding indecency regulations in broadcast media articulated in Pacifica Foundation
v. FCC, 438 US 726, 98 S.Ct. 3026, 57 L.Ed. 2d 1073 (1978), were inagplicable in
any other media besides over-the-air broadcasting.}0 492 U.S. at 127. Paci ac-
cepted that the FCC had authority to enforce content regulation based on the dual
finding that 1) radio was a “uniquely pervasive medium”!! that intruded (dirty
words and all) into peoples homes, and 2) the only way to afrotect children from ex-
posure to objectionable content was to keep it off the air altogether.!2 Sable rejects
this finding oft;‘lpervasiveness” as “emphatically narrow” and irrelevant to other
media such as telephone audiotext services. 492 U.S. at 127.

Thus, the Sable “least restrictive means” standard became the test by which all
regulations on access to constitutionally protected indecent material were judged.
Nearly ten years of litigation along with adjustment of the statute and regulation
were required before the current statute was found constitutional under this stand-
ard. See Dial Information Services v. Thornburg, 938 F.2d 15635 (2d Cir., 1991) (find-
ing FCC regulations implementing § 223(b) constitutional). During the course of the
dispute over the application of §223 to audiotext services, courts considered and re-
jected a number of means by which carriers were required to shield minors from
access to indecent information. First, time channeling rules, requiring that services
only be accessible during hours when children were asleep, were found to violate
the First Amendment because they had the effect of denying access to adults as well
as children. Carlin Communications v. FCC, 749 F.2d 113, 121 (2d Cir. 1984) (Car-
lin I). Next, the courts rejected a requirement that carriers provide access to inde-
cent services only once customers entered access codes or passwords, which were to

7Joseph Burstyn, Inc. v. Wilson, 343 U.S. 495, 502-503 (1946).
8Given the national and international reach of new interactive media, determinations of ob-
scenity based on traditional “community standards” doctrine also raises a whole host of ques-

tions.

9See also Carlin Communications v. FCC, 837 F.2d 646, 665 (2nd Cir. 1988).

10 Pacifica upheld an FCC rule which barred the comedian George Carlin and others from re-
peﬂ} th% ;sseven dirty words” in over-the-air radio broadcasts.

at .

12 J4 at 749-50. The Pacifica court recognized that the radio station (WBAI in New York City)
had actually broadcast a warning as to the possibly objectionable content, but that this warning
failed to protect those who tuned in after it was given. Id. at 731.
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be issued after verification that the customer was over 18. Carlin Communications
v. FCC, 787 F.2d 846 (2d Cir. 1986) (Carlin II).

The finding of the Dial court, agproving the constitutionality of §223 and associ-
ated regulations depended on the egislative determination that the telephone com-
pany blocking of service pending age verification or use of a credit card are the only
means to enable parents to restrict their children from access to indecent audiotext

services, 12
B. Background on dial-a-porn rules: lack of user control leads to indecency restric-
tions
As was the case for broadcast indecency restrictions considered in Pacifica, the

dial-a-porn restrictions were only found constitutional because of the uniquely intru-
sive and uncontrollable nature of the audiotext services. A key legislative motivation
for imposing these rules during the 1980’s was that indecent information available
throuén audiotext services in the telephone system were oPenly available to children
in such a way that it was difficult for parents to control access by their children.
The views of Congressman Bliley recounts the prevailing view of the need for the
legislation: “It constitutes an attractive nuisance in every home in America where
children are present. There is no completeltg effective way to prevent children from
being exposed to “indecent” or “obscene” dial-a-porn so long as it is lawfully and
commercially marketed. * * *” Bliley continues: .

Telephones are precisely like radio and television because of their easy
accessibility to children and the virtual impossibility for parents to monitor
their use. * * * [Dlial-a-porn is presently in the home whether the home-
owner wants it or not. Today one cannot have telephone service in the pri-
vag; of one’s family environment without being required to have dial-a-porn
with it. Families with children must give up telephone service to be “left
alone” from exposure of their children to this intruder.1¢

The current statute and Federal Communications Commission regulations pro-
mulgated thereunder were found constitutional only after nearly ten years of litiga-
tion and efforts by Conﬁf: and the Commission to brinilthe statute within con-
stitutionally acceptable ds. Indecency restrictions applied to interactive media
would require a wholesale review of the constitutionality as applied to new media
such as online services and the Internet. Interactive media operates in such a dif-
ferent manner that the constitutional issues must be considered afresh given the
new factual backdrop.

C. Reliance on government censorship to restrict access to indecency fails to take into
account the fact that interactive media offers parents a much greater degree of
control then broadcast services or 900 number services

Indecency restrictions in interactive media would presumably be motivated by the
same goal of protecting minors as the existing statute. However, the means adopted
for achieving the goal are impermissible under the First Amendment because they
are not the least restrictive means of accomplishing the legitimate government pur-
pose. Interactive media is materially different than analog telephone and audiotext
technology in that it offers users the ability to exercise control over precisely what
information one accesses. Given the dramatic difference between telephone tech-
nology and interactive services such as the Internet and other interactive media, we
believe that blocking by the carrier as demanded by §223 would not meet the “least
restrictive means” test.

Just as the Sable court found broadcast in decency regulations inapplicable to the .
telephone system because of differences in the medium, nr‘:ﬁu.lations designed for
audiotext services in the telephone system are constitutionally inapplicable to new
interactive media. Indeed, indecency restrictions on material transport by US Mail
have also been struck down by the Supreme Court precisely because “the receipt of
mail is far less intrusive and uncontrollable” 18 than broadcast information that was
the subject of the Pacifica case.

18 Ret.lfa Bliley asserts as much in his comments on the legislation. He states, “* * * It became
clear that there was not a technological solution that would adequately and effectively protect
our children from the effects of this material. We looked for effective alternatives to a ban—
there were none.” 134 Cong. Ree. H1691.
d:'; %84 Cong. Rec. H16! (daily ed. April 19, 1988) (statement of Rep. Bliley) (emphasis
added).
18 Bolger v. Youngs Drug Products Cor{., 463 U.S. 60, 71 (1983). The Court in Bolger struck
e mailing of bi

down a statute regulatin% th rth control material, despite the fact that proponents
of the law asserted that its purpose was to protect children from exposure to explicit,
offensive material. .
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Technologies already exist that enable users to access certain information based
on a variety of characteristics, or, to exclude certain types of information from ac-
cess.1® With such filtering technofogy, users, instead of the government or network
operators, can exercise control over the information content that they receive in an
interactive network environment. User control could be exercised in two ways. First,
one could screen out all messages or gx;:grams based on information in the header.
If a parent wanted to prevent a child from seeing a particular movie or from partici-
pating in a particular online discussion group, then the computer or other informa-
tion appliance used by the child could be set f:y the parent to screen out the objec-
tionable content. Such features can often be protected with passwords which would
be assigned, for example, by the responsible adults in the house. Second, the same
systems can be used to enable blocking of content based on third-party rating sys-

tems. .

Given the flexibility of interactive technology, we need not rely on just one rating
system. In fact, a single rating system or a single set of filters would merely replace
a single government censor with a single private censor, with no real gain for the-
free tlow of information. Properly implemented, interactive media can accommodate
multiple filtering systems, giving users and parents the opportunity to select and
block information based on a true diversity of criteria. The national Parent Teachers
Association or different religious organizations could set up rat.ingl systems which
would be available on the network to those who desired them. Rather than relying
on the judgxent of the government, or of the service provider, viewers can limit ac-
cess to content based on the judgment of a group whose values they share.

Interactive media can enable individuals and parents to prevent themselves or
their children from using their PC’s or TV’s to access certain kinds of content. With
such control mechanisms within the practical reach of parents, the governmental
geurpose generally cited for indecency regulations—the protection of children—could

accomplished without government content restrictions. In particular, the reason-

ing of Pacifica (intrusion of the indecent message into homes) and Sable (inability
of parents to exercise control) would no longer justify most content regulation.

o date, Congress has made no finding that a law-such as that proposed by Sen-
ator Grassley is the “least restrictive means” to protect children from indecent mate-
rial. Indeed, we believe that parental empowerment technology and public education
would be far more effective and far less restrictive of adult’s right to receive inde-
cent material. The very fact that the Grassley bill proposes that the Justice Depart-
ment study blocking and filtering technology 17 sugﬁests that the issue should be in-
vestigated further before Congress can be said to have concluded that it has found
the “least restrictive means” to protect children.

IV. CRIMINALIZING BEHAVIOR OF SERVICE PROVIDERS IS NOT AN EFFECTIVE MEANS OF
PROTECTING CHILDREN FROM INDECENT MATERIAL

A. Regulating decentralized interactive media following the pattern of old-style, cen-
tralized communications media such as broadcasting is impractical

The Internet and other interactive communications media are fundamentally de-
centralized media. Unlike centralized broadcast radio and television services, there
are no central control points through which either a single network operator or gov-
ernment censors can control particular content. On the Internet there are literally
millions of speakers and publishers. This proliferation of individual speakers stands
in sharp contrast to broadcast television or even cable television, where one ma
count five, ten, or perhaps one hundred speakers, each of whom controls a channel.
Federal broadcast content regulators can direct their regulations at the operators
of a particular channel in order to enforce their regulations. However, content con-
trol on the Internet would have to be ta.rﬁted at each and every one of the millions
of US and international citizens that speak daily online, Anmttempt to im(fose cen-
tralized content control in a bureaucratic manner on this fundamentally decentral-
ized medium is bound to stifle the growth of the medium, squander the democratic
potential of the Internet, and may even cut the United States off from the growing
global information infrastructure.

As a decentralized medium, the Internet and other interactive services have flour-
ished in a largely unregulated environment. Indeed, recent Congressional decisions
to commercialize the Internet have lead to a tremendous increase in the number of
users who have access to the Internet and great innovations such as the World Wide

18For more information on blocking and ﬁlterin&technologies available to parents today, see
the Interactive Working Group Report to Senator Leahy, “Parental Empowerment, Child Protec-
tioll_xl &e Flée: Speech in Interactive Media,” July 24, 1896. ’
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Web. Indeed, the innovative, entrepreneurial Internet marketplace has even pro-
duced a variety of software and services that help protect children from inappropri-
ate material online. Imposition of content reguﬁations would seriously retard the
growth of the Internet marketplace. What's more, content control is unlikely to be
effective in protecting children.

B. The global nature of the Internet makes control by the user or parent the only ef-
fective means of restricting access to indecent material

While the vast majority of content on the Internet is intended for legitimate edu-
cational, cultural, political, or entertainment value, some material on the Internet
may not be appropriate for children, Moreover, much of this material is accessible
from the United States but transmitted from other countries, beyond the practical
reach of U.S. law. In order to protect children we must rely on powerful blocki
and filtering technology to empower parents to make choices about the materi
which their children can access.

Entrepreneurial effort has already produced blocking and filtering products for
families and schools. The vast majority of the content on the Internet is labeled or
identified in some manner. If information is not labeled, intended users cannot find
it. Therefore, the inherent power of comguter software allows the creation of com-
Sreter programs which enable parents to block material from the reach of their chil-

n automatically, without the need for constant parental supervision. Affordable
software such as SurfWatch and NetNanny already enable parents to allow their
children to “surf the net” fr%%lg but keep them away from objectionable material.
The Netscape Proxy Server, hTrack, and the Apple Communications Server can
be installed in schools or other institutions to open their institutions to the Internet
without allowing their students to have access to objectionable sites.

The global and decentralized nature of interactive media requires new approaches
to child protection. Censorship of centralized media such as radio and television may
be effective at keegli.eps the “seven dirty words” off the airwaves. However, on the
Internet, with hun s of thousands of content creators all over the world, US law,
nfg kx;:latter how tough, will never be able to keep offensive material out of the reach
o 8.

Industry-wide initiatives are developing standard label and blocking conventions
to increase the effectiveness of blocking. Microsoft, Netscape and Progressive Net-
works have announced efforts to develop blocking and label conventions. The
Internet technical standards developers are now considerintgaa groposal called
“KidCode”, which would establish voluntary labeling systems that identify Internet
information which is inappropriate for children. The flexibility of interactive media
“allows multiple ratingesystems to co-exist so that individuals and families can chose
a rating system that best reflects their own values.

Parental choice assures full respect for the free speech rights in interactive media.
Relying on parents, not the government, to make choices about the content that
they and their families receive assures maximum respect for First Amendment
rights of adults to receive and transmit constitutionally-protected material, and al-
lows families, not federal bureaucrats, to determine what information is most con-
sistent with their own moral values.

V. CONCLUSION

ain, I thank the committee for the opportunity to appear and offer the views
of the Center for Democracy and Technolo%y on this very important issue. We look
forward to workingrewith you toward a resolution of this 18sue which empowers par-
ents, protects children, and preserves full First Amendment freedoms in new, inter-
active communications media.

Senator GRASSLEY. Thank you, Mr. Berman.

Before I ask my first question, I want to make a general com-
ment. We have all got to be concerned about works of art being
nesatively impacted, and all I can do is tell you what my intent is,
and that is, first of all, that this statute does not give any regu-
latory authority to the FCC. But within what the FCC does, I think
it is important to remember that when it comes to literary works,
the way the FCC currently interprets and enforces the law does not
affect serious works of art. Now, I suppose that statement can be
debated, but I cannot do any more than tell you what my intent
is.
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Dee, in your opinion, are purely technical solutions, without con-
gressional action, a truly effective way of protecting children from
access to cyberporn?

Ms. JEPSEN. No, I do not think it is adequate. I think it is a step
in the right direction. I think we need everyone working together.
We need well-informed parents. We need legislation where it is
necessary. We need aggressive law enforcement, which frankly we
have not had. All of these things combined, I think will bring some
solutions.

I do not think there is a perfect solution, and in all actuality, we
are not going to ever be able to get rid of all pornography. That
is just a fact of life. But we have to do, I believe, as a responsible
society and citizenry, everything we can to eliminate as much of it
as possible, because once these kids have had these images en-
graved in their minds, you cannot push “delete” and remove it; it
will play in the theater of their minds for the rest of their lives.
It will affect the way they look at women, their own sexuality and
family. I think it could have dire effects, especially since we have
talked here in broader terms—we have talked about obscenity
today, too—some of the stuff that is available is absolutely beyond
description, and I think most of you in the Senate are aware of the
extremes this goes to. What does that do in a child’s mind when
he is at a formative, vulnerable stage of his development, as he
views other human beings and as he views life? It is not good.

Senator GRASSLEY. I think you were here and heard testimony
from at least one parent who terminated online services because of
what they discovered. Do you think that my legislation would ease
the worries of anxious parents? That is just on example. I suppose
that through your advocacy and the group that you are a director
of, you become aware of a lot more than a few instances.

Ms. JEPSEN. I think it would help, Senator. This is a wonderful
technology, and it is wonderful for children, and it is expanding
every day. And I think it is very important that everyone work to-
gether so that not only are the children protected, but the tech-
nology is protected. And what some people are doing is what I
heard a couple people say here today—they are just getting out of
it. They are canceling their subscription. And that is sad, too.

Senator GRASSLEY. Mr. Berman, is it your position that so-called
blocking software is 100 percent effective, so that there would be

roblem for Congress to remedy?

r. BERMAN. I am not saying that it is absolutely foolproof.
There is no foolproof means. All I am saying is that judged against
a statute which raises considerable constitutional and enforcement

roblems on the World Wide Web, I think it is a more effective so-
ution.

For exan;rle, 1 do not know how you clean up the 40 percent of
the material that is overseas. It is very simple to move a Web Site
overseas. You cannot tell the difference between getting to Senator
Leahy’s Web Page and getting to something in Sweden. It is trans-

- parent. You are looking at the same thing. It is the same network.

So you may be making indecent materials illegal in the United

States, and let us say you pass constitutional muster after 10
ears, like the dial-a-porn statute, you still have the overseas prob-
em. It does not ease myself as a parent that you have passed this
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legislation. In fact, I think what it does is give the public a false
s;al?se of security that Congress again has stepped in to do some-
thing.

I notice that you mention that the FCC does not include literary
works, but your statute does not involve the FCC. It involves pros-
ecutors all around the country, deciding what is decent and what
is indecent. And in many communities, I think “Catcher in the
Rye” is indecent, and “Huckleberry Finn” is indecent, and Shake-
speare is indecent. I do not think we want that kind of balkani-
zation of the Internet.

Senator GRASSLEY. Well, we use the FCC definition.

Mr. HART. Senator, you asked both of them that question; may
I put in a comment?

Senator GRASSLEY. Yes, you can comment, of course. Let me just
simply say that I would agree with you, and I think Ms. Jepsen

. made the point better than I could—I do not believe that my legis-
lation is the total solution to this. You mentioned that if I pass my
bill, there is another problem overseas and so on. I just think that
mine is one small step in the direction of solvinﬁ this problem, and
it does not preclude any of the others that have been suggested.

Mr. Hart, I should give you the courtesy of responding.

Mr. HART. Thank you. I want to point out that for those of us
who have been on the Internet for 24 or 25 years that program-
ming has gotten just as much more sophisticated as this hardware
has, and that this little chip, that I bought at a garage sale for $10
last month, does just as much as this chip, that is still worth a
quarter of a million dollars, and was current to run an IBM 360
mainframe 10 years ago.

The programming that you have available now can analyze a pic-
ture and tell your eyes from his eyes and decide not to put eyes
on the picture; they can fuzz them out the same way they do wit-
nesses on the talk shows and stuff like that. And to do it with
words is infinitely easier than to do it with pictures.

So if you get people who are in the Internet to try to solve the
problem—I can guarantee you I can get a couple thousand people
work}i11i1g on the problem, and they probably will not charge you
anything.

enator GRASSLEY. Thank you.

Senator Leahy?

Senator LEAHY. Thank you, Mr. Chairman.

Before I start, I want to thank Mr. Berman and the others in the
Interactive Working Group for their report, and I would ask con-
sent that the report, which was delivered to me along with a cover-
ing letter, be made part of this hearing record.

enator GRASSLEY. Yes, it will be included.
[Documents follow:]

INTERACTIVE WORKING GROUP,
Washington, DC, July 24, 1995.
Hon. PATRICK J. LEAHY,
Washington, DC.

DEAR SENATOR LEAHY, on March 15, 1995, you asked the Interactive Worki
Group to investigate a number of issues regarding the appropriate regulatory mod
for new, interactive communications media, the problem of children’s access to sexu-
ally explicit material online, and the current state of criminal and constitutional law
in this area. We are pleased, now, to provide you with a report entitled, “Parental
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Empowerment, Child Protection, & Free Speech in Interactive Media.” Based on the
research and discussions within the Interactive Working Group, our report reaches
the following conclusions:

e Extending FCC content regulation to the Internet would have a devastating im-
pact on the development of interactive media, squelching technological innova-
tion and squandering the democratic potential of the new medium;

o Current law is adequate to enable the prosecution and punishment of obscenity,
child pornography, and harassment online;

e Technologies exist today to enable parents to %'event their children from
accessing inappropriate material on the Internet. Voluntary, private sector ef-
forts to empower parents are proliferating, with the promise of greater control
for parents and kill respect for First Amendment values; :

¢ Efforts to ban or restrict indecency in interactive media would be subject to
grave constitutional infirmities.

Throughout the public discussion of this issue, your strong vcice in support of
technological innovation, constitutional values, and the protection of our nation’s
children has been invaluabie. We hope that this report helps you in your continued
efforts. We are pleased to have the opportunity to present this report to you and
look forward to your continued leadersglp on this critical issue.

Sincerely Yours,
(Signed) Jerry Berman

( ) JERRY BERMAN,
oordinator,
Interactive Working Group.

PARENTAL EMPOWERMENT, CHILD PRUIN‘IEECTION, AND FREE SPEECH IN INTERACTIVE
DIA

INTERACTIVE WORKING GROUP REPORT TO SENATOR LEAHY, July 24, 1995

[This report was written by Jill Lesser, Pecple for the American Way; Ronald Plesser, Piper & Marbury; Daniel
J. Weltzner, Center for ocracy and Technology; and edited by The Center for Democracy and 'Decﬁnology.
with detailed ts from a ber of working gruup members.]

Overview

The Internet and other interactive services are a new medium, and a new array
of markets, different from any means of communication that has come before. This
new medium raises fundamental questions about the appropriate balance between
the needs of the market, of American families, and basic constitutional free speech
and privacy guarantees that Americans value so deeply. In order to protect families
and children in this open, global network, we shoul rely on the entrepreneur-
ial spirit of the interactive services market to build parental emgowerment tools,
and encourage the industry to work together to ensure that such solutions are wide-
ly available. The interactive media market must not be :&Eﬂated like telegraphs,
broadcast radio and television, and telephones, ther:ll‘)a' stifling the development of
an important new communications medium with burdensome regulations. Rather,
we should identify policies that enable the interactive media market to flourish like
the personal computer-industry, and provide parents the ability to protect their chil-
dren from inappropriate material that is internationally-available.

In answer to questions posed to the Interactive Working Group by Senator Patrick
Leahy earlier this year, this report contains an assessment of:

(1) General policy issues at stake in the regulation of content on the National In-
formation Infrastructure;

(2) software and services available today that enable parents to restrict their
children from access to inappropriate material online;

(3) the current state of criminal law regarding obscenity, child pornography, and
harassment online; :

(4) threats to free speech, free press and individual privacy raised by proposed
regulation of indecency in interactive media.

We begin with a brief overview of the contents of the report:
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A. A NEW REGULATORY MODEL FOR INTERACTIVE MEDIA IS NEEDED TO ENSURE FREE
SPEECH AND CONTINUED INNOVATION IN THE NATIONAL AND INTERNATIONAL INFOR-
MATION INFRASTRUCTURE

The Internet is a global information and communications system which is becom-
ing a critical resource for organizations and individuals around the world. Busi-
nesses, schools, libraries, researchers, community groups, and individuals are all
coming to rely on the Internet as a vital communications system and information
resource. The Internet and other interactive media include electronic mail, the
World Wide Web, online discussion (ﬁroups, and other multimedia information re-
sources. Providers of interactive media services range from large and small online
services and bulletin boards, to those who provide services for their own use such
as schools, libraries, and large and small businesses.

To ensure the continued growth of the new interactive media market, national
policy for the Internet must:

(1) Preserve the vibrant free market in interactive media, free from regulation
of constitutionally-protected communications and information;

(2) preserve full constitutional free speech and privacy protections in new inter-
active media;
(3) encourage the industry to work together to develop blocking and filtering

technologies that empower parents to restrict their children’s access to offen-
sive material;

(4) ensure emerging media not be used for criminal activity such as stalking,
trafficking in obscenity, and the creation of child pornography.

B. CURRENTLY AVAILABLE BLOCKING AND FILTERING TECHNOLOGY, COMBINED WITH
PUBLIC EDUCATION, CAN EMPOWER PARENTS TO PROTECT THEIR CHILDREN FROM IN-
APPROPRIATE MATERIAL ONLINE

While the vast mq{clarity of content on the Internet is intended for legitimate edu-
cational, cultural, political, or entertainment value. Some material on the Internet,
however, may not be appropriate for children. Moreover, much of this material is
accessible from the United States but transmitted from other countries, beyond the
practical reach of U.S. law. In order to protect children we must rely on powerful
new blocking and filtering technology to empower parents to make choices about the
material which their children can access.

o Entrepreneurial effort has already produced blocking and ﬁlterirﬁlproducts for
families and schools: The inherent power of computer software allows the cre-
ation of computer programs which enable parents to block material from the
reach of their children automatically, without the need for constant parental su-
pervision. Such software can be easily installed by parents, even those who are
not computer experts.

The global and decentralized nature of interactive media requires new ap-
proaches to child protection: Censorship of centralized media such as radio and
television may be effective at keeping the “seven dirty words” off the airwaves.
However, on the Internet, with tens of millions of content creators all over the
world, US law, no matter how tough, will never be able to keep offensive mate-
rial out of the reach of kids.

¢ Industry-wide initiatives are developing standard label and blocking conventions
to increase the effectiveness of blocking: The flexibility of interactive media al-
lows multiple rating systems to co-exist so that individuals and families can
chose a rating system that best reflects their own values. No sinﬁle government-
mandated system could be as comprehensive or flexible as voluntary private
sector alternatives.

¢ Individual and parental choice assures full respect for the free speech rights in
. interactive media: Relying on individuals and garents, not the government, to
make choices about the content that they and their families receive assures
maximum respect for First Amendment rights of adults to receive and transmit
constitutionally-protected material, and allows families, not federal bureaucrats,

- to determine what information is most consistent with their own moral values.

Any changes in federal law should seek to remove the Hobson's choice faced by all
who provide access to the Internet. In order to protect children, legal disincentives
facing those who would create “child safe” areas should be removed.
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o Recent case law discourages online providers from screening material that is in-
appropriate for children: In the recent Stratton Oakmont, Inc. v. Prodigy Serv-
ices Company, No. 31063/94 (N.Y. Sup. Ct. May 24, 1995) case, Prodigy was
found to be a “publisher” of libelous statements made :ly a subscriber on one
of its online bulletin boards. Such added exposure to legal liability is a substan-
tial disincentive to the creation of “child safe” interactive services.

o Neither federal nor state law should punish service providers for creating child-
safe services. The marketplace should be free to create a variety of online fo-
rums, some that provide only material appropriate for children, and others that
are more open and designed for a wider audience.

C. THERE IS NO ANARCHY IN INTERACTIVE MEDIA: VIGOROUS ENFORCEMENT OF CUR-
RENT CRIMINAL LAWS WILL PROTECT ALL USERS FROM OBSCENITY, CHILD PORNOG-
RAPHY, AND HARASSMENT ONLINE

Law enforcement agencies and some prominent pro-family groups agree current
laws already enable prosecutions of online obscenity violations. More vigorous en-
forcement of existing criminal laws may, however, be necessary. Following this logic,
it is unnecessary to amend federal law to prohibit distribution of obscenity by com-
Euter, since existing law already criminalizes such conduct, as well as threats and

arassment by computer.

o The Department of Justice and American Family Association state that existing
laws already criminalize obscenity online.

° Tol;gh obscenity child [fmrnography and harassment laws are already in the fed-
eral criminal code: Under existing Federal law trafficking in obscenity (18
U.S.C. §§1462, 1464, 1466), child pornography (18 U.S.C. §2252), harassment
(18 U.S.C. §876(c)), illegal solicitation or luring of minors (18 U.S.C. §2423(b)),
and threatening to injure someone (18 U.S.C. §875(c)) have already been suc-
cessfully applied to punish conduct on computer networks. '

o Online obscenity and child pornggraph crimes are being prosecuted around the
country: These laws are being enforced, as is evident by numerous prosecutions
around the country.

o The Senate-passed llegalative proposals fail to add any protections against on-
line stalking and child solicitation: Everyone is eoncemeg about protecting chil-
dren from ats online and off. Ironically, the Senate-passed Communications
Decency Amendment only punishes indecency and obscenity, not stalking or so-
licitation. Neither prosecutors nor police receive any additional help in the pre-
vention or prosecution of online crimes against child‘;en.

D. BANS ON INDECENT COMMUNICATIONS ONLINE ARE UNCONSTITUTIONAL

The unique nature of interactive media demands that policy makers carefully
evaluate the application of the First Amendment in a new light. Essential to the
Court's approval of indecency restrictions in the broadcast media was the fact that
listeners had insufficient control over programming to which they were exposed.
m effort to impose similar indecency restrictions on interactive media, however,

i no:d?ass constitutional scrutiny given the high degree of user control in this
new medium. .

e To assure the First Amendment free flow of information and protect individual
privacy rights liability for online service providers must_be carefully limited: If
online system and service providers are held criminally liable for obscene or in-
decent material created by their users, and not intentionally purveyed by the

rovider, then public service providers and private system operators will be
orced to become private censors in order to himit their own legal risk. Just as
current law limits the liability of phone companies, mail services, and other car-
riers for the content of material which the carrier merely transports, online
service provider liability should be limited in order to assure the free flow of
information on the National Information Infrastructure.

Ability of users and parents to control the material to which they have access
places_constitutional limits on the degree to which the government can censor
material based on its content: The First Amendment has been interpreted to
allow restrictions on indecent speech only if such government restrictions are
the “least restrictive means” of protecting children or accomplishing other im-
portant government goals. Given that parents are able to protect their children

°
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from unwanted material using screex;igf tools, government restrictions are un-
necessary and therefore unconstitutional.

e Online service providers should not be forced to become private censors: If online
services or individual system operators are held liable for all of their users’ com-
munications, the services will be forced to impose stringent censorship rules on
their users in order to limit the corporate liability of the service provider. Such
rules would create a chilling effect on users of interactive media.

There are great constitutional difficulties in defini "mde;e;;?'” Neither the

Congress nor the Supreme Court have ever established a single definition for

what constitutes “indecent” material. The FCC has offered different definitions

for indecency depending on the communications medium. Embarking on such a

process for interactive media would be fraught with Constitutional disputes and

challenges in court. Efforts to ban indecency on dial-a-porn services lead to ten
ears of constitutional litigation, thus delaying the enforcement of those regula-
ions considerably.

o The Federal Communications Commission should not be given power to regulate
content in interactive media: The inherent complexity and constitutional cul-
ties of regulating indecency would involve the FCC in lengthy and burdensome
rulemaking to implement any indecency ban. Such extension of FCC control
over new media will create unnecessary bureaucratic intrusions that hinder the
development of new interactive media and private sector screening options.

1. Public Policy Reﬂectlﬁ Unique Nature of Interactive Media is Essential to Ensure
the Potential of the National Information Infrastructure and Protect Children

The Internet and other interactive communications media are fundamentally de-
centralized media. Unlike centralized broadcast radio and television services, there
are no central control points through which either a single network operator or gov-
ernment censors can control particular content. On the Internet there are literalldg
millions of speakers and publishers. This proliferation of individual speakers stan
in contrast to broadcast television or even cable television, where one ma
count five, ten or perhaps one hundred speakers, each of whom controls a channel.
Federal broadcast content r:fulators can direct their regulations at the operators
of a particular channel in order to enforce their regulations. However, content con-
trol on the Internet would have to be targeted at each and every one of the millions
of US citizens and international users that speak daily online. Any attempt to im-
pose centralized content control in a bureaucratic manner on this fundamentally de-
centralized medium is bound to stifle the growth of the medium, squander the
democratic potential of the Internet, and may even cut the United States off from.
the growing global information infrastructure.

A. ATTEMPTS AT “COMMAND AND CONTROL” REGULATION OF CONTENT ONLINE WILL
STIFLE INNOVATION IN INTERACTIVE MEDIA

As a decentralized medium, the Internet and other interactive services have flour-
ished in a largely unregulated environment. Indeed, recent Congressional decisions
to commercialize the Internet has lead to a tremendous increase in the number of
users who have access to the Internet and great innovations such as the World Wide
Web. -Indeed, the innovative, entrepreneurial Internet marketplace has even pro-
duced a variety of software and services that help protect children from ina;;fropri-
ate material online. Imposition of content regulations and extension of Federal Com-
munications Commission jurisdiction over standards and technologies would seri-
ously retard the growth of the Internet marketglr:oe. What's more, FCC content con-
trol 1s unlikely to be effective in protecting children.

B. HEAVY-HANDED CONTENT REGULATION WILL SQUANDER THE DEMOCRATIC POTENTIAL
OF INTERACTIVE MEDIA

As the popularity and accessibility of the Internet and commercial online services
ws, and as the medium becomes easier to use, the political uses of the net have
ourished. Political discourse is facilitated by a variety of different communications
techniques possible online, including news, ps, mailing list discussion groups,
chat sessions, and a host of electronic publishing capabilities. Any re%ulation creat-
ing criminal penalties for communication of indecent material would have a sub-
stantial chilling effect on all who use interactive media. Such a chilling effect would
severely inhibit the growth of the Internet as a political forum.
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Political groups? left,2 right, and center are using the Internet to communicate,
to organize, and to advocate their own views. Advocacy organizations have found
World Wide Web services are critical to political education activities, and an increas-
ing number of grass roots and community groups are coming to rely on the Internet
to keep in touch with members and constituents. In fact, even some Senators offices
are using the World Wide Web to communicate with and solicit feedback from con-
stituents.4 As a nation we should be encouraging political discourse in this new me-
dium, because of it potential to raise the level of political discussion beyond the
sound bite and to involve more citizens in the political process. Encouraging political
discourse in interactive media requires that all users are assured that their First
Amendment and privacy rights will be respected fully.

Indeed, the Internet and other online services are fast becoming a new public
forum for political discourse for American citizens. In order to preserve the freedom
and openness of this new political arena, it is critical to avoid creating a chilling
effect on individual expression. -

II. Parental and User Control Techno(l:ogies Available Today To Screen Unwanted
ontent

OVERVIEW—DEALING WITH INAPPROPRIATE MATERIAL IN CYBERSPACE THROUGH
TECHNOLOGY

Interactive media such as the Internet and commercial online services such as
America Online and Prodigy offer users tremendous control over the information
that they and their children receive. Unlike traditional mass media which “assaults”
viewers with content, interactive media requires users to seek out information from
any number of the millions of available World Wide Web sites, online file archives
(ftp, and gopher), and from any of the more than 3,000 Usenet newsgroups.

The vast majority of the content available on interactive media is related to nor-
mal every day topics such as politics, educational resources, sports, consumer infor-
mation, shopping, to name just a few. In addition, millions of people use the
Internet every day to conduct business, socialize, organize political activities, and
communicate on issues of interest to them. However, just like in the terrestrial
world, there are areas of cyberspace which may contain materials that are not ap-
propriate for children. .

Preventing children from successfully gaining access to such material is an impor-
tant issue which must be addressed. However, because cyberspace is a global net-
work with millions of users, active policing of content by governments, besides the
obvious implications for free speech and privacy rights, is simply not a practical or
effective solution.

There is a growing market for applications that empower users and parents to
control their children’s access to inappropriate materials on the Internet and com-
mercial online services. This document provides an extensive (though by no means
exhaustive) overview of some of the technologies currently available. All but two of
the tools mentioned here are currently available to consumers across the country.

Four categories of technological options are examined here, each provides a slight-
ly different, but equally effective, point of intervention.

1. Commercial online services parental control features

The Parental Control Feature of three of the most popular commercial online
services (America Online, Prodigy, and Compuserve) are illustrated. These features
are embedded in the service and are available to all subscribers of these services
at no additional charge.

2. Features for the home PC and direct Internet access

For families that do not subscribe to one of the commercial online services but
instead receive direct access to the Internet, there are a variety of products that run
right on the home PC (SurfWatch, NET NANNY, and CYBERsitter). Some of these
products are also compatible with and can run in addition to the parental control
features available on the commercial services.

1Eg: The American Civil Liberties Union URL:gopher:/aclu.org:6601/1/

2Eg: The Left Side of the Web URL:http:/paul.spu.edu/~ginnfein/progressive htm!
3Eg: The Right Side of the Web URL:http//www.clark.net/pub/jeffd/index html
4Eg: Sen. Leahys Home Page: ftpJ/ftp.senate.gov/imember/vt/leahy/general/pjl.html
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3. Applications for schools and businesses

Schools and corporations can employ server based technologies such as the
Netscape Proxy Server and WEBTrack to prevent users from accessing inappropri-
ate content while in the classroom or at the office.

4. Proposals for the future

In addition to these examples of products currently on the market, there is an in-
novative proposal being offered by Nathaniel Borenstein and Darren New. KidCode,
a proposed Internet protocol, is a voluntary rating system that can prevent children
from accessing content that may not be appropriate.

A. CHILD PROTECTION IN COMMERCIAL ONLINE SERVICES

Commercial online services such as America Online, Compuserve, and Prodigy
offer technologies that allow parents to block their children’s access to certain online
forums where children might be exposed to inappropriate content. Other services
run filtering software which automatically screens messages posted to public forums
that contain language inappropriate to children.

1. America Online parental control features

America Online (AOL), one of the large commercial online service providers, con-
tains a feature which allows parents to prevent their children from accessing inter-
active discussion forums (a.k.a. “Chat Rooms”). A small minority of these forums,
which are areas provided by America Online and are accessible only to AOL’s sub-
scribers, sometimes contain language and other discussion which may not be suit-
able for children. Parents are empowered to prevent their children from accessing
these areas simply by selecting a menu option and entering a password. The block
out function cannot be de-activated without the password.

America Online also offers parents the ability to biock access to Usenet
newsgroups based on keywords, subject matter, or specific newsgroups. For example,
it is possible for parents to configure their system to block access to newsgroups con-
taining the word “sex”, or can block access to specific news groups such as
“alt.sex.binaries.pictures”. This mechanism is not exclusive to sexually explicit ma-
terials—the software can be configured to block access to groups based on any key-
word. Configuring this system is as simple as clicking a button and describing the
keywords or groups to be blocked.

Concerned parents, even if they are less computer literate than their children,
have easy access to these control features. AOL dprovides telephone help, detailed
instructions and advice for parents. There is no additional cost for this service, and,
like the other parental control features on AOL, the feature cannot be turned off
without a password known only to the parent.

Finally, on July 17, 1995, America Online announced that they had entered a
partnership with SurfWatch Software (described below). Starting in the fall of 1995
AOL will provide SurfWatch as part of its regular service, preventing children from
accessing sites on the Internet known to contain sexually explicit material. Surf-
Watch will run continuously, unless disabled by the parent, and will provide a fur-
ther layer of protection for children who use America Online.

2. Prodigy Internet access restrictions

Prodigy runs special screening software that monitors messages posted to public
bulletin boards and chat rooms on the Prodigy network, and automatically blocks
messages which contain language (such as the “seven dirty words”), and other con-
tent deemed inappropriate for children. -

Like all the major commercial online services, Prodigy offers users access to the
Internet. Prodigy will not provide customers access to the Internet without the au-
thorization by the head of the household (the principal account holder). The author-
ization is made at the time of the account setup and requires credit card verifica-
tion. This additional child protection feature is designed to ensure that parents are
aware that their child has access to the Internet where Prodigy cannot control the
content. .

Finally, Prodigy offers parents the ability to monitor which sites their child has
visited on the World Wide Web. Each time a site is visited, the Prodigy software
records that site in a log which can be displayed at a later time. Parents can kee
track of where their children have gone in cyberspace, and can instruct their chil-
dren not to visit sites which may contain inappropriate materials (based on their
own personal values).
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3. Compuserve: Internet in a box for kids

Compuserve, another of the large commercial online services, recently announced
a partnership with SPRY Inc. (makers of the popular “Internet in a Box”) and is
churrently developing two child protection features: Internet In a Box for Kids, and

idNet.

Internet In a Box for Kids contains a program called Crossing Guard, which will
allow parents to control their children’s access to the by blocking access to sites that
may contain inappropriate materials. Crossing Guard will also allow parents to
monitor their children’s online activities and set timers to control when and how
long their children can surf the net.

Parents who purchase Internet In a Box for Kids will automatically become sub-
scribers to KidNet, an electronic community designed specifically for kids. The site
will allow members to congregate, chat, exchange information, shop, and play inter-
active games. All content on KidNet will be closely monitored to ensure that it is
appropriate for children. The area will also be designed to offer teachers and adults
access to educational sites, school networks and other resources for education and
information geared to kids. KidNet will also include a home page builder that will
allow kids to develop their own Internet resources.

The product will begin shipping in the Fall of 1995. Information is cur-
rently available at the Compuserve/Spry Home Page: http./www.spry.com

B. PARENTAL EMPOWERMENT APPLICATIONS FOR THE HOME PC AND DIRECT INTERNET
ACCESS

Although many parents subscribe to commercial online services such as those
mentioned above, access to the global information highway is not limited to commer-
cial online services. Many parents, educational institutions, and corporations choose
to access the directly through an Internet Access Provider. Unlike commercial online
services, access providers generally do not provide any of their own content. Because
of this, parental control features must be initiated on the Home PC.

There are a variety of software developers working on parental control features
for this market. Some of these applications can be used in conjunction with commer-
cial online services, over and above the parental control features provided by com-
mercial services, while others are designed specifically for direct access.

1. “Surf Watch”

Surf Watch Software is designed to provide parental control for families who do
not subscribe to commercial online services. SurfWatch allows parents to block their
children’s access to Usenet newsgroups, World Wide Web sites, gopher and file ar-
chives (ﬂ:& sites) which are known to contain sexually explicit material. When acti-
vated with a private password held only b¥ha parent, Surf Watch completely pre-
vents any user from accessing these areas. The program is launched when- the com-
puter is started up, and operates when the parent is not present.

SurfWatch employs a group of professional “net.surfers” to find out and log sites
on the where sexually explicit material is located. Sites are reviewed by a.group of
concerned parents and educators to determine the nature of the content, and those
sites which meet specific criteria are added to a list which is embedded in the pro-

gram.

SurfWatch software resides on the home PC. When activated, the program cross-
checks every attempt to access Usenet newsgroups, world wide web, gopher, and ftp
sites. Sites which are included on the list are blocked automatically. Because the
new sites are constantly appearing on the net, SurfWatch E(rovides a subscription
service that automatically updates the list of sites to be blocked, without any inter-
:ﬁntiolx: required from the user. Subscribers can receive updates as frequently as

ey choose.

Surf Watch Software maintains the list of sites th:ﬂgrogram will block, and will
make custom lists available if requested. SurfWatch will also soon provide users the
ability to add and delete sites to their own custom lists.

SurfWatch is available now for under $50.00. Information on SurfWatch
is available on the world wide web: http:/www.surfwatch.com/
2. NET NANNY

NET NANNY, developed by Net Nanny Ltd. of Vancouver BC Canada, is designed
to prevent children from accessing areas on the Internet that a parent deems inap-
prrgglﬁate, prevent children from giving their name, address, telecihone number,
credit card, or other personal information to strangers via email or chat rooms, and
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can log off an online service or shut down the computer when the child attempts
any of these activities.
e program contains a dictionary in which the parent can enter the names of
. sites known to contain sexually explicit or other® material (e.g., the Usenet
newsgroup “alt.sex” hierarchy, or the web site http:/www.playboy.com). Parents
may also enter phrases such as “what’s your name?”, “what’s your phone number”,
“where do you live”, or “are your parents home?”. If anyone attempts to ask these
questions, T NANNY will automatically log off the network or shut down the
computer.
T NANNY can also be configured to block access to files on the PC's hard
drive, floppy drive and CD-ROM, to prevent a child from accessing and altering the
aregtl;;ft nancial records, work related files, and programs and files intended only
or adults.

Finally, the program keeps a log of all activity that occurs on the computer, allow-
ing parents to monitor their children’s use of the computer. By using this feature,
parents can determine if their children are using the computer to access inappropri-
ate material, and can then augment the Dictionary to prevent further access.

NET N is compatible with commercial online services and direct Internet
access providers. The program is launched when the computer is started up, and
operates when the parent is not present.

Net Nanny is available for Windows users for $49.95. More information
can be foung on the World Wide Web: http//www.netnanny.com/netnanny

3. “CYBERsitter”

CYBERsitter, developed by Solid Oak Software in Santa Barbara California, al-
lows parents to monitor their children’s computer activity and can prevent a child
from downloading image, sound, and video files. It will also prevent children from
accessing files on the home PC hard drive such as financial information, business
related files, CD-ROM titles, and anything else a parent determines their children
should not have access to. The program is launched when the computer is started
up, and operates when the parent is not present.

CYBERsitter keeps a log of all activity on the computer, including access to the,
commercial online services, and local files on the hard drive, CD-ROM’s and floppy
disks, enabling parents to monitor their children’s use of the computer.

CYBERsitter is available for $29.95. More information, and a free dem-
onstration version of the product (for Windows) is available on the world
wide web: http://www.solidaok.com/~solidoak

C. SOLUTIONS IN THE SCHOOLS AND BUSINESSES—SERVER BASED APPLICATIONS

In addition to the commercial online services and home access environments,
many schools (from k—-12 to universities) and corporations are beginning to provide
access to the Internet. Many of these organizations are becoming increasingly con-
cerned about the availability of not only sexually explicit materials, but also games,
sports information, ‘gambling sites, and other areas which may not be appropriate
for access during school and work hours.

Products such as the Netscape Proxy Server and WEBTrack provide schools and
businesses the ability to block specific sites from access by all uses on the network,
and to track and monitor use of the Internet. B

1. Netscape Proxy Server

The Netscape Proxy Server, developed by Netscape Communications Corporation
(the developer of the popular World Wide Vgeb browser), allows schools and business
to block access to specitic sites on the Internet, individual computers (IP addresses)
and other information. The Server operates in the background and does not require
teachers or employees to have sophisticated programming knowledge or configure
any feature. The systems administrator is responsible for operating the server and
for maintaining the list of sites to be blocked.

The Server can be configured to block access to specified World Wide Web, file
archives (ftp), and Gopher sites on the for users on the network on which the server
is deployed. In other words, a school or business which runs the Netscape proxy
server can prevent students or employees from accessing sites known to contain sex-

SNote: The list of blocked sites is entirely determined by the parent. The parent can block
access to sites that contain any materials they do not wish their children to access, includi
but not limited to games, rap music, violence, or guns. A Net Nanny spokesman indicate
that pre-programmed lists wi available from the company scon.
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ually explicit materials, information about drugs, gambling, sports, games, and :aﬁy-
thing else determined to be inappropriate for users on the network. S

2. WEBTrack St
WEBTrack, developed by Webster Network Strategies in Naples Florida, allows
businesses to block access to certain pre-determined sites on the Internet. The prod-.
uct gives businesses the capability to restrict access to 16 categories of World Wide
Web, Gopher, and fip sites (including sexually explicit material, games, gambling,
job searga information, drugs, online merchandising, sports, humor, and others
while allowing full access to a wide variety of resources. The product is designeti-
to promote the use of the Internet for business purposes while restricting rec-
reational use. -
On July 17, 1995, Webster Network Strategies announced that it would provide-
its software free to K-12 schools, ensuring that all of America’s children who access.
the :lntemet from the classroom will not be able to stumble upon inappropriate ma-
terial. T
WEBTrack also allows corporate systems administrators to monitor employee use
of the network in order to determine if an employee is using the to access materials

which violate stated corporate policy. :
WEBTrack is available for most major network servers, and costs ap-. -

groximately $7,600. Updates of the site list are available on a subscription ~ -
asis for $1,600 per year.

D. FUTURE APPLICATIONS AND PROTOCOL SOLUTIONS

1. Information Highway Parental Empowerment Group

A consortium assembled by Microsoft, Netscape Communications, and Progressive
Networks recently announced plans to develotg“tt;)echnical standards to enable vol-
untary rating of a variety of content available ugh the Internet and other online
services. These standards would enable content creators to voluntarily label their
own content so that individuals and families can block the material, if they chose.
-In addition, the Information Highway Parental Empowerment Grou (IHP)':Y‘G) will
create standards to allow “third-party” rating of content online. Much as TV Guide
rates TV shows on broadcast television, IngEG would enable multiple third-party
rating of content available online.

2. KidCode

Among the more innovative of proposals on the drawing boards is KidCode, cur-
ren:lly being developed by Nathaniel Borenstein and Darren New. KidCode, a pro-
posal for an Internet protocol designed to block access to sites based on a common
voluntary rating system, is in the early stages of development, but would be compat-
ible with all of the parental control applications currently on the market.

KidCode is a proposed convention for labeling Worldy Wide Web and other sites
on the Internet as containing material which may not be suitable for children. There
are an infinite number of possible categories (e.g., sexually explicit material, violent
material, drug related material, etc.).

Content providers and individuals who create web “Home Pages” could voluntarily
incorporate a standardized KidCode tag in the address of the site. Browser applica-
tions would be configured to read these tags and determine if the content on the
site is appropriate for the viewing.

In addition, KidCode can accommodate third party ratings, age verification, and
other factors. Finally, because KidCode is a voluntary rating system that may not
be employed by every content provider on the, it can be configured to block access
to sites that do not contain KidCode tags. In other words, if a site chooses not to
use KidCode, a child using a KidCode enabled program would not be able to access
that site regardless of the content it contains. .

The Borenstein-New KidCode proposal is still in the early stages of devel-
opment and has not yet been deployed. Further information can be obtained
automatically by sending email to <nsb+faq@nsb.fv.com>.

PROSPECTS FOR THE FUTURE

The products described here represent only a fraction of what is currently avail-
able to empower parents to protect their children from inappropriate material on
the Internet. Moreover, these are only the beginning, as the industry is committed
to developing more and better solutions, and the open nature of the Internet pro-
vides a wealth of possibilities for parental empowerment tools that may not yet have
been imagined.
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The availability of material on the Internet which may be inappropriate for chil-
dren is a serious issue and one of legitimate concern. However, because the Internet
is a global network with millions of users, top-down, command and control content
restrictions simply cannot effectively control the availability of such materials. The
only effective way to protect children from inappropriate material on the Internet
is to encourage the continued development and deployment of tools that empower
parents to control their children’s online activities based on their own individual
tastes and preferences. The ?roducts descried here provide parents these tools, and
can do so without the need for burdensome legislation or government imposed con-
tent restrictions.

II1. Prosecution of Obscenity, Child Pornography, and Other Violations of Criminal
Law in Interactive Media Proceeding Under Current Law

As the Internet and other interactive media become more fully integrated into the
fabric of our society it is sad, but not surprising, that criminal behavior has begun
to appear online. Already cases of consumer fraud and theft of intellectual property
have been reported and prosecuted. Traffickers in obscenity and child pornograp}gg,
too, have begun to use the Internet to facilitate their criminal behavior. Notwith-
standing the recent appearance of crime online, cyberspace is not left in a state of
anarchy. Federal criminal laws against transportation of obscenity, child pornog-
;aphzii and harassment have all been used successfully to prosecute criminal behav-
ior online. .

. More vigorous enforcement of existing criminal laws may be necessary, but law
enforcement agencies and some prominent pro-family groups agree current laws al-
ready enable prosecutions of online obscenity violations. The Justice Department
has repeatedly stated that there are no gaps in current federal criminal laws prohib- -
iting the distribution by computer of obscenity and child pornography. Following
this logic, it is unnecessary to amend federal law to prohibit distribution of obscen-
ity by computer, since existing law already criminalizes such conduct, as well as
threats made by computer.

A. THERE IS NO ANARCHY IN CYBERSPACE: FEDERAL AND STATE CRIMINAL LAWS
ALREADY ARE USED TO PROSECUTE CRIMINAL CONDUCT IN INTERACTIVE MEDIA

Tough obscenity, child pornographlg and harassment laws are already in the fed-
eral criminal code. Under existi ederal law trafficking in obscenity (18 U.S.C.
§§ 1462, 1464, 1466), child pornography (18 U.S.C. §2262), harassment (18 U.S.C.
§876(c)), illegal solicitation or luring of minors (18 U.S.C. §2423(b)), and threaten-
ing to injure someone (18 U.S.C. §876(c)) have already been successfully applied to
punish conduct on computer networks. Notwithstanding all of the concern in the
popular media and the United States Senate about this issue, all indications are
that these and other laws fully cover all serious criminal behavior that may be per-
petrated in cyberspace.

The Department of Justice and the American Family Association agree that exist-
ing laws already criminalize obscenity online. The American Family Association, a
prominent pro-family, anti-pornography group lead bK a former federal prosecutor
from the Reagan and Bush administrations wrote to Chairman Thomas Bliley:

[Tlhe federal criminal code currently prohibits distribution of both child
pornography and obscenity by computer.8

In a communication to Senator Leahy, the Justice Department agrees with this as-
sessment:

- [Wle have applied current law to this emergi roblem. * * * The De-
partment’s Criminal Division has, indeed, success prosecuted violations
of federal child pornography and obscenity laws which were perpetrated
with computer technology.?

Thus, while more enforcement resources may or may not be required, no case has
been made that any new criminal laws are needed in this area. -

8 American Family Association, Letter to Rep. Thomas Bliley (May 16, 1995) from Patrick A.
Trueman, Section Chief duri Bush and Reagan Administrations, Child Exploitation and Ob-
scenity Section, Criminal Division, U.S. De&anrtment of Justice.

7U.8. Department of Justice, Letter to . Patrick Leahy (May 8, 1995) from Kent Markus,
Acting Assistant Attorney General, Office of Legislative Affairs.

‘ 143



139

B. VIOLATIONS OF OBSCENITY, CHILD PORNOGRAPHY, AND OTHER CRIMINAL LAW
ONLINE ARE BEING PROSECUTED

Even as the Congress rushes to enact new criminal laws, online obscenity and
child pornography crimes are being prosecuted around the country under existing
law. According to the Justice Department:

The Criminal Division’s Child Exploitation and Obscenity Section is ag-
gressively investigating and prosecuting the distribution of child pornog-
raghy and obscenity through comPuter networks, and the use of computers
to locate minors for the purpose of sexual exploitation.8

To the extent that any obstacles arise, Co ss should examine whether there
is a need for additional training and resources for enforcement. The Justice Depart-
ment, the agency responsible for investigating and prosecuting these crimes, sees no
urgent need for legislation and instead has urge —l)rior to any congressional ac-
tion—"“in-depth analysis” of the “number of complex legal and policy i1ssues” raised
by the need to protect children while respecting the First Amendment and privacy
rights of computer users. The precise constitutional parameters, for example, of
criminal obscenity laws and the application of community standards doctrine to
interactive media are currently being decided by the courts. If Congressional inves-
tigation determines that there are actual gaps in current law, it may, then, be ap-
propriate to investigate modernization or clarification of existing law.

Ironically, the Communications Decency Act as passed by the United States Sen-
ate as part of the telecommunications reform bill, fails to add any protections
against online stalking and child solicitation. Everyone is concerned about protect-
ing children from threats online and off. The Senate-passed Communications De-
cency Act, however, only punishes indecency and obscenity, not stalking or solicita-
tion. It offers no help to prosecutors or police in prevention of prosecution of online
crimes against children.

IV. Censorship of Indecent Communications in Interactive Media Suffers
. Fundamental Constitutional Infirmity

Indecency restrictions have the acknowledged important purpose of protecting mi-
nors from access to controversial and inappropriate sexually explicit material. How-
ever, such restrictions, especially if imposed on new interactive media, would be
subject to serious constitutio: challenge. This section of the report will dem-
onstrate five key constitutional points:

(1) Censorship of indecent communications prohibited: General bans on indecent
material are unconstitutional.

(2) Impermissibly intrusive means of achieving legitimate goal: First Amendment
jurisprudence requires that restrictions on speech adopt the “least restrictive
means” available for achieving a comtj;elling pwose. e to the availability
of programs such as Surf Watch and the parental control features on America
Online and other commercial services, blanket indecency restrictions are
;:_learly not the “least restrictive means”, and are unconstitutional on their
ace.

(8) Invasion of privacy: By criminalizing the content of private, non-obscene mes-
sages, the Senate-passed Communications Decency Act would force an inva-
sion of the realm of private electronic communications and end the individ-
ual’s ability to control the content of information he or she chooses to access
in private. .

(4) Creation ?f rivate censors: Holding service providers criminally-liable for the

content o messages that they carry will force providers to me private
censors and prescreen all communications traveling across their system.

Most importantly, statist, bureaucratic command and control regulation of inde-
cent material online fails to take advantage of the empowering aspects of new inter-
active media, which can allow parents and other users to exercise control over the
information that to which they and their children have access.

Legislating about new interactive media requires a careful understanding of the
unique attributes of this new medium. First and foremost, interactive media enable
users (including parents) to exercise choice over the information to which they and

8 Department of Justice, Letter to Sen. Patrick Leahy (May 3, 1995) from Assistant Attorney
General, Kent Markus.
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their children have access. In sharp contrast to older media, government content
regulation is simply not necessary in order to shield children from possibly inappro-
priate information. Furthermore, given the heavily fact-based determination re-
quired to justify regulation of indecency, legislative findings based on open hearings
and a public record are essential before any legislation could pass constitutional
muster. :

Indecency restrictions for interactive media would enshrine in statute a sharp dis-
tinction between the print medium and new interactive media. For example, though
an individual is allowed to go into a bookstore and buy a sexually-explicit magazine
or a “lewd” work of art, one would not be able to access the identical information
over the Internet. Both the interactive media and the print media are arenas in
which individuals and organizations exercise core First Amendment free speech
ri%hts. Before Congress elects to diminish the First Amendment protections avail-
able in this new medium, we believe that careful, public consideration is required.

A. GENERAL PROHIBITIONS AGAINST INDECENT COMMUNICATIONS ARE’
UNCONSTITUTIONAL

A general prohibition against indecent communications in interactive media would
violate the t Amendment to the Constitution of the United States. The J)rinciple
that each person should decide for him or herself the “ideas and beliefs deservi
of expression, consideration and adherence” lies at the heart of the First Amend-
ment. Turner Broadcasting v. FCC 114 U.S. 2446 (1994) This principle has been in-
terpreted to mean that individuals should be able to speak freely and frankly about
issues of their choosing, without fear of reprisal because many people may not agree
with or a%)reciate the nature and content of their messages. At the same time, the
Supreme Court has recognized that despite this fundamental guarantee, there are
certain kinds of speech that fall into a category of unprotected speech—obscenity is
one such category, indecency is not.?

Because of the difficulty in defining obscenity in the context of the First Amend-
ment, it took numerous attempts for the Supreme Court to find five justices to agree
on deﬁning principles.’® Finally, in 1973 the St:greme Court in Miller v. Caltﬁor-
nia,1! established the definition of obscenity and the narrow area of sexually explicit
speech that is unprotected by the Constitution.!? Since that time, the definition has
not been expanded or changed.

By contrast, indecent speech which may include important political views, even
if crudely stated, is protected by the First Amendment. As such, government cannot
enact a ban on such speech without illustrating a compelling governmental interest,
and anylgestrictions on such speech must be accomplished in the least restrictive
manner.

B. RESTRICTIONS ON INDECENT COMMUNICATIONS ARE UNCONSTITUTIONAL FOR
FAILURE TO ADOPT LEAST RESTRICTIVE MEANS

1. Censorship of indecent, but not obscene, communications for the purpose of protect-
in%l minors must employ the least restrictive means available to accomplish their
8o
Indecent communications are protected by the First Amendment, unlike obscenitg
which is altogether unprotected. Sable Communications of California v. FCC 492 U
115; 109 S.Ct. 2829; 106 L.Ed. 2d 93 (1989). Indecent communications, which do not
rise to the level of obscenity, can only be limited in order to serve a compelling state
gutpose and must be done using the least restrictive means possible. Id. at 125. The
able court found that the protection of minors from access to indecent material is

2In very limited circumstances, the Supreme Court has found indecency to be “unprotected”
?er_h. See Ginsberg v. New York, 390 U.8. 629 (1969) (holding ind y unprotected where

stributed to minors). See the discussion of proposed Section 223(b) below.
4;; (Slegogee).g., Roth v. United States, 364 U.S. 476 (1957) and Memoirs v. Massachusetts, 383 U.S.

11413 U.8. 15 (1973) (adopting standards that were later rejected by the Supreme Court).
Given the national and international reach of new interactive media, determinations of obscen-
ity based on traditional “community standards” doctrine also raises a whole host of questions.

13The Court in Miller held that the guidelines for determining obscenity are as follows: “(a)
whether the average n agﬁlymg contemporary community standards would find that the
work, taken as a whole, appeals to the prurient interest, (b) whether the work depicts or de-
scribes, in a patently oftensive way, sexual conduct defined by the applicable state law; and (c)
whether the work taken as a whole, lacks serious literary, artistic, political or scientific value.”
(citations omitted). .

18 Sable Communications of California v. FCC, 492 U.S. 115 (1989).
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a compelling state purpose, but that “it is not enough that the Government’s ends
are compelling; the means must be carefully tailored to achieve those ends.” Id.1¢

As a shold matter, the Sable court found that the constitutional basis for up-
holding indecency regulations in broadcast media articulated in Pacifica Foundation
v. FCC 438 US 726, 98 S.Ct. 3026, 67 L.Ed. 2d 1073 (1978), were inapplicable in
any other media besides over-the-air broadcasting.!® 492 U.S. at 127. Pacifica
upheld the FCC content regulation based on the dual finding that 1) radio was a
“uniquely pervasive medium”18 that intruded (dirty words and all) into peoples
homes, and 2) the only way to protect children from exposure to objectionable con-
tent was to keep it off the air altogether.!? Sable rejects this finding of “pervasive-
ness” as “emphatically narrow” and irrelevant to other media such as telephone
audiotext services. 492 U.S. at 127.

Thus, the Sable “least restrictive means” standard became the test by which all
regulations on access to indecent, but constitutional-protected, material were judged.
Nearly ten years of litigation along with adjustment of the statute and regulation
were required before the current statute was found constitutional under this stand-
ard. See Dial Information Services v. Thornburg, 938 F.2d 1535 (2d Cir., 1991) (find-
ing FCC regulations implementing §223(b) constitutional). During the course of the
dispute over the application of §223 to audiotext services, courts considered and re-
jected a number of means by which carriers were required to shield minors from
access to indecent information. First, time channeling rules, requiring that services
only be accessible during hours when children were asleep, were found to violate
the First Amendment because they had the effect of denying access to adults as well
as children. Carlin Communications v. FCC 749 F.2d 113, 121 (2d Cir. 1984) (Carlin
I). Next, the courts rejected a requirement that carriers provide access to indecent
gervices only once customers entered access codes or passwords, which were to be
issued after verification that the customer was over 18. Carlin Communications v.
FCC 787 F.2d 846 (2d Cir. 1986) (Carlin II).

The finding of the Dial court, approving the constitutionality of §223 and associ-
ated regulations depended on the legislative determination that the telephone com-
pany blocking of service pending age verification or use of a credit card are the only
means towenable parents to restrict their children from access to indecent audiotext
services.

2. Background on dial-a-porn rules

As was the case for broadcast indecency restrictions considered in Pacifica, the
dial-a-porn restrictions were only found constitutional because of the uniquely intru-
give and uncontrollable nature of the audiotext services. A key legislative motivation
for imposing these rules during the 1980’s was that indecent information available
through audiotext services in the telephone system were openly available to children
in such a way that it was difficult for parents to control access by their children.
The views of Congressman Bliley recounts the prevailing view of the need for the
legislation: “It constitutes an attractive nuisance in every home in America where
children are present. There is no eomplete.lg effective way to prevent children from
being exposed to “indecent” or “obscene” dial-a-porn so long as it is lawfully and
commercially marketed. ¢ * *” Bliley continues:

Telephones are precisely like radio and television because of their easy
accessibility to children and the virtual impossibility for parents to monitor
their use. * * * [Dlial-a-porn is presently in the home whether the home-
owner wants it or not. Today one cannot have telephone service in the pri-
vacy of one’s family environment without being required to (have] dial-a-

14 See also Carlin Communications v. FCC, 837 F.2d 546, 655 (2nd Cir. 1988).

18 Pacifica held that the FCC had authority to enforce a rule which barred the comedian
George Carlin and others from repeating the “seven dirty words” in over-the-air radio broad-
casts. Pacifica did not, however, specifically approve the substance of the indecency rule promul-
gated by the Commission.

18]d. at 748

17J4. at 749-50. The Pacifica court recognized that the radio station (WBAI in New York City)
had actually broadcast a warning as to the possibly objectionable content, but that this warning
failed to protect those who tuned in after it was given. Id. at 731.

18 Rep. Bliley asserts as much in his comments on the legislation. He states, “* ¢ ¢ It became
clear that there was not a technological solution that would adequately and effectively protect
our children from the effects of this material. We looked for effective alternatives to a ban—
there were none.” 134 Cong. Rec. H1691.
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orn with it. Families with children must give up telephone service to be
eft alone” from exposure of their children to this intruder.” 12

The current statute and Federal Communications Commission regulations pro-
mulgated thereunder were found constitutional after nearly ten years of litigation
and efforts by Co ss and the Commission to bring the statute within constitu-
tionally acceptable bounds. Indecency restrictions applied to interactive media would
rﬁluire a wholesale review of the constitutionality as applied to new media such as
online services and the Internet. Interactive media operates in such a different man-
ner, that the constitutional issues must be considered afresh given the new factual
baci(drop. Mere extension of the current dial-a-porn rules to new media would be
found unconstitutional in interactive media given the standards set out by the
courts reviewing the § 223 rules as they applied to older telephone technology.

3. Reliance on government censorship to restrict access to indeceniy fails to take into
account the fact that interactive media offers parents a much greater degree of
control then broadcast services or 900 number services. .

Indecency restrictions in interactive media would presumably be motivated by the
same goal of protecting minors as the existing statute. However, the means adopted
for a 'evinf the goal are impermissible under the First Amendment because they
are not the least restrictive means of accomplishing the legitimate government pur-
pose. Interactive media is materially different from analog telephone and audiotext
technology in that it offers users the ability to exercise control over precisely what
information one accesses. Given the dramatic difference between telephone tech-
nology and interactive services such as the Internet and other interactive media, we
believe that blocking by the carrier as demanded by §223 would not meet the “least
restrictive means” test. Just as the Sable court found broadcast indecency regula-
tions inapplicable to the telephone system because of differences in the medium,
regulations designed for audiotext services in the telephone system are constitu-
tionally inapplicable to new interactive media. Indeed, indecency restrictions on ma-
terial transport by US Mail have also been struck down by the Supreme Court tgre-
cisely because “the receipt of mail is far less intrusive and uncontrollable”2¢ than
broadcast information that was the subject of the Pacifica case.

Technologies already exist that enable users to access certain information based
on a variety of characteristics, or, to exclude certain es of information from ac-
cess.2! With such filtering technofogy, users, instead of the government or network
operators, can exercise control over the information content that they receive in an
interactive network environment. User control could be exercised in two ways. First,
one could screen out all messages or programs based on information in the header.
If a parent wanted to prevent a child from seeing a particular movie or from partici-
pating in a particular online discussion group, then the computer or other informa-
tion aYpliance used by the child could be set i)y the parent to screen out the objec-
tionable content. Such features can often be protectes with passwords which would
be assigned, for example, by the responsible adults in the house. Second, the same
systems can be used to enable blocking of content based on third-party rating sys-

ms.

Given the flexibility of interactive technology, we need not rely on just one rating
system. In fact, a single rating system or a single set of filters would merely replace
a single government censor with a single private censor, with no real gain for the
free flow of information. Properly implemented, interactive media can accommodate
multiple filtering systems, giving users and parents the opportunity to select and
block information based on a true diversity of criteria. The national Parent Teachers
Association or different religious organizations could set up rating systems which
would be available on the network to those who desired them. Rather than relying
on the judgment of the government, or of the service provider, viewers can limit ac-
cess to content based on the judgment of a group whose values they share.

Interactive media can enable individuals and parents to prevent themselves or
their children from using their PC's or TV's (in particular, their children) from
accessing certain kinds of content. With such control mechanisms within the prac-
tical reach of parents, the governmental dpurpose generally cited for indecency regu-
lations—the protection of children—could be accomplished without government con-

d:.l’ 34 Cong. Rec. H1693-4 (daily ed. April 19, 1988) (statement of Rep. Bliley) (emphasis
added).

20 Bolger v. Youngs Drug Products Corg. 463 U.S. 60, 71 (1983). The Court in Bolger struck
down a statute regulating the mailing of birth control material, despite the fact that proponents
of the law asserted that its purpose was to protect children from exposure to explicit,
offensive material.

21 For a complete discussion of blocking or filtering technologies, see Section II of this Report.
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tent restrictions. In particular, the reasoning of Pacifica (unsought intrusion of the
indecent message into homes) and Sable (inability of parents to exercise control)
would no longer justify most content regulation in new interactive media.

C. FORCING ONLINE SERVICE PROVIDERS TO BECOME PRIVATE CENSORS IMPAIRS FIRST
AMENDMENT VALUES BY RESTRICTING THE FREE FLOW OF INFORMATION

Holding carriers responsible for the content of all information and communication
on their systems is a grave policy error which will restrict the free flow of informa-
tion and is contrary to First Amendment and personal privacy values. If service pro-
viders are held liable for all of the content on their networks, then they will be
forced to attempt to screen all content before it is allowed to enter the system. In
many cases, this would simply be impossible. But even where it is possible, such
Erescreening can severely limit the diversity and free flow of information in the on-

ine world. To be sure, some :ﬁstem operators will want to offer services that
glrescteen content. However, if sgsbems were forced to do so, the usefulness of
igital media as communication and information dissemination systems would be
drastically limited. Where possible, we must avoid legal structures that force those
who merely carry messages to screen their content.

Relanng on user control is a real alternative to the draconian approach now beigﬁ
considered and sure to be proposed again and again. A media environment in whi
parents—or anyone else who has particular preferences about the content of infor-
mation to which he or she is exposed—would give users the control that courts have
determined they lack in the mass media, without involving the government in con-
tent control which we believe would not survive appropriate First Amendment scru-
tiny in this new medium.

D. BANNING PRIVATE, SEXUALLY-EXPLICIT COMMUNICATIONS VIOLATES
CONSTITUTIONAL PRIVACY RIGHTS

Regulation of private, indecent communications between individuals raises con-
stitutional privacy concerns. The Supreme Court has made clear that absolute re-
strictions on indecency cannot pass constitutional muster under the Fourth Amend-
ment’s guarantee of personal privacy. Though the Court has explicitly recognized
that while the government may have an interest in protecting in public, Paris Adult
Theater I v. Slaton, 413 U.S, 49 (1973) or in a place that caters to the gubh‘c, Schad
v. Mt Ephraim 452 U.S. 61 (1981); California v. LaRue, 409 U.S. 109 (1972). It does
not have a n'6ght to ban information maintained in private. Stanley v. Georgia 394
U.S. 667 (1969). “If the First Amendment means anything, it means that a State
has no business telling a man, sitting alone in his house, what books he may read
or what films he may watch.” Id. at 598. If enacted, the éenate-passed Communica-
tions Decency Act would empower federal authorities to intrude on the private com-
munications and information used by individuals, in clear violation of Stanley.

As reflected in passaﬁe of the Video Privacy and Library Protection Act of 1988
(Erotecti records of video rentals), and the Electronic Communications Privacy Act
(ECPA) of 1986 (18 U.S.C. §2510), Congress has long recognized the g‘rivacy interest
in information that we read and otherwise use. A number of surveys have confirmed
that Americans care deeply about their grivacy. In a 1983 analysis of their survey
results, Louis Harris & Associates concluded:

Particularly striking is the pervasiveness of support for tough new [gri-
vacy protection] gﬁ)uund rules governing computers and other information
tecgnology. * * * This support permeates all subgroups in society and rep-
resents a mandate for initiatives in Igtublic policy. %{‘o lgarns , The after
1984: A Nationwide Survey of the Public and its Leader on the New Tech-
nology and its Consequence for American Life, December, 1983).

Enforcement of indecency restrictions by online service providers would require
that online service providers violate the pnvac&;ights, and statutory protections es-
tablished by the Electronic Communications Privacy Act, in order to assure that
criminal violations do not occur. ECPA established that users of online communica-
tions systems have a substantial privacy interest in the communications that the
transmit over computer networks. ECPA also set out clear conditions under whi
law enforcement agencies, and, in narrow cases, system operators, could access
these private communications. Holding system operators liable would presume a
dramatic change in the privacy gorotected established in ECPA, thereby forcing serv-
ice providers and system operators to invade the privacy of user communications.

e there may be some justification for regulation of communication and informa-
tion made public, there must be no intrusion on private or closed group communica-
tions unless there is evidence of criminal wrongdoing.

148



E

O

144

E. CONSTITUTIONAL ALTERNATIVES TO THE COMMUNICATIONS DECENCY ACT
CENSORSHIP REGIME

Alternative means of achieving the goal. of protecting minors from access to mate-
rial considered inappropriate by their parents would include:

e Maximum reliance on technology to empower parents: Interactive media offers
parents and other users the ability to filter certain kinds of content. Instead of
relying on government content restrictions, or even govemment-'ﬁ?osed rating
systems, parents should be able to block the delivery of certain information to
their children.

o Clear protection for constitutionally-permissible speech: Any alternative legisla-
tion must provide affirmative protection for constitutionally-permissible speech,
even if it is lewd or filthy. Controversial speech must be treated separately than
that which is clearly obscene and unprotected.

o Emphasis on enforcement of existing statutes: Federal and state law already pro-
hibits transportation of obscenity, child pornography, as well as, in many in-
stances threats, stalking and harassment. To the extent that there are obstacles
to enforcing these laws in the new on-line environment, Congress should exam-
ine whether or not more resources for enforcement are required, including train-
in‘gl for law enforcement in interactive services and cooperative ‘efforts with the
industry.

The regulation of speech, commerce, and privacy rights in new interactive commu-
nications systems raises many difficult issues of public poli:hy and constitutional law.
Before proceeding with legislation, Congress must provide the opportunity for public
hearings to identify clearly the problems that exist, and to identify solutions that
are appropriate to the new technology. Failure to do so will result in ineffective pol-
icy, years of constitutional litigation, and a disastrous chilling effect on the develop-
ment and growth of a very promising new communications medium.

DISCLAIMER

This report represents general principles discussed by the Interactive Working
Group. The report is not a specific policy statement on behalf of the group or of any
individual organization.

For more information on the Interactive Working Group contact: Jerry Berman
<jberman@cdt.org> or Daniel Weitzner <djw@cdt.org>
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PARTICIPANTS IN THE NTERACTIVE WORKING GROUP

ABC/Cap Cities

America Online, Inc. :
American Advertising Federation
American Association of Law Libraries
American Association of Advertising Agencies
American Civil Liberties Union
American Library Assoclation

American Petroleum Institute
American Society of Newspaper Editors
Apple Computer, Inc.

Association of American Publishers
Association of Nationa! Advertisers
Association of Research Libraries
AT&T

Bell Atlantic

Business Software Alliance

c8s

Cellular Telecommunications Industry Association
Center for Democracy and Technology

Center for National Security Studies
CompuServe, Inc.

Computer & Communications Industry Association
Computing Industry Technology Association
Consumer Federation of America

Cox Enterprises, Inc.

Cyberspace Law Institute

Direct Marketing Association

Dun & Bradstreet Corporation

Electronic Data Systems

Electronic Frontier Foundation

Electronic Messaging Association

Feminists for Free Expression

Fox Broadcasting Company

G.E. Information Services, Inc.

Household International

Human Rights Watch

IBM :

Information Technology Association of America
Information Technology Industry Council

Institute of Electrical and Electronics Engineers
Interactive Services Association

Interchange Online Network

MCI

Media Access Project

Microsoft Corporation

Nationa! Association of America

Nationa! Association of State Utility Consumer Advocates
Nationa! Cable Television Association
Nationa! Campaign for Freedom of Expression
National Center for Missing and Exploited Children
National Newspaper Association

National Public Telecomputing Network
National Retail Federation

NBC

Netscapz Communications Corporation

News Corporation Limited

Newspaper Association of America

NYNEX

Pacific Telesis

People for the American Way

Prodigy Services Company

Progress and Freedom Foundation
Recreational Software Advisory Council
Showtime

Smithkline Beecham

Software Industry Coalition

Software Publishers Association

Sun Microsystems

SurfWatch Software

Targetbase Marketing

Telecommunications Industry Association

The Internet Company

Time Wamer, Inc.

Times Mirror

U.S. Telephone Association

US West

Viacom

Senator LEAHY. I am worried when we start talking about the
fact that we have FCC standards on indecency, and that somehow
those standards are going to be applied to the Internet. Mr. Ber-
man, you spoke about the difference between when we are talking
about broadcasts and talking about the Internet. The FCC has
ﬁrappled enough with what is indecent. I can just see what might

appen when somebody gets into an active, heated conversation on
the Internet and lets slip a four-letter word—I mean, it might be
in a town meeting, where somebody tells me what he thinks about
a vote that I cast. Do we then put the service off the air? Do we
close down the Internet? Do we grosecute me for having the town
meeting? Do we prosecute them? Do we prosecute the schools in
Vermont that log on and may watch these town meetings because
of their obvious instructional value? Often when I am in Vermont
for a month, I might have a town meeting at a school, and the
school kids come there.

I know one recent decision by the FCC that fined a radio station
for reading over the air, in a serious, newsworthy manner, an
interview with Jessica Hahn about being raped by Jim Baker, the
televangelist. The rape occurred, and they get fined for reading
about it. The decision said the newsworthy nature of broadcast ma-
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terial and its presentation in a serious, newsworthy manner would
be relevant contextual considerations in an indecency determina-
tion but are not by themselves dispositive factors.

So if serious news might fall, what happens if you are just hav-

. ing casual conversation?

Mr. BERMAN. What if Mr. Crimmins created a Web Page to share
with other people concerned about child pornography around the
country what is being distributed, and he is organizing; he is trying
to organize adults. He is not trying to reach kids, but he is saying
we have got to organize. And he does not have at his Web Page
the ability to lock out children, because it is not possible, it is not
technically possible for him. He could be in trouble.

The Web Page of Planned Parenthood—let us say there was a
safe sex discussion—and I think someone mentioned that—it could
be pretty graphic. Do we want America Online and Prodigy to sort
out who is on which side? In other words, are we going to let Jer-
ry’s kid watch that. Do they make that decision, or do I make that
decision?

Senator LEAHY. And the suicide hotline.

Mr. BERMAN. The suicide hotline. Let us say America Online
makes the decision, to avoid liability, that they have to take down
the suicide hotline, but then there is Senator Leahy’s Web Page
which is also accessed by America Online, and I go to the Web
Page, and you have linked your page to the suicide hotline or to
the AIDS discussion, because you think it is in the interest of Ver-
monters, and so you become the transmitter of indecent material,
and then you are subject to being thrown off of America Online, or
you have to decide what can be on your Web Page.

It is not a slippery slope; it is a downhill slide, when you get into
this gray area of what is indecent. And particularly it becomes a
very serious problem when you are trying to deal with indecency
when all of the examples that Senator Exon gives and Senator -
Grassley and the witnesses go to something else.

Nothing in here deals with stalking. The stalking example, all
you do after you pass the indecency statute, if you wanted to stalk
my kid, you would just use fishing lures. You would just say, “Here
is fishing stuff.” You do not have to use indecent materials.

Senator LEAHY. That raises another point, and let me just follow
up on this in the time I have with Mr. Hart. Professor Hart, as I
unlderstand, the Bill of Rights was one of the first things you put
online.

Mr. HART. The Bill of Rights was third. We did the Declaration
of Independence first, July 4th, 1971. '

Senator LEAHY. The Bill of Rights was very important to my
family, especially the first amendment. My father was a self-taught
historian. After my grandfather died in the stone sheds of Vermont,
my father as a teenager had to leave school to support the family
and became one of the best-read people I ever knew. He had very
strong feelinisl about the first amendment and the diversity that it
guarantees this country, and he felt that diversity guaranteed de-
mocracy.

Let me just ask you one question. You talk about putting these
books online with volunteers. Could you afford the legal help to en-
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sure that you do not violate the statute by placing a book online,
even a classic book, that some may consider indecent?

Mr. HART. We could only afford it if it were something like Caller
1.D., which is an analogy to the firewall that I mentioned at the
beginning. We cannot even afford our copyrisht lawyers; they are
all volunteers, too. I have never paid anybody more than a piece
of pizza or putting money in the parking meter for them. We have
about 500 or 1,000 volunteers, and if they come, I will feed them.

Senator LEAHY. Thank you.

Thank you, Mr. Chairman.

Senator GRASSLEY. Thank you, Senator Leahy.

Senator DeWine?

Senator DEWINE. Let me address this to any of our witnesses
who want to jump in, but I will start with you, Mr. Berman. I am
trying to understand—maybe I could get a perspective on your un-
derstanding of this proposed legislation ant? how it would actually
work in the real world. Let me read a section to you.

Any remote computer facility operator, electronic communications service provider
or electronic bulletin board service provider who willfully permits a person to us a
remote computing service, electronic communications service, or electronic bulletin
board service that is under the control of that remote computer facility operator,
electronic communications service provider or electronic bulletin board service pro-
vider to knowingly or recklessly transmit indecent material from another remote

computing service, electronic communications service, or electronic bulletin board to
a person under 18 shall be * * *,

. and so on.

I am trying to understand and to get a feeling for your under-
standing of how this would work in the real world, and let me just
start with a question. What is the duty under this section for the
operator or provider to inspect or to look for the information post-
ed—is there any?

Mr. BERMAN. I think the drafters of the statute do not intend
that you have to inspect. I think that is a very important point.
But let me point out that Senator Leahy, who was one of the prime
authors of the Electronic Communications Privacy Act, which the
definitions in this statute pick up and defines electronic commu-
nications private. Your definition covers everyone from Compu-
Serve to a library to a corporation to the U.S. Congress to my orga-
nization. They are all providing a computer connection to the
Internet, and all of them could be told at some point that, by the
way, there is some indecent material on your board, or my lawyer
tells me you had better be careful because you are transmitting in-
decent material. And when you transmit on the Net, you put it up,
and you download it anywhere in the country. So I am worrying,
when he has “Catcher in the Rye” on his Gutenberg Web Page,
whether it is being downloaded in California, where it is a good
book, or it is being downloaded in some small town in the South
where it is indecent, and it is going to be prosecuted.

So there is a whole series of institutions who are going to say we
had all better divide into adults and children, Kids Net and Adult
Net, and to be safe, or to just lock kids off the Internet, which
would be a mistake, since in terms of our children, this is the first
electronic technology that has some worth for my children. It is
interactive. They get to do things. There are libraries on the
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Internet; there are pictures; there are paintings; there are schools;
there is discussion.

There is one tiny percent called pornography which we have got
to screen out, and I think we can find a solution, and industry is
coming to find that solution. But this is the first noncouch potato
technology we have gotten, and it is exciting, and we are urging

. you to just be the deliberative body, step back, think about it, give
some time to the Internet to develop—it has only been let loose in
the last year, and it was Congress that took the reins off—and let "
us see wl}m’at industry does.

Senator DEWINE. Any other comments on that comment?

Ms. JEPSEN. Yes; Senator DeWine, this brings up something that
is not necessarily pertinent just exclusively to this bill, but because
of this new technologi;, the fact that it is all over the country and
all over the world, the old way of prosecuting pornography was
based upon community standards; now the question is what is the
community. And there are some who Fropose we should take a look
at perhaps drawing up some kind of per se legislation that says
this and this and this is illegal—you know that, just like you now
know that child pornography is illegal—and then everything else
could fall under the Miller standard. That is not necessarily perti-
nent just to this bill, but it is something that Mr. Berman did
raise.

Mr. BERMAN. Well, if you will permit me, one of the reasons why
on the Senate side, we were so supportive of Senator Leahy’s study
was that all of these questions are up in the air. No one knows the
answer to them. Yes—what community standard applies, and can
Congress create a community standard, or is that a Supreme Court
doctrine? Does it apply the new technology? Which community
standard?

Those are important %uestions. Now, we can either go about it
deliberatively, like we did with the Electronic Communications Pri-
vacy Act, and try to find real solutions, or we can take a guess and
a leap into the dark and invite 10 years of litigation and the whole
telecommunications industry piling around the FCC or in some
court tryin%to untangle this, without providing any solution.

Senator DEWINE. Ms. Jepsen, do you agree with Mr. Berman'’s
definition of who this would apply to?

Ms. JEPSEN. Well, I do not agree with his analysis of this. Would
there be some problems? Yes. Would there be some problems with
any piece of legislation? Yes. This is not an easy thing to deal with.
I agree with him on that.

I think this, however, is a very reasonable way to go about it,
and frankly, worrying about unnecessary prosecutions is something
I wish were a real problem. We worry about no prosecutions in
many cases. I do not agree with him completely, no.

Senator DEWINE. Mr. Hart, my time is up, but go ahead.

I Mral 1HAR'I‘. Well, you invited comments from all three of us, as
recall.

Senator DEWINE. Absolutely; go right ahead.

Mr. HART. Thank you. I do not know how to point some of this
out without sounding a little egotistical, and I am sorry about that.
But volunteers built most of what you are talking about. It was not
the people who spent millions of dollars to create the Internet. The
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Internet would have been worthless if they were still doing with it
what we did in 1971. All the messages on it were: “My program
needs debugging.” “My computer is crashing.” It was just main-
frame operators yakking to each other, and it was boring if you
were not a mmn{ rame operator. That is one of the reasons why I
started to put stuff out there for everybody, and now I feel like I
am get:;lmg run over by a steamroller, because now everybody is in-
terested.

I do not want to see NBC, CBS, MCI, AOL, take over everything
on the Internet, especially since they did not think of thm, they
were not the people who said we ought to be typing in “Alice in
Wonderland” or Milton or Chaucer or whatever, so that everybody
in the world can have a copy for one penny. That is what it costs
to put one of those plays on one of those little disks that you have
in your office; it costs about a penny to put one on there. And be-
tween copyright issues—and it looks like copyn?ht is going to be
permanent now, so we are never going to be able to publish any-
thing that is newer than 1920, which means we will never get to
publish “Lady Chatterly” because that is 1928, so you have alread
wiped that one out—but the &??le who wrote , X-Modem,
Modem, Z-Modem, the World Web, Mosaic—they were all vol-
unteers. Sure, many of them got snapped up and offered a million
dollars by some bi com any to put out shares and sell stock and
stuff like that, an ave had at least one of those offers our-
selves, so I could show you a million dollars if I took it.

Just one or two other thmgs I like the Kid Net idea. Somebody
said you could spell “porno” wrong. It is just like the WordPerfect
dictionary. If you get a word it does not recognize, and you want
tﬁ put it in, you just hit F-3, and bingo, it is in the dictionary from
then on.

And finally, mostly because it is chronological, I got an e-mail
from NASA last week, and they want to take the Gutenberg Project
up. It is not going to be in the United States; it is going to be in

~outerspace, 80 I do not know whose country’s laws are going to de-
cide whether or not the stuff on here is obscene, but the next shut-
tle is supposed to have one of these on it.

Thank you very much.

Senator DEWINE. Thank you.

Thank you, Mr. Chairman.

Senator GRASSLEY. I would emphasize once again, because we
keep coming back to it so often in questions about what this legis-
lation might do or not do, that unger current law, noncommercial

mputer obscenity is not covered by any Federal statute. And I
wou d also say that my bill uses the definition of indecency that is
in 18 U.S.C. 1464, and that is our underlying statute. It requires
repeated use of indecent material, so that any isolated incident
would not create a liability.

Mr. Berman, my last question would be to you because you
talked about downhill shge Did the Supreme Court agree with
your concern and your analogy in the Pacifica case and the Sable
case, and did the District of Columbia Circuit agree a month ago
in the Act III case?

Mr. BERMAN. May I submit for the record a Yale Law Review ar-
ticle which we just had published at Yale, which points out that
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the Supreme Court will not go from one media to another and say
they are the same thing; they make distinctions.

The Pacifica case dealt with radio, which is widely available, and
itl;1 just comes into your home. They made some rules on indecency
there.

The Sable case dealt with dial-a-porn, a different kind of analy-
sis. The Court is going to have to make a very different analysis
for the Internet, which is widely available, with abundant content,
widely available to third parties, and unbelievable amounts of user
control over where they go. It is not a captured audience. And I
think the Court will look very, very skeptically on a legislative
scheme which does not explore the least intrusive means.

And I understand that you have lawyers, and I respect their
judgment. They make a judgment on the Constitution. Lawyers
make different judgments on the Constitution. And I would say
that your legislation is unconstitutional.

- Senator GRASSLEY. Well, I would hope you would say that the
Supreme Court does not share your view about the downhill slide.

Mr. BERMAN. 1 think the Supreme Court would share the view.
1 wish I could quote Supreme Court cases, but they do care about
whether Congress has created a record that this is the least intru-
sive means.

You are to be commended for holding a hearing on this and that
we are beginning to start a record here. But I have Internet mail
in my box which says there are engineers who want to testify,
there are other people in the industry who are not here. I do not
represent them. There are many, many participants out there, and
they are part of the Internet, and they ought to be heard. And MCI
does not speak for them, and CDT does not speak for them. This
requires a lot of study and a lot of deliberation, particularly when
you are dealing in the area of free speech, and you are talking
about a new medium.

Senator GRASSLEY. Senator Leahy, and then I think when you
have concluded, we will quit, if that is OK.

Senator LEAHY. Thank you. I will make it very brief.

I might say, Mr. Chairman, on the question of the Internet, just
on this issue, I have had so much come in to me over the Internet
at my address that I could not possibly answer all of it. I have tried
to use the obvious methods to determine those that come from Ver-
mont and answer those, and some just at random from around the
country. So regarding what Mr. Berman has said about the number
of people who would like to testify and would like to have their
views heard, they are very, very extensive.

I would note that it is very hard to draw a corollary between
FCC decisions or court decisions on radio or television. In fact, it
would be impossible to find a case that you could say was on all
fours with an issue involving the Internet. The FCC has ruled
there are seven dirty words, for example. If I were to pick up the
telephone and call Mr. Berman and, in a heated argument, express
my views in perhaps more prosaic collo?uialisms than I might oth-
erwise use, and somehow [ utilized all seven of those words, he
might get angry and say, “You are one, too,” but there is no law
violated in that. If I were to go on a radio talk show and refer to
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him or anybody else and use those words, then the radio station
at least has itself a problem.
We then can go to the question of the Internet. If I do the same
thing back and forth to him—and I am not suggesting I do; our re-
lationship is a lot different than that—but again, we are in an en-
tirely different situation than on the radio.
So I only mention that, Mr. Chairman, to point out that there
are some very, very difficult legal issues involved here, and I do
commend you for holding this hearing, because as I said at the out-
set, this is the first time we have had a hearing on something that
is of major importance. The Internet, the Internet is I think just
a forerunner of what will become more and more the communica-
tion system as we go into the next century. Before we go and dra-
matically change it or dramatically use government interference to
stop what has probably been one of the greatest grassroots commu-
nications medium for use by private individuals, business enter-
prises, and others, that this country has seen in generations, we
should have hearings like this and step very, very carefully.
Senator GRASSLEY. Senator Leahy, before you go, Senator Exon
has asked for the floor.
Senator EXON. Mr. Chairman, thank you very much. I have been
listening with great interest, and I want to thank the witnesses
who are here and the previous panel.
I would just like to make a comment or two, if I might, generally
about the proposition that we are faced with here. First, I would
like to make sure we have corrected the record. I was advised that
earlier on, Senator Leahy indicated that the 84-16 vote in support
of the Exon-Coats amendment was as a result of the Rimm study
that appeared—— '
Senator LEAHY. I corrected the record sometime earlier, Senator.
Senator EXON. You did correct that?
Senator LEAHY. Yes, and I made it very clear that I was referring
to references to the Rimm study and subsequent statements of sup-
port by others, not by the Senator from Nebraska, but subsequent
words of suEport. I made that very clear earlier on. -
Senator EXON. I just wanted to make it clear that that study
came out after the vote.
Senator LEAHY. Yes.
Senator EXON. I want to make clear what I believe Dee Jépsen
said and what I believe all members of the panel here feel, and
that is that we certainly are very much concerned about the overall
situation, and different people are taking different approaches.
Any of us who brin tgxese things up, though, other than a study,
are viciously attacked; our motives are suspect; all kinds of ridicu-
lous claims are being made about it. I thought the article a week
-ago Sunday in The Washington Post was pretty indicative of how
vociferous and I think ill-informed those who do not happen to
:free are. We have learned in the Senate that although we do not

h‘:vays agree on things, we try to rationally and objectively discuss
things. _

I would simply sa{ that the Exon-Coats bill, when I started talk-
ing about it, when I first introduced it nearly 2 years ago and in

instances since, I have said that we do not want to create a
false sense of security, and I think that is a point that you make,
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which is a good one, Mr. Berman. But I hope you will agree that—
and at least this Senator has recognized and has so stated—even
if Exon-Coats were to become law, we would not have a “pristine”
Internet from the concerns that are being expressed here.

I simply say that indeed, we are on a slippery slope, or we are
on something worse than that—a crash to the bottom on that slope.

I think it all comes back to the situation, though, where I happen
to believe that we have a responsibility, which was expressed very
well I thought by Dee Jepsen, and which is a major concern of
mine. And you can play down all that you want the fact that all
of these different systems are different—and I agree that they
are—certainly, as one who was on the first Internet, who did it on
an amateur radio network when I was a kid, I have had some expe-
rience in talking to people around the country—but in those days,
we never envisioned that amateur radio would reach the depths of
depravity that anyone who has been on the Internet and seen what
is available on that could ever have imagined. :

I happen to think that if we can work constructively together,
without trying to question the motives of others and saying that
others simpl{1 do not know what they are talking about-—some-
times, I get the idea that the intellectual elite of this country know
all about everything. I happen to feel that there is a way, whether

_ people agree or not, that we can apply the same laws against ob-
scenity and against indecency that we have done in the U.S. mail.
We have applied it to the telephone system. And we recognize that
it is more difficult to do it on the Internet, for the reason that you
and others have expressed, Mr. Berman, that it is an international
situation. But just because it is an international situation, I for one
am not going to turn my back and say there is nothing we can do
about this.

I applaud the recent efforts by the industry to come up with
some blocking devices. I think that is an important step in the
right direction. However, Eeople who know the technicalities of this
far better than I believe that for every block, there is a way around
that block with something as effective as the Internet.

And of course, if I block it in my home for my children and
grandchildren, what happens when they go across the street to the
neighbors that they go to school with, where it has not been
blocked by that parent for one reason or another?

So I happen to think we are on a slippery slope indeed. I believe
what we are trying to do here is to recognize the constitutional
problems. I think Senator Grassley in his bill recognizes the con-
stitutional problems and tries to satisfy that. I certainly agree with
the statements that you have made, Mr. Berman, and others, that
the courts have continually held that the least intrusive method
should be used. The least intrusive method has never been defined
by the courts with this new Internet system that we have. ‘

~So I simply say that I applaud that finally, at long last, for what-
ever reason, the concerns for our children have been brought to
bear. And I would simply say that I think Senator Grassley and
his research on his billphas shown, and the in-depth research for

" over 2 years that we have done on the Exon-Coats Decency Act,
recognize the possible problems with the courts. We leaned over
backward by using the court decisions on other measures. Whether
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or not that will hold up in the courts on the Internet, I do not
know, you do not know, no one knows. It will be up to the courts
to decide.

I will simply say that I am glad that we are moving ahead. I am
not for just a study. A study is punting; that is what Nebraska
does, their national championship footb beam—

Senator LEAHY. I wondered when that was going to come in.
[Laughter.]

Senator EXON [continuing]. When they are on their own 3-yard
line, and they have fourth down and 27 yards to go, they always
punt. I do not think this is time to punt. I think it is time to take
action.

Mr. Chairman, I thank you for the opportunity to appear here.
That does not mean that I am going to give Iowa any football play-
ers.

Thank you very much.

Senator GRASSLEY. I thank you, Senator Exon, and I thank ev-
erybody for participating.

I would conclude for just 30 seconds by first of all saying that—
and I will only speak in conclusion for myself, not for anybody else
on the committee, as we know that this is a very contentious issue
we are dealing with.

First of all, I need to thank the last panel as I thanked the two
previous panels, because obviously, from each one of you, I think
even from the previous panels, everybody has very strong and emo-
tional attachment to this issue, one way or the other——

Mr. HART. Without being too intrusive, could I answer his ques-
tion with one line?

Senator GRASSLEY. Yes, for one line, if you will.

Mr. HART. You mentioned blockers going around, and the person
who makes the last move is the one who gets the tackle or makes
the touchdown. You have not seen the Internet brought down by
a virus lately. They put out a virus on Tuesday, and we have a
cure on Thursday. And I would be perfectly happy to put that to
work on your blocking system.

Thank you.

Senator GRASSLEY. Well, that comment tells us that, as I have
said at this meeting, there are a lot of involvements w1th I hope
we agree is a problem.

We have been here for 3%2 hours; I did not think I would be here
for 3¥2 hours today. There has been a suggestion that other people
should be called to testify. That could be. I did not anticipate an-
other hearing. There may be a need to have another hearing. But
in lieu of having another hearing, we anticipated that there was
much more interest than the 9 or 10 pe ‘Ble we were able to put
on the program this afternoon, and we did take testimony from
peoplg who wanted to submit it, and that will be printed in the
record.

This really is too important to rush. My concluding observation
for myself would be that I think the testimony that we have heard
today shows that, at least for the time being, technology is not per-
fect as an answer. I think there remains a role for congressional
involvement. I think we have seen in the need for congressional in-
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volvement that existing laws are just not adequate to deal with the
issue. .

I think the first panel, which described the stalker who is still
operating his BBS, and Mr. Crimmins’ experience, show that there
are evil people who seek out children online, and you could go on
and on. So I think there is a legitimacy for my legislation. Of
course, the final determinant of that is whether or not you get the
votes in the House and Senate to pass it.

I thank everybody for participating as we try to make a record,
and I think we have, to show the least intrusive government inter-
est.

"~ Thank you all very much.
[Whereupon, at 5:31 p.m., the committee was adjourned.]
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APPENDIX

PROPOSED LEGISLATION

104TH CONGRESS
1ST SESSION So 892

To amend section 1464 of title 18, United States Code, to punish
transmission by computer of indecent material to minors.

IN THE SENATE OF THE UNITED STATES

JUNE 7 (legislative day, JUNE 5), 1995
Mr. GRASSLEY (for himself, Mr. DOLE, Mr. CoATs, Mr. MCCONNELL, Mr.
SHELBY, and Mr. NICKLES) introduced the following bill; which was read
twice and referred to the Committee on the Judiciary

A BILL

To amend section 1464 of title 18, United States Code,

to punish transmission by computer of indecent material

to minors.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “Protection of Children
5 From Computer Pofnography Act of 1995”.

6 SEC. 2. TRANSMISSION BY COMPUTER OF INDECENT MATE-
7 RIAL TO MINORS.

8 (a) OFFENSES.—Section 1464 of title 18, United
9 States Code, is amended—

(156)
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2
(1) in the heading by striking “Broadcast-

—

2 ing obscene language” and inserting ‘‘Utter-

3 ance of indecent or profane language by

4 radio communication; transmission to

5 minor of indecent material from remote

6 computer facility, electronic communica-

7 tions service, or electronic bulletin board

8 service’’;

9 (2) by -striking “Whoever” and inserting “(a)
10 UTTERANCE OF INDECENT OR PROFANE LANGUAGE
11 BY RaD10 COMMUNICATION.—A person who'’; and
12 (3) by adding at the end the following:

13 “‘(b) TRANSMISSION TO MINOR OF INDECENT MATE-

14 R1AL FROM REMOTE COMPUTER FACILITY, ELECTRONIC
15 COMMUNICATIONS SERVICE, OR ELECTRONIC BULLETIN

16 BOARD SERVICE PROVIDER.—

17 “(1) DEFINITIONS.—As used in this sub-
18 section—

19 “(A) the term ‘remote computer facility’
20 means a facility that—

2] “(i) provides to the puBlic computer
22 storage or processing services by means of
23 an electronic communications system; and
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3
‘(i) permits a computer user to
transfer electronic or digital maferial from
the facility to another computer;

“(B) the term ‘electronic communications
service’ means any wire, radio, electromagnetic,
photo optical, or photoelectronic system for the
transmission of electronic communications, and
any computer facility or related electronic
equipment for the electronic storage of such
communications, that permits a computer user
to transfer electronic or digital material from
the service to another computer; and

“(C) the term ‘electronic bulletin board
service’ means a computer system, regardless of
whether operated for commercial purposes, that
exists primarily to provide remote or on-sité
users with digital images, or that exists pri-
marily to permit remote or on-site users to par-
ticipate in or create on-line discussion groups or
conferences.

“(2) TRANSMISSION BY REMOTE COMPUTER FA-
CILITY OPERATOR, ELECTRONIC COMMUNICATIONS
SERVICE PROVIDER, OR ELECTRONIC BULLETIN
BOARD SERVICE PROVIDER.—A remote computer fa-

cility operator, electronic communications service
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4
provider, electronic bulletin board service provider
- who, with knowledge of the character of the mate-
rial, knowingly— _

“(A) transmits or offers or attempts to
transmit from the remote computer facility,
electronic communications service, or electronic
bulletin board service provider a communication
that contains indecent material to a person
under 18 )"ears of age; or

‘“(B) causes or allows to be transmitted
from the remote computer facility, electronic
communications service, or electronic bulletin
board a communication that contains indecent
material to a person under 18 years of age or
offers or attempts to do so,

shall be fined in accordance with this title, inpris-
oned not more than 5 years, or both.

“(3) PERMITTING ACCESS TO TRANSMIT INDE-
CENT MATERIAL TO A MINOR.—Any remote com-
puter facility operator, electronic communications
service provider, or electronic bulletin board 'service'
provider who willfully permits a person to use a re-
mote computing service, electronic communications
service, or- electronic bulletin board service that is

under the control of that remote computer facility
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operator, electronic communications service provider,
or electronic bulletin board- service provider, to
knowingly or recklessly transmit indecent material
from another remote computing service, electronic
communications service, or electronic bulletin board
service, to a person under 18 years of age, shall be
fined not more than $10,000, imprisoned not more
than 2 years, or both.”.
(b) TECHNICAL AMENDMENT.—The item for section
1464 in the chapter analysis for chapter 71 of title 18,

United States Code, is amended to read as follows:
“1464. Utterance of indecent or profane language by radio communication;
transmission to minor of indecent material from remote com-

puter facility.".

o
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QUESTIONS AND ANSWERS

RESPONSES TO WRITTEN QUESTIONS OF SENATOR GRASSLEY FROM JERRY BERMAN,
EXECUTIVE DIRECTOR, CENTER FOR DEMOCRACY AND TECHNOLOGY :

Over the past six months, the Center for Democracy and Technology and members
of the Interactive Working Group have had numerous productive discussions with
representatives of prominent concerned parents organizations and children’s rights
organizations, including:

o Ernie Allan, National Center for Missing and Exploited Children;
o Kathy Clever, Family Research Council;

o Deen Kaplan, The National Law Center for Children and Families;
o Bruce Taylor, The National Law Center for Children and Families.

These discussions have been extremely helpful in exploring the issues raised by
co! ssional efforts to protect children from im:ip ropriate material on the Internet.
Wgﬁve found these discussions productive an Pook forward to your help in facili-
tating further discussions with these and other organizations.

Question 1(a). Does the Cox/Wyden amendment weaken ECPA?

Answer. The “good samaritan” immunity for online service providers under the
Cox/Wyden amendment may unintentionally create an enlargement of 18 USC
%!21511 (2XaXi), the “service provider exemption” of the Electronic Communications

ivacy Act (ECPA). This is an issue of serious concern for CDT.

Section 26511 (2Xa)(i) provides:

It shall not be unlawful under this chapter for an operator of a switch-
board, or an officer, employee, or agent of a provider of wire or electronic
communication service, whose facilities are used in the transmission of a
wire communication, to intercept, disclose, or use that communication in
the normal course of his employment while engaged in any activity which
is a necessary incident to the rendition of his service or to the protection
of the rights or property of the provider of that service * * *

As we understand it, the Cox/Wyden amendment does not intend to expand this
provision to allow service providers greater access to private communications on
their networks. However, under this section could be read to grant such an expan-
sion.

Question 1(b). How can providers limit indecent material without interfering with
users privacy rights?

Answer. CDT believes that limiting service provider liability for takmg good faith
efforts to restrict or remove objectionable material can be accomplished under the
Cox/Wyden amendment without interfering with users privacy rights in several

ways.

b*:st, the Cox/Wyden amendment should be modified to make explicit that inter-
ception, disclosure, or use of private e-mail without a user’s consent is not immu-
nized under the “good samaritan” provisions.

Second, an even more certain approach to protecting children and avoiding pri-
vacy violations is to rely on blocking and filtering tecﬁnologies which run directl;
on a users home PC. Putting qarents directly in control over what information
comes into the home is preferable to putting such control solely in the hands of a
service provider or a govemment agency. Products like SurfWatch, Net Nanny, and
the parental control features on America Online are good exam les of this. These
and other products allow parents to make choices based on their own personal
tastes and values.

Question 2(a). Are the Cox/Wyden and Exon/Coats proposals compatible?

Answer. The Cox/Wyden amendment and the Exon/Coats Communications De-
cency Act are diametrically opposite approaches and are completely incompatible.

The Exon/Coats Communications Decency Act would grant the Federal Commu-
nications Commission (FCC) broad new powers to reg&te the content of online
communications as well as to determine what specific parental control technologies
are appropriate. CDT believes that command and control, top-down regulation of
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interactive media, as are contemplated by the Exon/Coats Communications Decency
Act, cannot be effective in a global, decentralized communications media such as the
Internet. The Exon/Coats Communications Decency Act simply cannot effectively.
protect children from objectionable material on interactive media. o

In addition, by pu the FCC in charge of interactive media, the Communica-
tions Decency Act would chill both the First Amendment rights of all users of inter--
active media, as well as the development and innovation of this important means
of commerce and communication. If software developers had to wait for the FCC to-
determine whether a product was .an appropriate “good faith measure” under’the
Exon/Coats bill, we would still be waiting for the world wide web, commercial online
services, audio file transfers, voice communication on the Internet, and other techno-
logical inngvations. R

inally, FCC content regulations would force content providers (which includes

each and every user of interactive media) to evaluate whether each and every:bit
of information they made available online violates FCC indecency standards-for
interactive media. In many cases, the risk of liability for guessing incorrectly would
force content providers to avoid publishing their material, thus squandering the po-
tential of interactive media to provide a diversity of viewpoints and full respect of
the First Amendment. ) |

The Cox/Wyden amendment, on the other hand, recognizes the tremendous user
control inherent in interactive media and relies on innovation in the market rather
than Government regulation to protect children. In our opinion, empowering users
and parents, rather than the federal government, to make determinations about
what material they wish to receive is a far more appropriate and more effective so-
lution to addressing the availability of objectionable material on interactive media.
For additional information on this subject, please see the Interactive Working Group
July 24, 1995, Report to Senator Patrick Leahy.

Question 2(b). If both the Cox/Wyden amendment and the Exon/Coats Commu-
nications Decency Act were to be enacted, what criminal liability would users and
providers face? '

Answer. Under Cox/Wyden users of online services would not face any additional
liability than they do under current law. Users would still be liable for trafficking
in obscenity, for example. If the Exon/Coats Communications Decency Act were en-
acted however, users would face substantial new criminal penalties for merely put-
tuﬁlang indecent material online.

e Exon/Coats Communications Decency Act makes it a crime punishable by up
to 2 years in prison and $100,000 in fines to “make, transmit, or otherwise make
available” any indecent comment, request, proposal, or image. This would include
a user who merely places the text of Catcher in the Rye, or someone who uses one
of the seven dirty words in a public discussion group. :

Online service providers would also face liability under the Exon/Coats Commu-
nications Decem:%Act to the extent that they control the availability of indecent ma-
terial. Althog,gh xon/Coats contains a defense for service providers who “lack edi-
torial control” over the content available on their network, it is not clear what would
constitute control under this defense. For example, though a service provider has
no control over the content of individual messages, an online service provider has
“control” over the specific usenet newsgroups carried on its network (e.g., whether
or not it carriers a specific newsgroup. A provider could be held liable under the
Exon/Coats merely for providing access to a newsgroup known to contain indecent
materials because the provider has control over whether that group appears. Service
providers would not face such liability under the Cox/Wyden amendment.

Question 3. Effect of imposing liability on providers for transmitting “indecency”

Answer, Criminalizing the “knowing” transmission of material that may be con-
sidered to be “indecent”, as is contemplated by the Grassley “Protection of Children
from Computer Pornography Act” (S. 892), would result in a severe chilling effect
on all &ntlline communications because the “knowing” standard is subject to broad in-
terpretation.

e threat of a broad interpretation of the “knowing” standard would compel all
who provide access to the Internet to restrict all public discussion areas and public
information sources from subscribers, unless they prove that they are over the age
of eighteen. Since a service provider ‘knows” that there is indecent material on the .
Internet, and “knows” that there are minors using the network, a service provider
would be forced to create separate “adult” and “children” services. Access by a child
to the adult network would create criminal liability for the service provider. Under
S. 892, a service provider could not even provide Internet access to a minor with
the approval of the child’s parent.
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In addition, S. 892 would place service froviders in the position of private censor.
Because of the definition of what is “indecent” is not entirely clear (and depends
largely on the nature of the medium by which that material is made available),
service providers would have to use the broadest possible interpretation of the term,
or face substantial criminal penalties for leniency. Using the broadest possible defi-
nition of indecency would deny children access to famous works of art, literature,
and important political and social information (including AIDS and sex education
information, anti-choice materials, and other examples). :

Question 4. Would providers have to restrict access to kids if they are liable for
knowingly transmitting indecent material?

Answer. Yes. See answer No. 3 above.
Question 5(a). What does a provider have to “know” to be liable under S. 892?

Answer. The knowng standard in S. 892 is subject to a broad interpretation.
Under the Model Penal Code, a “knowingly” standard simply requires that if an
actor is aware that it is practically certain that his or her conduct will cause the
proscribed result.

Since an online service provider or BBS operator knows that indecent material
can be accessed via the Internet, and knows that children have access to the net-
work, an online service provider or BBS operator would be subject to substantial
criminal penalties merely for allowing minors to have access to his network.

destrgon 5(b). Would a provider be liable for providing access to a household with
a mino;

Answer. If an online service provided a minor access to the Internet, it could be
held liable under S. 892 for “knowingly” provid.ing a minor access to indecent mate-
rial, even if that material does not actually reside locally on the service provider’s
network or computer server.

Question 5(c). Would a provider be liable for continuing to provide service to a
minor after being informed the minor had accessed indecent material?

Answer. Yes. If a service provider received notice from a parent, or anyone else,
that indecent material could be accessed through their network, the service provider
would face liability under S. 892 unless the provider removed the indecent material
or discontinuing service to that household. In most cases, an online service provider
would be fo: to discontinue service to the household, because the provider cannot
control the material available on another network, particularly if that network is
outside the jurisdiction of US law (e.g., the material physically resides on a com-
puter in Sweden). The only other alternative available to a service provider in this
case glould be to restrict access for all their subscribers, both children and adults,
to such material.

Question 5(d). Would a provider be liable for continuing service to a subscriber
about ?whom the provider had received information had sent indecent material to a
minor

Answer. Yes. Under S. 892, a service provider or BBS operator would be forced
to discontinue service to any subscriber that the service provider had received infor-
mation was making indecent material available to a minor. Moreover, because of the
vagueness of the indecency standard, service providers would have to rely on the
most inclusive interpretation of indecency. Under S. 892, a service provider might
be forced to close the account of an individual who places the text of Catcher in the
Rye, Rap Lyrics, certain Safe Sex or Anti-Abortion literature, or other materials on
a world wide web site or other public forum.

%ug’stion 6(a). Does Federal law prohibit the distribution of obscenity via com-
puter

Answer. Under existing Federal Law trafficking in obscenity (18 USC §§1462,
1464, 1466), via computer network would be illegal.

Question 6(b). Does this provision apply to the distribution of obscenity for non-
commercial purposes?

Answer, 18 USC §14665 has only been applied to the distribution of obscenity for
commercial purposes. CDT believes that there are significant constitutional prob-
lems with criminalizing the distribution of non-commercial obscenity, particularly
with regard to forth amendment privacy protections. Prosecuting the distribution of
obscenity for non-commercial purposes would empower federal authorities to intrude
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on private communications and information used by individuals, in direct violation
of Stanley v. Georgia. .

Question 7(a). Does 18 USC §1462, cover the distribution of obscenity via com-
puter networks?

Answer. 18 USC §1462 has been used successfully to prosecute those who use
- computers or computer networks to transmit obscene material.

Question 7(b). Does this provision apply to distribution for commercial and non-
commercial purposes?

Answer. 18 USC ?1462 has been used successfully to x;‘rosecute the distribution
of obscene material for commercial purposes. Application of this section for non-com-
mercixsal(b ;iisgibution raises similar constitutional concerns as are discussed in an-
swer above.

Question 8. Does federal law prohibit online stalking?

Answer. As Senator Leahy pointed out during testimony at the July 24 hearixﬁ
state laws prohibitiﬁ online stalking have been successfully prosecuted in Flori
and other states. CDT believes that defendants should not be able to evade the law
simply by conducting activities online. Current law prohibiting stalking and harass-
ment should ap%}g to such conduct accomplished via computer networks. However,

at care must be taken when apjalying these laws to ensure that they do not inter-
ere with constitutionally protected activities.

WRITTEN QUESTIONS OF SENATOR LEAHY TO DEE JEPSEN, EXECUTIVE DIRECTOR,
“ENOUGH 18 ENOUGH”

Question 1. S. 892 would subject to five years’ imprisonment any BBS ogemtor
or online service provider who “knowingly transmits * * * or causes * * * to be
transmitted” indecent material to a minor. The Model Penal Code makes clear that
an actor may be held liable under a “knowingly” standard if the actor is aware that
it is practically certain that his or her conduct will cause the proscribed result. A

igh tﬁrobality, rather than actual knowledge, of result is all that is required to sat-
is: e “knowingly” requirement in criminal law, unless the actor actually believes
that the fact does not exist.

(a) {)rilngractice, what does an online provider have to know to be liable under this

(b) Would an Internet access provider face liability under S. 892 by “knowingly”
roviding Internet access to a household with a minor, who could then access
indecent material from the Internet?

(¢) Would an Internet access provider serving a household with a minor face li-
ability under S. 892 by “knowingly” contmuin&service, after notice that the
minor had downloaded indecent material from the Internet?

(d) Would an online service provider, BBS operator, or Internet access provider
face liability for continuing service to any subscriber about whom the provider
or operator had received information from the government, another sub-
scriber, or an anonymous tip, that the subscriber had sent indecent material
to a minor? To avoid prosecution, would the operator or provider have to close
that subscriber’s account?

Question 2. In your view, which alternative would be more effective in restricting
access to Internet sites containing material inappropriate for children, including
those sites in other countries: blocking technologies, such as Surfwatch and Net
Nanny, or criminal laws restricting the transmission of indecent material?

Question 3. Federal criminal law currently penalizes anyone who “knowingly trav-
els in interstate commerce, or uses a facility or means of interstate commerce for
Eh"elxé Ss& o§f 11':14'ggsporl:ing obscene material in interstate or foreign commerce * *

(@) Does this provision apply to computer transmissions of obscene material?

(b) Does this provision apply to the distribution of obscene material both for non-
commercial purposes and for the purpose of sale?

Question 5. Federal criminal law currently penalizes anyone who “knowinfl uses
any express comgany or other common carrier, for carriage in interstate of foreign
commerce” any obscene material. 18 U.S.C. § 1462,
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(a) Does this provision apply to computer transmissions of obscene material?
(b) Does this 5rovision apply to the distribution of obscene material both for non-
commercial purposes and for the purpose of sale?

Question 6. Does federal law prohibit online stalking? What recommendations, if
any, do you have about such a law?

RESPONSES TO WRITTEN QUESTIONS OF SENATOR LEAHY FROM DEE JEPSEN,
PRESIDENT, “ENOUGH 18 ENOUGH”

Answer 1. Senator Leahy is correct that S. 892 would enact an offense the punish-
ment for which is up to five years imprisonment for any computer BBS systems op-
erator or online service provider who “knowingley transmits * * * or causes * * * to
be transmitted” indecent material to a minor. Senator Leahy is also correct that the
Model Penal Code defines “knowinglﬂ as an awareness of a practical certainty that
conduct will cause a certain result. However, this use by the Model Penal e is
not the usual standard of knowingly employed in the federal criminal laws codified
in the United States Code. In some instances, District Judges may employ a vari-
ation of this type of “knowin%ly" definition to explain to a jury the requisite mens
rea for a particular crime under the circumstances of a particular case. In general
criminal prosecutions, federal trial and appeals courts em;iloy the standard defini-
tion of “knowingly”, as to conduct, that one acts knowingly when he acts “volun-
tarily and intentionally, not because of mistake or accident”. See, generally: Fifth
Circuit Pattern Jury Instructions (Criminal), Instruction 1.35, p. (1990); Model
Criminal Jury Instructions for the Ninth Circuit, Section 5.06, p. 79 (1989). There
may not be a significant ditference, but the legal and factual analysis that follows
would be less clear without this clarification.

In obscenity, indecency, and child tg:xrnogmphy cases, however, the First Amend-
ment requires an additional use of the word “knowingly” to mean the scienter, or
guilty knowledge or awareness of the sexual character of the material. In this re--
spect, the word “knowingly” as it is used in the federal obscenity laws (18 U.8.C.
§% 1460-1469), child exploitation statute (18 U.S.C. §2252), an in the dial-porn
statute (47 U.S.C, §223 (b) and (c)), means both that an offender knows the sexually
explicit overall character of the material and knows how that material is being
shipped, transported, or transmitted.

In obscenity cases, this means a knowledge that it is hard-core pornography and
that the material is being mailed (§ 1461), shipped by common carrier or im
(g 1462), transported across state lines or out of the U.S. for sale or distribution
(§1465), be.mﬁ sold at retail by an obscenit{rbusiness after having been shipped in
interstate or foreign commerce (§ 1466), or transmitted over cable, satellite, or sub-
scrigﬁon TV (§1468), offered commercially as obscene dial-porn messages
(§223(bX1)). See: Hamlmg’ v. United States, 418 U.S, 87, 119-23 (1974); United

tates v. Thevis, 490 F.2d 76, 77 (5th Cir, 1974); United States v. Battista, 664 F.2d
%839)242 (6th Cir. 1981); Ripplinger v. Collins, 868 F.2d 1043, 10565-57 (9th Cir.

In child pornography cases (§2252), this means a knowledge that the material de-
picts sexually explicit conduct involving a person the offender knows or has reason
to know is a minor. In dial-porn cases for indecency which is available to minors
(§223 (b)X2) and (c)), this means knowing the content of the message as depicting
or describing a sexual or excretory activity or organ and knowl;)% at it is being
transmitted over the phone lines to minors, without taking g faith efforts to
screen out minors by requiring a credit card or pin number access code. See: United
States v. X-Citement Video, Inc., U.s. , 115 S.Ct. 464, 130 L.Ed.2d 372
5716959«89 8Ozs)bome v. Ohio, 495 U.S. 103, 115 (1990); New York v. Ferber, 458 U.S. 747,

Answer 1(a). The proi%sed law in the Grassley-Dole bill would have Congress re-
quire that any liability be only for those who act “knowi , as to their own facil-
ity, and “willfully” as to another’s facility. In the first offense defined in the act,
(bX2), the s{‘sltem operator must know the character of the indecent material AND
they must knowingly allow the transmission of that particular indecent material
from a user to a known minor. In the second offense, (bX3), a relay system operator
must know of the indecent material and willfully allow his system to be used to
relay that indecent matter from another system through his own system to the
minor. This is a strict burden for the Government to meet and would require facts
sufficient to put a reasonable person on notice that a sender is using one's system
to send a known piece of indecent dpornogragh{ to a person the system operator
knows or has reason to know is under age 18. If that were to occur, then the law
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and the courts should certainly prosecute any such operator who thus knowingly
(voluntarily and intentionally, not because of mistake or accident) assists a
pedophile or callous adult to send patently offensive representations of sexual or-
gans or acts to a child, when the system operator is proven to be aware that the
child was in fact a minor. There is no excuse for such conduct by any bulletin board
or access provider and we hope that none of the access providers we now know of
would ever knowingly do such a thing. We can’t so trust in the integrity of all BBS
operators, and this Jaw should deter any who would contemplate such intentional
and unconscionable conduct.

Answer 1(b). No, not without more, as we read and have been told of the intent
of S. 892. An access provider would not be prohibited by S. 892 from giving access
to indecency by minors. This bill is not demsned, stated, nor intended to act as a
“display” law to prevent the availability of indecency by minors. It is stated and in-
tended to operate as a direct transaction prohibition of one person knowin%ly provid-
ing indecent material to a person known to him to be a minor and prohibiting any
system operator who knows of this act from assisting in this unla act.

Answer 1(c). No, not without more, again as we read and understand the intent
of the act. Since this is not a dial-porn type availability in public prohibition against
indecency which is available to minors generally, any offense would be specific to
a particular transmission by someone through a computer system and then cau:hinf
the system operator aiding in that transmission to a particular, known minor child.
Mere access to indecency on the “Internet” is not proscribed and would have to be
dealt with by another bill or by changing the language of S. 892.

Answer 1(d). That’s a more difficult scenario to analyze for criminal responsibility.
Such a general situation where a system operator has specific knowledge of an in-
stance where a subscriber has sent a particular piece of indecency to a known minor
would §ut that operator on notice that his system has been abused. He would be
liable if he knew that this act was being repeated and he refused to stop it and
knowingly and presently allowed it to ha gen again. In other words, if the proof
were that a board, say the “ACL-EF” BBS, operator knew a certain pedophile in

on named Mike had sent a Hustler gicture to a young boy or girl child in a
grade school in Vermont and then the proof was that the “ACL-EF” si;!sltem operator
sawsuchamu'ecomingﬂlrou h his system from Mike to that child again and
let it pass ugh, then 1 would hope Congress intended and the Government
would prosecute and the courts would convict such a system operator for knowingly
assisti%s such a heinous act. Likewise, if an access provider (such as CompuServe
or NETCOM) knew of the “ACL-EF” BBS operator’s prior situation with that sub-
scriber, Mike the Molester, and the child, (or even if they had no prior knowledge
of a prior occurrence but saw the scenario ﬁ}ﬁy out as it was happening) and then
the access provider saw “ACL-EF” letting Mike send a porn picture through “ACL~
EF” as it was on its way through the access provider’s facility to the child in Ver-
mont, and the access provider could have stfgped the Mike to “ACL-EF” to child
message and willfully chose not to, then both “ACL-EF” and the abetting access
provider should be held responsible in court if this level of knowledge and participa-
tion were proven beyond reasonable doubt. This is, as we said, a severe test for the
Government to meet, but when met, it should be applied to stop system operators
from knowingly helping people corrupt young children.

Answer 2. In our view, there needs to be both. We parents and responsible adults,
and society as a whole, deserves and demands that there be a law to prohibit unlaw-
ful conduct in giving indecency to minors (and we should also have a corresponding
law to prohibit knowingly making indecency available to minors on generally acces- -
sible public boards and sites). We as garents must also do all we can to protect our
children from those adults who would give such pornography to minors, regardless
of whether it is illegal or not. Even with a good and comprehensive set of laws to
protect minors (such as the “harmful to minors” sale and display laws in the States),
there will be those, like Mike, who would be willing to breai any law to have their
perverse way with our children.

We need the law to punish those who prey on our kids, when we catch the per-
fetrators. We need the law to set an example and act as a deterrent. We need a

aw to cause the system operators to take responsible action when they see a crime
being committed in their presence over a facility they control. We would hope that
most BBS oq;rators and access providers would try to prevent such conduct when
they know about it, but present experience with the ous disregard for children
who now have access to pornography, even when not sent to them under cir-
cumstances that would violate S. 892, shows that there are probably too many oper-
ators who know of such direct transactions and are doing nothing about it.
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We are also given good cause for concern by seeing the fervor with which the Elec-
tronic Frontier Foundation and the Center for Democracy and Technology now og-
pose any reasonable efforts, no matter how limited or how helpful they would be
to parents and children, just because those groups have an “anti-censorship”, por-
nography should be available to adults so we shouldn’t pass any laws against it type
of attitude. It is also of serious concern that some access Providers and too many
board operators and users seem willing to join with those “free-porn speech” advo-
cates. Their motivation may be a matter of philosophy, but their public opposition
to any lawful contribution to our efforts to protect our children is a public concern.
Common, public decency demands our best efforts to have laws that foster public
responsibility and that we resist those who would open the doors to “adult” book-
stores for instant exposure to children.

If I may, I would like to remind this Committee of the great role played by Con-
gress anc{ the state legislatures in passing obscenity and child protection laws over
thag(f)ast two centuries that this Nation has been a democratic republic. In this re-
g , I would like to offer two quotes from past Chief Justices of the United States

upreme Court, each from a very different political persuasion, but each recognizing
the central role that decency laws play in maintaining our free and orderly society:
(lg&i;af Justice Earl Warren recognized, in Jacobellis v. Ohio, 378 U.S. 184, 1

% o 1 the right of the Nation and of the States to maintain a decent society,

and Chief Justice Warren Burger, in Paris Adult Theatre v. Slaton, 413 U.S, 49, 57-
58 (1973), stated for the Court,

In particular, we hold that there are legitimate state interests at stake
in stemm.i;}g the tide of commercialized obscenity, even assuming it is fea-
sible to enforce effective safeguards against exposure to juveniles and to
passersby. Rights and interests “other than those of the advocates are in-
volved.” * * * These include the interests of the public in the quality of life
and the total community environment, the tone of commerce in the great
city centers, and, possibly, the public safety itself. :

We would like to have Congress side with the children and families and not allow
a laissez faire or “consenting adults” policy ruin the Internet and prevent it from
fulfilling its potential for wonderful education, information, and public discourse.
The Internet is, after all, dependent on the use of public interest common carrier

hone lines and was developed in part with taxpayer funds provided by the United

tates Government. We all have a stake in this new computer network, it doesn’t
belong to the users for them to abuse as they see fit. Neither the computer compa-
nies nor the users have any Constitutional right to distribute obscenity over the
phone lines and they have no right to use their computers to give pornography to
children. We urge parents to e advantage of new software developments and
screening programs, and to patronize those access providers who voluntarily decide
to police their own systems and assist parents in exercising parental control to pro-
tect their children. Kids will get it if it is there, however, and we would like Con-
gress to help us see to it that there is less of it there for kids to get.

As for foreign influences that would disregard the safety and well being of Ameri-
ca’s children, present law (18 U.S.C. §1462§ criminglizes the smuggling or bringing
of any obscenity into the United States, even by a common carrier or access provider
or an individual downloader. We may not be able to hold foreigners responsible for
avoiding indecent communications with our children, but we can ask Americans to
refrain from and avoid such indecent communications with our kids. If the system
operators are prohibited from knowingly assisting a foreigner from sending such in-

ecency to an American child through an American computer facility, then that is
one big benefit that the Grassley-Dole bill would fulfill on behalf of our families.
This is a big problem and no solution is right for solving all of it at once, but this
is a good piece of the solution and we need it.

Answer 3(a). Yes, a present law, 18 U.S.C. § 1465, prohibits knowingly transport-
il;f or using a facility of interstate or foreign commerce to transport obscenity for
sale or distribution. We are of the opinion that this law applies to a computer-
modem using a phone line facility. This is the statute under which Robert and
Carleen Thomas were convicted last year in U.S. District Court in Memphis in U.S.
v. Thomas, W.D. Tenn. No. CR-94-20019-G, now 94?633“1 to the U.S. Court of
“Aé)peals for the Sixth Circuit, Nos. 946648, . Our organization, the

nough is Enough!” Campaign, joined with the National Law Center for Children
and Families in filing a brief amicus curige in that appeal, along with several other
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gro-family groups (National Coalition for the Protection of Children and Families,
amily Resea.rcg Council, Focus on the Family, Morality in Media, National Family
Legal Foundation, American Family Association, and the Maryland Coalition
Against Pornograp}iy). We and the Government were o%posed by amicus briefs filed
by the ACLU, the Electronic Frontier Foundation, the Interactive Services Associa-
tion, Socie’ for Electronic Access, and other advocacy and computer business inter-
ests. The Defendants’ amici argue that the federal law does not or should not be
applied to computer bulletin board or Internet transmissions of otherwise illega.l ob-
scenity. We don’t agree, we know that Congress did not :ﬁee in amending Section
1465 in 1988, and we trust that the courts and Congress not agree now.

The Defendants and their defenders also argue that the material is not obscene
under what they want the courts to apply in these cases, a community standards
of “cyberspace” consenting pornography customers. These bizarre and unreasonable
positions will surely be rejected by the courts. We have every confidence in the ex-
cellent legal representation that the people of the United States are receiving from
United States Attorney Veronica Coleman and her trial prosecutor, Senior Litigation
Counsel Dan Newsom (Mr. Newsom is one of the finest, fairest, and most competent
obscenity prosecutors ever to work for the Department of Justice) and we trust their
interpretation of Section 1465 as applying to the sale of bestiality, torture, incest,
rape, child pictures, and other hard-core obscenity by the Thomas board will prevail.
We are also encouraged that the Sixth Circuit has twice before said national dis-
tributors who send obscenity into Memphis can be lawfully and rightfully convicted
for violating federal law.

Answer 3(b). Section 1465 applies to interstate or forei%'n commerce transpor-
tations of obscenity “for sale or distribution”. This obviously includes sale and it
could and should include some forms of non-commercial (meaning for non-monetary
consideration) distribution. The extent or type of public distribution that this statute
applies to has not been established in the courts, however, and future prosecutions
would have to establish the scope of the statute in this regard. Congress could also
clarify that statute, or other statutes, or pass a new law such as the Senate’s Com-
munications Decency Amendment, to clearly and presently cover all such traffic in
unprotected obscenity. We also urge this Coaxifress to consider modernizing the fed-
eral obscenity and dial-a-porn laws to cover all forms of technology used to transport

_and transmit obscenity. The harm to children and the damage to American society
from obscenity, even to so-called “consenting adult” men who are addicted to or who
abuse obscene, hard-core pornography, is being done now and Congress should lead
the way toward helping law enforcement contribute to the healing of America and
the respectful treatment of women and children in sexual matters. To the extent
that existing law is unclear or inadequate, this Congress has the obligation as our
Nation’s lawmakers, to remedy this situation and bring our federal laws into the
computer age. We would ask bi-partisan, reasonable, and tough measures to deal
with this form of sexual exploitation, which is not protected by the First Amend-
ment and has no excuse existing in public streams of commerce and public commu-
nication.

Answer 4. (In answer to the fourth question, misnumbered “5” in the “Written
Questions”) ’ -

Answer 4(a). Yes, Section 1462 prohibits any importation by anyone of obscene
material and also any use of a common carrier to transport obscenity in interstate
or foreign commerce. We are of the opinion that this section clearly applies to the
use of telephone carrier facilities to carry computer messages and imaies which are
obscene within, into, and out of the United States. The Supreme Court has held that
telephone companies are “communication common carriers”, as stated in United
States v. RCA, 3568 U.S. 334, 348-49 (1959), and F.C.C. v. Sanders Bros. Radio Sta-
tion, 309 U.S. 470, 474 (1940).

Answer 4(b). Yes, we are also of the opinion that Section 1462 applies to private
carriage of obscene material by common carrier for domestic or foreign travel within
or out of the United States and forbids all importation of obscenity into the United
States. The Supreme Court held that Section 1462 was violated by using a commer-
cial airlines to transgort obscenity from one state to another state, even for private
purposes, in United States v. Orito, 413 U.S. 139, 141-44 (1973). This statute does
not cri ize the acts of the common carrier for domestic carriage of obscenity,
even if the carrier knows it is carrying obscenity for a customer. It is the use of
the carrier, not being the carrier, that is prohibited. The statute could be clarified,
however, to state its intended and la scope of prohibiting all domestic use of
a common carrier, both interstate and intrastate, for commercial and non-commer-
cial purposes and that telephone facilities are an included common carrier. This
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would eliminate any doubt, give proper notice to the public, and bring the statute
into the modern age, as well.

Answer b. (Again, in answer to the fifth question, misnumbered “6”)

Answer 5. Present law only prohibits “online stalking” when that means a com-
munication by an adult to a child for purposes of threat or harassment or when ob-
scene or indecent material is given to the child, under the present provisions and
interpretation of 47 U.S.C. §223 (a). Present federal law does not cover the purely
seductive stalking of a child by a 1pedo hile or would-be child molester. We would
recommend that Congress pass a law that prohibited any completed or attempted
communication with or to a minor for the purpose of famﬂ' itating or committing any
act which is unlawful under federal or state law.

Such a “Stalking of a minor” law could read as follows:

Whoever knowingly—

(a) uses the ms, or

(b) transports any minor, or any tangible or intangible thing or object, in inter-

state or foreign commerce, or

(c) travels in interstate or foreign commerce, or

(d) uses any facility or means of or affecting interstate or foreign commerce, in-

cluding any communications device, telephone, radio, television, cable, sat-
ellite, computer, or any other communications facility, in or affecting inter-
state or foreign commerce, or uses any common carrier—
with intent to engage in or facilitate the commission of any sexual or violent or
other criminal act on or with any person under the age of 18 years that is unlawful
ug.der federal or state law and for which any person can be charged with a criminal
offense.

Such a law would have some overlaps with the “Child Mann Act” and “Child Sex
Tourism” grovisions of 18 U.S.C. §§2421-2423, with the sexual abuse offenses in 18
U.S.C. §§2241-2244, the child sexual exploitation laws, 18 U.S.C. §§ 2261-2262, and
the telephone obscenity and harassment statute, 47 U.S.C. §223 (a). Federal laws
do and should complement each other to offer solutions and sanctions to particular
situations. This would not prevent nor obstruct the operation of a comprehensive
“gtalking” law that prohibited the use of any means of travel, shipment, or commu-
nication for purposes of abusing or committing any other criminal act on a child.
The federal interest under the Commerce Clause in preventing the use of interstate
and foreign commerce facilities for purposes which harm our children or contribute
to unla conduct with them clearly empowers Congress to act in these regards.
A single, complete statute would be a welcome addition to the federal criminal code
and would be a wor1:ht¥l effort for this Congress to take during the present consider-
ation of solutions to the modern problems facing us in the face of new technology
and apparent disregard for law and human dignity or decency that seems to affect
too many people in this day and age. Too many children are victims, Congress
should help us stop the offenders from using public facilities of federal interest to
acconcxglish such crimes. Thank you for bringing this matter up for discussion before
this Committee and aﬁ'ordinir:s the opportunity to propose a solution to a serious
problem facing all of our children today.

- Respectfully submitted,
(Signed) Dee Jepsen

(Typed) DEE JEPSEN,
sident,
“Enough is Enough !” Campaign.

[With legal advice and assistance from: The National Law Center for Children _
and Families.] '
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ADDITIONAL SUBMISSIONS FOR THE RECORD

PREPARED STATEMENT OF SENATOR HERBERT KOHL

Thank you Mr. Chairman. I want to commend you for calling a hearing on this
important issue and focussing attention on the need to protect our children.

e are all increasingly and distressingly aware of the dark back alleys along the
information superhighway. Within the last month, the U.S. Attorney in Milwaukee
accepted a plea bargain from a man who travelled those alleys. He was a convicted
gedgghile and was using the Internet to meet his victims. That man “met” someone

e thought was a teenager over the Internet. He sent her lewd photos of himself.
And then, he travelled to Milwaukee from his home in Las Vegas thinking he was
going to meet her at a hotel. Instead, he met the FBI.

This story should serve as warning—the Internet can be used by sick people. And
it should serve as a lesson—those people can be cauiht and prosecuted.

However, in dealing with this issue, we face two dangers. On the one hand, over-
zealous defense of freedom of the Internet may lead us to iﬁﬁore the real need to
protect our children. On the other hand, our concern for our children should not pro-
voke unthinking and reckless regulation of an important forum for free speech and
vital business enterprise.

When the Internet first began expanding into the mainstream, we were inundated
with stories about the wonders available through this system. In the last few
months, however, horror stories have dominated the news. Yet no one—absolutely
no one—has conducted a systematic and balanced study of the extent of obscenity,
fomography or indecency on the Internet. And no one can quantify the presence of

nternet predators. Anyone who tells you otherwise is wrong.

Despite the lack of hard evidence on this issue, no one can deny that there is a
problem. And the problem is scaring parents and children away.

Defenders of the Internet rightly point out that it does not produce these per-
verted users any more than the U.S. mail slystem or the telephone created pornog-
raphy and indecency. The Internet is simply a new means of communication and

- transmission that pornographers have begun using. It has unique qualities that
make it slightly more dangerous for children.

The Internet is not just a breeding ground for perversion. It is a booming, entre-
preneurial enterprise—and fantastic environment where ideas can be exchanged
around the world in a matter of seconds. Sg we must be careful that the Internet’s
future is not sanitized beyond value. S

I am pleased that in response to this problem, the computer industry is taki
some initiative. Numerous companies aré developing techniques for screening or fil-
tering out inappropriate material, and-8ome products are already available.

The video game industry should serve as a model for our approach to this prob-
lem. The video game industry has created a rating system for its games that help
parents control what their children are exposed to. That approach has not yet been
perfected. But we should move forward along these lines.

Those that profit from the Internet have a responsibility to ensure that graphic
violence or sexually-explicit material does not find its ;veti,g into children’s ds.
Many entertainment industries employ some level of -policing—this industry
should be no different. The Senate’s vote earlier this year during the debate on the
telecommunications bill indicated that lawmakers are serious about seeing this
problem addressed. It was a signal, in effect, to those in the ind : either make
certain that children cannot get easy access to pornography or we will do it for you.

On the Internet, ugreventing the problem and empowering parents through screen-
ing technology should be our ttgiipx-iox-ity. Every parent in America would rest easier
knowing that action is beizhg en to prevent a crime against their children, rather
than simply devising a solid penalty the fact.

Anyone who purposefully sets out to abuse, hurt or tamper with our children
must be punished. No amount of “wonders” on the Internet can excuse a single per-
son who uses it to go after a child. I am not yet entirely certain that Senator Grass-
ley’s approach works best, since it attempts to penalize not just pornography or ob-
scenity but also “indecency.” But some legislative action may be needed, as the sto-
ries you will hear today demonstrate.

Mr. Chairman, we have a careful balancing act to perform. We must protect the
integrity of the Internet. We must resolve any practical and constitutional concerns
before we enact legislation. But we also must protect our children. This hearing will
help us achieve all these goals. ’

you.

ERIC 174

Aruitoxt provided by Eic:



170

STATEMENT OF WILLIAM MORONEY, PRESIDENT, ELECTRONIC MESSAGING
ASSOCIATION

Mr. Chairman: I am pleased to present the testimony of the Electronic Messaging
Association (“EMA”) to this Committee. EMA represents almost 500 corporate mem-
bers that are both users and providers of electronic messaging and electronic com-
merce products and services, including electronic mail (e-mail), computer facsimiles,
page-enabled messagini,) and voice mail. User members reflect the proliferation of
electronic messaging info such diverse industries as Bﬁei:role\.un, finance, health care,
and aerospace. vider members are involved in phases of the technology, in-
cluding software development, computer manufacturing, local area network
messaging products, and global public and private network services.

represents hundreds of companies that have their own private computer
networks, as well as the on-line service providers. Often these private systems are
conn to the “Internet” and other similar public network services that span the
obe. Consequently, EMA has a keen interest in any legislation that seeks to regu-
ate public or private contzguter networks,

Let me hasten to say that EMA and its members regard “cyberspace,” to use the
Committee’s term, as a business and educational opportunity of unparalleled dimen-
sions for the next generation of Americans and those who will follow. It is difficult
to overstate the value of this opportunity for America and for our nation’s competi-
tive position in the world.

At the same time we are concerned about protecting our children from pornog-
raphy in this new medium. Altho the magnitude of information on the cyber-
space is vast, almost incomprehensi le, there 1s also a significant amount of mate-
rial that is also not appropriate for children. The key questions are: who will deter-
mine what is objectionable material for our children, and what is the best mecha-
nism for limiting their exposure to it? .

Ideally, parents should determine what is appropriate for their children. Until
just recently, parents did not have the tools to do this on computers. We believe that
the same ingenuity that created the Internet can complete the technology to enable
parents and schools to filter what their children view. We anticipate that other wit-
nesses will address these issues.

EMA would like to focus its testimony on the approach Senator Grassley has
t?kfg% én his bill 8. 892, The Protection of Children from Computer Pornography Act
0 .

While we share the sponsors’ concerns about the well-being of our children, EMA
is Lﬁravely concerned about the potential inadvertent consequences this legislation
could have on American business and its use of computer technology.

S. 892, as introduced, would ap&ear to apply by its terms to the private computer
networks of hundreds, probably thousands of American businesses. The definition
of the terms “electronic communications service,” and “electronic bulletin board,”
both would appear to cover these private networks. The definition of the term “re-
mote comguber facilitg would cover private systems, depending on the meaning of
the word “public” in the definition of that term, but no clear definition is provided.

These private computer networks are often connected to the Internet and to the
on-line services that the legislation is clearly intended to cover. In other words,
American business’ computer networks are integrated with the Internet and other
similar public data networks. They are connected by e-mail. We believe that S. 892
is so overly broad that for reasons I will discuss, it would put American business
in legal jeopardy. If S. 892 is enacted as drafted, then business would have little
choice. They would have to sever their connections with the Internet and other simi-
lar networks.

Covereﬁe of private computer networks is a concern because S. 892 would appear
to go well beyond stemminﬁ the flow of pornography to children. EMA is certainly
not trying to defend the right of anyone to expose children to pornography. But this
legislation does not even use the term “pornography.” Instead, it prohibits “indecent
material” from being transmitted to anyone under the age of 18. (I need not remind
the Committee that there are a signiticant number of employees in theworkplace
under the age of 18, including many students engaged in vocational training.)

We will leave it to others, especially universities, to remind the Commttee that
the indecency standard could encompass accepted literature, such as Ulysses or
Catch 22. We would rather focus on the fact that the Courts have held that indecent
material can include profanity. Indeed, the statement that accompanied 8. 892 when
introduced cited the Pacifica case which held that a George Carlin monologue about
seven dirty words was indecent material.

EMA is not condoning the use of profanity on computers in the workplace. At the
same time, EMA does not believe that American business executives should face the
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possibility of imprisonment if they fail to purify the discourse on corporate computer
networks. Entxgloyers should not be forced into the role of profanity police.

Let's face the facts. There are rogue employees who might use profanity on the
comgany‘s computer network, maybe more than once, and employees under the a;
of 18 might be exposed to it. Rogue employees might also bring material from the
Internet and into the office’s computers that is the cyber-equivalent of a “pin-up,”
or worse, and they might transmit such material to the Internet. A criminal sanc-
tion will make corporate general counsels advise their companies to steer a course
well clear of what appears to be a violation.

Perhaps one safeguard would be to prevent anyone under the age of 18 from par-
ticipating on the company’s computer network. But that, of course, would reduce the
availability of vocational training, summer job and intern programs, a consequence
directly affecting American competitiveness abroad.

E ‘};t:ﬁes at any legislative effort to impose criminal penalties on system op-
erators will draw clear lines as to what matenal is prohibited. It is difficult enough
that system operators cannot gossibly be aware of everything passing across their
system anyway. The vague definition of “indecent material” would leave American
business clueless as to what the law was requiring them to censor.

We recognize that the bill would impose sanctions only on those who have knowl-
edge about the material in question and who is exposed to it. Again, the legislation
and accompanying statement are, we respectfully submit, not sufficiently clear as
to the threshold of knowledge that could trigger corporate liability. We have in-
cluded a memorandum prepared for EMA by outside counsel that discusses these
and other issues in S, 892 in more detail.

Moreover, despite these uncertainties, the bill offers no safe harbor or good faith
defenses for those companies who do their level best to abide by the law. Again,
under these circumstances, corporate general counsels will advise a course that
minimizes exposure, even if it undermines the company’s ability to use cyberspace.

If the Committee must legislate, what business really needs is a uniform national

olicy to avoid a patchwork of conflicting state regulation. Such a policy clearly de-
.'nea!t;ing any corporate liability is essential given the lack of geographic boundaries
in cyberspace.

In closl’;xg, EMA would be pleased to assist the Members of the Committee and
their staff to achieve the objective we all share of limiting the exposure of children
to pornography via computer. As a start, we urge the Committee to seriously con-
sider the emerging technology that enables parents and schools to screen material
on the Internet. concern with S. 892 is that it goes far beyond protecting chil-
dren from pornography, and it fails to clearly delineate the liabilities of American
businesses who rely on computers in the workplace. We fear that enactment of S.
892 would effectively sever American business from the Internet and from the
cyberspace that now offers business such a rich potential.

Thank you, Mr. Chairman I ask that the Committee would please include in the
record a ct;p of a legal analysis prepared for EMA by outside counsel entitled,
“Analysis of S. 892.”

MEMORANDUM FroM WILEY, REIN & FIELDING

To: William R. Moroney, President, Electronic Messaging Association
FROM: James T. Bruce and Richard T. Pfohl

DATE: July 21, 1995

RE: Analysis of S. 892

I. SUMMARY

On June 7, 1995, Senator Grassley (R-IA) introduced S. 892, The Protection of
Children From Computer Pomogra%}{xy Act of 1995, co-sponsored by Senators Dole
(R-KS), Coats (R-IN), McConnell (R-MO), Shelby (R-AL), and Nickles (R-OK). S. 892
would establish criminal liability for operators of electronic communications systems
who knowingly transmit indecent material to anyone under 18 years of age. It
would also create criminal liability for system operators who mﬂﬁ:ﬁ y permit a per-
son to use the system to transmit indecent material from another system to anyone
under 18 years of age. These offenses extend to private systems and would create
uncertain liability for system oE:rators whose systems may be used to send “inde-
gen_ttymateﬁal,” an unclearly defined concept that could even include the use of pro-
anity. :

The Senate Judiciary Committee is scheduled to hold a hearing on “Cyberporn
and Children” on July 24.
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II. ANALYSIS OF 8. 892

Senator Grassley stated upon introduction that S. 892 is intended to “provide chil-
dren with the strongest possible protection from cogﬁmter pornography.” 141 Cong.
Rec. S7922 (June 7, 1996). He added, “Currently, child molesters and sexual preda-
tors use computer networks to locate children and try to entice them into elicit sex-
ual relationsg.ips.” Id. According to Senator Grassley, S. 892 responds to this threat
by criminalizing “knowingly or recklessly transmitlting] indecent pornographic ma-
terials to children over computer networks.”! Id. Indicating his unhappiness with
access providers, Senator Grassley stated:

Some so-called access providers facilitate this by refusing to take action
against child molesters, even after other computer users have complained.
So, my bill would make it a crime for access providers who are aware of
this sort of activity to permit it to continue.
d.

S. 892 amends section 1464 of Title 18 of the United States Code, the U.S, crimi-
nal code provision which prohibits broadcasting obscene language. S. 892 applies to
“remote computer facility operators,” “electronic communication service providers,”
and “electronic bulletin board service providers,” terms which are broadly defined
to include computer systems. S. 892 would hold systems operators liable for “know-
ingly” transmitting indecent materials to minors or '%nllfgll y” permitting a person
to use another computer facility “to knowingly or recklessly transmit indecent mate-
rial” to a minor. S. 892 §2(bX2) and (3)2 Systems would be held liable regardless
of any measures they may take to limit access, screen communications, or to screen
content providers on their system. ’

A. Systems covered by S. 892

S. 892 applies to “remote computer facility operators,” “electronic communications
gervice providers,” and “electronic bulletin board service providers.” Each of these
terms, as defined by S. 892, may include private systems and their operators.® Spe-
cifically, a “remote computer facility” is defined as a facility that “provides to the

ublic comPufer storage or processing services” and “permits a computer user to
gransfer * ¥ * material from the facility to another computer.” Sec. 2(bX1XA). “The
public” is undefined; it is unclear whether this implies a service akin to a common
carrier, or whether an emtgloyee client, or customer might constitute “the public.”
If the latter is the case, the definition would reach private systems to the extent
that thef provide storage or processing services “to the public.”

An “electronic communications service” is defined as a “system for the trans-
mission of electronic communications” or a “computer facility or related electronic
equipment for the electronic storage of such communications,™that permits a com-
puter user to transfer electronic or digital material from the service to another com-
puter.” Sec. 2(b}1XB).

An “electronic bulletin board service” is defined as a “computer system, regardless
of whether operated for commercial purposes, that exists primarily to provide re-
mote or on-site users with digital images or exists primarily to permit remote or
osn-df;(b;l(slt;(ré )to participate in or create on-line discussion groups or conferences.”

ec. .

B. Prohibition on transmitting indecent materials to minors

First, S. 892 prohibits a “remote computer operator, electronic communications
service provider, [or an] electronic bulletin board service provider,” “with knowledge
of the character of the material,” from knowingly transmitting, or offering or at-
femptin% to transmit, “a communication that contains indecent material to a person
under 18 years of age.” Sec. 2(bX2). The bill further prohibits causing or allowing

1The legislative analysis provided in the Congressional Record by Senator Grassley upon in-
troduction of S. 892 notes that S. 892 deals exclusively with “indecent rnograph: grovided
to children, because federal laws criminalizing obscenity already exist. (Citing 18 U.8.C. §2252
(Supp. 1994); 18 U.S.C. §1465 (Supp. 1995)) (References to the legislation analysis are to 141
ConﬁafRec 87922 (June 7, 1995)).

3 Roferences are to S. 892 unless otherwise noted.

8The use of the word “service” in the terms “electronic communications service” and “elec-
tronic bulletin board service” is misleading. Both are defined by S. 892 as “systems.”

The legislative analysis provided upon introduction by Senator Grassley states that the defini-
tions of “electronic communications service” and “remote computer facility,” “are taken from ex-
isting sections of the criminal code.” However, S. 892 ignores the definition of “electronic commu-
nications service” in the criminal code (which, naturally, is defined as a “service”), 18 U.S.C.
§2510(15), and instead defines “electronic communications service” using the criminal code defi-
nition which exists for “electronic communications system,” 18 U.S.C. §2510(14).
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such a communication to be transmitted from such a facility, as well as offering or
attempting to do so. Jd. These offenses are punishable by up to 5 years in prison
or a fine in accordance with title 18. Id.

This provision contains some limitations. First, it applies not to the author of the
statement but solely to the system or system operator.4 Second, the actor must have
“knowledge of the c cter of the material,” presumably of its “indecent” character.
Third, the actor must “knowingly” transmit or offer or attempt to transmit, or cause
or allow to be transmitted or attempt to do so, the material to a person under 18
years of age.5

However, the level of knowledge necessary to trigger the first offense for “know-
ingly” allowing transmission of indecent material is undefined. Presumably the
actor would have to know that the intended recipient is under 18 years of age,® al-
though the legislative histor{ is unclear. The “knowin&ly” standard of the first of-
fense would certainly set a lower standard of intent than the “willfully” standard
of the second offense.

S. 892 also does not address the issue of liability of an employer for the actions
of an employee. Whether the actions of the employee on a system can be held to
constitute knowledge of the system operator is unspecified.

C. Permitting access to transmit indecent material to a minor ‘
Second, S. 892 would prohibit any “remote computer facility operator, electroni
communication service provider, or electronic bulletin board service provider” from
“willfully permitlting] a person to use” a system under the operator or provider's
control, “to knowingly or recklessly transmit indecent material from another [sys-
tem] to a person under 18 years of age.” Sec. 2(bX3). Such an offense would be pun-

ishable by up to 2 years in prison, up to $10,000 in fines, or both. Id.

Like the first offense, this offense contains some limitations. Once again, it ap-
ears on its face to apply solely to the system or system operator.Second, the of-
ender must “willfully permit[])” a person to use the facilities “to knowingly or reck-

lessly” transmit indecent material from another facility to a person under 18 years
of age. Although the second clause omits the “with knowle%e of the character of
the material” proviso of the first prohibition, the qualifier would presumably be read
into the offense due to the use of the “willfully” qualifier. As is the case with the
first offense, whether the actions of an employee would implicate the system of a
private em ioyer is unclear.

The legislative analysis of S. 892 notes that the “willful” standard “has a specific
meaning which is uniquely suited to on-line access providers.” (Citing Manual .of
Motgerzth Criminal Jury Instructions For The Ninth Circuit). The legislative analysis
notes that:

To prove a violation under the bill for permitting adults to transmit inde-
cent material to children, the Justice Department would have to show that
the access provider was actually aware that the particular recipient was a
child and that the access provider's customers were using the on-line serv-
ice to transmit indecent material to minors.

(Emphasis added).

Despite this assurance, however, the second offense criminalizes the act of will-
fully permitting someone to “knowingly or recklessly” transmit indecent material to
a minor. The fact that mere recklessness will tl:gfr the underlyin% act makes this
actual awareness requirement for a “willful” infringement much less certain. As
used in the criminal law, recklessness does not require actual intent; mere wanton
behavior will suffice.

It is unclear what would constitute “recklessly” transmitting indecent material to
a minor. The reckless standard may not require actual knowledge ofthe minor’s age,
or that a specific minor would access the message. Would posting such material to
an electronic bulletin board to which minors have general access constitute such a
transgression? Would permitting persons to post messages that one knows, or has

4Senate staff are reported to have said that Senator Grassley presumes that the Exon/Coats
amendment to the Senate telecommunications legislation will pass and that it will provide pen-
alties against the authors of indecent material.

5The legislative analysis of 8. 892 notes that the bill criminalizes “knowingly or recklessly
transmit{ting] indecent pornography to minors.” However, this provision criminalizes only
“knowi transmitting such material,

88ee United States v. X-Citement Video, Inc., 116 S.Ct. 464 (1994). (“knowingly” requirement
of child pornography statute applies to each element of the offense, including knowledge that
a performer is a minor).
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reason to believe, might contain indecent language, constitute willfully permitting
a person to recklessly transmit indecent material?

ote: We have learned that Senator Grassley reportedly intends to amend S, 892
to delete the words “or recklessly.” If this is true, 1t would appear to have, at least
for this provision, a “willful” standard coupled with legislative history indicating
that this requires actual knowledge that a particular recipient was a child.]

D. Implications for computer systems and system operators

The two offenses created by S. 892 raise a number of troubling potential liabilities
for system operators. First, although the legislative analysis Provided by Senator
Grassley characterizes the two offenses created by S. 892 as “distinct,” in’ practice
the second offense appears to collapse into the first offense, leaving Sﬂ:bem opera-
tors subject to a lower threshold for culpability and hi%her potential liability. The
headings in S. 892 indicate that the first offense is intended for “Transmission,” Sec.
2(b)(2), and the second offense is intended for “Permitting Access to Transmit,” Sec,
2(bX3).7 S. 892's sponsors may envision the first offense as transmitting material
that is stored or created on the sender's system, and the second offense as transmit-
ting material stored or created on another system. S. 892 penalizes the former of-
fense more severely than the latter offense,

This distinction, however, fundamentally misunderstands the nature of on-line
communications. A system operator who “willfully permits a person to use” its facili-
ties to transmit indecent material from another system (offense 2), intrinsically al-
lows material to be transmitted from its own system (offense 1).8 In short, the sec-
ond offense intrinsically entails the first offense. S. 892 appears to be attempting
to ligislabe a distinction that is inconsistent with the way electronic communications
work.

For systems and stsbem operators, the lack of a real distinction between the two
offenses is critical. It means that they may be prosecuted under the first offense,
without the protection of the “willfully” standard vaunted by the legislative analysis,
and face the prospect of a five-year prison term rather than a two-year term.

Second, S. 892 does not set a clear standard of care for a system in order to avoid
liability. This problem is exacerbated by language in the legislative analysis which
could be read to imply that system operators must monitor transmissions in order
to avoid liability. The legislative ysis states with regard to the second offense:

A willfulness standard is more appropriate for on-line service providers
because those services can only momtor customer communications in nar-
row circumstances, or face criminal prosecution for invasion of privacy.

Although this statement acknowledges the difficulty of monitoring subscriber com-
munications, it acknowledges this difficulty only where suchmonitoring is prohibited
by criminal law. This raises serious questions of system operator liability. In cases
where it is legal (such as an employer monitoring its emflofvees’ communications in
the ordinary course of business) but physically impossible for a system operator to
monitor all such communications, does S. 892 intend to hold liable system operators
for failing to monitor and prevent transmission of indecent material to a minor?®
Will monitoring be presumed and knowledge of the actions of subscribers, employ-
ees, or other system users be imputed in such cases? Since S. 892 provides for pros-
ecution for a mere “knowingly,” rather than a “willfully,“ standard for the first of-
fense, does that entail that the sponsors consider monitoring in such cases (of trans-
ﬁn‘ggﬂiiong) perfectly legal, proper, and necessary in order to avoid system operator

ability

The reason given for a willfulness standard for the second offense mlies equally
well to transmission of messages from a system, the first offense. Surely the spon-
sors of this bill do not envision that system operators type out each message that
is sent from their system, like a Western Union telegraph operator of a century ago,

7The legislative analysis provided by Senator Grassley similarly describes the first offense as
“transmit(ting] indecent pornography to minors,” and the second offense as “permit{ting] users
to access the Internet or [an] electronic bulletin board to willfully permit an [adult] to transmit
indecent pornography to a minor.”

8For example, if a user downloads and sends material from an electronic bulletin board on
the Internet, he normally transmits it using his own system (whether by sending it, saving it,
“cutting and pasting” it, etc.). Indeed, merely accessing material on' another system may require
the accessor to set up a “mirror site,” essentially recreating the material on his own system.
Transmitting material from another system thus, in actuality, normally requires transmitting
the material from the users’ own system.

9This would seem to bez';:vxlld the plain lan meaning of only extending liability to com-
munications “knowingl illfully” transmitted. If so, why does the legislative ysis dis-
cuss monitoring?
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or that the system operator can monitor each transmission from its system. Aside
from the sheer impossibility of monitoring potentially thousands of -time trans-
missions daily, such monitoring may subject the operator, as the legislative analysis
acknowledges, whether a Private s¥stem or an on-line service provider, to criminal
prosecution for invasion of privacy.1® Nevertheless, the lack of an explicit definition
of “knowingly,” and the “negative preglnant"' of refusing to subject the first offense
to the same “willfully” standard that the legislative analysis claims is neces: for
the second offense implies that systems may be liable under S. 892 for not ing
affirmative steps such as monitoring all transmissions.

Finally, private systems face some intrinsic problems, which are exacerbated by
the nebulous definition of “indecent material,” which, as is noted below, could in-
clude mere profanity. Although S. 892 holds system operators liable only for “know-
ing” or “wﬂﬁul' ” transmissions, the bill does not address the issue of vicarious or im-
suted employer liability for such transmissions. If a “rogue” employee transmits “in-

ecent material,” which under the legal definition could consist of a few expletives,
to a 17-year old, is the system or system operator (i.e., the employer) liable? If the
company employs a 17-year old, can similarly gruff e-mail to or between employees
create liability? S. 892, which appears to be based primarily on an on-line service
provider model but which nonetheless covers all systems, is unclear on these points.

III. IMPLICATIONS OF 8. 882 FOR COMPUTER COMMUNICATIONS

The basic premise of S. 892 is problematic. “Indecent material” is a poorly defined
term that could encompass a wealth of material, ranging from a'eat literature (e.g.,
Ulysses, Lady Chatterly's Lover, etc.), to health education (e.g., the sex education ad-
vice of Dr. Ruth Westheimer), to simple profanity.!! Indeed, the legislative analysis
of S. 892 provided by Senator Grassley relies upon the court case which defined the
“seven dirty words” as “indecent” for its definition of “indecent material.” (Citing
FCC v. Pacifica 483 U.S. 726 (1978)). Although imprisoning someone for five years
because they allowed someone else to use a swear word to a seventeen-year old
might not pass constitutional muster, that is what S. 892, on its face, might do. Al-
though the legislative analysis of S. 892 states that the bill purports not to regulate
protected speech among adults, and acknowledges that “laws intended to protect
children must not ‘reduce the adult Bopulation * @ 2 [to viewing] * * * only what
is acceptable to children,’” (Quoti utler v. Michigan, 352 U.lg 380, 383 (1957)),
it is not unreasonable to assume that a bill that criminalizes transmission of such
speech to minors would have a chilling effect on speech in general.

The legislative analysis states that indecent speech may be regulated when sent
by computer, because the Supreme Court has allowed suci regulation of broadcast-
ing, and computers constitute an equallgr “Bervasive” medium which is similarly “ac-
cessible to children.” (Citing Pacifica, 438 U.S. at 748—49). This conclusion misstates
both of the rationales of Pacifica. First, the Pacifica court found that the broadcast
media have a “uniquely ﬂpervasive presence, because, as a result of “the broadcast
audience * * * consistently tuning in and out, prior warnings cannot com letaet? TO-
tect the listener or viewer from unexpected program content.” Pacifica, 438 U.S. at
748 (emphasis added). In contrast, because computer communications are an inter-
active medium that operates largely by gateways, such grior warnings are com-
pletely feasible and, indeed, common for features such as electronic bulletin boards.
- The second rationale provided by Pacifica for regulating indecency in broadcasting
was because “broadcasting is uniquely accessible to children, even those too young
to read.” Pacifica, 438 U.S. at 749 (emphasis added). The Pacifica court noted that
by contrast, a written message might have been incomprehensible to a first grader.
Id. However, merely accessing a computer, much less communicating with it, re-
quires a written vocabulary. ]

Furthermore, the Supreme Court has repeatedly held that the Federal Commu-
nications Commission may not prohibit entire broadcasts of indecent material; such

10The legislative analysis cites 18 U.S.C. §2610 (Supg. 1995) as a potential source of criminal
prosecution for invasion of privacy. That provigion, the Electronic Consumer Privacy Act, applies
to employer interception of emplofvee communications (other than in the ordinary course o}) gusi-
ness), as well ag to interception of electronic communications in general.

11 Althor the Grassley legislative analysis refers repeatedly to “indecent pornography,” the
text of S. 892 prohibits transmission of “indecent material.” Indecent material has been held
in the context of some media to include mere i)rofanity. See, e.8., FCC v. Pacifica, 438 U.S. 726
(1978) (finding the “seven dirty words” monologue indecent). Senator Gr: y is presumably
aware of this definition, and despite the legislative analysis’s repeated reference to “indecent
pornography,” intends to regulate all indecent material, including mere profanity, since the leg-
1slative ana{ysis relies upon the Pacifica opinion to justiglre ting indecency transmitted over
computers, and defines “indecent material® according to the Pacifica standard.
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broadcasts may only be limited to certain hours of the day. In addition, such regula-
tions have been narrowly limited to over-the-air broadcast media and not extended
to similar media such as cable television. S. 892 would proscribe transmitting inde-
cent material to minors by computer at any time. Whether this proscription is tai-
lored sufficiently narrowly to accomplish its goal without having a constitutionally
gnagept:l;}; chilling effect on communications between adults would be determined
y the courts. .
S. 892’s prohibition of “indecent material” presents additional problems, because,
in contrast to obscenity law, literary, artistic, political or scientific value does not

reclude material from being judged indecent. As is noted above, works of literature,

ealth education, and any number of other materials that are, in fact, intended to
be transmitted to seventeen-year olds, as well as everyday profanity, may be consid-
ered indecent. Thus, S. 892 could criminalize a university library that transmitted
works on-line to college freshmen or sophomores, some of whom are under eighteen,
or a university health service that J)ut frank sexual health discussions on-line. De-
pending upon the definition of “indecent material,” university officials committing
such acts could be subject under S. 892 to prison sentences of up to five years.

S. 892 would create a pariah status for communications made bﬁ computer. Mate-
rial that would be perfectly acceptable to be carried in any public library, to be
broadcast twenty-four hours a day on any cable network, to be shown in any movie
theater that carries PG films, or to be shown on any television station after 10:00
p.m., would subject a system or system operator that transmitted the material by
computer to a seventeen-year old to up to five years in prison. It is not hard to
imagine that such an unequal standard would relegate communications made by
cgﬁpuber to a second-class status and would chill computer communications in gen-
eral.

STATEMENT OF MIKE GODWIN, STAFF COUNSEL, ELECTRONIC FRONTIER FOUNDATION

I. THE CHALLENGE OF THE NEW MEDIUM

My name is Mike Godwin, and I am staff counsel for the Electronic Frontier
Foundation, I'd like to thank you, Mr. Chairman, on behalf of my organization, the
Electronic Frontier Foundation, for allowing EFF to submit testimony concerning
the important issues, and signiﬁcant problems, we believe are raised by S. 892. One
of our goals at EFF is to assist policymakers and legislators in developing a frame-
work to understand the legal and social significance of what is, in effect, a wholly
new medium-—computer communications. EFF is dedicated to expanding and pre-
serving the democrati:ef)obential of this new medium, whose social and political sig-
nificance may ultim exceed that of the very first mass medium, the printing
press. The issues rmseg by computer communications transcend partisan politics
and require of us all that we stretch our imaginations—the worst mistake we can
make on the threshold of this revolution is to assume that this new medium is, so
far as the Constitution and laws of the United States are concerned, essentially the
same as broadcasting, or more or less similar to telephony. Computer communica-
tions—and especially those communications that depend on computer networks of
national or g::al reach, raise new problems and questions for lawmakers. At the
same time, this medium promises to be the fulfillment of our oldest First Amend-
ment values,

But I come here not just as a lawf'er who is concerned about the First Amend-
ment. I'm also a father, My little girl will be the first person in my family to have

wn up with the Internet. As a parent, I'm deeply concerned with protecting Ariel

m bad material and from bad people. And this concern is the other reason for
my being here—I want to help ensure that whatever legislation or policy comes from
Cohllllgress regarding the Internet will helg me as a parent in protecting my little girl,
K ile at the same time ensuring that she’s able to benefit fully from access to the

et,

While I do want to talk a bit about some of the Constitutional issues raised by
S. 892, I don't want to duplicate the thoughtful, thorough analysis submitted to this
committee by Jerry Berman of the Center for Democracy and Technology. Instead,
. I want to focus on giving you a better historical and technical understanding of why
computer communications are fundamentally new and different from previous com-
munications media.
Now, figuring out the pro%er legal framework for the Net is tricky. Even if you
didn’t know anything else about computer communications, you'd know it's mcka
from one simple fact: you've got Rush Limbaugh and Newt Gingrich and the ACL
on one side of the issue, and Senators Robert Dole and Dianne Feinstein on the
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other side. What this tells us, I think, is that one’s ap]groach to making Sflicy about
computer communications derives less from one’s political affiliations than it does
from how one sees it in relation to traditional communications media.

You see, the more you know about computer networks and the Internet, the clear-
er it becomes that these networks are different in several respects from traditional
communications media such as print, broadcasting, and the telephone. And these
differences, once grasped, entail that mg‘-hdown, government-centered approaches to
protecting children will be ineffective. They also entail that the “least restrictive
means” test of First Amendment jurisprudence will lead to different results in this
medium from those results we've seen in traditional media, such as telephony. (See,
e.g., Sable Commaunications v. FCC, 1989). We begin with what I promise will be
a short history of the Internet. ’

II. THE HUMBLE BEGINNINGS

In spirit, at least, the Internet—the global “network of networks” that is increas-
ingly the fink among commercial online providers, businesses, government, com-
puter bulletin-board systems, and other modes of computer communications—was
conceived 30 years ago by Paul Baran, a RAND Corporation researcher. In a highly
theoretical paper, Baran addressed a quintessentially Cold War problem: How could
U.S. authorities successfully communicate in the aftermath of a nuclear war?

The problem was that traditional communications network desi were vulner-
able to strategic attacks. Hubs and main arteries could be destt:fre , isolating whole
sections of the country. And m central control authority would be a particularly
enticing target for a surgical strike.

Baran developed a theory of a truly decentralized, “distributed” communications
network, with no central authority, and no main hubs or arteries. Any iven com-
munication on the network was sliced into what later were called “packets,” and
each packet was separately addressed, then thrust by the network in the general
direction of the communication’s destination. Each packet might take a separate
route across the network, and some of those routes might involve serious detours
(a packet might travel from Chicago to Seattle by way of Texas, for example). If a
particular route had been damaged by natural disaster or military attack, a given
packet would simply continue trying new routes until it found one that worked. The
recipient computer on the far end would collect each packet as it arrived and assem-
ble it in the correct order. This kind of network design probably sounds !ughl{ ineffi-
cient. That's because it is—but it is also highly robust, and it turns out to be very
giifﬁcult to guarantee that you've stopped a given message from reaching its destina-

on.

Baran's theoretical design remained just that—theory—for several years, Then, in
1969, a group of engineers working for ARPA (the federal government’s Advanced
Research Projects Agency), actuall& planted the first seeds of what later became
known as the Internet. Although these engineers had never heard of Paul Baran
or his paper, they’d brought his theory to fruition anyway. And once the RAND Cor-
poration and other early participants in this network recognized that ARPA had im-
plemented a working version of Baran’s concept, they lost no time in playing up the
military value of the new network (which turned out to be a plus when seeking ap-
propriations under the constraints of the Mansfield Amendment).

At first it was called the ARPAnet—only later was the term “Internet” coined. The
new network %rew &ﬁckly: in late 1969, there were only four computers on the net-
work, but by 1972 there were 37 sites. ﬁy the 1990’s, the number of computer sites
on the Internet had grown exponentially—in 1992, Internet sites numbered in the
hundreds of thousands; this year they number in the millions. -

One reason the Internet grew so rapidly is that one doesn't have to construct spe-
cial wires or conduits to connect to it—connectivity depend on software standards,
and not on hardware. And connecting to the Internet cost the taxpayer little or
nothing, since each node was independent, and had to handle its own financing and
its own technical requirements. It is no wonder that communications traffic on the
Internet has increased 1,000 times between January 1988 and October 1994.

Also fueling the explosive growth of the Internet was the increasing availability
and decreasing price of desktop computers. Any one of the desktop (or even laptop)
computers commonly sold today can gecome part of the Internet.

III. DEMOCRATIC AND ECONOMIC OPPORTUNITIES

But the cheapness of computing power these days tells only part of the story. The
rest lies in the answer to the question of why so many people want to be connected
to the Internet. While there are many uses of the Internet—e-mail, long-distance
computing, file transfers, searches of remote databases—there is no doubt that one
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of t:c‘;x most compelling reasons people are excited about the Internet is freedom of
speech.

You see, unlike every other mass medium that has ever existed, the Internet (and
similar computer networks) has no central authority. There is no person in charge
of the “printing press,” no “editor-in-chief,” no holder of a broadcast license. Ameri-
cans have discovered that one can reach a large audience on the Internet without
having to assemble a lot of caﬁital or seek the approval of an editor. In this the
Internet is similar to the telephone (no one tries to edit your phone conversations
while thea;re happening), but the potential scope of the communications are far
greater. ile it might take millions of dollars to start an urban newspaper or TV
station, it takes only a few hundred dollars to reach large audiences. If, as A.J.
Liebling once commented, freedom of the press belongs to those who own one, the
Internet sugtiests that we all may someday own one. .

In short, the First Amendment’s free-press clause, which many citizens still take
to be a right reserved to the highly capitalized media establishment, has suddenly
become a meaningful right for every individual American.

This kind of empowerment of individuals is something new under the sun, and
it blurs traditional distinction between “content producers” and “consumers” (every-
one on these computer networks can produce “content”). This may blur the line be-
tween reporter and reader—to take only the most recent example: it was an ad-hoc
group of individual Internet users who assembled the material that demonstrated
the flaws in the Martin Rimm/Carnegie Mellon pornogra hiastudy that you may |
have heard about. And while the mainstream media might have taken months to
discover the study’s flaws, these individuals uncovered them in mere weeks.

To touch briefly on some other things that make this medium different: since com-
uter hardware and software are ubiguitous and less expensive all the time, the me-
ium cannot be considered a “scarce” resource in the way the Supreme Court char-

acterized the broadcasting spectrum in Red Lion.

And since content is primarily “pulled” by user choices rather than “pushed” by
content producers, the medium lacks the “pervasive” character of broadcasting that
was central to the Court’s decision in the Pacifica case.

Finally, the relatively low cost of acquiring access to the Internet means that
would-be entrepreneurs face relatively low barriers to entry into this new market.
Now that the government no longer plays even a nominal role in administering the
Internet, the international network of networks is becoming a playing field for ggre
capitalism. To start a successful business on the Internet, you don't need to a
mﬁl.ionaire, and you don’t need venture capital—all you need is a good idea.

Ill-considered regulation, however, could thwart both the democratic and the eco-
nomic promise of computer communications. S. 892, with its clear intent to impose
new duties and broader legal risks for service providers, would simultaneously chill
freedom of speech and distort the market for services by raising barriers to entry.
What exacerbates this problem is that a provider’s liability for content hinges not
‘on legal obscenity, but on the far broader, far vaguer concept of “indecency,” a term
imported from the realm of broadcasting regulation whose meaning has never been
defined by either Congress or the Supreme Court. And even if the term had been
defined, it would be im:ESlicable to a medium that is neither “scarce” nor “perva-
sive” in the Constitutional senses of those terms. Our federal government’s special
role in regulating the content of the broadcast media and of the dial-a-porn services
is grounded in particular factual findings about the characteristics of those media.
There have been no such findings with regard to computer communications, and,
gi\‘rﬁg l:he nature of the medium as discussed above, it is difficult to see how there
co e.

Compounding the “chilling effect” this legislation would have on lawful speech is
the sheer ineffectiveness of the measure when it comes to wi]lﬁﬂlf;]illegal commu-
nications. Because of the decentralized, “bomb-proof’ nature of the Internet, an indi-
vidual provider's decision to censor certain content may have no effect at all with
regard to its general availability. This is especially true when one remembers that
an increasing number of Internet sites are operated in foreign countries, and their
owners, while theoretically extraditable and prosecutable in the United States,
would rarely be meaningfully deterred—they know that only a very few foreign of-
fenders will ever be pursued by a U.S. attometvj. In general, a foreign criminal using
computer networks to commit a crime in the United States can dodge both the pro-
viders’ attempts at monitoring and the law-enforcement ﬁencies’ attempts at polic-
ing by originating message traffic offshore or by routing illegal information through
a chain of intermediate sites that obscures its origin. S. 892 would not even pose
a meaningful threat to those who prey on children—no limit on “indecency” prevents
the solicitation of innocent children with nonobscene, nonindecent speech.
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IV. A BETTER APPROACH

As a parent who happens to be a lawyer, I know that federal and state laws al-
ready define a framework for the prosecution of those trafficking in obscenity, those
who possess or distribute child pomograghy, and those who prey on children. It is
clear that the legal tools are in place, but Senator Grassley’s instincts are right
when he perceives that there is still a gap in the defense of children that needs to
be filled. One thing we know about those who engage in child sexual abuse, for ex-
ample, is that they are rarely deterred by legal risks—even in the face of likely
prosecution they are driven by their sickness to continue preying on children. And
as a parent I can assure you that it is little comfort to me to know that if such
an offender harms my child, that person may be caught, prosecuted, and imprisoned
at some point—the damage, which may last a lifetime, has already been done.

This is why I believe that the right role for Co ss to play is to encourage the
development of software filters that prevent my child and others from being harmed
in the first place.

Recall that the basic technology we're talking about here is the computer—the
most flexible, programmable, “intelligent” technology we build and market. Filtering
software enables parents to screen certain language, certain kinds of content, cer-
tain people, or certain areas on the networks from their children.

Such an approach does no damage to First Amendment values (it does not for ex-
ample, put a nonlawyer hobbyist who operates a tiny computer bulletin-board sys-
tem in the position of having to determine what is “indecent”), yet it does solve the

problems (e.g., solicitation ugh nonindecent communications, or offenders who
gt:gcegl the origin of their harmful communications) that S. 892 has no hope of ad-
ssing.

Furthermore, since such tools are designed to be customizable, parents are em-
powered to set their own standards of what is acceptable for their children, rather
than relying on what the nonelected officials at the FCC choose to include under
the definition of “indecency.” For example, even if the FCC determines that detailed
information about safe-sex techniques is not indecent, a parent who believes that
her children should receive all their sexual information from her and not Trom the
Internet could customize the family computer’s “filters” to block that infgymation.

V. CONCLUSIONS

We already have the laws in place. Federal and state laws prohibit the distribu-
tion of obscenity, every state I know of has laws prohibiting the exgosure of children
to inappropriate or harmful material. Federal and state laws prohibit child porn and
child abuse, regardless of the medium used to facilitate it.

8 ing as a concerned parent and a lawyer, I believe the question isn’t “Do we
need more criminal laws?"—it’s “What can we do to supplement the legal framework
with policies and tools that empower parents to protect their children and preserve
the values of their families?” And answering that %uestion will retq:.u-e the Congress
to draft laws and support policies that are grounded not in simplistic analogies to
otl%lxg‘edia, but in a thorough understanding of this new medium and of what makes
it different.

Members of the committee, you are at a crossroads. Down one road lies a future
in which parental rights are supported by a Co ss that has abandoned the out-
dated, big-government approach to solving social problems. Like the parents and
children whose letters to you follow my statement here, we hope for a Congress that
does not set the First Amendment and welfare of families against other, but that
instead chooses policies that strengthen both.

LETTERS FROM MAMIE AND HOWARD RHEINGOLD

To the Members of the Committee,

I am Mamie Rheingold. I am ten years old, and I have been using e-mail since
I was eii?t years old. I also use the World Wide Web sometimes to help with my
homework. )

When I started using e-mail, my dad told me to use good sense. Like when some-
body calls my house on the telephone and asks me whether I am home alone, 1
know I don’t have to answer that person. And my parents taught me that if some-
body calls on the telephone and I don’t know them, and I feel funny about some-
thing they say or ask, I should talk to my mom and dad and not sa anghing. The
same thing with e-mail. If geople ask me personal questions and I d{nt ow them,
I ask my dad. I like to send e-mail to my dad when he travels, and get e-mail from
him. And I have a few penpals. It really isnt a problem.

Q
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Sometimes, I can use the World Wide Web for homework. My dad found a place
where I can type in the name of what I am looking for and then I can click on what
it finds and see pictures from outer space or other things. It’s like having an ency-
clopedia that has movies, too.

think kids need to learn how to use things and parents need to trust us to use
them the right way and not use them the wrong way.

Mamie Rheingold
name@well.com

To the United States Senate and the Members of the Committee:

I am a parent, a PTA member, and an active volunteer in our daughters public
school. I believe very strongly that parents have an obligation to teach our children
values, to give them the opportunity to make their own moral choices, and to help
them understand the media such as television and internet that are so important
in their lives today.

I would like to be able to have control over the information my daughter receives
through the television or the internet, but I don't believe it is ﬁﬁ;t to give the State
the power to exercise that control. Parents and teachers, not the government, are
the ones who ought to determine what information and values are appropriate in
our homes and schools,

Democracy in America was founded upon freedom of expression. Communications

technologies have made it possible to spread objectionable material. I know that
tools for FILTERING information that comes into the home, rather than CENSOR-
ING it at the source, ave much more practical, easier to administer, and most impor-
tantly, 1;clo not erode our liberties. I support ﬁjtering tools for parents, including rat-
ing systems.
-ni‘lost importantly, I feel that parents need to understand that we have a respon-
sibility to instill sense in our children, to sit down with them in front of the
television and in front of the computer screen, to ask them questions, and to answer
their questions. Taking that responsibility out of the hands of parents is going to
further weaken the family, and create a censorship bureaucracy that we might later
come to regret.

I personally paid for an internet and WWW link to my daughter’s 6th grade class-
room. I spoke to the students and told them that there are indecent pictures out
there on the net, and that I trust that they will use this tool responsibly. I said:
“If you do anything that you wouldn't want your parents to know, then probably
you will get caught at it and you won't have the gnbernet in your classroom any
more. Anﬁ there probably won't be Internet in any other classrooms around here.
But if you are responsible pioneers, you will show the other classrooms and teachers
in this school, and in this school district, that kids and teachers can use this new
tool. I'm counting on you to be pioneers.” That's what I told them, and they didn't
fail me. .If we don’t give our kids the opportunity to make moral choices, and yes,
the chance of failing, then how are they going to learn?

Howard Rheingold
hir@well.com

About Mamie Rheingold:

e ten, student at Tam Valley elemen school, a public school in Mill Valley
California. This year, Mamie was selected from all the students in Marin County
to receive the Terwilliger Award for community service, because of her work in com-
munity recycling programs and in regularly entertaining seniors in local retirement
and convalescent communities.

About Howard Rheingold:

Author of “Virtual Reality” (Simon & Schuster, 1986), “The Virtual Community,”
(Addison Wesley, 1993), founding executive editor of HotWired, Wired Magazines
commercial ubfication on the World Wide Web, author of “Tomorrow,” a newspaper
column syndicated in 16 newspapers nationwide by King Features.

LETTERS FROM JENNIE BROWN AND PAT MCGREGOR

To the Members of the Committee,

I am 15, and a sophomore at Oak Ridge HS in Eldorado Hills, CA. Mom showed
me how to do things on the net to do research on papers and things when I was
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about 10; I've done papers on the Holocaust, plant growth under differing lights, ab-
sorbency of paper diapers, Hero symbolism in Indiana Jones, Nuclear waste and ra-
diation’s affect on the body, and looked for clip art t:lfut on papers and charts.

My mom and dad are divorced, and I've used email to keep in touch with the one
I'm not living with since 4th grade. I also talk to my cousins in England every day
by email, and some of my aunts and uncles. Email is a really good thing.

This year I discovered Mudding, and it's really cool. I've met loads of people all
over the world and have talked with them and worked with them. Mom has always
been really firm that I shouldn't tell my phone number or address to people on the
net, and I don't. It’s like notPFiving it to people you meet at the Mall until you know
them better. I feel like the Net's a pretty safe place if you take care of yourself and
pay attention to what you're do%

ere’s a lot of really cool s on the net. Restricting what people can put up
isn't the way to go: parents and school should do what they do now: make rules and
agreements, with consequences if you break them.

Jennie Brown (jbrown@spider.lloyd.com)

To the Members of the Committee,
1 worried for a long time about letting Jen go “out” mudding by herself, but she

seems to be paying attention to our basic ground rules and keeping herself safe from
unwanted attention. I worry when she and her friends go out for a day to the local
shopping strip, too. ;-)

Jennie uses the Net like she uses other research tools—and sometimes she finds
out weird and unusual stuff in the library at school, t0o. To our minds (her parents)
the Net is an unparalleled communication tool, and it’s helped us stay close to Jen-
nie when she's been in the custody of one or the other of us.

The comxter that Jennie uses is in the living room, and we all talk about what
we find online. Jennie asked about porn on the net after the discussion erupted this
‘slgri:hg:" we talked about what sort of stuff was available and she said, and I quote,

uch.

Parents who set up sensible guidelines and communicate with their children are
the best filtering technology for the Internet.

Pat McGregor (Jennie Us mom)
Consultant, Lloyd Internetworking
Cameron Park, CA
+1 916 676 1147
+1 916 676 3442 (fax)
http./spider.lloyd.com/~patmeg
pat@lloyd.com
Co-author, “Mastering the Internet,” Sybex Books, Feb 1995
Staff Writer, /0 Magazine (http//www.mother.com/iomag)

LETTER FROM BRAD NEUBERG

To the Members of the Committee,

Howdy. My name is Brad Neuberg. I am 19 and currently live in South Texas.

I grew up using bulletin board systems and the internet. As a matter of fact, I
learned how to read and do mathematics on an old Texas Instruments computer!
In my }u"gx school, the Science Academy of South Texas, I communicated with pro-
fessors, educators, and children from over the world using internet access which
my school provided. Currently, I use the internet to keep in touch withbreaking
news, congressional lﬁ?slation using Thomas, and vastdiscussion groups on many
diﬂ‘ékr:nt topics. My life has been veryenriched due to computers and online net-
works.

Today you will ¥robably hear convincing legislation that the internet is full of a .
massive amount of pornography. You will be told that a recent Carnegie Mellon re-
search report, used by Time magazine in an article, documents that 85 percent of
the internet is pornograpla". A large number of experts have disputed this article,
and have shown, in fact, that there is an extremely small amount of pornography
available on the internet, more around 0.5 percent. B

Some people here today may not truly understand what the internet is. One im-
portant part of the internet, called newsgroups, is like a huge cork bulletin board,
such as the bulletin board inside the entrance of a common super-market. People
with their home computers call up, using their telephone line, onto this huge cork
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bulletin board from all over the world, where they can put up messages. So just as
at the super-market I can put up a message saying, “I lost my little dog; if you have
seen it call 631-2142," someone on the internet can type a message on their key-
board and post it to this huge bulletin board, accessible by people from all over the
world. Now, there can be millions of these huge bulletin boards on the internet, so
instead of only having one bulletin board at the super-market, imagine if there were
thousands in the store, and each bulletin board had a different topic. Let’s cs:{ one
bulletin board at the super-market had a sign on top with the word “Agriculture”
on it, or another bulletin board with a sign saying “Movies.” Well, on the “Movies”
bulletin board people who are interested in movies could post message, or even
sounds clips, because one of the special things about the internet is that you can
post many different kinds of data, from text, to voice, to pictures. And so, all over
the world, through the internet, communities are forming, where people are discuss-
ing, every imaginable topic, from scientists talking about lasers, to kindergarten
teachers talking about the techniques they use to teach their class. So many people
talking is truly a phenomenal thing (well& unless it’s a talk show :).

There are about ten-thousand of these “cork-bulletin” boards on the internet, filled
with every imaginable topic, from kids talking about a particular video game to Chi-
nese dissidents discussing how to create a democracy in China. What the Time mag-
azine article was talking about was roughly about 15 of these=7F bulletin boards.
These fifteen bulletin boards are discussin, most,ly sexual topics, such as pedophilia
or homosexuality, and=7F are the “cork boards” where there are a great deal of

irty pictures. en the author of the Time magazine article wrote that 85 percent
of the internet was filled with dirty pictures, what he=7F was really saying was that
85 percent of the messages on these fifteen sexual bulletin boards were actually por-
nographic tgict:ures. Keep in mind that this is 85 Fercent of the ten sexual bulletin
boards of the ten-thousand bulletin boards available on the internet. In other words,
a very small amount. With other factors included this means that only one-half per-
cent of the internet contains ?omographic ima%f:! This is almost like the two
books at a library with tens of thousands of books.

A parent would still like to prevent their children from seeing these pictures, even
if only 0.5 percent of the internet contains this pornography. In spite of the fact that
it actually takes quite complex software to see these dirty images, there are glready
companies who see a need for software that can prevent children from seeini the
bad 0.5 percent of the internet. These pieces of software scan for dirty words, block
access to the sexual bulletin boards, record the locations children visit, or use other
techniques to help parents monitor what their children are doing. This software,
without government censorship, without government control, can help keep children
from accessing the bad portions of the internet, and allow adults to continue to com-
municate their thoughts.

- If one of the reasons for the Republican sweep of Congress was to help remove
government from our lives, and to restore our free-market economy, then why
should we allow the government to have more control over what we say by censoring
our thoughts on the internet? We should em%ower arents by letting the free mar-
ﬁet provide solutions for the pornography problem; let’s keep government out of our

ves.

Thank you very much,

Brad Neu
MecAllen, 'll)‘:rg

P.S.—Don’t forget the oath you took at the be%nning of your term to uphold the
Constitution of the United States—as well as the Bill of Rights.

LETTERS FROM CHRISTOPHER O’CONNELL AND CHRISTINA O’CONNELL

To the Members of the Committee,

I am a seventeen year old who has been using BBS's, America Online, and the
Internet for 7 years. It has been an educational and priceless experience for me,
From the start on local Bulletin Board Systems I have made friends and learned
skills that will help me when I enter the workplace. Because of my exﬁerienees on-
line I was able to assist my fellow students at my high school with the library’s com-
puters and CD-Rom system. I have learned programming languagee, computer
gkills, and played chess with a former Semi-Grand Master. In fact, many of my
friends are in occupations and areas that I am considering studying in college, and
much of my interest is due to their suf)gort and help. And their support went be-
yond that. {)unng my parents divorce I had them to talk to, and it as an immeas-
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urable aid dm:.x}g that trying time, During my seven years online, I have never felt
anything but safe, and have never been made uncomfortable in any wa:{‘. Sure, there
is pornography available, but it is just as available in magazine or book form to my
friends at school who are not online and don’t even own computers.

Through the online discussion forums, I have been able to discuss ev ing from
religion to politics to computers to science fiction to poetry. It has given me a chance
to speak my mind, develop my thoughts, and be heard in a way that most teenagers
never have, It has develope! my thinking and reading skills, and has helped my
wﬁﬁn&abﬂity in a way that no high school English class could hope to match, de-
spite the very high quality of the local public school that I attend. I have also be-
come a staff-member of one of the online games I frequent, where I am learning
the value of helping and aiding others. -

All of this has made me aware of the issues facing our nation today. In a
day and age when legislators are stressing the value of putting religious education,
and many other values and moral concerns, back in the hands of the family an
not the government, why are the same legislators proposing to take away a clear
right of the parents? The idea of laws to censor the Internet ignores not only the
first amendment but the very basic rights of Americans to govern what their chil-
dren see and raise them as they see fit. My mother, who is a single-parent to my
sister and m; , has always governed what we see and read. From a young age
she imposed limits on the amount of television viewing and what I was allowed
watch. This has made me an avid reader of books who would much rather take in
a book of poetry or literature than a sitcom any day. This has not made me hate
her or get angry, it has brought us closer together as a family. All of us spend eve-
nings over dinner conversing about our reading, whether it be a science fiction book
that I am reading, one of my mother’s favorite mystery novels, or the books on_
horses that my 9 year old sister, soon to get her own Internet account, has begun
to read. For that matter, we also spend hours discussing what I see on the Internet,
ensuring that I understand and am not harmed by anKt.h.mg I see. The very idea
that this would be taken away from us is not only abhorrent and disgusting, but
insulting to myself, my mother, and every other American family. It says that you
do not trust parents to do their jobs.

Christopher O’Connell
Rindge, New Hampshire
Vulpine@gold.mv.net

To the Members of the Committee,

I'm the mother of two children, a son 17 and a daughter 9. My son has been on-
line via BBS's, AQL and the Internet from age 10. We have always discussed his
time online, what he was doin%,u:vho he was ing with. His experiences have been
overwhelmingly positive—he’s had the chance to learn chess from a state champion,
discuss authors with both friends from several online games and the rec.arts.*
newsgroups he follows, debate politics with people of all ages, learn a new program-
ming languaoge, and more. But perhaps most importantly, he has found a genuine
community of friends online, from many countries, bac unds and age groups who
have helped him through some times and who he helped in return,

As parent, ] am very angry at the attempts to censor the Internet in the guise
of protecting children. I have seen ﬁrsthamf the value of being online in my son's
life. On the rare occasions when he has run into questionable material, he has not
suddenly lost his good sense nor the morals he has been raised with—just as with
tv, music, books, we discuss things which bother him. Just because material is on
the Net, it does not somehow magically destroy the relationship we have built nor
the strong inner sense of right and wrong he has developed over the years. And to
those who somehow feel that the government must interfere here because “parents
are too busy” let me just note that I am a divorced mother raising my children
alone—I work long hours to support myself and my children, but that does not stop
me from parenting them!

My daughter has had several internet penpals, an activity which is encouraging
her writing skills. I have just gotten her first separate net account and she is joining
a mail list for young riders. In fact, we are planning on using this list in September
as part of the activities of our local 4H group.

m m erience, I'd say that the proponents of net censorship should learn
more firs about what is available on the Net. I know that there is material
online which does not fit my morality—but I'm not forced to look at it and neither
are my children. I know that there are some sick people online as well—but there
are sick people in my small rural town too—I've taught my children to take proper
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precautions with strangers and that teaching stands online or at the local sho%ping
center. And while I've seen a lot of scandal-sheet headlines about kids and the
net, in over 7 years of experience, as a mother and a net reader, I have yet to see
anything that remotely reflects those over hyped headlines.

Christina O’Connell, parent [of Christopher O’Connell]
Rindge, New Hampshire
c gold.mv.net

LETTER FROM SHARON HENDERSON

To the Members of the Committee,

I felt it was important to tell you about my son, Brian.

Brian is 12 years old, almost thirteen. When he was a little tot, he as diagnosed
as neo-autistic: “sort-of, kinda autistic, but not really, so we don’t know what else
to call him.” Until he was almost four, he did not speak at all-only tears and
laughter, with far more laughter. He was a brég‘}:t, responsive baby and toddler,
charming, funny, and fascinated by technology. When he finally learned to talk, he
was entirely ecixolalic for almost three more years—a condition which essentially
boils down to his ability to repeat back to you, verbatim and in your vocal intona-
tion, ing youhave said to him. Or anything he has heard on TV. Or anythin,
he has he % * ¢ at gll. This made him a fine mimic—and gave him, as a kin
of compensation for his disability, a spectacular memory. He may not always pay
attention—but when he does, you only need to tell him something once. He remem-
bers it forever. His lm:’guage 1s now age-appropriate—and then some; he expresses
himself like the learned young man that he 1s.

His intro to technology came through the family’s Atari game system and the TV.
He comes of a long line of engineers on his Dad’s side—folks who like to take things
apart and put them back together. Computers have alw:li-s'fascinated him, and this
remains the case to this day. Games, progr. ing, email, the WorldWide Web, you
name it, he loves it. Other people memorize mathematical theorems; Brian memo-
rizes the Gopher and FTP sites where he can find information on history, maps,
railroad trains, collectible card games, and metal gaming miniatures. His peers can
name all the Power Rangers and their abilities; Brian can tell you which Web sites
will grant you access to pictures from the American Civil War which ones will tell
you about the re-enactment of Revolutionary War battles, and where you go to find
out the history of armored vehicles as used in the armies of the world, since ar-
mored vehicles existed.

Does he know there is pornography on the Internet? Sure, he does. He can read
as well as anyone else. But because he is an American citizen, and knows the Con-
stitution better than many of our Congresspeople, he knows there is freedom of
speech, expression, andpursuit of life, liberty, and happiness. He knows these things
are(and I'm quoting him, here) “ucky, gross stuff for gleople with little imagination,”
and he knows how to stay away from them. If he did not know how, I would do
my parental duty and teach him—and I would robably put software on our home
comguter that would keep him from involuntarily running across anything my hus-
band and I didn't want him to see.

This child, who uses the local libraries to the hilt, realizes there are libraries and
archives and universities all over the world to which he will probably never get in
person. But he knows the Internet can reach them, and a lot faster and cheaper
than an airplane ﬂ:gxt could get him to the exact same place. So he comes to work
with me on weekends, and helps beta-test software by using it. He looks to see what
new card collectibles there are. He checks stock quotes on his Mom’s work benefit
stock plan. He looks at pictures of old trains. He reads the histolzsof the great air,
sea and armor battles of WW2. He goes to movie sites and checks to see whether
“Braveheart” or “First Knight” would be a better choice. (he chose “First Knight,”
because: “Well yeah, the history stinks and nobody ever wore stuff like that, but
it’s got Sean Connery, Mom, and he il:;]yed Indiana Jones’ Dad!!”) He has recently
downloaded pictures of parts of E d and Germany from which his ancestors
came, and a really neat map of the Chicago railwa transBortaﬁon system that was
found online. He has rinted out PICT's and JPEG's of US Navy vessels, and old
British steam trains. Do we supervise his use of the Net? Sure we do. That's the
k'ix:idlof parents we are. We try to live our religion and our belief in love, democracy,
an ng. .

-A world has opened up to this terrific, intelligent child who, because of lingering
bits of his “neo-autism,” is shy among peo]ple is own age. He learns things that
he can tell his friends about, and so seem less “different” and separate from them.
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He can sit for hours in front of the computer, surfing the ‘Net, having a grand explo-
ration for himself—and then he goes out to play, excited, haqlpy, his mind

in a way that television raﬁl‘{ ects him, and delighted to live in such a diverse,
wonde: world. He lives daily with the InterNet, since I develop sofwware for it,
and he is a good citizen of the Net because he was first a good citizen of his country,
and a %od irginia gentleman. Do you flame peoaflle in email or on the newsgroups,
or use bad or nasty language? “Nope. That’s really tackzlﬂanners.” Do you mass-
mail advertisements to newsgroups you've never read? -uh. That'’s invasion of
privacy.” Do you look at things your parents don't want you to? “No, that would be
wrong.” So should that s be there? “Yes, because not everybody likes what I
like.” You know what I like?

I like my kid. I like his style. I like his sense of history, his understand.i.n% of the
laws of his democratic country, his tolerance of other people, and his love of learn-
ing. I like the fact that, when it comes my time to face St. Peter, I can do so with
a mother’s humble pride: I can uﬁsiessir, my life had one overwhelming worth, be-
gides what I'was able to accomplish on my own: my husband and myself worked
together to create, raise, and teach the wonderful, marvelous, honest, honorable

0 Virginia Gentleman and American, Brian Henderson. He doesn’t misuse the

et, because he doesn’t misuse anything else. Good rearing, good manners, and
proper adult supervision can, after all, produce some real, tangible results. I wish
people would stop blami the faceless entity known as the Internet, and start look-
ing in their own mirrors. I wish the Powers that Be would wake up and realize that

n won' e, use

r?u]atmg the Internet won’t change a single, solitary thing—because change is only
effective when it is learned from home. For too long, we have all lived by the credo
of “don’t do as I do, do as I say.” And our kids today are far too intelligent to swal-
low that old dog. If we raise them right—if we actually do the things we tell them
they should do—they will be good tKeople who love their country, understand and
obey its laws, worship the deity of their choice, and behave the way they have been
taught to, whether they are interacting with their friends at school, colleagues at
work, or with computer systems all over the world on the Internet.

It’s that simple. It always has been. It always will be.

So the legislatures need to wise up, no?

Thanks for letting me use your soapbox. Feel free to contact me:

Sharon Henderson

Brian's Loving Mom

gu ity Control Engineer and Net Surfer
airfax, VA \

LETTER FROM BETTY HARRIS AND JIM GLOVER

To the Members of the Committee,

We have a 14 &ear old daugxter, and over that last few months have encouraged
her to use the World Wide Web to explore topics that interest her. When Chris-
toiher Reeve had his riding accident, we searcg ed the web and found :xsrs?uenﬂy
asked questions (FAQ) file on spinal cord injuries that contained some ent in-
formation. We also found a graphic that illustrated the relationship between level
of injury and loss of function. The web was also very useful for one of her school
projects on UFO’s where we searched and found information and graphics. She has
also used the web to find information about her favorite music groups. We live in
Oklahoma Ciay and have also used the web for keeping current on information
about the OKC bombing.

We keep hearinisvcissthe media how easy it is for children to find sexuallg related
images and had discussed this with her (Quotes like “Your children prol ablly al-
ready have found this information.”). We discussed this with her and she told us
that as a result of our conversation, she’d looked for over FOUR hours and had only
found the Pla{)l;loly magazine home page. We then initiated a discussion with her
about how we eve the images she found tended to portray women as objects and
why we object to this type of thing. Her difficulty in finding what she was looki
for validates my eg;ruienee (of six years) and my husband’s experience (of 5 years
with the internet. ally related images do not just apJ)ear on your computer, you
have to 1) know what you are lookixigr or, 2) understand how the net is set up and
know how to use the various tools (FTP, gopher, etc.) to find what you are looking
for and 3) you have to spend time searching. If the child is spending this amount
of time on the computer, the g_anent should be aware of it and should be tPari;icipat:-
ing and guiding the child’s efforts in healthy directions. It is the parent’s place to
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control their children’s access to the internet, just as they should in regards to other
sources of information and entertainment (e.g., books, movies, radio, and televigion).

From what we've read on current legislation designed to address access to infor-
mation on the net, we do NOT support the Communications Decency Act, or the
Protection of Children from Comﬁuter Pornography Act. We DO support the Leahy
study, because we believe that when making decisions that could have quite serious
ramifications re‘Tarding freedom of speech on the internet, we need to consider care-
fully the possible alternatives and choose alternatives that provide the best out-
comes (protecit:g children) with the fewest adverse effects (more restrictions on
freedom of sp ). Our local internet service providers (ISP) have already initiated
procedures r?&ui.ﬁng proof of a&e (e.g., photo identification) prior to allowing access
to clearly adult areas such as the adult Usenet news groups. We suspect that soft-
ware developers and service providers will be able to come up with creative solu-
tions to restrict children’s net access to domains that their parents are comfortable
with. For us, the combination of parental supervision and voluntary ISP cooperation
is more than ade%tlllate to protect our daughter from any f;x:totent:ialld\; adverse effects
of the internet, while allowing her to reap great benefits from the diversity of infor-
mation and people available on the internet. We use the internet, just like we usé
TV and the other media—we attempt to restrict access to age-appropriate content
and use these sources to initiate discussions of what's right and wrong to help our
daughter develop her own code of ethics.

anks for your time,

Betty Harris & Jim Glover
PSYCHE@drycas.club.cc.cmu.edu
Oklahoma City, Oklahoma

STATEMENT OF THE FAMILY RESEARCH COUNCIL TO PROTECT FAMILIES FROM PORN
ON THE INTERNET

FOR IMMEDIATE RELEASE: JULY 24, 1996

WASHINGTON, DC—Family Research Council applauds efforts by Senator Charles
Grassley and others to curb pornog:ghy distribution on the information super-
highway. Family Research Council Director of Legal Studies Cathy Cleaver made
the 1:lt;oll.owiug statement Monday prior to the Senate Judiciary Committee’s hearing
on the issue:

Those charging censorship, overregulation, and “cybersensitivity” have
done a grave disservice to this country by “smoke-screening” the pertinent
issues from parents, concerned citizens, and lawmakers. Despite all the

. rhetoric and accusations, the debate boils down to two issues: the accessibil-
i?' of pomogni?}a on the Internet and the constitutionality of the means
of regulation. ere is a problem with pornography on the Internet, the
need for tion becomes a foregone conclusion and the question of the
most effective and least restrictive constitutional means of regulation be-
comes central. Opiznents of lation are %aging in scare tactics in an
effort to “muddy the waters” of this debate. dangers posed against our
na’t:on and especially our children are too high for this type of senseless poli-
ticking. .

There are several flaws to the approach of creating software to screen out
the offensive' material. First, it is wrong to shift the entire cost and burden
of protectinilchildnen from this material to the parents. Moreover, it is an
approach which favors restrictions upon the “ actors”—children and
families—and free reign for the “bad actors”—those who would give porn
to children. Second, it is naive to think that software “solutions” in a vacu-
um will truly solve the problem. We need regulation in place to discourage
computer pornographers from circumventing software solutions with impu-
ﬂ. Without a law delineatin‘g wrongdoing from right, the protection of
th. dren will depend upon the “good character” of those who would exploit

em.

Government regulation and farental responsibility are not mutually ex-
clusive approaches to this problem. The opponents of regulation addressing
distribution of pornography to minors fight virtually any regulation of por-
nography. To them, pornography of the most ﬂaphxc form, accessible to ev-
eryone, 18 what freedom is about. Others know that, to have a civilized
society, we must recognize the difference between liberty and license, and
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acknowledge the insidious effects of pornography on the formative minds
and hearts of our children.

From 4-6 p.m. EST today, FRC is helping to ,;fot media exposure for 15-year-old
Danelle Gruff, who is testi%irg today about her horrifying experience with pornog-
raphy on the Internet. Call FRC for more information or interviews.

STATEMENT OF HEIDI H. STIRRUP, DIRECTOR, GOVERNMENTAL RELATIONS, CHRISTIAN
: * COALITION

On behalf of the 1.6 million members and supporters of Christian Coalition and
their families, we applaud Senator Charles Grassley for his leadership in introduc-
ing legislation designed to protect children from computer pornograp}geeand by hold-
ing hearings on this important family issue. Because pornography is ly available
on the Internet to virtually anyone with a home comgr:ter we strongly believe that
certaglp restrictions are necessary to protect our children from such explicit, porno-
graphic images. :

In Christxgan Coalition's Contract with the American Family, we recommend ten
legislative items that we believe would strengthen families and restore common-
sense values. One of our Contract’s suggestions calls for restrictions on pornograﬁ‘hy.
Specifically, we recommend enacting legislation to amend criminal law to prohibit
the distribution, or making available of, any pornography, soft core or hard, to chil-
dren. We also support prohibiting distribution of obscenity to adults by computer.

There are laws already on the books which prohibit the transmission by other
means of indecent material to children and obscene material to anyone. We hope
Congress would close any loopholes in current law that might allow such materi
to be transmitted by computer. We feel strongly that providing blocking-type soft-
ware devices is not en . Such devices are easily bypassed by those skilled in the
use of co;néputers, and further, are limited to the computers to which the software
is installed. Christian Coalition maintains that once the law establishes that it is
illegal to provide such material or to provide access to such material, much of the
distribution of pornography on the Internet will cease. Criminal liability can be a
yemﬁ‘ecﬁve deterrent and thus we urge you to go as far as possible in legislating
in area

Thank you for the opgortunity to present these views. We appreciate your leader-
sg%on is important family issue and look forward to working with you and your
staff as the legislative process moves forward.

STATEMENT OF LAWRENCE C. STEWART, CHIEF TECHNOLOGY OFFICER, OPEN MARKET,
INC., CAMBRIDGE, MA ’

“Empowering Parents and Professionals:
Looking at Solutions That Are More Than Mere Child’s Play.”

Mr. Chairman, Senators, and guests, the results of this debate over how to control
the flow of offensive and indecent material via an open network like the internet
is of great imag]ort. At its basic level it is a debate over the boundaries (if there is
to be any at all) of the freedom of speech guarantees provided for in the U.S. Con-
stitution. :

This nation’s children, indeed the children of the world, have become the fulcrum
of this debate. Arguments on one side assert that this emerging tool of communica-
tion must not be stifled by government involvement else our childrens’ ability to

ain access to a sea of learning will be delayed or derailed. Across the table comes

e counter argument asserting that this technology must be controlled, or at least
the content allowed to pass along its channels must be regulated in order to prevent
the moral decay of the rising generation.

Thus the debate, as is characteristic of arguments that involve scarce resources,
has become heated and has attached itself to the emotions. The result? There is no
great momentum for change, and a propensity for adopting solutions—no matter the
source or sustainability of the solution. Every party involved in this debate is eager
to embrace something that says: “we care about our children.”

Mr. Chairman, Senators, and guests, while this body of lawmakers has sought in
earnest to understand this issue and propose thoughtful solutions, your sister to the
south has opened its .chamber to traveling salesmen and provided a public, press-
filled pulpit for opportune software developers to pedal their products, Some of the
producttzferhaps offer a short-term solution to this problem, but all of the products
presented to members of the House of Representatives are of limited value because
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they are proprietary—and therefore are limited in their ability to impact a rapidly
growing and very open network of global communicators.

The internet is unique in that it is perhaps the first major technology for commu-
nication developed unilaterally and with little or no economic motivation by volun-
teers in many nations. It currently connects millions from all countries and cultures,
all are partners or part owner of it by virtue of their action of voluntarily connecting
their computer to it.
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