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PREFACE

The Networking and Communications Research Program of the National Science
Foundation supported a two-day workshop at Airlie House, Virginia, May 12-14, 1994. This
was the third such workshop, following the second by slightly more than two years. The focus of
the workshop was to identify major research issues in networking and communications. The

goal of the workshop was to produce a vision of telecommunications for the future and a
research path to implement that vision.

This report defines the context for research priorities and research initiatives by
addressing many important applications of networking and cormmunications in today’s
telecommunications and information systems. The report deals with issues in networking and
communications and identifies and discusses in detail fifteen major research priorities and four
research initiatives that the participants concluded should be pursued over the next several
years. In addition, a number of research areas were identified that are suitable for collaborative

efforts berween the various divisions of NSF and between NSF and other appropriate federal
agencies.
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1. INTRODUCTION

The NSF Division of Networking and Communications Research and Infrastructure was
established in 1987, shortly after the creaticn of the Computer and Information Science and
Engineering Directorate. In 1989, a workshop was convened to assess the program and to
suggest directions for communications and networking research. A similar group reconvened in
April 1992 to update the suggestions made by the 1989 workshop, to reconsider the assessment .

of research directions vis-a-vis research opportunities and national needs, and to evaluate the
educational and research base in these areas and in the United States.

Since the 1992 workshop the drive toward a National Information Infrastructure (NID) has
captured the attention of the general public as well as the research community. In view of rapid
changes in the fields of communications and networking, and the pace of policy decisions
toward the NII, NSF convened a third workshop in May, 1994. The purpose of this workshop

was to identify the major issues affecting networking and communications research for the
future, including the NII, and to identify research priorities.

The workshop participants made the following observatiors regarding the environment of
networking and communications research:

The areas of communications, networking, and information storage constitute major and
rapidly growing segments of the U. S. industrial base. A metric of the importance of
networking and communications is the 100% per year growth rate of Internet traffic.
With the introduction of user-friendly tools, such as MOSAIC (utilization of MOSAIC

has initially been increasing at 11% per week) network traffic and requirements for
bandwidth and storage are certain to increase dramatically. :

During the last several years the technologies for computing, communications,
networking, cable TV, entertainment, and information storage have been converging at an

increasing rate. As a result of this convergence, many predict a radical and revolutionary
change in the way people live and work.

Research in communications, networking and information storage has contributed greatly
to the development of the Internet. A substantial new industry has emerged in the past

four years, in the wake of thz Internet, supporting and applying progress in networking
technology.

Critical policy decisions are required to set the stage for efficient, cost effective, and user
friendly implementation of the new information and communications based society.

Informed policy decisions benefit from the insights generated by networking and
communications research.




. The National Information Infrastructure (NII) has been declared a national goal and
objective. There is a growing awareness of its influence on education, health care,
commerce, and government. Networking and communications are among the core
enabling technologies of the NIL

. The increasing level of competition in the telecommunications industry has led to
declining basic research funding in the communications and networking areas. In
addition, industry has turned to more near-term research and development. These trends
have created both an opportunity and a requirement for NSF to take a more proactive role
in guiding basic research leading to national strategic goals. Increased funding levels at
NSFE for research in communications, networking and information storage would
contribute significantly to the rapid realization of the NIIL.

Future communications networks that are suitable for a National Information
Infrastructure will be expected to support a wide range of different applications, in a cost-
effective manner, with unprecedented reliability and on a very large scale. They will be expected
to:

. support applications with a variety of data rates from a few bits per second to gigabits per
second, and applications whose data rates may vary widely during a short time period;

. provide a range of quality-of-service options to accommodate different performance and
cost requirements,

. support mobile users and users who access the network from a variety of locations;

. provide one-to-many and many-to-many communication channels to support information
distribution and collaborative applications.

In addition, the NII will require network architectures that can accommodate evolution ac0ss
multiple generations of technology and that facilitate heterogeneity in applications, end systems,
rransmission technologies and switching mechanisms. To allow future networks to be managed
effectively they must provide mechanisms for traffic measurement, error monitoring, usage
accounting and cost recovery.

Workshop participants identified research priorities and recommended four major
research initiatives. In addition, a number of research areas, suitable for collaborative efforts
between various NSF divisions and between NSF and other federal agencies, were identificd.
These priorities and initiatives are detailed in Sections 4, 5, and 6 of this report.

[g%]




2. THE NATURE OF BASIC RESEARCH IN NETWORKS AND COMMUNICATIONS

The support for basic research in communications and data networks is decreasing both
in industry and in the department of defense. Thus it is particularly essential for this support to
increase at NSF. Part of the reason for the difficulty in supporting basic research in these areas is
a lack of understanding about the nature of basic research. These misconceptions characterize

basic research as high risk, long term, and curiosity driven. To the contrary, we maintain that
basic research is often low risk, short term, and vital to national priorities.

In understanding the nature of basic research, it is perhaps better to call it discipline -
oriented research. This is research in which one builds understanding in a particular discipline
by analyzing and studying successively more compiex models, using the insights generated at
each stage to guide further development. Such disciplinary research develops a body of insights,
of generic, well-understood simple problems, of back of the envelope calculations, and of
algorithms and methodologies for coming to grips with real problems.

Much of modern communications rests on the well established, but still vital, disciplines
of modulation, coding, detection, compression, equalization, signal processing, etc. As
application areas and technologies change, new models are suggested for these disciplines, but
the new models use and build on the existing discipline, enriching it for the next set of
applications. Thus practical needs, combined with discipline-oriented research, ideally work in
synergy with each other, the needs enriching the discipline, and the discipline providing the
insights to satisfy the current needs. The existence of disciplinary understanding permits rapid

short-term solutions of new problems, and the possibility of finding these solutions is low risk
because of the existing disciplinary insights.

Along with the above synergism, discipline-driven research in communications has often
solved important problems almost by chance. For example, the Lempel-Ziv algorithms (the
workhorses of modern data compression) were developed out of a very theoretical study of data
sequences without stochastic structure. The Viterbi algorithm (one of the workhorses of modern
error correction) was developed out of an effort to understand theoretical error probability
bounds. The Reed-Solomon codes (another workhorse of modern error correction, used in
compact discs) were deveioped primarily because of their mathematical elegance. One could
view such chance solutions as "high risk," but in fact these were simply added bonuses to work
that had to be done to maintain the connection between real problems and discinline-oriented
research. Each of these bonuses in fact created entire industries. Research was an investment

with extraordinary return in these cases. These bonuses were curiosity driven, but in fact
satisfied national needs.

The above picture describes the almost ideal relationship between theory (discipline-
oriented research) and practice as it exists in communications today, but this is the result of the
rich discipline that has been developed in the past. Because of the past successes of this
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relationship, communications theorists continue to enrich the discipline while solving the
immediate problems of the present.

In the network area, theory and practice have had a less satisfactory relationship than in
the communications area. The network area has grown up more recently than communications,
and its disciplines, such as congestion control, routing, and distributed algorithms, have had a
relatively short gestation period. In addition, the very rapid technological changes in the last 15
years have never allowed a strong connection between theory and practice to develop. It is
becoming increasingly apparent, however, that the disciplines of congestion control, routing, and
addressing are generic to all networks. The current practice of re-solving these problems in an ad
hoc way for every new practical network leads to repeated poor solutions. There is an urgent

need for NSF to support the development of sufficiently strong disciplines that can interact
harmoniously with new network needs.

Maintaining an appropriate balance between discipline-oriented and application-oriented
research is difficult in today's climate. There are strongly perceived pressures to solve practical
problems quickly, and there is a temptation for discipline-oriented researchers to give up on the
rapidly changing technological scene, and retreat into abstraction and detail. It is important for
both application-oriented and discipline-oriented researchers to recognize their mutual
dependence upon each other, and to make this dependence clear to administrators and
executives. It is particularly important to c:ltivate that small group of individuals who have a
deep understanding of both applications and disciplines. NSF should be proud of its efforts to
support both practical needs and disciplines, and to encourage the linkages between them. A

major challenge for NSF is to draw on the wisdom of the community to continue to strengthen
these linkages.

3. THE NSF PROGRAM

Organizational Base of the Program

Within the Computer and Information Science and Engineering (CISE) Directorate, the
Division of Networking and Communications Research and Infrastructure (DNCRI)
encompasses two major activities; the Network Infrastructure and the Networking and
Communication Research (NCR) activities. The infrastructure activity includes the NSF
involvement in the Internet, via the NSFNET and international connections, currently in
transition to a commercially oriented focus involving network access points (NAP's), a Routing
Arbiter (RA), and a very high speed rietwork (vBNS) serving the research and education
community beginning with the supercomputer centers. In addition, the infrastructure activity
includes special supporting projects, such as the InterNIC, CNIDR, EDGAR and the Global
School House, designed to further the usability and friendliness of the network. NCR activity
focuses on basic research projects furthering the knowledge base in information theory,
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networking, and communications. Where possible and appropriate these two aspects of division
activity complement each other.

Goals of the Program

The long term vision of the Networking and Communications program is seen as
providing the underlying knowledge leading to a national or international infrastructure with a
primarily optical backbone or core, including satellites as appropriate, with cable, copper twisted
pair, fiber, or wireless access to provide ubiquitous communications and information services on
demand. Transmission links and storage systems require effective and efficient utilization of
spectrum, space, and time for the communication of voice, video, text, graphics, or other data
from point to point in space and/or time. Distributed or networked communications requires
extensive protocols for seamless and interoperable information exchange. Privacy,
authentication, and intellectual property rights require expanded attention in a networked
environment. Network management of shared resources is a fundamental requirement. Basic
research required to enable this vision is the goal of the program.

The focus of the program is to find and support, to the extent of available funding, the
very best basic research in the area encompassed by the program. Since computer science,
mathematics, electrical and computer engineering, and other disciplines are strong contributors to
networking and communications, another goal of the program is to further collaboration among
these communities of interest. Catalyzing an atmosphere in which multidisciplinary teams can
work together across the spectrum from materials and devices to systems to networking and
communications theory is also a goal of the program. Within these goals there is an objective of

relatir. 3 to the infrastructure activities of the Division to enhance the vision of the future and the
choice of research projects.

Continuous evolution of educaticnal resources in networking and communications as
technoiogy advances is essential. For DNCRI this includes not only involvement of graduate
students in research projects, and ongoing curriculum development to include new knowledge
developed in the research program, but also the development and implementation of new tools

for educational delivery systems, including high bandwidth networks, digital libraries, and
networked information resources.

Relationship of the NCR Program to the NII and HPCC Initiatives

The DNCRI activities in creating the NSFNET backbone network, enhancitig its
capabilities through higher speed access and wider connectivity throughout the research and
education communities, and through progress in the development of tools for utilization of
network resources focuses attention on the potential for information exchange and resource
sharing via networking. The recognition of the value of networking is made clear by the




enormous growth rate of network utilization and by the rapid emergence of new national
industries based cn networking. The rationale for the transition from a government sponsored
NSFENET backbone to a commercial focus is the current availability of network services
commercially where none existed previously. NSF will continue to push the edge of services at
the state of the art and contribute to and accelerate commercial development.

Furtherance of the objective of networking and information exchange has been pressed
forward by the Congress through the High Performance Computing and Communications
(HPCC) initiative in 1990 and by the National Information Infrastructure initiative of 1993,

Both DNCRI activities in infrastructure development and in research are central to and
provide the very core for these important initiatives. The entire division is central to the HPCC
initiative. Networking and communications constitute in fact the second "C" and are central to
distributed computing applications. The growth of the Internet is dependent upon basic research
in networking and communications, and the future NII will also be based on technology
developments resulting from basic research.

Operation and Funding History of the NCR Program

The NCR program was created in 1987 as a part of DNCRI and CISE. The initial
funding level was very small. Funding for the program has increased from $3.36 M in FY89 to
$10.3 M in FY94. The number of active projects has grown from 42 in 1989 to 102 in 1994. A
major research initiative in gigabit per second networks, led by the Corporation for National
Research Initiatives (CNRI) and jointly funded by DNCRI/NSF and ARPA and involving five
testbeds, began in FY89 and ends its initial phase in FY94. In FY93, a speciai solicitation on All

Optical Networking in collaboration with the Engineering Direcrorate at NSF resulted in jointly
funded interdisciplinary projects.

Networking and communications research is supported under one program (NCR). The
program is administered by a Program Director and a Program Manager. No a priori division of
the program funds is made; the best proposals from all submissions are selected for award.

The program draws insight as much as possible from the research communities it serves,
including computer science and electrical engineering and related disciplines, via workshops and
symposia, review panel discussions, and personal interactions. A program goal is to enhance
interaction between computer scientists, electrical engineers, device physicists, mathematicians,
and others to bring about an integrated approach. In particular, the networking and
communications aspects of the program are treated in an intsgrated manner rather than
separately. A primary thrust is fundamental theoretical research. Experimental research,
drawing upon the network infrastructure as a tool and at the same time contributing to the future

development of the infrastructure is a secondary thrust, but is limited by the high cost of such
projects compared to available funds.
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4. PRIORITIES FOR BASIC RESEARCH

A number of research areas were identified by the workshop participants as being
especially important and timely. The priorities identified in the following paragraphs will
support the development of future systems, both by providing the underlying theory to guide
system development and, more generally, by strengthening the necessary educational base. While
rescarch in the areas listed below is encouraged by the workshop participants, the following list
of topics is not intended to discourage the submission of proposals in other areas. The order of

topics presented in the following paragraphs is entirely arbitrary and no priority assignment is
implied.

Coding and Coded Modulation

The future communications network will be digital, and will be based on a fiber-optic
backbone with almost unlimited capacity. At the same time, the use of wireless communications
will continue to explode, both to provide access to the network for people and computers on the
move, and in stand-alone radio networks for specialized applications. Broadcast television will
become digital in HDTV. More and more bits will be sent down the existing copper wires that go

to the individual home or desk. New satellite systems for high speed digital communications will
be developed.

On channels with less than unlimited capacity, it is well understood that coding is needed
to achieve the best efficiency at low error rates. Powerful error-correcting codes and error
control techniques are now used almost routinely in data communications and storage systems.

The recent invention of coded modulation has revolutionized communications over bandlimited
channels, and is starting to be used in magnetic storage.

As a research field, coding and coded modulation contains both well explored and newly
emerging areas. There are many fundamental problems to be answered and practical problems to
be solved. Important current research includes the following areas in code structure, code

construction, efficient decoding algorithms, quantization dual of Euclidean-space coding, and
combined coding and equalization:

A unified structure theory zmbracing block, convolutional, lattice and trellis codes has
begun to emerge. There have been exciting advances in developing structural properties
of block and lattice codes, such as the trellis and decomposable structures, which allow
the use of soft-decision decoding to achieve better performance with reduced decoding
complexity. One goal is to have a better understanding of the structural properties of
existing codes so that efficient decoding schemes can be devised, and another goal is to
construct new codes which have good distance properties and are easy to decode.
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Coding techniques for memoryless channels have been successfully extended to channels
with intersymbol interference. New codes and suitable decoding algorithms are needed
for other type. of channels, such as fading and bursty channels. Application of coding
for fading and interference channels to wireless transmission deserves to be investigated.

There have been exciting developments recently in Euclidean-space group and ring

codes, and in Hamming-space algebraic-geometry codes. Our knowledge of these classes
of algebraic codes remains far from complete.

Suboptimal decoding algorithms that can approach optimal or near optimal performance
with significantly reduced decoding complexity are likely to be the best choice for high-

speed and high-performance applications. New hardware and software architectures are
needed for high-speed decoding.

Work in the past several years on developing quantization duals of Euclidean-space
coding techniques (source coding), and vice versa, has been promising. Further
development of such dual techniques should enrich both fields.

Closer ties between synchronization, equalization and coding are needed. As codes

improve, synchronization and equalization must be maintained in the presence of more
severe errors.

Information Theory

Information theory establishes fundamental limits on the performance of communication
systems. In particular, entropy provides an achievable lower bound on noiseless data
compression, and channel capacity provides an achievable upper bound on reliable data

transmission. All data compression schemes and all coding, modulation, and transmission
schemes are bounded by these limits.

The insights gained from the evolution of this theoretical work now thoroughly permeate
the design of point-to-point communication systems. In particular, the principles derived from
information theory lie at the heart of the practical design and implementation of modern data
compression, coding, modulation, and detection. Recently, information theoretic principles have
been generating new approaches to magnetic and optical data storage. In addition, information

theory has made central contributions to cryptography, public key cryptosystems, computer
science, statistics, and pattern recognition.

Multiaccess information theory is by now relatively well established as the appropriate
conceptual tool to study wireless systems in which multiple sources share a physical medium to

access a single receiver. For any given multiaccess channel, one can compute the capacity




region, i.e., the sets of source rates for which all sources can communicate reliably with the

receiver. One can also calculate achievable error probabilities, as a function of coding constraint
length, for such systems.

For more general networks of sources and receivers, under different types of feedback
conditions, power constraints,, and source cooperaticn, there is an impressive collection of
theoretical results, but, so far, little cohesive theory and insight about applications exist.

There are a number of areas in information theory that appear to be ripe for increased
coupling to applications. Two of these, compression and coded modulation, are treated
elsewhere in this report. Others areas include the following:

Code division multiple access (CDMA or spread spectrum) for cellular radio has evolved
rapidly in recent years and is appropriately modzled in terms of multiaccess information
theory. Information theory is currently guiding work on multiuser detection, coding, rate
allocation, and power control. Much more work is needed on modelling the time varying
multipath channels, and on developing multiuser decoding algorithms. It is not yet clear

which theoretical results have practical utility, and the theory itself is still in a
rudimentary phase.

Coding and decoding for channels with unknown prebabilistic behavior is a problem that

is relatively well understood theoretically, but thers is a need for applications of this to
practice.

There are also many areas where further theoretical development is necessary. A few of
these are as follows:

There is a need for a more cohesive information theory of networks. This involves better
understanding of broadcast channels, cooperation, feedback, and interference.

Formulating information theoretic principles for networks with bursty sources has long
been a perplexing problem which needs progress before information theory can truly
provide a theoretical basis for data networks.

Many relations between information theory and estimation, classification, and statistics

have been developed over the years, but it appears that these relations only scratch the
surface.

The above research areas are merely suggestions. History suggests that the most
fundamental and important contributions to information theory come from researchers following
their own insights about problems of inherent and general interest.
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Communications Signai Processing

Communications signal processing covers the theory and algorithms for the recovery of a
stream of data from a waveform that may be deeply buried in noise and interference and may be
subject to a variety of degradations and impairments. Although the subject of communications
signal processing is closely related to other topics in signal processing, it is a highly specialized
topic with many subtopics. This class of signal processing algorithms is in wide use both in
communication systems and, in very similar form, in magnetic and optical storage systems. A
communications receiver m=v have limited knowledge of the transmitted waveform, possibly it

must learn even the modulat.on format only from the received signal. Equalization is necessary
in almost all receivers because of channel dispersion.

Closely related to equalization is the probiem of bit synchronization. Very powerful
codes for error control are now well known that ailow for reliable communication in the presence
of very noisy and degraded channels. It is important that equalization, bit synchronization, and
block synchronization techniques be developed to a similar level of noise performance.

Algorithms for channel equalization range from long-standing and straightforward
techniques such as the zero-forcing equalizer to more recent techniques such as adaptive
equalization, either blind or trained. These are closely related to adaptive filters and may be
based on least-mean-squared (LMS) adaptation. However, VLSI technology now provides
special purpose digital signal processing chips and custom signal processing chips that can
implement sophisticated algorithms. Blind equalization techniques, which deduce an equalizing

filter from a received unknown data sequence, are necessary for receivers that may dial into a
broadcast waveform in progress.

A variation of the equalizatior problem is the problem of echo cancellation which arises
in problems of heavy multipath such as wideband communication in an urban environment.
Equalization may alsc be partially combined with modulation by means of the modemn ideas of
prefiltering in the transmitter to anticipate dispersion in the channel. This method protects
against the unnecessary waste of signal power that would result from an equalization filter in the
receiver. The notions of prefiltering and of equalization may also interact with modulation in
another way; this through the ideas of Nyquist pulses, partial response signaling, and intersymbol
interference suppression. Maximum-likelihood methods are now in vogue for combining the
ideas of data demo.lulation and equalization, and possibly also decoding. The Viterbi algorithm
is the algorithm of choice for implementing the maximum-likelihood demodulator in the
presence of all of these effects provided the number of trellis states is not too hi gh. Thus there is

an interaction between performance at low signal power on a dispersive channel and the
complexity of an affordable Viterbi demodulator.

Signal processing is also important for communication over fadjr 5 cvhannels, spread
spectrum channels, diversity combining channels, and interference channels. Demodulators for
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these channels may employ nonlinear combining techniques. Waveforms for CDMA
applications may require near/far suppression techniques or transmit power control.

Finally, communication systems may employ space diversity. Multiple spatial
transducers, such as antennas or acoustic devices, may be trained to create a multitude of
individually steered, virtual point-to-point channels.

Protocol Theory, Design, and Engineering

Today's computer network architectures and protocols are inadequate for tomorrow's
needs, such as gigabit per second communication paths using high performance fiber-optic links
and switching technology. The design and engineering of high performance networks should be
well founded upon theory. Towards this goal, we need soun.. and effective techniques for the
design, specification, analysis, implementation, testing, maintenance, and modification of
network architectures and protocols. Recent advances in protocol theory are beginning te
provide understanding into many facets of protocol behavior and interaction. As the demands for
more effective network communication increase, research on protocol theory must continue so
that we will have a strong foundation upon which to base future designs. This is especially
important when protocols are to be designed and engineered to accommodate new technologies
(e.g., wireless access and mobility management) and application requirements (e.g., delivery of
variable-bit-rate compressed video for teleconferencing and video servers).

A network, and even more so an internetwork, is necessarily the composition of a large
rumber of protocols. The communication services offered by the network are the result of the
interaction of its many protocols which interact with each other through interfaces. To meet the
objectives of network architectures, it is important to understand how these interfaces should be
defined, specified, and satisfied. The individual protocols should be designed for reuse,
portability, efficiency, modification, and maintainability. Furthermore, to build reliable
networks, it is important not only to prove the correctness of individual protocols, but also to
prove the correctness of the entire collection of interacting protocols. A complete understanding
of protocol interaction and interfaces is essential to the development of a sound theoretical basis
for composing protocols in the construction of computer networks. We need to understand how
to design and manage such complex software structures, in which protocol components are
typically designed, implemented, modified, and maintained by different groups of individuals.
Most protocols are designed to perform multiple functions and provide multiple services. This is
done for efficiency but, in many cases, results in very complex protocols. Usually very little can
be proved about their logical behavior. Methods are needed to synthesize multifunction
protocols from relatively simple ones that implement individual functions. Specifically,
techniques to add new functions to a protocol, without affecting its original functions or
correctness, would be extremely useful. Conversely, methods to remove specific functions and
unnecessary code from an exi:ting protocol to make it more efficient (lightweight), without
affecting the remaining functions, would let us tailor protocols to specific operating
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environments. In this way protocols could ““adapt" to changes in underlying switching and
transmission technology. The development of such methods would facilitate the structured
implementation of protocols, improve understanding of interoperability between different
protocol implementations with similar functional components, and address issues of portability
of protocols across implementation platforms.

Formal models are therefore: needed that provide a clear understanding of the relevant
theoretical concepts of protocol refinement, projection and conversion, as well as interface
semantics and protocol composition. Research advances are needed in protocol specification
notations, and semantic models of protocol behavior. Research is also needed to develop from
these notations and models, protacol specification, testing, and verification methods which can
be used in protocol design and cngineering tools. We envision a future in which network
protocols, having been formally verified to work as intended, are cataloged and stored in a

library. Their interfaces would be formally specified in such a way that their source codes are
portable, reusable and easily modifiabie.

New high performance fiber optic channels and communication switches are forcing us to
rethink the architecture and structure of computer networks. Perhaps the old layering paradigm is
inappropriate and no longer compatible with these new high performance networks. As the
price/performance ratio of processors continues to dzcrease we see more processor capability in
front-end controllers and increasing use of coprocessors. It is necessary to rethizk the
decomposition of functions within computer systems and among their processing elements. Our
rethinking should be coupled with foundational developments in protocol theory and formal
models. We need to understand the interaction among protocols and the resultant engineering
implementation structures. We should also encourage innovative network architecture and
protocol designs. Appropriate metrics for evaluating and comparing protocols as well as new

models for analyzing the performance characteristics of these architectures and protocols are
needed.

Dynamic Network Control

Much research is needed to determine how to configure and control large high-speed
networks of the future. In particular, flow control, admission control, and routing algorithms
need to be developed. New network control techniques are needed to support new applications
with diverse communication requirements, and to exploit new technology for data links and

switches. The techniques should be dynamic, adapting the network operating mode in response
to changes in network resources or demand.

Future networks approaching gigabit transmission speeds are a driving force for much of
the research on dynamic network control. However a largely different set of dynamic network
control techniques arise in other contexts, such as in support of ground or satellite-based mobile
information networks, and in support of personal communication systems.
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New challenges are posed by the increased ratio of propagation delay to bit duration. A
coast-to-coast gigabit link contains 15 megabiis in transit. Predictive rate control, based on
modern avtomatic control concepts, needs to be developed. At least in the short run, the increase
in network speed will also cause a large variation in data-rate requirements. A small number of
high-speed sources can generate extremely bursty traffic loads.

High-speed applications of a network are likely to pose stringent requirements, including
a need for quality of service {QoS) guarantees on attributes such as end-to-end delay, throughput,
support of bursty traffic, and reliability. "Best-effort" delivery by networks is not adequate for
some applications, so provisions for negotiating service must be considered. Pesearch directed
towards basic control methods should be conducted. Some research may be tied to particular
new transmission formats, such as asynchronous transfer mode (ATM). Moreover, some
mechanisms for QoS provisioning in the ATM development serve as useful examples. However,
a better understanding of the network conwol problem is also needed for more heterogeneous
envircrments, with a mix of virtual circuit and datagram traffic, and with the concatenaticn of
multiple resource control systems, as envisioned for example in the Open Data Network!.
Research is needed in the whole spectrum of switching techniques, from datagram packet
switching to circuit switching, including a wide variety of virtual-circuit methods.

A closely related issue is the dynamic establishment and management of special purpose
virtual networks over an internet. Execution of applications over such virtual internets may
.consume substantial network resources, especially bandwidth. In addition, transport of the traffic
for these applicaiions may be given priority over "best effort” traffic. Specific considerations
include protocols for specification of resource requirements of virtual networks, algorithms that
access the admissibility of the virtual network under the network's current operating load,
algorithms that establish the virrual network connection, and algorithms that manage resources
allocated to the virtual network during its lifetime. At issue are the impact of the existence of the

virtual network on best-effort network traffic and the performance of the virtual network itself as
perceived by the applications.

Cost and complexity considerations may dictate the use of high-speed switches that
occasionally drop packets or block circuits in the face of high congestion. Traffic modeling,

dynamic traffic control, and network sizing techniques are needed to ensure satisfactory end-to-
end performance in the face of possible packet Joss.

Research on network control techniques should be driven in large measure by an
integrated system viewpoint. First, the control techniques should be designed and ultimately
assessed for use in a (possibly iarge) network, not just for use on a single link or connection.
Secondly, the control techniques should be suitable for existing or anticipated technology, to
work in conjunction with a complete set of protocols. Implementation requirements, including

IRealizing the Information Future, National Reszarch Council, 1994,
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communication and computational demands, should be assessed, whether the techniques are
distributed or centralized. Because of the difficulty in implemerting high speed networks, it is
unreasonable to implement every control technique that is evaluated. It is thus necessary to
improve the methodologies for applying such techniques. However, analyzing implementation
requirements, particularly computational demands, without constructing networks frequently
results in inaccurate results that overlook important aspects of the problems. Therefore, to the

extent possible, analytic work on high speed networks should be performed in conjunction with
physical experiments that verify whether or not the approach is reasonable.

Internetworking

An internetwork consists of a set of host computers whi « share a lingua franca, or
common language, for the exchange of information. This common language, which might be
called a bearer service, is mapped onto a set of lower layer transport networks via a set of
mappings from the bearer service onto a variety of specific networks. An internetwork is created
by concatenation of a set of transport networks, and translation devices, which then enable end to
end provision of the bearer service to hosts connected to the internetwork. The bearer service
rnust then in turn support a set of applications which communicate a wide variety of information
via the bearer service. A set of mappings from applications to the bearer service are required.

Research in internetworking can then be classified in terms of this model as addressing
one or more of the following issues:

Fundamental internetwork architectural questions deal with the model itself. These relate
to issues such as whether there should be one or more than one common bearer services,
at what protocol layers should the bearer services exist, how evolvable may a bearer

service be, how does one communicate between networks built around fundamentally
different bearer szrvices, etc.

There are research questions dealing with the nature of a specific bearer service. Within
the internet community today, the existing bearer service, IP, is being changed in the
context of the IP-next generation work. Concepts such as larger address spaces,
controllable QoS, and provider selection are being incorporated into the next generation
IP. Research is required to understand what set of characteristics a bearer service should

possess, and what the limitations of any given set of characteristics might be. Evolvable
and non-uniform bearer services are also issues.

The mapping of bearer services onto specific transport networks is an area of research.
This area includes not only mapping onto new and unusual local and wide area networks,
but also the mappings necessary within the end systems. Thus, host interfacing issues
such as performance and scalability, as well as issues surrounding the translation of the
bearer service onto specific transport networks, and the requirements the bearer service
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may put upon various transport networks are issues. These mappings must be robust

enough that all possible combinations of transport networks can still be concatenated into
a functional end-to-end bearer service.

Mapping of applications onto bearer services raises research issues about the applicability
of a given bearer service. Today's IP protocol provides an unreliable datagram service
which is not able to support real-time services such as voice when the network is
congested. This has motivated a body of work which attempts to extend the bearer
service to include a controllable quality of service. Once one has this property, the way
in which applications map onto the service must be extended to allow the application to
specify the service it desires. These type of mappings may be called application to
bearer service signalin, issues. Signaling research may be concerned with issues of
internetwork service management, including naming, addressing, accounting, billing,
authentication and access control, resource discovery and management, and

performance/QoS management, in addition to the recognized need for common
internetwork transport protocols/interfaces.

Current internetworks often lump together the transport of information (i.e. packet
forwarding engines) with the ~ontrol of this information (i.e. routing protocols which load
the address tables of the forwarding engines). It may be useful to consider a more
structured division between the low-level information transportation and its control.
Signalling then communicates information from the application to the bearer service
controllers, while a control interface is used to communicate information between bearer
service controllers and the information transport engines. Research into these topics may

enable more flexible and extensible implementations of internetworks with complex or
evolvable bearer services.

As internets evolve to support biliions of users, scalability of nearly all components of the
internetwork become an issue. Research on scaling of routing protocols is of particular
near-tenul interest.  Also, procedures once done manually or semi-automatically such as
fault isolation, cost accounting, and others require high levels of automation to lower the
operational costs. These, and many other issues of scale deserve increasing attention.

Optical Networks

Optical fiber has emerged as the medium of choice for point-to-point transmission
systems because the low-loss, low-dispersion properties of single-mode fiber allow transmission
of information at much higher rates and over much greater unrepeatered distances than does
copper wiring of any form. However, the fundamen.al architecture of the nationwide
telecommunications infrastructure has remained essentially that which evolved during the pre-
photonic era; point-to-point transmission systems interconnecting multiplexing / demultiplexing
equipment and digital switches, with fiber simply displacing earlier technologies as the physical
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transmission medium. The advances in transmission speeds not withstanding, the enormous
rransmission capacity of the fiber remains largely under-utilized.

Research in optical networks is aimed at answering the question of how best to take
advantage of the bandwidth and other properties of the optical fiber to enhance the capacity and
flexibility of nztworks. The optical physical layer may, in addition to bandwidth, provide a
degree of transparency and flexibility whicix might result in an optical ¢ nnectivity layer which is
independent of the fiber's physical interconnection patterns, transparent to the data being
transported, and rearrangeable to meet changing traffic and service requirements. The essential
research issue is to understand the ways in which such an optical connectivity layer can be used
to advantage and the limitations to its use. There are two principal modes of accessing this

bandwidth; wavelength division multiplexing (WDM) and very high-speed time division
muitiplexing (TDM).

The cornerstone and key technology that enables optical networks is the wide-band fiber
amplifier, which makes possible transmission spans between generation and detection far

exceeding systems having repeaters, and has a broadband gain over a spectrum of about 30 nm,

or 4 THz, centered around the low-loss region of the fiber transmission. This broad bandwidth,
together with the very low-no e amplification of the fiber amplifier, have brought about many
proposals for carrying multiwavelength optical signals end-to-end all-optically, with signals
being routed by passive components that redirect signals accorang to their wavelengths. For
TDM based nesworks, optical signals may similarly be directed by processing of routing headers
in the time domain. There are many research issues that need exploration before such systems

can become practical reaiities. A number of these research issues are outlined in the following
paragraphs.

a. Fundamentals

The are a numbs - of fundamental issues that demand the attention of the research
community. Among these issues are the following:

Research on the fundamental aspects of multiwavelength and time-domain all-optical
networks including studies of:

- limits to numbers of users

- limits to geographical size

- limits to network capacity

- numbers of wavelengths and switching elements required
- architectures which take maximum advantage of the

properties of, while overcoming the limitations of, the
physical layer.

Demonstrations of new network concepts at the local, metropolitan, and wide-area level
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Fundamental limits to physical layer scalability including the following studies:

- component crosstalk

- fiber nonlinear