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INTRODUCTION

i

_J

oncern about the well-being of children

and families is widespread today, and
interagency collaboration is attracting a lot
of attention as one strategy to enhance and
secure that well-being. Increasingly, institu-
tions serving children and families are
trying to work together to fill service gaps,
reduce duplication, make services more &c-
cessible and respond to needs of families,
rather than provide fragmented services to
individual members.

Inevitably, as they plan and implement col-
laborative efforts, organizations must ad-
dress the need to share information about
people. This is not an entirely new require-
ment — indeed, for a long time, organiza-
tions have communicated about selected
children and families in order to coordinate
action, and there are established procedures
for the release of information in these cir-
cumstances.

What is new in the current environment is a
growing expectation that organizations
routinely will work together to help children
and families. Put into practice, this expecta-
tion has several implications in the area of
information sharing: it means that an ex-
change of information is likely to be sought
in many more cases, that more organiza-
tions are likely to be involved in the ex-
change and that more detailed information
may be desired.

Questions that once rarely were asked are
now much more common. How can a school
know if a child or family about whom it is
concerned is already being served by an
agency? How can agencies assure that their
services are complementary rather than
duplicative? How can they reduce the need
for individuals to give the same information

again and again to multiple workers in mul-
tiple agencies?

Yet, despite the seeming value of exchang-
ing information, most of these institutions
operate under one or more confidentiality
mandates that place constraints on such an
exchange. These mandates come from dif-
ferent places, including federal statutes or
rules, state statutes or rules, interpretations
of the federal or state constitutions and
state common law. In addition, even when
there is no explicit statutory provision
governing the agency, there may be formal
or informal codes of professional ethics that
affect the willingness of professionals to
share information with others.

It is often hard just to identify all of the
mandates that govern participating agen-
cies. Even when the mandates are iden-
tified, it may be hard to figure out exactly
what they mean or how they might or might
not apply to the collaborative effort.

When faced with multiple and sometimes
unclear confidentiality mandates, some
potential collaborators may conclude that
the confidentiality requirements make it im-
possible to proceed with a joint initiative.
Others may argue that there must be a way
to "get around” the requirements, because
the confidentiality provisions couldn’t really
be intended to apply to schools and agencies
working with the best interest of the child
or family in mind.

This paper is grounded in a very different
philosophy than is represeuted by either of
these extremes — that confidentiality is
neither an impenetrable birrier nor some-
thing which can be casually disregarded.
Based on the experience of practitioners



aroundtheeountrywhomtacklmgthe
issue and on our own analysis,

successfully
we conclude that it is possible to develop

In some situations, confidentiality protec-
tion may necessitate doing something dif-
ferently than originally envisioned. But that
does not mean the collaboration cannot
move forward effectively. As we have talked
with people involved in successful inter-
agency endeavors, we repeatedly have found
that they are able to accomplish their policy
goals within the law through flexible and
creative responses.

Generally, confidentiality statutes are there
for a legitimate reason: so that an in-
dividual may receive specific services from a
specific institution without making his or
her individual or family circumstances a
matter of record to anyone other than that
institution. While interagency efforts create
new interests in informstion sharing, the
underlying concerns that led to enactment
of the statutes still must be respected and
addressed. The broad chailenge is to make
interagency efforts work consistent with con-
fidentiality protections.

In most instances, "informed consent” is the
unifying principle through which that chal-

RN TR T Y- mET W . owel oW g1 s o« e e

lenge can be met. A person must voluntarily
give his or her consent before information
about that person can be released to some-
one else, and consent must be basedon a
huunmmdingofwhatmfumaﬁonwﬂl

with whom it will be shared
andhothwnnbeused.Someofthemost
promising interagency approaches are ones
that affirmatively embrace the idea that in-
formed consent for the release of informa-
tion is part of empowering the individual as
an active participnnt in resolving personal
and family issues,

The application of this principle and some of
the specific approaches being 1.s: d by states
and localities are discussed mo: » fully in the
remainder of this paper. While they offer a
good starting point for readers to use in
framing their own guidelines, a caution is
also in order. Virtually every jurisdiction
and every statute is distinctive in some way,
and it would be impossible for a single paper
to provide a comprehensive legal analysis
applicable in all communities. Moreover,
each collaborative will have its own unique
features, based on the agencies involved, the
specific laws governing those agencies and
the goals of the collaborative. Readers of
this paper must consider the ideas
presented here in the context of the specific
statutes and regulations under which they
operate and the goals that they are trying to
achieve.



hy do schools and agencies need to

share information at all? It is useful to
step back and ask the question, because the
reason for sharing information will often af-
fect what information is relevant and Aow it
needs to be shared.

Sometimes, it is important to communicate
specific information about a particular child
or family. Information sharing may be
needed to:

o Ensure that people are getting the help
they need. A case manager seeking to as-
sure that his or her client is receiving all
services for which he or she is eligible
needs to know what services the client is
receiving, whether services from other
agencies have been denied or terminated
or what reasons may be preventing
receipt of services. An organization want-
ing to let affected persons know about its
services may need some way to identify
and contact them.

o Ensure continuity of services. Changes in
a child’s or family’s circumstances — a
youngster going fron: elementary to mid-
dle school, a family moving to a new home
— way mean that a new institution will
assww.” lead responsibility. Information
exchange can ease the transition to deal-
ing with new people, minimize the pos-
sibility of a gap in service and help assure
that progress which has been made is not
lost but is the foundation for future work
with the child or family.

» Avoid duplication and achieve efficiency.
For example, each agency may have its
own assessment procedures, but if assess-
ment information were shared, Agency B

would only need to focus on the gaps (if
any) in Agency A’s prior assessment. Or,
one agency’s eligibility information could
be used to establish eligibility for another
agency’s service.

» Move toward family-focused services.
Problems that a parent or sibling is
having may be directly relevant to issues
in the life of a child. Yet, one agency may
be serving the parent, while the agency
serving the child is wholly unaware of the
problem,

» Enforce mandates. For example, if an
agency requires its clients to seek a ser-
vice or perform an activity, the agency
may need information as to whether the
client has done what he or she was
directed to do.

In other instances, the primary interest is in
the use of aggregate data, or data reported
in such a way that particular individuals’
identities will not be known. Information
sharing at this level may be needed to:

o Assess community needs. For example, in-
formation about the changing needs of in-
fants and toddlers may be directly
relevant to future demand for ecducation
services in the elementary schools.

o Identii, overlapping populations and
restructure service delivery arrangements
to create an integrated system of supports.
Understanding areas of shared respon-
sibility can be an important motivation
and foundation for collaborative action.
Over time, information sharing can
strengthen these initial relationships and
foster the evolution of a well-integrated
sysiem.

1¢ 3



» Determine the short- or long-term effective- o Enhance cross-system accountability. It

ness of a program. For example, if a wel- may be important to understand whether,
fare department is emphasizing high over time, referrals lead to services or ser-
school completion, it may need informa- vices lead to hoped-for outcomes.
tion about school attendance. Or, an agen-
cy offering a service may need follow-up As the following sections discuss, the issues
data about the experiences of children and approaches sometimes vary, depending
with other community agencies in later on whether the need is for individual or ag-
years in order to gauge the effectiveness gregate information sharing.
of its program,
11
4
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onfidentiality rules are a way to protect without the individual’s concurrence. Con-

people from unwarranted invasions of fidentiality rules also protect organizations
their privacy and from use of information and their staff from being forced to disclose
for a purpose for which it was never in- confidences or to act as agents of law
tended. The rules also protect people from enforcement.
the repercussions that could result because
of negative public attitudes; that is the Confidentiality restrictions are not limited
reason, for example, that rules are par- to government. A number of professionals —
ticularly stringent with respect to child doctors, mental health workers, social
abuse and neglect, mental health history, workers — may have legal obligations or
human immunodeficiency virus (HIV) strong ethical standards that prohibit
status and substance abuse. The basic release of information about a patient, client
premise is that information about an in- or student without consent. Again, thereis a
dividual is given, collected or recorded for a recognition that people often seek help in a
specific reason and that, unless there is an state of vulnerability, that the willingness
overriding justification, the information to describe a situation candidly is essential
should not be used for other purposes to the relationship, and that an individual’s

How a Mental Health Worker Views Confidentiality . . .

The confidentiality of psychiatric treatment records is steeped not only in the long tradition of
of medical records generally, but also in the unique concern that information
about this kind of treatment is intimate and worthy of special protection.

While state statutory and common laws vary extensively, they generally protect the confiden-
tiality of records of psychiatric treatment against disclosure to third parties, including other
government agencies, without the patient’s ccasent. The laws also contain exceptions to the right
of confidentiality — for example, for disclosure in court proceedings in certain circumstances, for
reporting child abuse and for preventing violent acts to third persons.

Furthermore, waiver of the right to confidentiality is commonly required to qualify for public
benefits. For example, a person will not be awarded disability benefits without making otherwise
confidential medical records available to the agency.

In recent years, states and localities have grappled with the confidentiality problem where a long-
term psychiatric patient living in a community program is rehospitalized for a brief period. The
hospital or program, as the case may be, wishes to have immediate access to the patient’s

records. Some states have enacted laws to permit the exchange of psychiatric records among
public mental health agencies, although the practice remains controversial.

In most circumstances, consent remains the best method to deal with confidentiality of records of
psychiatric treatment.

12




willingness to speak freel> could be fun-
damentally impaired if he or she did not
have an assurance of confidentiality.

Nonetheless, a confidentiality provision is
not a blanket prohibition against service
providers and school staff talking together
to coordinate services. It is simply a protec-
tion against sharing information about a
person over that person’s ohjection or shar-
ing information that does not serve a
specific purpose that is in a child’s or
family’s interest.

While virtually all organizations serving
children and families operate with some
form of confidentiality requirements, these
requirements are rarely identical. One
should not assume, therefore, that because
something is permissible for Agency A, it is
also permissible for Agency B, or that be-
cause something was permissible in State A,
it will be permissible in State B.

Despite these variations, there are impor-
tant similarities among provisions. Many
confidentiality provisions, for example, v. 1l
address the following questions:

o What kind of information is covered by
the statute? For example, 8 =taiuiec wnay
permit release of names but prohibit
release of information about services
provided.

» What form of information is covered? For
example, the statute may prohibit release
of documentary material but not prohibit
oral conversations about servicesto a
client.

o What exceptions are present? For ex-
ample, the statute may identify other en-
tities to whom information can be
released or identify specific instances,
e.g., danger to health and safety, in which
information can be released.

» What conditions apply to disclosure? For
example, a statute may specifically pro-
vide that information may be released
only to other agencies with similar stand-
ards of confidentiality.

o What is the effect of a release form? Many
confidentiality provisions provids that an
individual can permit information to be
shared by signing a release. Can all
provisions of the statute be addressed
through this release? Does the statute ud-
dress who must sign the release, what the
release must say or how long the release
may be in effect?

o Who holds the right to consent to release?
For example, a statute may specify that
in the case of a child under 18, the right
to consent is held by the parent.

o What is the penalty for violation of the
statute? Is there criminal or civil
liability? Does the agency risk loss of
federal or other funds? Is liability limited
to the agency or to the individual who
engaged in the unauthorized release?

Keeping this framework in mind can help in
understanding limits and exploring alterna-
tive approaches. It may be that Agency A
cannot provide X and Y, but it can provide
Z. Or, it may be that Agency B must adopt
standards of confidentiality comparable to
those of Agency A or both agencies must use
release forms. Or, it may be that a revision
of a release form would make a difference.
In a few instances, it may be that the prob-
lem cannot be addressed within existing
law, making it necessary to rethink what
the agency wants to do or explore the pos-
sibility of changing the law. In any case, the
focus should not be: "Can we do it, yes or
50?" The focus should be: "How can we find
ways to meet legitimate service goals within
what is possible under the law?”

13



ecause staff in most people-serving sys-

tems are quite cautious about matters
of confidentiality, and because the subject is
a complex one, the process for reaching
agreement on how to share information is
often as important as the resulting agree-
ment itself.

Putting Confidentiality In Context:
When to Address the issue

Perhaps the clearest advice we heard from
successful collaborators is that working on
confidentiality and information sharing
should not be among the first tasks of a
developing collaborative effort. Because the
subject is complex anc a mutually agreed-
upon approach for information sharing is
likely to entail compromises, it is important
to have working relationships and commit-
ment to joint efforts already firmly in place.
The stronger the personal relationships
among participants, the more easily con-
fidentiality issues can be addressed. Hold-
ing off a bit on the time when the issue is
tackled allows a base of trust, mutual under-
standing and experience wurking together
to be built. :

This timing was key in Fulton County, Ken-
tucky, for example. Discussion of confiden-
tiality was delayed until planning for
implementation of the Kentucky Integrated
Delivery System was well under way. There
already had been an initia! meeting to ex-
plain the program, a survey of community
services and gaps and subsequent meetings
to expand knowledge of available resources
and options to fill gaps. By the time con-
fidentiality was discussed, thiere was a com-
mon basis of understanding and a shared
commitment that enabled the schools and

participating agencies to construct an infor-
mation-sharing approach that is working
smoothly and effectively. Similarly, in San
Diego’s New Beginnings initiative, confiden-
tiality and information exchange were ad-
dressed nct as questions of whether or not
collaboration could take place, but as im-
plementation issues once the commitment to
collaborate was in place and action planning
had begun.

Nonetheless, while it is desirable to post-
pone an in-depth consideration of the con-
fidentiality issue, participants should be
reassured early in the process that the issue
will be fully addressed in the future. Know-
ing that the matter is being taken seriously
end will not be ignored will help them tem-
ily set aside concerns and focus on the
other aspects of planning for joint action.

Who to invoive in the Process

Once the groundwork is laid and it is clear
that a y rocess for interagency information
sharing needs to be developed, choices must
be made about who should be involved in
the process. In making these choices, a
balance must be struck between involving
all those wh * zue potential stakeholders or
who could make a significant contribution
and keeping the group from becoming un-
wieldy.

Besides staff specifically charged to develop
policy and procedures for the exchange of in-
formation, others whose participation might
be helpful include:

o High-level officials: An administrator in

one state noted that he involvement by
cabinet officials in conveying that they

14 7



wanted the process to work made a major
difference in obtainii ;s agency coopera-
tion. Similarly, a local administrator said
that representatives from one participat-
ing agency only became committed to the
process after receiving clear direction
from the agency head.

¢ Line managers/staff: Those who work
directly with children and families can
help identify questions and concerns that
might arise and assess the feasibility and
practicality of approaches under con-
sideration.

o Parents/clients /advocates: Delaware's In-
tegrated Service Information System
(ISIS) will track and monitor children
through age 8 who are at risk of develop-
mental delay or disability. Parents of af-
fected children were actively involved in
the process of considering what informa-
tion should be in the system, how the
release form should read and how it
should be presented.

» Legislative staff: Are there staff persons
involved with relevant legislative commit-
tees who would be interested in participat-
ing in a working group? Their involve-
ment may offer insights into legislative in-
tent and sensitize them to issues that
may eventually need legislative resolu-
tion.

o Judges: In some circumstances, the invol-
vement of the judiciary may be ap-
propriate. Generally, it would not be
appropriate for judges to be involved in
fashioning arrangements where the
courts could ultimately be fo~ced to rule
on the legality of the arrangements. But
if, for example, one aspect of an inter-
agency collaborative involves the issue of
access to juvenile court records, the in-
volvement of judges could be essential.

* Management information system person-
nel: A major cluater of issues often re-

volves around different options for what
an automated system can do and what
kinds of security protections can and
should be huilt into a system. Individuals
responsible for setting automated systems -
policy and for the broad design of systems
can help think through the use of com-
puters in an overall information-sharing
approach.

o Attorneys: Since there are legal boun-
daries and stipulations affecting informa-
tion sharing among organizations, legal
advice is important in framing an accept-
able approach. (See next page — Identify-
ing and Addressing Legal Issues)

o Other community perspectives: When
Delaware was designing its ISIS system
for tracking children age 0 to 8, an ad-
visory committee included a pediatrician,
early childhood development specialist
and early intervention nurse, each of
whom added distinct perspectives.

the Reasons to Share
Information

In an earlier section of this paper, we dis-
cussed some of the reasons why information
sharing may be sought. Agreeing on the
specific reasons that guide a particular col-
laborative effort is an important foundation
for subsequent deliberations. Sometimes,
discussions about confidentiality begin im-
mediately with the content of or form in
which information is being sought. If that
particular content or form is unacceptable,
the discussions may founder. But if all have
agreed on the basic objective, it is more like-
ly that participants, faced with an unaccep-
table approach, will move on to find an
alternative that is more workable and ac-
complishes the same goal.

A serious discussion about and basic agree-
ment on the reasons for information sharing
also offer a valuable protection. Processes
sometimes take on a momentum of their
own, a8 people become committed to "com-

15



plete information sharing” or intrigued by
the theoretical capabilities of a system. Ar-
ticulating specifically why sharing is needed
can help keep the conversation focused and
limited, setting a responsible framework in
which to identify specific information ele-
ments to be shared and who needs to have

access to accomplish the purpose.

For example, case managers may need to
know who else is working with a child or
family so that services can be coordinated.
But they may not need to know every detail
of the other agency’s intervention.
Moreover, a caseworker may feel much more
comfortable ing in a focused conversa-
tion than in making all his or her records
about a case available to unknown persons
at unspecified agencies. Accordingly, a sys-
tem that makes available names of other
agencies and workers who provide services
to the family may be both sufficient and
most acceptable, after which workers could
use professional judgment in providing
other information.

Identifying and Addressing Legal
Issues

After there is general agreement on what in-
formation people wish to share and why, a
careful review of applicable and potentially
applicable statutes, regulations, constitu-
tional provisions and court decisions is
needed. We emphasize this need to go
beyond review simply of the statutory con-
fidentiality provisions and associated rules.
The courts sometimes interpret the lan-
guage of a statute or regulation in ways that
might be surprising given the language of
the provision. For example, federal regula-
tions for the Aid to Families with Depend-
ent Children program seem to say that state
law can permit the publication of lists or
names of applicants and recipients. But a
federal court has held that a state that
made such a listing avmlable violated
the Social Security Act.! Knowing how the
courts have interpreted the language of the
law — or similar language — is necessary to

be sure that the collaborative effort is not
going in a direction that the courts have al-
ready precluded.

Court rulings also may create additional
"law" governing confidentiality. For ex-
ample, even though there is no specific
statute, the courts may have ruled that an
individual can bri.g = damage action for un-
authorized relesse of information. A profes-
sional who releases information without
permission might risk a malpractice action
under such rulings. For these reasons, it is
essential to look at court decisions as well as
statutes and regulations when deciding

. what is and is not permissible.

The review of statutes and related
provisions and actions should include Jue or
more attorneys. Typically, each agewcy has
its own attorney or legal staff providing ad-
vice about its particular statutory scheme.
While such attorneys may offer substantial
expertise, it may also be useful to designate
a "lead attorney” or have an attorney whose
client is the collaborative and whose job it is
to synthesize input from the various sources
and look at issues from the perspective of
the collaborative as a whole. This is a way to
avoid a scenario in which the broader group
of collaborators, most of whom will not be at-
torneys, is left to sort out multiple, and pos-
sibly conflicting, legal interpretations.

Whether there is a single attorney or multi-
ple attorneys involved in the process, some-
times those who are not attorneys may feel
frustrated by legal advice that seems overly
cautious or constraining. At this point, it is
useful to remember that confidentiality is a
very delicate area in which caution is well
taken. The following may also help attor-
neys and other participants in the collabora-
tive work together effectively to find an
acceptable approach:

+ Be able to frame specific questions based
on whe* you want to do. Some of the most
frustra..ng experiences for both ad-
ministrator and attorney occur when the
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attorney is asked to summarize "the law
about confidentiality” for an agency. That
is a sweeping request that may include a
lot of material that is completely ir-
relevant to what you want to do. The real
question may not be, "What's the law
about confidentiality and the schools?”
Rather, you want t0 know, "When can a
teacher talk with a case manager about
Johnny’s behavior in the classroom?” If
you can initially identify what informa-
tion needs to be shared, with whom it
needs to be shared and why it needs to be
shared, there is a much better chance
that the attorney’s findings will be
relevant to your needs.

Recognize that the attorney’s job i3 ul-
timately to protect the client, and this
sometimes leads to cautious advice.
Often, the law doesn't address the specific
situation you have in mind. For example,
the law may prohibit release of records
without consent but be silent about
whether a caseworker can have a conver-
sation based on the contents of the
records without consent. When the law is
not explicit, what should you do? In this
situation, the attorney may conclude that
you could risk getting sued if you proceed
without use of release forms but do not
have the same risk if you rely on release
forms. Unless the law is exceptionally
clear, the attomey is likely to recommend
a cautious course, because that is the
course that is least likely to lead to legal
problems.

¢ Professional ethics: In some instances,

sional standards” preclude releasing infor-
mation. Even though there may be no
express statutory prohibition, the profes-
sional may have both ethical and legal
concerns. In addition to risking damage to
the relationship with the client or stu-
dent, could he or she risk being sued for
improper disclosure of information? A vi-

these concerns. For example, there may
be a particular concern that consent to
release of information be "informed.” Al-
lowing representatives of the professional
group to participate actively in designing
the protocols for obtaining release could
provide needed assurance that there is in-
formed consent. Similarly, the question of
how much information is routinely acces-
sible may be critical. There will likely be
greater willingness to accept an approach
in which the only routinely accessible in-
formation is whether the individual or
family is being served in a system, with
release of additional information being
subject to exercise of professional judg-
ment.

o Long-standing preciice: Organizations

may have established ways of operating
that are accepted simply because "things
have always been done that way.” Staff
may assume that these policies, proce-
dures or practices derive their authority
from laws or regulations, even though
many do not. Clarifying what is and is not

identifying and Addressing
Non-Legal Issues

Participants in a collaborative endeavor

may have concerns about information shar-
ing that go beyond what is and is not permis-
sible under confidentiality statutes and
rules. Sometimes, these non-legal issues can

pose seeming barriers as significant as legal
constraints.

actually required will be an important
first step to changing these practices. But
it may be equally important to provide an
alternativ. approach that satisfies the
purposes met by the previous practice
and to allow sufficient time for staff to be-
come comfortable with the new approach.

o Lark of understanding: Staff may be resis-
tuant if they do not understand why infor-
mation is being requested. We heard of
several instances in which it was difficult
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Confidentiality and Health Care ...

Hi .orically, confidentiality has been very within the health care system both
as a matter of law and as a matter of ethics. The Hippocratic oath ths health
Mh@WMW&Lh&MMWA&

abroad,” leaving open the question of what cught to be spread. In an earlier tims,
cally, thrs disclosure whenever the physician believed it would benefit the

permitting
deim(emﬁmechm&dmtmlmmmwmm
(AMA), for instance, until 1981 specifically authorized disclosures when it was deemed
in the interests of the patient.

OmthmstMms,MmmmmﬁmhmsWNw.&em
sional associations — at least in their official policies — have dropped the paternalistic
criterion for disclosure. It is widely acknowledged in both ethical and legal frameworks
that only two eonditions justify disclosing information: when the patient gives express
consent or when there are overriding social considerations.

in which the law requires or authorizes disclosure. The AMA identifies as an example
the case in which a patient threatens o inflict serious bodily harm to another person
and there is a reasonable probability that the patient may carry out the threat. That
seems to be in accord with current American law. Othér examples of disclosure that may
be in accord with the law include use of information for statistical research, for insur-

ance and accounting purposes, or when ordered by a court.

to get staff to share information — even
when the release was clearly authorized
— apparently because they did not under-
stand or had questions about why the in-
formation was being sought or what it
would be used for. Without that under-
standing, they tended to view the
proposed information sharing as simply
another burden on their time or a poten-
tial intrusion into their relationship with
their students or clients. Good training
and written materials that explain in ad-
vance the information-sharing approach
and its advantages for children and
families are an effective way to mitigate
much of this resistance. Similarly, feed-
back about how information exchange
helped a specific child or family can in-
crease future readiness to be forthcoming
with information. Over time, it also is like-
ly that greater interaction among institu-
tions will deepen the general

understanding and acceptance the staffs
of those institutions have of one another’s
mission and operations.

Objections to the proposed use: Resistance
also may come because of concerns about
how the information will be used. There
may be a fear that information on a client
will be used for punitive purposes. lowa is
exploring the possibility of stipulating
that shared information cannot be used
for punitive purposes. One model for this
type of approach might be drawn from
federal provisions concerning confiden-
tiality of alcohol and drug abuse records.
The law expressly provides that, except as
authorized by court order for good cause,
no record can be used to initiate or sub-
stantiate a criminal charge against or con-
duct an investigation of a patient.

o 1 8 11
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e Need for trust: A common theme un-
covered in our conversations was that ner-
sonal relationships are as important, if
not more important, than any procedures.
Even when an individual dearly has con-
sented to the sharing of information,
some staff simply will not be comfortable
releasing information to a person or agen-
cy whom they do not know and trust.
Developing trust cannot be the entire
answer because information sharing must
be based on what is legally permissible
and must be conducted in a responsible,
structured manner. But, fostering good
working relationships among the staffs of
collaborating organizations is essential to
assure that they are willing to use the pro-
cedures that are developed.

Iinteragency Agreements and
Memoranda of Understanding

Most sites we contacted have signed an in-
teragency agreement or memorandum of un-
derstanding that documents at least the
broad parameters of the agreed-upon ap-
proach to sharing of information. In part
reflecting the expectation that joint action
and related information exchange will be-
come a routine part of assisting children and

families, these documents formalize or-
ganization-to-organization connections, com-
plementing specific staff directives that may
be issued by each organization or by the
group of organizations collectively.

Sometimes, the agresment focuses only on
information sharing. Iowa, for example, has
a formal agreement between the Depart-
ment of Human Services and the Depart-
ment of Education regarding an exchange of
information to facilitate outreach by adult
education programs to welfare recipients
who lack a high school diploma. Often,
though, the approach to information sharing
is only one component of a broader agree-
ment regarding collaboration among the par-
ticipating entities. San Diego, for example,
is developing a memorandum of agreement
that will define the purpose and respon-
sibilities of the "extended team” of agency-
based staff that will support the school-
based service center; plans with respect to
confidentiality will be presented as part of
that agreement. Even in this case, though,
more specific agreements may be formu-
lated about particular aspects of informa-
tion sharing, e.g., automated systems
matches.
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Aruitoxt provided by Eic:

s a general rule, exchanging individual-
identifiable information requires con-

- sent from the affected individual or a

designated alternate, such as a parent con-
senting for a child. Consent must be given
voluntarily and must be "informed” — that
is, the individual must understand fully
what information will be exchanged, with
whon;itwiﬂbeshamdandhowitwiﬂbe
used.” Consent must be documented in writ-
ing, usually on a signed release form.

While all the organizations in a collabora-
tive effort may be bound by these common
principles, each is likely to be responding to
a different governing statute and to have a
different set of rules about consent. Some-
times, a law may specify what must happen
in the release process, e.g., who must sign,
what the document must say and what is
the scope of permissible release. But often,
the law simply says that certain information
may not be released without consent, and a
schoo! or agency will have developed its own
procedures to implement that concept ac-
cording to its own interpretation. There may
be no consistency among different organiza-
tions’ policies and forms, and forms that are
entirely adequate for one organization’s in-
ternal purposes may be unacceptable to
another.

Thus, developing an information-sharing ap-
proach grounded in "informed consent” that
can be systematically and efficiently used by
all collaborating organizations will mean
harmonizing multiple requirements, as well
as assuring essential protections for
children and families.

20

Should There Be a Common Relsase
Form?

There are a variety of ways in which con-
sent to release of information could be ob-
tained. Every agency could develop or use
its own release form. Or, agencies might
work together to develop a comumon release
form. Or, these approaches might be com-
bined, with some agencies agreeing to use a
common form, while others wish to continue
using a form specific to their needs.

Although each of these approaches is being
used successfully, in general, using a single
form rather than multiple forms would seem
easiest. From the perspective of the par-
ticipating organizations, having a single
form would remove any question at the staff
level about whether a form used by one
agency to obtain release is acceptable to the
agency from which information is being
sought. A single form is also less compli-
cated and burdensome than multiple forms
for the individual or family seeking services.

A number of collaboratives have had success
in developing a common release form. For
example, the Contra Costa Interagency
Family Preservation Program in California
developed a single short relesse form that
permits sharing of information among mem-
bers of the Interagency Referral Committee
for the purpose of service planning (see Ap-
pendix 1). The Linn County Youth Services
Teams in Oregon also use a common parent
authorization form. Like the Contra Costa
form, Linn County’s lists the agencies in-
volved in the tsam. The form also explains
that "[rleprescntatives of these agencies will

13
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meet and share information regarding your
child at scheduled planning and review
meetings” and describes the information to

be disclosed and exchanged (see Appendix 1).

How viable is use of a common release form?
While different laws may have different re-
quirements, experience thus far indicates
that it is quite possible to find language and
agree on content that will be acceptable to
all. For example, one set of regulations may
expressly require a release form to provide a
termination point, and another set of regula-
tions may be silent on the point. When that
happens, both requirements can be satisfied
by assuring that whatever is required by
any of the organizations be i ted. In
theory, this could lead to a long and un-
wieldy form, but in practice the number of
relatively few, and the common forms that
have been developed are of an easily
manageable length.

The Content of Release Forms

As cautioned in the introduction to this
paper, each set of collaborating organiza-
tions must develop policies, procedures and
forms that fit the particular mandates
under which its members operate and the
purposes for which it is seeking to exchange
information. It is impossible, therefore, to
prescribe an "ideal” release form. Nonethe-
less, we enclose in Appendix 1 samples ol
forms now in use by collaborative efforts
and outline some reneral guidelines below
to help readers begin to consider what their
own forms should contain.

From a broad perspective, a basic principle
for developing release forms is to avoid
"blanket releases” that are completely open-
ended on matters like the time period
covered, the information to be exchanged
and the reasons for the exchange. Blanket
releases are the most likely to prove trou-
bling to the n from whom consent is
being sought and may be legally vulnerable.

It is also important that the language in
release forms be simple and straightfor-
ward. A first impulse may be to track
statutory language, but the statutory lan-
guage may be incomprehensible to both
staff and the person presented with the
form. There is a need for balance between
conveying what has to be conveyed and
using language that people can undurstand.
Field testing a form can give valuable feed-
back about what people do and don’t under-
stand.

For those whose primary language is not
English, it is desirable to have forms
printed in the language with which they are
most comfortable, so that they truly can un-
derstand the nature of the release.

Among the more specific elements a release
form might contain are:

o Agencies or organizations permitted to
release and receive information. Before
today’s multi-agency collaborative efforts
became popular, consent often was given
simply for one organization to provide in-
formation to a single other organization.
Now, the picture is more complex, and ex-
change may involve multiple organiza-
tions that will be either or both providers
and recipients of information.

A release form needs to specify who these
organizations are. In some sites, the list
includes all agencies who are members of
an interagency team, whether or not
those agoncies are providing service to
that specific individual or family. For
others, the listing of agencies may be
those from whom the person or family is
currently gotting or seeking services; if
so, there needs to be a way to add on addi-
tional agencies over time.

Some collaborative efforts, eager to in-

volve all agencies serving a child or fami-
ly but concerned that the family may not
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be able to readily identify all providers,
are exploring a two-tiered approach to
releases. An initial release allows agen-
cies to report whether or not they are
providing services; subsequzat releases
then are scught to allow agencies that are
found to be working with the child or
family to release more detailed informa-
tion.

If a single release form is used for multi-

ple agencies, the person needs some way
to indicate if there are limits to his or her

form contains a listing of the agencies par-
ticipating on the team. A parent or child
signing the release form is given an oppor-
tunity to scratch out the names of any par-
ticipating agency with which they do not
want sharing of information to occur.

It may also be useful for the form to state
clearly that information will not be
shared with organizations other than
those authorized through the specific
release being signed, unless additional
consent is sought. This could be especially
important, for example, to undocumented
individuals who may be concerned about
communication with the U.S. igra-
tion and Naturalization Service.

Who is covered by the release. When the
release concerns a particular individual,
this is straightforward. But if a parent is
signing for family members, the form
should specifically identify to whom the
release applies — not everyone has the
same understanding of who is in the

ﬂfamily.l

« Kind of information to be released. Some
forms cover any or all of the materials in
the possession of the agencies being
authorized to release information. Others
set limits of varying degree: limits may be

quite broad — for example, exchanged in-
formation may be limited to that which is
“pertinent” to the concerns being ad-
dressed by the interagency team — or the
kind of information to be shared may be
described very specifically. Thereisa
trade-off here. When the description of in-
formation to be shared is more general
and comprehensive, it is more likely to in-
corporate all situations that may arise.
On the other hand, it is also more likely
to raise concerns on the part of both af-
participants about the potertial for

misuse.

o How information will be used and for

what purpose. A number of the interagen-
cy efforts are attempting to be as specific
as possible about the purpose for which in-
formation wil) be used and under what cir-
cumstances. Forms may specify whether
written materials will be exchanged or
whether the exchange will be ral only.
This is also an opportunity to obtain con-
sent for using client-specific information
to generate aggregate data — for ex-
ample, if there is an interest in evaluat-
ing the impact or effectiveness of
particular services. Sometimes, the state-
ment of purpose is combined with an ex-
planation of the benefits of information
sharing (discussed below). A useful check
that the information-sharing process is
not becoming too broad-reaching is to as-
sure that the kind of information re-
quested suits the purpose for which it is
intended.

Termination date. Many statutes or
regulations are silent about termination
dates. Others specify that consent must
be for a limited period. Federal regula-
tions governing releases for alcohol and
drug abuse patients, for example, require
the form to specify a termination point
and provide that the selected point must
ensure that the consent will last no longer
than reasonably necessary to serve the
purpose for which it is given.s
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In some instances, there may be a
"natural” termination date, ¢.g., while
Ms. Sm"+h is in the program, while
Johnny is in the XYZ School, until the
next reassessment or redstermination of
eligibility. In Fulton County, Kentucky,
the school-based service program makes
its release forms valid only for the school
year. The Linn County Youth Services
Teams in Oregon take the same ap-

proach.

The termination point might not neces-
sarily be a specific date. The Consent to
Exchange developed by the San Bernar-
dino County Children’s Network provides
space to specify the termination point,
which could be a specific date or a specific
event or condition.

Alcohol and drug abuse regulations also
require a statement that the consent is
subject to revocation at any time, except
to the extent that the progmm or person
who is to make chscloskn'e

acted in reliance on it. thlemanylaws
do not contain the same express require-
ment, a clear and explicit statement that
consent may be revoked at any time may
help the individual better understand his
or her rights and the implications of sign-
ing the release.

If a termination date is specified on the
release form, there needs to be a process
for ensuring that the release is either
renewed or ceases to be effective after
that date, and that each affected agency
is aware of the status.

Benefits of information sharing. Someone
may be more willing to sign a consent
form if the form clearly explains how he
or she will be helped by doing so. Al-
though much of this explanation is
probably best done in conversation, as
described in the next section of this
paper, it may be useful to have at least a
summary statement on the form itself.
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o Consequences of not authorizing release.
Consider whether the form should also in-
clude an accurate, nonthrestening state-
ment about what will happen if the
individual does not sign, i.e., "If you do
not consent, you will still be eligible for
program services. However, your X
worker and Y worker will not be able to
talk to each other about how they can
work together to help you.”

Presenting the Release Form and
Obtaining Consent

Interagency collaborative efforts must agree
not only on the content of release forms, but
also on who is responsible for presenting the
form and obtaining consent.

If it has been determined that each agency
will use its own form, then usually each
agency will secure consent individually. The
decision to use a common form opens other
options, however. In the latter situation, it
becomes feasible, if the form is appropriate-
ly constructed and participating organiza-
tions agree, for the consenting individual to
sign only one form. Among the sites we con-
tacted, those using a common form usually
take this latter approach. Whichever or-
ganization first determines that collabora-
tion is indicated with respect to a particular
child or family is responsible for securing a
release so that the collaboration can
proceed. If there is an integrated intake
process — in which an individual or family
goes through one application process that
provides access to a range of services from
various institutions — then consent on
either a single form or on multiple forms
can usually be obtained as part of that
process.

Even if it is agreed that the consenting in-
dividual need sign only one form, each agen-
cy will likely need or want hard-copy
documentation that consent has been
granted, so there needs to be a process for
circulating copies of the release.

23



In addition to the issue of who is responsible
for presenting the release form and obtain-
ing consent, the collaboraiors with whom we
spoke repeatedly cited the importance of
how the request is presented to the in-
dividual whose consent is being sought.
Timing is one element — it helps to wait
until a relationship of trust has been estab-
lished before seeking consent to release —
as is a clear, simple and straightforward ex-
planation of what is being asked and why
and an opportunity for the person to ask
questions.

Virtually everyone told us that, when those
asked for consent understand the desire of
schools and agencies to help them and how
information will be handled, the consent is
readily given. The Cortra Costa Interagency
Family Preservation Program, for example,
recalls that in serving 150 families, there
have been only two instances in which con-
sent was refused. Similarly, the Linn Coun-
ty, Oregon Youth Services Teams have
obtained consent in more than 90% of their
cases. In fact, many effective collaborators
find that assuring that a person under-
stands why consent is being sought and
what the result will be has value beyond
simply obtaining the release. The individual
or family to be helped becomes an active and
contributing part of the planning process.

To ensure that people do understand what
they are being asked to sign, the staff per-
son presenting the form must himself or her-
self understand what the form says and
means, understand the benefits of consent
and any consequences of declining to sign
and be able to present this information clear-
ly. For its Integrated Service Information
System, Delaware is developing a checklist
to guide stafT in strengthening client under-
standing (see Appendix 2 for current ver-
sion). As envisioned, the staff person will
systematically explain the nature and pur-
pose of the system, how it will benefit
children and their families, the kind of infor-
mation in the system, who will be allowed to
view it and the parent’s right to know who

is looking at a child’s records. After this in-
formation has been presented, the parent

would be asked to explain his or her under-
standing of the system and how the family
might benefit before signing a consent.

Who Can Grant Consent?

An adult usually must grant consent for
release of information about himself or her-
self, unless there is a court determination
that a release can be made without consent
or on the basis of consent by someone else.

Generally speaking, parents can or must
authorize release of information about
children. Some collaborative efforts such as
the New Futures program in Savannah,
Georgia, have experienced problems when
parents are absent or unavailable, and it is
not clear who is authorized to consent to
release. Who has authority to sign a release
will likely deperd on state law. However, if
there is uncertainty about whether the cus-
todian has authority to sign, there may be
the same uncertainty about whether the cus-
todian could consent to medical care. Accord-
ingly, resolving the child’s status may be
important for more reasons than just ensur-
ing that there is consent to information shar-
ing.

Although in many instances the law may ex-
pressly provide that parental consent is suf-
ficient to release information about a child
under 18, a number of sites have found it
valuable to obtain the consent of the child as
well. This step can help the child feel a
stronger sense of involvement and owner-
ship over the services being provided, lessen
parent-child conflict and help alleviate any
fears of the child that parents and the in-
stitutions are allied against him or her.

The idea of obtaining a child’s consent is sug-
gested in federal rules affecting special
education. These rules provide that a state
education agency must have policies and
procedures regar ling the extent to which
children are afforded rights of privacy

24 17



similar to those afforded to parents, taking
into consideration the age }hoeb:ldand
type or severity of disability.” The Youth
Services Teams in Linn County, Oregon,
offer an ezample of similar rules being ap-
plied more broadly to many childrea served
by the collcborative endeavor. The teams
seek the written consent of any child age 12
and over, in addition to the consent of the
appropriate adult. If the child does not sign
the consent, policies provide that the
Juvexile Department will not participate in
any iaformation sharing. To date, no child
has declined to consent.

Handiing Situations Where Consent
is Hard or impossibie to Obtain

In what appears to be a small number of
cases, a person simply does not want to sign
a consent. Why? Parents may fear that the
process will be used to take their children
away from them. An adolescent receiving
counseling because of maltreatment at
home may not want that known at school,
which is the one place where he or she has a
strong positive image as a leader and
achiever. In other instances, an individual
has had a bad experience with one or more
agencies in the past and does not want infor-
mation to be shared with persons he or she
does not trust. Occasionally, there cay be
fear that the parent or child is vulnerable
because of illegal activity.

If consent is withheld, it may be useful to
try to determine ~— without exerting pres-
sure or requiring that a reason be given —
why a person is refusing. There may be a
legitimate concern that ought to be con-
sidered by the invelved agencies in future
planning.

Even when there is nn consent, there may
be statutory provision for the sharing of
some information — for example, if there is
reason to believe an individual may be
dangerous to himself or herself or to others.
Confidentiality provisions often have a
"health or safety” provision, i.e., a section al-

lowing an exception to required consent
whmnmarysopmtecthealthorsafety
in an emergency.” Since the collaborating or-
gamzahmcannotwmtfonhairameys
to research "emergency” exceptions while an
emergency is occurring, it may be helpful o
pull togetber each agency’s emergency ex-
coptions and any interpretations of those ex-
ceptions as part of developing the overall

In cases where a person refuses to consent
and "health and safety” exceptions do not
apply, there needs to be a way of accom-
modating his or her choice because someone
cannot be compelled to waive a right that he
or she has under federal or state law.
Moreover, for publicly funded services, it is
unlikely that the state can permissibly deny
an otherwise available service because the
individual chooses to exercise his or her con-
fidentiality rights.

What can be done when an individual
refuses to consent? An approach used by
the Linn County, Oregen Youth Services
Teams is to hold "generic staffinzs.” In these
inter—zency team meetings, a caseworke:’
presents the case of the non-consenting in-
dividual for group consideration and advice,
but names and all identifying information
are withheld, so that the individual’s con-
fidentiality rights are not compromised.

Can Certain Structural or Staffing
Arrangements Remove the Nead
for Consent?

Among the characteristics of today’s col-
laborative efforts are significant changes in
where services are provided and in the ad-
ministrative structures under which staff
operate. Outposting and co-location of staff,
interagency teams and even governing
bodies that bring staff together in a new en-
tity are increasingly common. What effect
do these arrangements have on exchanging
informatinrz and the need to secure consent
from persons being served? The answer to
that is not entirely clear, although most
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ment can maintainen a
cost him ar her a security

divectives.

Pederal and state laws generally
confidential and restricting

1340.14G)). The exceptions primarily
delivery related to abuse and neglect. The

the child or family.
consent or pursuant to a court order.

include

A Chiid Waifare Worker’s View of Confidentiaiity . . .

Child welfare records contain soms of the most private and personal information the govern-
family. Recipients of child welfare servicos — which include general so-
cial services to familiss with children, child sbuse and naglect ssrvices (ocften called protective
services), foster care and adoption — ave often concemed that information about them may be
released to others, A parent may worry, for exampls, that a confirmed child abuse report could
clearance, At the same time, cther agencies or professionals who
serve the sams children often are frustrated by their inability to have access to the information

that the chi'd welfare system maintains. A child’s therapist may, for example, foel stymied by
an inability to obtain information abeut the parent’s compliance with child welfare services

regulate access to child welfare records, making the records
release without the client’s written consent. The Federal Child
Abuse and Prevention and Treatment Act (42 U.8.C. §5101 ef seq) seeks to protect the rights of
the child and of the child’s parents or guardians by making federal funding contingent on a
state’s providing "hy statute that all records concerning reports and reports of child abuse and
neglect are confidential and that their unsuthorizsed disclosure is a criminal offense.” A state
may, however, “authorize by statute disclosure to any or all” of certain specifically
sons and agencies "under limitation and procedures the state determines” {46 C.F.R.
persons involved in investigations or service

named per-

do not provide for access to the general

public, the parent’s employer or others without a valid need for information in order to assist
Additienal persons or agencies may receive access with the client’s writien

In addition to the rights of the child and family, the confidentiality rights of the individual
making a good faith report of suspected child abuse or neglect must be protected. Unless the
reporter consents to release, his or her name is to be kept confidential from everyone, including
the child and family who are the subject of the report.

siter we consulted appear to be relying
heavily on formal releases when there is
any informaation flow that might be con-
strued as externsl to an agency.

There is precedent in practice for using
structural arrangements as a way to
facilitate exchange. For a number of years,
for example, some communities have been
using "treatment teams,” which include rep-
resentatives from schools and other agen-
cies, to handle selected child abuse cases. As
members of the team, staff from sectors
other than child welfare are considered to be
bound by the same confidentiality rules as
child welfare staff and thereby are qualified
to receive information as needed. Sid
Gardner and Katherine Kates” observe that
some places actually pay a modest amount

to members of the team, in part to establish
that they are "employees” of the child wel-
fare agency.

While a similar philosophy underlies some
current proposals to broaden free flow of in-
formation by "deputizing” staff in another
agency or creating a "super-organization”
that brings everyone under one roof, these
approaches do not seem to be the norm.
Rather, although new organizational
arrangements are making information shar-
ing easier because the procedures and trust
are in place, the basic "rules” remain the
same — whenever personal information is
to be released to someone other than
employees of an agency, consent is
required.
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Of course, staff participating on an inter-
agency team or working at a site other than
their own agency still have available to
them, within established rules and proce-
dures, information about a child or family
that is maintained by their own agency.
Thus, in a Detroit effort that placed workers
from the Department of Social Services
(DSS) in a school to work with truant
children and their samilies, the outstationed
workers were readily able to obtain informa-
tion about public assistance status and re-
lated benefits, since they remained DSS
employees. Releases were needed, however,
for the workers to see the children’s school
records. Had those workers become
employees of the school, the school records
would have been open to them, but they
would have needed releases to obtain infor-
mation from DSS.

A somewhat more complex situation is
raised by "new” agencies that are created
through some combination of existing agen-

cies or resources. The Prince George's Coun-
ty, Maryland Commission for Families, for
example, is financed through pooled funds
from the ts of Human Resources,
Health and Mental Hygiene, Education, and
Juvenile Justice, and its staff have been
redeployed from those agenices. In this
situation, for the purposes of confidentiality,
the commission is considered to be a dif-
ferent entity than the participating or-
ganizations, and clients being served by the
commission are asked to sign releases so
that the commission staff can obtain infor-
mation about them from the other organiza-
tions. Similarly, the school-based service
center created by San Diego’s New Begin-
nings initiative, which also draws on
redeployed dolicrs and staff, obtains
releases from clients before information
from participating agencies is placed in the
school-based center files.
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s collaborative efforts expand, interest comes for families referred to certain ser-

is growing in exchanging information vices?
not only to improve service delivery for in-
dividual children and families, but also to For these purposes, information about ser-
address broader issues and to manage and vice needs and service delivery usually is
improve the community’s overall structure sought at an aggregate level, i.e., informa-
and approach for helping its citizens. Policy- tion reported in such a way that particular
makers and planners are asking questions individuuls’ identities will not be known. Is
such as: How many families are being individual consent noeded to use data in

served by more than one system? What are this way? That is an issue on which there
the characteristics of those families? Where are differences of opinion about what is per-
are there gaps in service? What are the out- missible — differences that may we!! be

Confidentiality in Schools. ..

The enactment of the Federal Edueation Rights and Privacy Act (FERPA) in 1974 has had an enor
mous effect on how schools treat and think about school records. The law has two major features:
it imits who can see student records without a parent’s consent, and it provides for a parent’s
right to see a child’s school records. When a child tumns 18, the rights that were previously avail-
able to the child’s parents become available to the 18-year-old. State law may create more rights
for parents and children, but any school receiving federal education funding has to comply with
the FERPA requirements.

The guiding principle for release of student records under FERPA is parental consent. The law
broadly defines "educational records” and, with limited exceptions, prohibits a school from disclos-
ing those records without written consent. The limited exceptions generally involve release to
other school officials or for other education-related purposes. S

Under FERPA, there is a narrow category of information called "directory information” that a
school can release without written consent. "Directory information” includes a student’s name, ad-
dress, telephone number, date and place of birth and similar types of information. Directory infor-
mation is considered information that would not generally be considered harmful or an invasion of
privacy if disclosed. Even in the case of directory information, a parent can file a written objection
to release of the irformation.

Because of FERPA's broad scope, an initiative that seeks to share education records with other
agencies must involve and obtain the consent of parents of affected children. And, because parents
have the rights to see school records, the initiative must recognize that information provided to
mmmmmeWWM’ e to parents if it is recorded in
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resolved as greater experience is gained, but
that at present create some ambiguity for

On the one hand, based on our research, it
appears that the distinction between ex-
changing data for use at an aggregate level
and for individual service delivery is too fine
to create a general exception to confiden-
tiality provisions. In part, concern arises be-
cause, although individual identities may be
hidden in the final aggregate-level report,
the source material from which the report is
prepared generally will include identifiable
data. As a consequence, there is some risk
that those identities could be exposed.
Moreover, there may be a question as to
whether or not an individual would agree
with the purpose for which aggregate-level
data are to be used. Ordir arily, if the
original material is protected by confiden-
tiality rules, it would be expected that in-
dividual consent for its use by an outside
entity should be obtained.

However, there appear to be certain condi-
tions under which exchange without specific
consent may be possible. Sometimes, for ex-
ample, there is an express statutory or
regulatory provision authorizing release of
information for research purposes, a
category that a number of sites believe in-
cludes cross-agency efforts to identify ser-
vice gaps and measure outcomes. An
instance is the Federal Education Rights
and Privacy Act regulations, which allow
disclosure for certain studies: to develop,
validate or administer predictive tests; to ad-
minister student aid programs; or to im-
prove instruction. To be acceptable under
these provisions, the study must be con-
ducted in a way that does not permit per-
sonal identification of parents and students
by anyone other than representatives of the
organization doing the study. And the infor-
m:eg:g ;nust;be destroye;i when no longer

n or the bu'poses or which the study
was eonducted'g

even about

or any other fedearal or
tiality comparable to the welfare agency.

side agency secks client information.

Confidentiality Through the Eyes of a Welfare Caseworker .. . .

Since enactment of the Aid to Families with Dependent Children (AFDC) Program, there have
been concerns about harm that could flow from the misuse of information in AFDC case files, or
relsasing the basic fact that an individual receives AFDC., An individual must provide
detailed and highly personal information about her finances and
sistance. Many people in need might decline that assistance if they believed that others in the
community could get ready access to the information.

An individual may want to provent disclosure of her status as an AFDC recipient. Some people
fear that a landlord will not rent to them or an smployer will not hire them if it is known that
they receive welfare. Some parents do not want their children to know they receive welfare. In
one case, AFDC recipients who had been abused by former boyfriends or spouses charged that the
former abusers were trying to get information from welfare files to locate them.

To prevent wrongful release of welfare information, federal law requires all states to safeguard in-
formation eoncerning AFDC applicants and recipients, Information can be released (among other
reasons) for purposss "directly connected with” determining eligibility and assistance for AFDC
federally assisted program that provides assistance on the basis of need.
When information is released, it must be to persons or agencies subject to standards of confiden-

Because of the long history of welfare confidentiality protections, state and local welfare agencies
are generally accustomed to relying on use of release forms and client consent whenever an out-

family status in order to get as-
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If similar kinds of management controls
were imposed on other exchanges of in-
dividually identifiable data for the purpose
of preparing aggregate reports, would these
exchanges be acceptable, even though there
is no express provision? For example, would
an exchange be permissible if it took place
under tightly controlled conditions such as
the following: There is only a tape-to-tape
match by computer; only a few people who
are carefully trained about the rules and
their responsibilities have access to the
tapes; and the tapes are promptly destroyed
or returned to the criginating organizations
once a match is complete? Unfortunately,
most of the applicable statutes and regula-
tions are silent on this point, and there is in-
sufficient experience and case law to be
certain how a court might rule if the ex-
change were challenged. However, it does
seem that the acceptability would be made
move likely if safeguards were incorporated
to minimize any risk that individually iden-
tifiable information could be released.!!

Other creative and practical approaches
that seem promising as alternatives to
having to secure consent from all affected
parties are built around a process in which
protected information is never actually
released to another organization. For ex-
ample, suppose there is an interest in find-
ing out what proportion of students in a
school live in families receiving Aid to
Families with Dependent Children (AFDC).
The AFDC records are subject to federal
regulations that prohibit their release to the
schools unless there is consent. But the
names of children in the school are "direc-
tory information” that does not fall within
the protections of the Federal Education
Rights and Privacy Act. So, there would be
no barrier against the school providing
names to the welfare department, and the
welfare department using that information
to report back the proportion, but not
names, of students who are AFDC
recipients.

Most of the conditions and approaches just
discussed deal with the concern about
whether or not individual identities might
become known. As noted above, there also is
some concern that exchanging data without
specific release does not permit an in-
dividual to decide if he or she agrees with
the purpose for which information is to be
used. For example, someone might agree
with a data match designed to assure that
schools with a large number of low-income
children receive extra funding, but might
not agree with a data match to try to corre-
late genetic data and race. One approach
which has been suggested to address this
issue is the application, before exchange, of
a "reasonable person” test — i.e., the par-
ticipating organizations make a determina-
tion that a reasonable person in the group
aboutwhiebdataisgebeexchangedwould
not object to having the da itted
witnout further permis mﬁgmnsml

In applying a "reasonable person” test and
considering other questions with respect to
using aggregate data without first obtaining
specific consent, those developing collabora-
tive efforts may find it useful to consult with
their state’s Institutional Review Board, an
entity which is required under federal
regulations for research involving human
subjects funded in whole or in part by funds
from the U.S. Degartment of Health and
Human Services.'* This is done in Florida,
for example, where the secretary of the
Department of Health and Rehabilitative
Services, in approving release of confiden-
tial information for research purposes as
permitted by state statute, is guided by the
policy and procedures of the Review Council
for Human Subjects.

To summarize, there are some sound
reasons for wantiag to exchange data for
use at an aggregate level without obtaining
individual consent and, in certain cases, ap-
proaches that seem to offer reasonable
protections when doing so. At the same
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time, it is clear that this is an area that will future legislative or regulatory action to
need further expioration as interagency col- establish acceptable guidelines.
leboration expands and that may require
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utomated systems offer a powerful tool
matching data and exchanging infor-

mation. But that capacity also carries spe-
cial risks in the delicate area of
confidentiality. Security of records is one
risk, since information contained on a com-
puter may be more broadly accessible than a
paper file, unless there are special pro-
visions made. Another risk derives from the
ease with which data manipulation can be
done on computers. Simply because the in-
formation can be easily generated or ob-
tained does not mean that it should be.
When data manipulation had to be done
manually, the extensive labor involved
usually led people to stop and think twice
before deciding that the result would be
worth the effort. Much of that workload is
eliminated through the use of computers,
and so one source of caution about infor-
mation sharing has been removed. It is
therefore especially important in an auto-
mated environment to ask and answer the
questions suggested elsewhere in this paper
about why information is needed and what
information is to be exchanged.

Limits on access to information in the com-
puter, as weal as on input and output, are
also ways that states and communities are
balancing the advantages and risks of
automated systems:

o Limit access to what is in the system. Any
shared system must be structured so that
access is limited, based on the extent to
which consent has been provided or
authorization exists. Where consent or
authorization is lacking, staff should not
be able to obtain access to protected client
information. In Florida’s Santa Rosa
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County, the school system and public
human service agency are using a com-
mon computer-managed database, but
staff in each organization are assigned
that control access according
to whether or not release of information
to that person is authoriged. For this dis-
trict, using computers has resulted in
easier and faster exchange of information
when that exchange is appropriate, but
adoption of an automated approach itself
has not changed who has access to what.

Limit the data that are in a system.
Security risks are reduced if protected
data simply are not put into the shared
system in the first place. Delaware has
determined that it would like schools that
are concerned about a particular student
to be aware that a human service agency
is working with the student and/or his or
her family, but they do not want addition-
al specific information to be broadly avail-
able. The state, therefore, is exploring the
idea of adding client and worker names to
a school district’s automated system, so
that school personnel will know whom to
call if they have a concern. But since no
other information about the client or ser-
vices being provided would be in the sys-
tem, release of any specific information
would be subject to the worker’s profes-
sional judgment.

Limit the data that can be retrieved from
the system. Particularly when data are
sought at an aggregated level, it may be
possible to construct the system so that
personally identifiable information cannot
be retrieved, even though it is present in
the system so that data matches can be



made. This is the approach Ohio is con-
sidering for its new Education Manage-
ment Information System.
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lthough special attention may be war-
ted when automated systems are

used, in fact, assuring that individuals’ con-
fidentiality rights are protected is always
important. Where consent is given, it does
not nullify confidentiality rights; it is per-
mission granted for a specific situation or
set of situations. The affected agencies need
to have policies and procedures in place that
prepare and guide staff to share information
responsibly and that recognize the con-
tinued need to respect confidentiality
beyond the specific releases.

Staff Preparation and Guidance

As with any procedures that are both espe-
cially important and complex, any staff who
will be in a position to share information as
part of a collaborative endeavor should
receive training. Training should address:
the specific rules that govern the
individual’s own agency; at least in general
terms the rules that govern collaborating or-
ganizations; and the provisions that have
been established for sharing information.

In addition to training, ~taff will need writ-
ten materials explaining the policies and
procedures. Some agencies provide workers
with a compilation of applicable confiden-
tiality statutes. Whether or not this ap-
proach is used, it is not enough. The
statutory language may not be comprehen-
sible, will not reflect existing judicial or
agency interpretations and may not give a
worker meaningful guidance on how to ad-
dress unusual situations. Materials written
in plain English need to explain what the
limits are, why they are there and accept-
able, agreed-uj'on procedures for sharing in-
formation. The most effective guidance will
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seek to address specific situations that the
worker is likely to face.

To complement training and written direc-
tives, there also should be an established
way to resolve unclear situations. Without
this, staff who are uncertain may be afraid
to provide information at all or may simply
base the decision on whether they trust the
person asking for information. An interagen-
cy study of confidentiality in Oregon recom-
mended designating a Confidentiality
Resource Person in each department to

res go questions about releasing infor-
mation.}® In Florida’s Department of Health
and Rehabilitative Services, a standing
Data Integrity/Security Control Board
develops recommendations for needed
changes in policies and procedures with
respect to all data collected and/or stored by
the department. Centralizing this respon-
gibility is a way both to increase consistency
in responses and to provide an upward flow
of information about situations that may re-
quire further policy and procedure develop-
ment. (The Oregon study went on to propose
a standing interagency committee on con-
fidentiality that could deal with problems as
they were identified, either resolving them
administratively or determining what legis-
lative action would be needed.)

Finally, some collaborating organizations
are reinforcing staff awareness of the need
to handle confidential information respon-
sibly by regularly putting the subject on
staff meeting agendas, as is done in Santa
Rosa County, Florida, or by having staff
sign pledges or oaths. In Fulton County,
Kentucky, such pledges provide both a basic
foundation for information sharing and a
routine reminder. Members of the inter-



agency team sign pledges whea they first
join the team and reaffirm those pledges in
a shorter form at the start of every case con-
ference. Sample oaths from Fulton County
and San Diego are included in Appendix 3.

Limiting Exchange

Keeping the information that is exchanged
to the minimum that is relevant and neces-
sary to serve the child and family effectively
is 8 good way to assure that open com-
munication does not lead to an undue in-
trusion on privacy. Another helpful practice
is to limit exchange to those who clearly
need to know particular information about a
child or family in order to provide desired
services,

Many of the collaborative efforts mentioned
in this report are explicit about the need to
limit unnecessary discussion of confidential
information. This was a guiding principle in
the design planning of the envisioned
Michigan Opportunity System, for example.
In San Bernardino County’s Children’s Net-
work, there is a statutory authorization for
communication among members of a multi-
disciplinary team engaged in prevention,
identification and treatment of child abuse.
Despite this authorization, the established
practice for case management presentations
is that names of children are not to be used
unless it is absolutely necessary for the
protection of the child.

Fulton County, Kentucky, also expects staff
to restrict exchanged information to that
which is directly relevant. They further
have agreed that exchange will take place
orally only, in case-consultation meetings
concerning affected children. Reducing the
amount of paper that is exchanged is a good

way to reduce the risk that material will be
mishandled at some subsequent point.

Extra Safeguards for Particularly
Sensitive Information

Because of negative public attitudes, there
sometimes can be damaging repercussions if
certain information about an individual be-
comes known. For this reason, it is essential
that there be extra protection of information
in the following categories: juvenile arrest
records, human immunodeficiency virus
(HIV) status, mental health history and
treatment, and substance abuse history and
treatment.

Re-Release of Information

Under federal regulations governing records
in a number of areas, a recipient of informa-
tion from the record may use it only for the
purpose for which disclosure was made and
may not disrlose *he information to any
other party without prior consent of the af-
fected individual, 16

Many collaborative efforts that have ad-
dressed the confidentiality issue take a
similar position with respect to any so-
called "re-release” or "third-party release” of
information, i.e., an organization that has
received information in turn releasing it to
another organization. Re-release is
prohibited to keep dissemination within the
accepted, limited boundaries and to assure
that no one other than the organizations
specifically authorized by the individual or
family receives exchanged information. To
help assure compliance with this prohibi-
tion, written information that is transferred
often is stamped with a warning to this ef-
fect or is arcompanied by 8 memorandum
that explains the requirement.
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s we have suggested, it may be entirely
possible to accomplish policy goals
within existing law. However, some legisla-

tive actions might ease the process without
altering substantive protections. For ex-
ample, the Iowa legislature mandated that
the Department of Public Health (DPH)
should adopt rules to provide for sharing of
information among agencies serving preg-
nant women and children. This put DPH in
the position to develop model rules for other
agencies to review and adopt to foster consis-
tency.

In some instances, laws affecting different
agencies are inconsistent not for any policy
reason, but because the legislation was
adopted at different times and had different
drafters. Legislative review and action to
reduce these inconsistencies can make it
easier for collaborating organizations to
adopt common policies, procedures and
forms. This is the goal of a recommendation
by the Oregon Departments of Education,
Corrections and Human Resources in a 1991
report on the ways in which confidentiality
rules impede service delivery. The report
identified the need for a legislative
mechanism to review all legislation relating
to or containing proposals of client informa-
tion sharing for the departments. The
Oregon study also recommended that penal-
ties for breach of confidentiality be made
consistent and that the legislature ensure
that state laws are brought into compliance
with federal law and case Jaw so that state

law would accurately reflect permissible and
impermissible sharing. 17

Of course, the legislature ultimately will
have responsibility if the collaborating or-
ganizations determine that substantive
changes in statute are desirable. While
many proposals may be acted on favorably,
not all of them will be. Certain provisions of
law create barriers to information sharing
because a legislature has determined that
there is a more important policy to be fur-
thered. For example, a number of persons
with whom we spoke expressed frustration
at the strong confidentiality provisions con-
tained in federal law relating to alcohol and
drug treatment. In some cases, agencies
clearly feel a tension between the best inter-
ests of a child and the prerogatives of a
pareat: the ability of agencies to help a child
would be enhanced if information were avail-
able, but the parent does not want to make
it available. Yet, Congress has ~ade a policy
decision that persons should be encouraged
to come forward and seek treatment and
has made the judgment that the willingness
of persons to come forward would be
diminished if there were not an assurance of
confidentiality.

Where statutory barriers cannot be
removed, collaborating organizations will
need to explore alternative approaches that
do not entail direct exchange of confidential
information, perhaps similar to those that
must be used when informed consent cannot
be obtained.
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or those who are undertaking broad-

reaching collaborative efforts to improve
the well-being of and outlook for children
and families, confident:ality often looms as
one of the first and seemingly most compli-
cated "barriers” to joint action. What our re-
search and conversations with state and
Jocal officials throughout the country have
shown, however, is that confidentiality re-
quirements are not the barrier that they
might seem to be. Developing and im-
plementing an effective approach for shar-
ing information often takes longer than
anyone had hoped and involves an attention
to detail that sometimes may be & :strating.
But the results of a careful, diligent and
committed effort are clear — procedures
that allow communication among organiza-
tions sharing a common concern for children
and families, which significantly improve
services for those children and families
while also respecting their legitimate rights
to privacy and confidentiality.

Yet, despite this promising finding, we recog-
nize that many aspects of this important
and complex issue remain to be addressed if
the full potential of information sharing is
to be realized. The scope, scale and aspira-
tions of interagency collaboration today sur-
pass anything of the past, and much of the
necessary policy and operational framework
still must be developed. Information
exchange is one among a number of areas in
which this further exploration and develop-
ment will be particularly valuable.
Forthcoming work by the Youth Law Center

in San Francisco and others should help in
this regard (see Appendix 5). So, too, will
continued experimentation by and exchange
of ideas among states and communities.

To help collaborators throughout the
country learn from one another and to iden-
tify areas in which further clarification is
needed, we encourage readers of this paper
to share their questions and approaches
with the organizations that have prepared
this publication or with the National Center
for Service Integration, a federally funded
resource center created to provide technical
assistance and information dissemination
services on the subject of cross-sector col-
laboration.

National Center for Service Integration
154 Haven Avenue

New York, New York 10032
212-927-8793

Joining Forces

One Massachusetts Avenue N.W., Suite 700
Washington, D.C. 20001-1431

202-336-7079

Council of Chief State Sckool Officers

One Massachusetts Avenue N.W., Suite 700
Washington, D.C. 20001-1431

202-408-5500

American Public Welfare Association
810 First Street N.E., Suite 500
Wasiington, D.C. 20002-4267
202-682-0100
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Center for Law and Social Policy Education Commission of the States

1616 P Street N.W., Suite 450 707 17th Street, Suite 2700
Washington, D.C. 20036 Denver, Colorado 80202-3427
202-328-5140 303-299-3600
38
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APPENDIX 1

Sample Release Forms
Following are examples of release forms developing an approach for the exchange of
being used by various collaborative efforts information must determine individually
around the country. These may provide a the content of a form that will be legally suf-
useful starting point in designing your own ficient under applicable laws and regula-
release forms. However, it is important to tions.

remember that each state or community

CONTRA COSTA QOUNTY, CALIFORNIA

COUNTY OF CONTRA COSTA
INTERAGENCY FAMILY PRESERVATION PROGRAM

Authorization to Release Information

I, , hereby authorize release of
(please type or print name)
all records, documents, and intormation on my son, daughter, and

myself and/or my family which is or may come on file with Contra
Costa County Mental Health Department, Social Service Department,
Probation Department, local school agency and Families First to
and between these agencies for their utilization when meeting and
planning services through their Interagency Referral Committee.

I may revoke this consent at any time by notifying the
Interagency Referral Committee in writing of my desire to

withdraw the consent given herein.

Signature of Consenter Date

wWitness ' Date

Agency and Title of Witness

BW: jap
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CONSENT TO TREATMENT
AND
CONSENT FOR RELEASE OF CONFYDENTTAL INFORMATION:
BLUEGRASS INTERAGENCY MOBILIZATION
FOR PROGRESS IN ADOLESCENT AND CHILDREN'S TREATMENT
INTERAGENCY INFORMATTON EXCHANGE

1, , hereby declare that I am the parent
or guardian of , who is
a child (Ss& __ __ _ - - __ __ __ __) applying for services provided

by Bluegrass IMPACT, a project of the Cabinet for Human Resources and the
Bluegrass Regional Mental Health/Mental Retardation Board, Tnc. T hereby
give permission to those agencies or providers affiliated with Bluegrass
T™PACT, a listing of which has been given to me, to provide services to my
child including consultation with agencies which may not have had direct
contact with my child.

I recognize that the services for my child's condition require the
collaboration of numberous agencies and service providers. I understand
that this collaboration requires the disclosure of information about my child
so as to help the various service providers to make necessary assessments
and service plans.

1 understand that the following information may be released to service
providers:

1. The full name and other identifying information regarding my child
and our family.

2. Diagnostic and assessment information including psychological
and psychiatric evaluations, medical histories, educational and
social histories. These evaluations may include references to
other family members.

3. Treatment and/or educational rehabilitation or habilitation plans.
4. Current observations of behavior.

5. Recommendations to other providers.

The purpose of this disclosure shall be to facilitate service delivery to
my child.

I further understand that the information generated or obtained by the project
can be shared with the agencies or providers affiliated with the project.

This authorization to release information extends to the various interagency
committees and response teams of project IMPACT. 1 authorize data to be
shared with the Cabinet for Human Resources, Department for Mental Health
and Mental Retardation Services, Division of Mental Health. The purpose
of this disclosure is to assist in needs assessment and planning for future
services.
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I also understand that this authorization for release of information will
be in effect for the duration of services provided to my child and will expire
upon termination of services. I understand that I can revoke this consent
at any time and this consent shall be reviewed annually.

Affiliated Agencies and Providers

Department of Social Services
Division of Mental Health
Comprehensive Care Center
Kentucky Court System

School Districts:

Health Departments

Urban County Government Children's Services
"rivate Therenist:
Psychiatric Hospital Unit:
Therapeutic Group Home:
Other:

I certify that I have read and understood the content of this form.

Parent or Guardian Date

Witness Date
REVOCATION REQUEST:

I hereby revoke the authorization for release of information pursuant to
the terms above.

Parent or Guardian Date

Witness Date
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SN DIEGO D-R-A-F-T RELEASE - LIMITED

EXAMPLE OF LIMITED AUTHORIZATION TO RELEASE CONFIDENTIAL INFORMATION

CONSENT TO PARTICIPATE AND AUTHORIZATION TO RELEASE
COMF IDENTIAL INFORMATION

I. PROGRAM PURPOSE: (Statement must answers who, what and why)

The Center is a service jointly funded and governed by city, county,
private and school agencies for families and children served by the
school. The names of participating agencies and programs are: (Specify
the names of the agencies/programs must be stated to assure  the
participant is properly informed.) A1l have agreed to cooperate to better
serve you and your child{ren) and to protect your confidential records.
The purpose of the Center is to provide families the support they need to
enable their child(ren) to achieve maximum academic, social and personal
growth; and to assist families in obtaining health, education, social and
community services as needed.

II. REASON FOR LIMITED RELEASE: (Statement must give the purpose of the
release)

Center staff and staff from the participating agencies (hereafter called
Extended Team) who work at or with the Center need to communicate with
each other on your behalf. Your initials and signature on this form gives
your written consent for Center staff and the Team to verbaily
share certain fnformation on your family circumstances. This release also
gives designated Center staff permission to review and record certain
information from the sutomated files of the participating agencies. The
purpose s to: better coordinate services between the Center and
participating agencies who can or are providing services to you, your
child{ren), or your family; minimize duplicate efforts by you and the
staff working on your behalf to verify certain facts about the family heid
by a participating agency; and develop the best service plan for and with
you,

I11. PARTICIPANT AGREEMENT/AUTHORIZATION: Initial the black line(s) to
acknowledge you have read, understand, and agree with the statements.

. 1 wish to receive services from the Center for my child(ren) enrolled
in the school, myself, and other members of my family for whom [ am
the parent or guardian,

. I authorize Center case management staff and Extended Team members
from the participating agencies to verbally exchange the following
personal information only about me and my minor child(ren) from their
case files: (ldentify the information to be exchanged.)

Example statement: Summary information about the
agency(s) service plan for health, education and
social services, and the level of achievement of
the plan(s). Summary is defined as general
statements only and precludes diagnosis and
specific treatment information on any services
given by a health care provider and any information
specifically precluded by law under this simplified
procedure.

43 Page 1 of 2
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D-R-A-F-T |
CONFIDENTIAL INFORMATION © RELEASE - LINITED

I authorize Center staff to access and record information from the
automated files of participating agencies to verify the personal
information noted below: (Identify the data elements and information
to be released)

Examples of data elements: Name; birthdate;‘éex; address; social
security number; case worker number, name and phone number; and case
status - open or closed with date of last action.

IV. NOTICE OF RIGHTS: (State limits on release and other required assurances
and notifications according to the service delivery plan)

Your records at the Center and with the participating agencies are
protected under the federal, state and local regulations governing
Confidentiality. Written records from those files will not be released
under this authorization: except as permitted or required by law. Center
staff may release information on you or the child(ren) in your legal
custody without your signed consent if you or the child(ren) are in
imminent danger to yourself or others and in the instance of child, elder
or dependent aduilt abuse. '

The discussions and consultations of the Center staff and Extended Team on
families served at the Center are confidential and the information may not
be released to anyone other than designated Center or Extended Team staff.
The information will be maintained in & manner that ensures protection of
your privacy and confidentiality rights.

Federal rules restrict any use of the disclosed drug or ailcohol
information to criminally investigate or prosecute you.

You may revoke this consent at any time. Exception: Action alrcady taken
based on the consent, may not be revoked.

This consent expires one year-from the date you sign this form.

You are entitled tu a copy of this agreement.

SIGNATURE DATE !
{Parent/Guarcian/Authorized Minor | Mo Day Year

SIGNATURE DATE_ | |
[Authorized Center Staff) “Mo Day Year

Citation Examples: Civi) Code, 34, 56 and 1798
Welfare and Institutions Code, 10850 and 5328
Education Code, 49073 '
42 CFR Part 2
Health and Safety Code 1795

Page 2 of 2
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PRINCE GEORGE'S COUNTY INFANTS AND TODDLERS PROGRAM
CONSENT FOR PARTICIPATION

| wish t0 have my child, , referred to the Prince
Geor-ge's County Infants and Toddfiers Program. The Infants and Toddlers Program represents 8
cooperative effort between the following agencies:

Prince George’s County Public Schools

Prince George's County Health Department

Prince George's County Department of Sociel Services

Prince George's County Associstion of Retardsd Citizens

Prince Qeorge's County Commission for Persons with Dissbilfties, and
o Prince George's County Commission for Famtlies, end

o QOther

R , have received !l informstion relevant {0
the program.

— | agree to participals.
— | agree 10 have my child evaluated
— | 6gree {0 fomily assessment.

| understand that information obtatned by the Infants and Toddlers Program will be shared
and used for screaning, 8ssessing, planning, and factlitating the dalivery of appropr iste services
undar this program. The agencies participating in this program will exchangs my child's
records with the understanding that they are confidentiel and will not be relessed without my
prior written consent, except to participating agencies and to the Maryland Office for Children,
Youth, and Familtes. | understand that the agencies Jisted above will share pertinent records,
including but not 1imited to the following:

o aducational evalustions and sery'ices

o madicel evalustions and trestments

o psychological evalustions and treatments

¢ social history

o developments) history

o other pertinent agency records about my child
o other (specify)

Comments:

| further understand thet | have the right 10 review and obtair - ~opy of such records, snd
that my granting of consent is voluntary end | may withdraw my cor... . 8t any time by
submitting 8 signed and dated watver revoking my consent.

Signature of Parent(s) or Guardian(s) Signeturs of witness
Type or print name Type or print name
45 Date

Form #4[7/91)



SAN BERNARDINO COUNTY
CHILDREN‘S NETWORK
CONSBENT TO EXCHANGE
CONFIDENTIAL INFORMATION

Patient ‘s Name Birthdate
Social Security Number Chart Number

I authorize San Bernardino County Department of
to exchange informatien with:

about information obtained during the course of gy treatment o (e

The exchange of records suthorized herein is reguired for the following
Purpose :

R -

Such exchange shall be limited to the following specific types of
information:

=~ - -

This consent is sudbject to revocation by the undersigned at sny time
exceopt to the extent that action has been taken in reliance hereen, and
‘€ not earlier revoked, it shall terminate, without express revocation

on?

T (Date, Event, or Condition) ]
Date: Witness:
Simmed: Patient Sisned: Physician in Charge
Signed: . __

Parent,Guardiasn, Conservater CONFIDENTIAL PAJSIBNT INFORMATION:
SEE CALIFORNIA WELFARE AND
INSTITUTIONS CODR SECTION 5328

ERIC 16 o
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LINN COUNTY, OREGON

ALBANY YOUTH SERVICES TEAM
AUTHORIZATION FOR RELEASE AND EXCHANGE OF INFORMATION

i, , authorize the release of information between and among
ParsntQuardian Signsture

the identifled Albany Youth Services Team members which will be planning services for

Clisntis) Name(s) {Plesse include all family members)

The purpose of the Authorization Form is to enabie agencies identified as members of the Albany
Youth Services Team to better serve your child through coordinated service planning and delivery.
Representatives of these agencies will meet and share information regarding your child at
scheduled planning and review meetings.

The Albany Youth Services Team for your child shall include the following agencies:

* Greater Albany Public Schools

* Children’s Services Division, Linn and Benton Counties

* Linn and Benton County Alcohol & Drug Treatment Programs
* Linn County Dept. of Heaith Services

* Linn-Benton Education Service District

* Aduit and Family Services

* Linn and Benton County Juvenile Department

* Albany Police Department

* Linn and Benton County Sheriff’'s Department

* Oregon State Police

* State of Oregon Parole and Probation

* Other

To assist in determining the availability of resources, please put a check in the box if your child
has a:

Medical Card or Private Insurance

 The information which may be disclosed/exchanged is: presence in the program, and school, legal
and treatment records which include assessment, family history, diagnoses and treatment
recommendations from the Linn County Mental Health and Alcohol and Drug Treatment Programs.

This release authorizes a free exchange of information between members in order to give the most
complete and thorough services available. It does not authorize release to any other person or
agency except those agencies listed above. Unless revoked in writing, this release and exchange
shall remain in force for a period of 12 months from the date of authorization.

To the party receiving this information: This information has been disclosed to you from records
whose confidentiality is protected by federsl law. Federal regulation (42 CDR Part 2) prohibits
you from making any further disclosure of it without the specific written consent of the person
to whom it pertains, or as otherwise permitted by such regulations. A general authorization for
the release of medical or other information is not sufficient for this purpose.

Witness Authorizing Signature

Date Relationship to Child

Juvenile’'s Signature {12 and over)

'EC 42 47 Revisad 10/91

Full Tt Provided by ERIC.



ALBANY YOUTH SERVICES TEAM
REFERRAL FORM

[ 1 M/F
Youth’s Name DOB Age Sex
Home Address Phone (Home) Phone (Work)
Referred By Agency Date Referred
Yes /No Yes/No _At/ Above / Below
School Grade Spec. Ed. Attending Academic Working Level

Parent/Guardian Name

Address (If different from above)

Reason for Referral:

Pertinent Family History and Observations:

Additional Comments/information:

- AR -

(Include any specific questions you have of particular agencies in below categories.)

Prior Agency Involvement:

ERIC '
it 4 8

Request for Other Agency Participation in YST Staffing:

e a

(Please make sure any agencies listed above are also listed on the Parent Authorization Form.)

Revisad 1/91
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FULTON COUNTY, KENTUCKY

FULTON COUNTY KIDS PROJECT
(KENTUCKY INTEGRATED DELIVERY SYSTEM)

Student Identification:
Name:
Address: S.5.8:

Parent: _Phone:
Address (if different From student):

Pexmission for Sexvice:
Permission is hereby given to the staff of the agencies

participating in the Fulton County KIDS Project, as listed
below, to render services to:
whose relationship to me is:

Release of Information:

I, as parent/guardian of the above named child, hereby
consent. to the release of information by the participating
agencies within the Fulton County KIDS Project for oral
presentation only at case conference meetings. This
information will not be released to other non-participating
agencies/persons without the express written consent of the
parent/guardian and prior written notification of the school
district. I understand and have had explained to me that the
sharing of information will enable the participating agencies
to provide my child/family with the most efficient and
effective services. This release may be withdrawn upon
receipt by the school district of the written notification of
revocation.

Child Other:

This consent form is valid for a period of time beginning
and ending

Parent/Guardian Signature Date

Withess Date

I understand that the following agencies will be
participating as needed in the case conference and will be
exchanging oral infoxpation concerning my child/family:

Department of Vocational Rehabilitation
Department for Social Services
Department for Social Insurance
Puxrchase District Health Denartment
Commission for Handicapped Children
Department for Employment Sexrvices
Administrative Office of the Court-Juvenile Services Division
Western Kentucky Regional Mental Health-Mental Retardation
Boaxrd, Inc.
Fulton County School District
Fulton Independent School District
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APPENDIX 2

Sample Checklist for Staff Responsibie for Obtaining Consent

HEDELAWARE INITFGRATED SEN ; Vi 110

statewide tracking system for children at risk. "At-risk” children are children from newborn to eight
years old whose parents or doctors are concerned about their growth and development. Private
doctors, hospitals, and agencies are working together to make ISIS work for you.

THE PURPOSE OF ISIS IS to better plan services for children; to coordinate services to babies and
young children; to work toward having services av..:lable for children as early in life as possible.
Some of these services are: audiology, speech/language, nursing, nutrition, occupational therapy
(OT). physical therapy (PT), psychological, social work, special instruction in school.

&

L HE HILDREN AND THEIR FAMILIES by helping families who receive many
services understand what they are getting: helping families when children change from one program to
another; by making sure all your information about services received is available to you at any time;
by helping to avoid duplication of services; by helping professionals to help families find services for

their children and themselves.

THE ONLY IND

[l

DUALS AGENCIE, 249 LA BE AL HE
are those listed on the front of the Consent for form you

elease of lnrmation

signed. You may add others, or refuse permission to any one of the listed agencies. Only those
agencies or individuals who are providing services to your child and your family would have a need or
interest in viewing your information.

1E KIND INFORMATION THAT LL BE ENTERED INTQ THE ISIS SYSTEM will be
information that makes it possible to keep track of the services your child and family receives, for
example: name, address, phone, risks for developmental delay, medical diagnosis, plan of service,
referrals. Information from private, confidential conversations you may have with any individual
working with you and your family will not be part of this computer information.

U MAY ASK AT ANY §1ME WHICH LS QR AGENCIED 4 NG A
INFORMATION ABOUT YOUR CHILD and you have the right to change the list of those able to
share information about your child at any time.

FEREEER RS EARERESERERRRBAEREREREERESS

L...‘!A b EAY NGad 1 K 1RA [
THAT YOU UNDERSTAND IT, so would you please tell me:

() How do you think ISIS works? (let him/her explain in his/her own words - without
prompting).

() What benefits do you expect to gat from participating in ISIS?

HAVE YOU MADE SURE THE PARENT UNDERSTANDS EVERYTHING YOU HAVE SAID?

Signature of Agency Individual Obtaining Consent to Participate in ISIS

PLEASE ASK PARENTS

Yes
[]

1/7/92

No

[] 1 would Jike to be part of a state-wide parent-to-parent network for support and sharing
of information. Therefore please release my name and address to the Parent
Information Center ~f DE., Inc.

ne



APPENDIX 3
Sample Staff Oaths

FULTON COUNTY, KENTUCKY

KENTUCKY INTEGRATED DELIVERY SYSTEM

INITIAL CASE CONFERENCE TEAM MEMBERS
CONFIDENTIALITY STATEMENT

I, as a member of the initial case conference team
participating in the Kentucky Integrated Delivery System,
understand that confidentiality of identifiable information
shall be maintained according to Part V, Privacy Act of 1974
and the Kentucky Revised Statutes on Confidentiality: (KRS
194.060, KRS 200.490, KRS 210.235, KRS 210.670, KRS 222.270)

The oral infoimation presented at case conference meetings
will not be released to other non-participating
agencies/persons without the express written consent of the

parent/guardian.
SIGNATURE AGENCY

DATE

51
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SAN DIEGO, CALIFORNIA D-R-A-F-T
STAFF OATH

EXAMPLE OF CONFIDENTIALITY OATH
CENTER STAFF OATH OF CONFIDENTIALITY

I, the undersigned, hereby agree not to divulge any information or records
concerning any participant without proper authorization in accordance with state
and federal law and interagency agreement(s). 1 recognize that any discussion
of or release of information concerning a participant to any unauthorized person
is forbidden and may be grounds for legal and/or disciplinary action.

Suring the performance of my assigned duties, | will have access to confidential
information required for effective family services coordination and delivery.
I agree that all discussions, deliberations, records and information generated
or maintained in connection with these activities shall not be disclosed to any
unauthorized person.

I recognize that unauthorized release of confidential information will (Cite
regulatory provision regarding penalties. Example: exposes me to personal civi)
1iability under the provisions of Welfare nstitutions Code, Section 5330;
and potential fine under Title 42, Code of Federal Regulations, Part 2).

Executed this day of . 19 , at .

SIGNATURE: NAME (Print):
Center Employee

TITLE:

52
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APPENDIX 4

Some Key Federal Statutes and Regulations Concerning
Confidentiality of information

Aid to Families with Dependent Children
Program
42 U.S.C. §602(aX9); 45 C.F.R. §205.50

Alcohol and Drug Abuse

42 U .S.C. §290ee-3 (drug abuse)
42 U.S.C. §290dd-3 (alcohol)
42C.F.R. Part 2

Computer Matching and Privacy Prevention
Act
5 U.S.C. §562a

Early Intervention Program for Infants and
‘Toddlers (Part H of the Education of the
Handicapped Act)

20 U.S8.C. §1480(2); 34 C.F.R. §303.460

Family Educational Rights and Privacy Act
("Buckley Amendment”)
20 U.S.C. §1232(g); 34 C.F R. Part 99

Federal Child Abuse and Prevention and
Treatment Act

42 U.S.C. §56101 et. seq.; 42 C.F.R.
§1340.14(3)

Food Stamp Program
7 U.S.C. §2020(eX8); 7 C.F.R. §272.1(c)

Foster Care and Adoption Assistance
42 U.S.C. §671(aX8)

Freedom of Information Act
5 U.S.C. §552

Juvenile Justice & Delinquency Protection
42 U.S.C. §5676

Maternal and Child Health Services Block
Grant
42C.F.R. §61a.6

Medicaid Program
42 U.S.C. §1396a(a)X7); 42 C.F.R. §431.300

Privacy Act
5 U.S.C. §662a

Runaway and Homeless Youth
42 U.S.C. §5731

School Lunch Program
42 U.S.C. §1758(bX4); 7 C.F.R. §245.8(a), (b)

Special Education (Part B, Individual with
Disabilities Education Act)

20 U.S.C. §1412(2XD); 20 U.S.C. §1417(c);
34 C.F.R. §300.129; 34 C.F.R. §300.560 -
300.576

WIC Program
42 U.S.C. §1786; 7 C.F.R. §246.26(d)

Youthful Offender Act
18 U.S.C. §5038
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APPENDIX 5

Additional Resources on Confidentiality

Hobbs, Lola J. Tackling the Confidentiality drug abuse regulations, issues in structur-
Barrier: A Practical Guide for Integraied ing a student assistance program, and is-
Family Services. San Diego, September 1991. sues with respect to the relationship

This report — prepared for San Diego’s
collaborative New Beginnings initiative —
reviews federal, California and local San
Diego statutory and regulatory require-
ments for managing confidential informa-
tion across publicly funded health,
education and social service programs.
The report analyzes the issue, suggests
management strategies to minimize
problems, offers model procedures and
forms and recommends changes in law
and administrative policy to facilitate
responsible exchange of information. Ap-
pendices contain compilations of relevant
federal, state and local statutes and

regulations.

Copie 3 of the report and appendices are
available from:

Department of Social Services

County of San Diego

Community Relations Bureau, Room 843
- 1255 Imperial Avenue

San Diego, CA 92101-7439

619-338-2860

The report is $6.50, Appendix A contain-
ing federal and California citations is
$9.00, and Appendix B containing local
citations is $11.50. Checks should be
made payable to "County of San Diego."

between a student’s right of confiden-
tiality and a parent’s right to information
under the Federal Educational Rights
and Privacy Act (FERPA).

Copies of the report may be purchased for
$26.95 from:

Legal Action Center

153 Waverly Place

New York, New York 10014
212-243-1313

Bulk rates are available.

Mental Health Law Project; National Early
Childhood Technical Assistance System,;
and Division for Early Childhood of The
Council for Exceptional Children.
Strengthening the Role of Families in States’
Early Intervention Systems: Policy Guide to
Procedural Safeguards for Infants and Tod-
dlers and Their Families Under Part H of
the Education of the Handicapped Act.
Washington, D.C., 1990.

This document describes the law and
presents a set of proposed policies for ad-
dressing issues of consent, notice of
rights, rights to review and correct
records, confidentiality and procedures
for resolving parental complaints in the
implementation of systems of early inter-
vention services for infants and toddlers
under Part H of the Education of the

Legal Action Center. Handbook: Legal Is-
sues for School Based Programs. New York, Handicapped Act. Many of the procedural
1991, safeguards identified may have general

This handbook is written for agencies
providing alcohol and drug treatment and

prevention s2rvices for students. It in-
cludes a discussion of federal alcohol and

applicability to other programs serving
children and families.

Copies may be purchased for $17.50 in-
cluding postage, or $12.00 each for orders
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of 10 or more shipped to the same ad-
dress. To order contact:

Division for Early Childhood/Council
for Exceptional Children

Publication Sales

Reston, Virginia 22091-1589

National Academy of Sciences, Committee
on National Statistics, Panel on Confiden-
tiality and Data Access

The Committee on National Statistics
have jointly convened a panel to study is-
sues of confidentiality and data access
and to provide recommendations to
federal agencies for better accommodat-
ing the increasing tension between data
access and confidentiality. This study
focuses almost entirely on statistical agen-
cies and on statistical and research uses
of data. Many of tha issues being con-
sidered by the Panel may have general ap-
plicability to state, local and
nongovernmental agencies establishing
policies regarding the handling of con-
fidential materials. At this time, it is an-
ticipated that a report will be available
through the National Academy Press in
late 1992. Contact:

Committee on National Statistics
National Academy of Sciences
2101 Constitution Avenue N.W.
Washington, D.C. 20418
202-334-3096

National Association of Social Workers,
Commission on Education. Pesition State-
ment: The School Social Worker and Con-
fidentiality. Silver Spring, Maryland, 1991.
This position statement describes general
ethical and legal issues facing school so-

52

cial workers, with particular attention to
situations that frequent.y arise in the
school setting. The document includes ref-
erences and an annotated bibliography.
Copies are available at no charge from:
National Association of Social Workers
750 First Street N.E.

Washington, D.C. 20002

Oregon Departments of Education, Correc-
tions, and Human Resources. A Study of

as a Barrier to Service

Confidentiality
Delivery. Salem, April 1991,

This study by an interagency workgroup
contains analysis and recommendations
based on staff interviews to determine ser-
vice barriers caused by confidentiality.
The report identifies possible administra-
tive, legislative and judicial actions to
reduce the barriers, including changes
that could be implemented at the service
delivery level.

Copies may be requested from:

Barbara Ross

Department of Human Resources
Director’s Office

320 Public Service Building

Salem, Oregon 97310

Youth Law Center

The Center is undertaking an in-depth
analysis of statutes and regulations per-
taining to confidentiality in four states.
The results of this study, which is being
conducted with support from the Ford
Foundation, will be available in late 1992,
Contact:

Youth Law Center

114 Sansome Street, Suite 950

San Francisco, California 94104-3820
415-543-3379
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. See 45 C.F.R. §205.50; Michigan Welfare
Rights Organization v. Dempsey, 462 F.
Supp. 227 (E.D. Mich. 1978).

. See 42 U.S.C. §290dd-3(c); 42 US.C.
§290ee-3(c).

. For a thoughtful discussion of the concept
of "informed consent,” see: "Informed Con-
sent in Social Work" by Frederic G.
Reamer, Social Work (September-October
1987), pp. 425-429.

. For additional information about interagen-
cy communications concerning undocu-
mented persons, contact the National
Immigration Law Center, 1636 West
Eighth Street, Suite 205, Los Angeles, CA
90017.

. 42C.F.R. §2.31(aX9).

. 42 C.F.R. §2.31(a)8).

. 34C.FR. §300.574.

. See,e.g., 34 C.F.R. §99.36 (authorizing
release of information by educational agen-
cy necessary to protect health and safety of
the student or other individuals).

. Sid Gardner and Katherine Kates, "The

Issue of Confidentiality in Programs for
Children and Youth,” September 6, 1989
(unpublished manuscript).

11. The Federal Computer Matching and

Privacy Protection Act imposes a number
of requirements when computer matches
are used for such purposes as establishing
or verifying eligibility or continued com-
pliance with requirements for federal
benefits programs. However, the law does
not apply in the following situations: when
a match is performed to produce aggregate
statistical data without personal identifiers;
or when a match is performed to supporta
research or statistical project and the
specific data will not be used to make
decisions conceming the rights, benefits
or privileges of specific individuals. See

5 U.S.C. 552a(a)(8)(B)(i)(ii).

. Some jurisdictions may wonder why, in

the instance just cited, the exchange could
not go the other way, with the welfare
department opening its records for the
school to do the match, since the agency
currently may be confirming children’s
receipt of AFDC or Food Stamps to certify
needy children for free or reduced-price
school meals. The reason is that a specific
exception has been made permitting this
type of release without prior consent for
the purpose of establishing eligibility for
the school meal programs, so long as the
school’s standards of confidentiality are
similar to those of the welfare agency. The
U.S. Department of Health and Human Ser-
vices (DHHS) has permitted this exception
based on its interpretation of the language
of the National School Lunch Act

10. 34 C.F.R. §99.31(a)(6).

Full Tt Provided by ERIC.
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[42 U.S.C. §1758()(2)XCXID)]. The 14. 45 CF.R. Part 46, Public Welfare, Protec-

DHHS position is contained in the follow- tion of Human Subjects.
ing interpretive policy memos: FY91-OFA-
18 (September S, 1991) and 15. Oregon Departments of Education, Correc-
FY91-AFDC-35 (May 2, 1991). tions, and Human Resources, A Study of
Confidentiality as a Barrier to Service
13. This approach was suggested by Robert Delivery (April 1991), p. 19.

Veatch, Director of the Joseph and Rose
Kennedy Institute of Ethics at Georgetown 16. See, for example, regulations governing
University, in a letter to Janet Levy, dated education records at 34 C.F.R. §99.33,
December §, 1991.

17. Oregon Department of Education et al., A

Study of Confidentiality, pp. 23-24.
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