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" ABOUT THE CORE CURRICULUM - K
ON BREVENTING/REDUCING SCHOOL
'VIOLENCE AND VANDALISM -

T

‘ o vl‘ S s | o
'IHE NATIDNAI SCHQQL RESDURCE NETHORK 'APPROACH I . R

oL T . . R

'Law Enfar:ement Ass LSEaﬂEE Admlnlstfathﬂ folce of Juvenlle Just;ce and Del;n=
quency Prevention, .as a .resource to schools troubled by trime, viplence, vandalism

and disruption. .The network provides nationwide training events, technical ‘assis- . ;
tance,. and 1nfarmatlaﬂ dlSSEmlDSElOB to assist schools in preventing and reduclng )
these prablems The focus. of all Network activities is on the collection, sharing, -
and ﬂlSSEmlﬂaElOﬂst resources--most pa:tlculafly the ideas and- strategies that. ',
sthaols and communities havé tr;ed , - N o

A NatlonaL Center, maﬂaged by tHe Center for Human Services and based in'Washlng-!
ton, D.C., and Regional Centers in Bostom, Hassaghuse;ts, <Atlanta, GEngla, Chi-

cago, JIllinois; and San Rafael, Callfarnla, will carry out the ‘mandates for the "~ -
Network.. Also participating iA- the Network are 34 national o:ganlgatlans WhlEh

form -an active consortium to enhance serv;ae and dellvery efforts.
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THE CORE CURRICULUM I E’, T
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i
The Core Currlculum ;ncludes seven Eaurses d251gned for dEllVEry either in a com-

prehensive 5- day workshop ;ncsrparat;n?‘all the courses or in separate speclal pre=-

sentatlgns The seven colrses are as follows: e e

; B

Course 1: Putting It All Tcg;the: and Taklﬂg It Home e

This course prav1dés an overview of a pianﬂlng and evaluation’ process that partlcl- L4
pants .can apply id implementing ideas and strategies in their own schools and com-

~ munities. The course ‘also allows participdnts the:opportunity to reflect on work-
5shap content and select fraa‘among the ideas and strateglés presentéd thse which

best meeﬁ their schools’ iﬂgas o L Y ’ 5 -

Course 2: Disc;pl;ne X . ) "

This course covers a range of issues and’ practlces surraundlng the deve%gpment and
implementation of an effective school discipline program. ., The foeus %ill be on
clarifying reasons for discipline, building conceptual f;amewark for understanding
behavior problems, describing policy CGHSldEratiﬂﬂS'"Eﬂd pfov;dlng spet;fl:eexam—
ples of programs and strategies. .
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_schoqls' ability to imprave'the safety and security of .the

| T ST S

yzurse 3: - School Cllmate . ) i.

' i ¥ o
Thee purpase of the course is to introduce a conceptual overview andidefinition of .
‘school climate" with the goal of effecting positive change.- The focus-is on ways
gf 1mprav1ng schngl cl;mate wlthaut admlDlSEEEE1VE or cammun;ty atElGﬂ The cnufse
IQESE lnclude formal aﬂd lnfatmal assgssment 1mpravemen§ of lﬂtEprfSOﬂEl rela—
tions, stress reduction and madagement, stuﬁentklnvalvementﬁﬁn :hange, and lawy
related education as a relevant curriculum appraach

Course 4: Interpersanal Relations

The g%al af the course is to introduce approaéhes and resources ta 1dent1fy, man-=.
age, reduce, resolve ané prévent crisis and conflict in schools. - There is an
lying assumption th#t hostile incidents and disruptive behavior are expres-
sions Wf deep hurt, frustration, confusion, anger and misunderstanding. Specific
attentjon will be given to crisis and conflict intervention and management, gang
probléms, problems of victims, and jntercultural relations.. :

=

Course 5: Security -. ’ o

- *

This course is designedto address a full range of preventive measures used to
improve the security of|the school both during and after school hours. It will
provide a variety of alternative approaches to school security which will enhance

ofle and Emggftz
Special attention will, be given to an overview of security problems, use “of non-
security staff to PEEVEnt pfablems, physical plant secur;ty, and des;gn and upgrad-
ing of security p:ograms - ,

& =
LN

Course 6: Environment

The course on environment provides guidance to school-staff on ways to change

school environments and makg them safer. A full range of physical design strate-
gies that can be implemented in schools is presented.  Many of the strategies can
be applied by school personnel and students. An assessment checklist will allow
school personnel to identify environmental problems. o . 7

¥
¢

Caé%se 7 The Cammuﬂ;tg;gs a Pfablem Salv1ﬂg RESQUICE
Cammun;ty 1nvalvement in the school can help the schgals greatly in solving prob-
lems of violence and.vandalism. 1In -this course a fat;ﬂnale,fﬂiAiammunlzy involve=
ment is presented, along with specific approaches for increasing scHool-community
linkage. Use of parents and volunteers, the criminal justice community, and commu-
nity agencies, business%s, and organizations are’stressed.’ Interagency cooperation
& ¢ - ,
A ¥

L
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Eackgraund and Hatianale L ot
7 ‘Conservative estlmates af the costs in prcperty damage to our natlon 5 SChDDlS range
from $300 to $600 million per yegr,""Pe@ple" problems, however, may be evéh more
serious. The NEA reports 11,000 t&achers attacked each month. 'Assaults on and rob- .
v béflés Df students are a matter Gf eva:=grew1ng :ancern. Although there may bé dif-

,

VlElEFEE and, vandallsm exaat an 1ncredlble tall, ﬁDt Gnly in pE0§erty damage but
also in terms. of the inestima 1ble psych&loglcai and physical damage ane to the’ human
" memb8rs of the sch@@l community. . - \ ‘. i

Tthe are thaée whé feel that the. school is not a pr@pér settlng for the*%lac&ment of

’ bu;glary alarm systems, secur;ty guafds, and/or police. We don"t _think anyone would

1 " disagree w1th that sentlmant in principle. Howgver, if an orderly educatlgnal process
is to be ma;nta;ned, preventlve measures must be instituted. Some of the more successg-
ful Qreventlve approaches often involve the- installation.of 50phlstlcated alarm sys=
tems, .the deployment of SEﬁur;ty pe:ssnnel and the utilization of édu:atlanal pérsana
“tel in ways not previously considered part of their role. Suppart staff, cammunlty
f251dent$, parents, and .students are also being enlisted’ in a variety of efforts to
assist in the réduitl@n af school violence and vandalism. '

1

£

1

5

= . = :
“Purpose’ - . .
'This course is designed to addréss the full range of preventive measures utilizéd to
improve the security of the school both during and after school hours. It will provide
participants with a wariety of alternative approaches to sthool 5@cur1ty that will en--
hance their abll;ty t? improve the safety and security of the people and praperty in
their schools and school systems. Specifically, the course will look at an overview ij
of security problems (Module 5.1), use of nonsecurity staff and community members to -
prevent problems (Module 5.2), physical plant security (Module 5.3), and design and
upgrading of security programs (Module 5.4). A seminar session (Module 5.5) will®
look at securlty n%eﬂe for Speclfli ‘audiences. ) -
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U AV R L R Course
Course 5‘7;53@:;@ — Agenda.
Module _s.i - theoguetion® - -by ' Module
Tc:tanlma 15 minutes < . IO |

MeduisSummry
:tThls short 1ntzqﬂuctory module presents .the goals ‘and DbjéCthES @f the ccurse and
“'provides participants w;th an overview of the cantents of each module ‘contained in’ .
.the ‘course. . . : . Co . o . ® . s ;;’!
. .

'ﬁ, . _ - 7' :; - :_‘7 ;: — .-7 7[77: ﬁ!; V - ) ) V ‘
- Activity/Content Summary © . - | Time
) lQ(;J;;g;s,ﬁGGa;é;gpd Q@jécéiggg ’

§ L

Security has two gaals-—p:ctectlcn of pr@perty and pratectlon . -

. of people. Through analysis of’ prabl s, Partlclpants deter-
A ‘mine their major concerns. .

Gb’gct{ggg

' BN ¥ , , .
Course objectives will be ta arge ted, based on partivipant -
‘concerns.

2. Approaches to_ Imprav;ng Schooal SE;,:ity ! “ ‘ . 5 mi

n be an umbrella under whlch
is dlSEuSSEd.

How the school security p:agram .
other approaches are inca:parate:

Cir




" Objectives

’

1. Formulate two aspegts of secur;ty prablems
of pr@pertg : . :

B . 2
. N A .
.—_:— 5 .
Course . 5 - Security o - e
s R o v o .
- "Module__5-1 - Introduction . L o
v . i

Paétiéigéntgigill be able to--
1C1p: |

1

Y

¢

-security of persons and security

2. Describe the interdependence and complementary nature of various security

apgraaches used to address the problem of schaal violence and vanda;lsm.

)

' #

Description of Materials

Transparencies

ERIC
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5.1.1

5 1.2 Transparencies ;Ilustrate the interdependence and complementarity .

of app;qaéhes to improving school secur;ty.
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ot T Course
Course sogeewiy ‘Agenda.
Mml, 5 2 - PIEVEBthEﬂPPIQEEhES - Hu:nan SDlth:LQns 7 I by Module

W'ﬂQ 2hours - = 7 _ . _ 7 - 7 :
. 7 ] 7._-.-_,-‘ - - : - x ] . ; :\,;:7 ,- .7.7-

Madu!a Summa}y

A variety of examples are pxesentéd Whlbh show how admlnlsﬁratcrs, teachers, students,
support staff, Parents, and commuﬁlty resldEnts can function to enhance the security of

- the schoél environment. . -

i

3 ——— — - — -
o Activity/ Content Summary (" . Time
1. ;nt:aaucticn ) ‘ : L, & 3 min.
The madule is designed to examine the roles of nonsecurity staff ‘and -
the community #n school security. - Examples showing how various
groups have been used in school security will be presented, followed,
. by a dlscu551an to generate -additional- ‘strategies for involving
the groups. N S . _ o
. - @ ‘{ . y ;
2, Role of Administrators v : e 10 min.
A. ;mggr§aﬂceggf.th§ Principal in,Echﬂ;l,Sécurity Programs
- ;The principal's rESPGnSlbll;ty lnaSchaal safety and security
. is presentéd -
B. - "10 QHEStiapgrfgg Principals"
- : ’ - S ,
C. Examples of Principal's Resp@nsibility
The "Guideliner * . School Safety Plang" used by principals in
'Néqiiszétitnyhs;lc Schools is reviewed.
.3.  Role of Teachers _ _ ' : ¢ 10 min, «
A. ansiﬁdgration i_n Using Téachers in ’Schaol Seéurity Programs ’
’ The role tea:hers :éﬁ play in ;mPIGVlng schccl se:urlty is
presented. °
, . ot ’ -
B. Examples
Approaches to teacher 1nvalvemént include cr1515 intervention, : T
teacher Qatrcals, and buddy systems. . ¢ ‘ » ..
- !
: B .
\)‘ 7, ) ] ¥ _ . L - =3 P B .
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- Time

.

. R . . .
"Role of Egrgnts andngmmuﬂipy Residents o ) ] .

— e et —
V - . ,. A r O -xv St ‘ )
'Role of Support staff _ v S . .

A. Need for Stﬂéé Surv211lan:e Maﬁ;tazlng, and Adv1ce 1n Sch ol

Securlgy Prdgrams . : . .
* "i ‘ ' -
volve all support staff in building security js dis-

The need to 7
cussed.” The role of custodial staff is emphasized.

=

ExamPl,s of p:agrams involving custadlans lnclude 'Eyes On the
Schaai and Live-In Custodlans.. -

E@leiafigtudént;s

&

a. " Con deratlons in Esipg,Stgﬁgg;sg%g Schobl Security Programs

P The advantages and limitations of using studegts'in school security
are stressed. ' . ‘

B. Examples

Five différént programs 1nvalv1ng studentg in school security are
presented. ] \ . .

A. Considerations~in Using Parents and Cammun;ty Voluntee:s in School
Securlty Programs g :

. 7’ B | _ . i , B
Aavantages and problems of using volunkteers are highlighted.
5 o v

|

B. Examples ;h¥ﬁ ' ‘L_ ' .

3l examples of ' community resident participation in school

ityl are presented, including vandalism hotlines, school watch
trailer watch programs, and "Helping Hand" type programs.

pr@grams.

= = #

Discussion

Participants generate additional ideas for involving one of the. five
groups discussed. _ ‘

Concluding Remarks

%
Tralner will remind partlélpants of’resource matarlals avallable at B
NSRN . -

“

10 min.

25 min.-

o

min.
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cﬁuﬁé 5 - Securltv T . L Moduie
Mﬁdl.!la 5: 2 - Ereverxtlve Aggrogggs - Human Solutions _ VAT '
‘E : , .- : . —#};-ii
_-Objectives - ; - R .
Paf;ig:i?ants will- be _able to-- - o . l
1, Llst Several ways of 1nvq;v1ng gtudents, parents, teaghers, n@nteachlnq staff,
w rand cammun;ty residents in sch@@l 5ecur1ty e . : .
) 2. .Des::ibe advantagés and dlsadvantages of inv ,;ng each group 1n schaal
security : T . : : L
-\ 3. Explain: wayg that p:lnc;pals and building administrative staff c rry the
respcnsfblllty of leadership insthe area of school secu;;ty.
. - Description of Materials ; .
T:a;spargngigg ) - /ff , . . : e
5.2.1 - 5i2i7‘_TranSparen21es prcv1de examples of proqrams ;n&siv;ng teachers,
’ students, suppart staff, and parent/community residents.
Participant Worksheet )
5.2.1 . "10 Questions er'ErinéiPals“ .
Eackgr:lgd'Materials 2 L . o 4
R.5.2.1, New York City's ‘Guidelines for School Safety Plans. NSRN Technical
/ Assistance Bulletin. T
~ R.5.2.2 E;ttsbu;gh Student Securlty A;de Pragram. NSREN Techriical Assistance -
) Bulletin. . o ) , ~.
Resources
_R.5.2.1- New-York City's Guldelines f@r School Safety Plans- NSRN Technical
B ' Assistance;Bulletin. ,
. R.5.2.2- a’Plttsburgh Student Eecuglty Aide Program. NSRN TEEhni;aerssistanga
L ) Bulletin, o
. oo AR . LI W ¢ )
Bibliography : == = - :

Preventive Approaches
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Gaursa 5 seeurity - T - Participant

Madule 5,2 Pre&enﬁtivg, Approaches - Human Solutions _ workSheei
Warkshe_et'lsD#, T S -

Ed LT

Bellevue, Washlngton -

10 QUESTIONS FOR PRINCIPALS : ‘ <l

In addition to their leaderslip role in the education of students, principals also carry
‘the burden of leadership in the area of school security. Responsibility for the develop-
ment, 1mplementa§;on, and adherence to policies and procedures in school séTurity, at the

local school level, clearly rests w1th the chief building adiministrator, ‘the principa¥.
-rIn Eélla ue, Washlngtan, Prln:;palg are given the following list of 10 questions to
assist them in making provision for naces;ary ;afety and security measures,
< —~ .
AS EACH OF THE LLOWING QUESTIONS IS DISCUSEEE, PLACE A CHECK AFTER THOSE

INCLUDED IN YQUR SCHOC ‘;CURIT¥ PR ‘GRAMi;,“

=
pui
:u
" g
=1

1. Are teachers and other key personnel aware of procedures and responsibilities for

3

dealing with a seriously ill or.injured child?

2. Are pupils, teachers and stéff ¢ .re of necessary Praceduras and their fESPOHSlblllt ies
in case of an earthquake, fire or flood? ’

Are principals, délegatéé ‘and key staff members aware of necessary procedures and

3.
their rESEDnSlE;thlEg in' case of bomb threats? ,

4. Has aﬁ organization been established in the- bﬁildiﬁﬁggg.PrEViﬂé for routine 2
)supefvision of halls, iavarataz;és and grounds?

5. Have p#azedures been déveiope; to handle unaﬁtharlzLd v1s;targ?f

6. Hava‘eme:geney pr@cedures been dévelaped f@z iajgr incidents or disorders?

7. .Is the chain of command éiearly defined and understood by teaehers;ahd staff?

S; Have appgapf%g;ééyrDVisicns.for supervision and security*beEﬁzplanned for each
after-hours atitivity? ' )

9. Do administrators and teachers:understané procedures for haiadling Pﬁ@blemvstudents?

10." Are counselors and other key personnel familiar'with the district's emergency

guidelines? .
Répriﬁtél from a publlcatlgn of the Nation.: School Public Relatlona Asgsociation,
"Viocl sce and Vandalism: Current Trends in School Policies and Programs, " 1975

Q - ;1 o o e e

ERIC  *

Aruitoxt provided by Eic:



. o ~ B g'

- Course 5  security = - : .

Module___ 5.2 Preventive Approaches - Human Solutions WQrksheet

Worksheetl-D__5.2.2 =~ . y

_ 10 QUESTIONS FOR PRINCIPALS,
« Bellevue, Washington .
w ,

Al R . . R . ) vy . | s ' . e

[ - ! ) e ERE

_AS EACH DE THE"

In addition to their leadersi.ip role in the education of students, principals also carry
the burden of leadership in the area of school security. Responsibility for the develop-
ment, implementation, and adherence to policies and procedures in school security, at the
;ocaL school level, clearly rests with the chief building admlnlstratordf the principal.
In Belle evue, Washington, prlnilpals are Eiven the following list of 10 questions to

ist them' in making provision for necessary safety and security measures.

ot

QU DI SCUS%&?, PLACE A CHECK AFTER THOSE THAT ARE

SCURITY PROGRAM, - , '

l. Are teacheis and»cther'key Eersdnhel aware. of proéedures and responsibilities for
dealing with a seriously ill or injured child? '

2. Are pupils, teachers and ste necessary pracedufee and their responsibilities

in case of an earthquake, fire

=ssary PfDCEdung and
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5. = Have procedures been deve Qped to handle unauthorized visitors? ¥
6.  Have ;QEn:y procedures been develépadvfar méj@: incidents or di gorder
7. Is the chain of command clearly defined and"understéod by teachers and staff?
8. Have appropriate provigi@ns for su@grviéi@ﬁ and securit y been planned for each
¢ after=hours. activity?
9. Do administrators and teacher,- inderstand procedures for han dl;ng problem students
10. Are counselors and other key personnel familiar with the aisg;i:tls rgency
guidelines? o
- i
‘Repr;nt*; from a publication of’ the Nation.. School Public Relations Associatioén,
"Viclerce and Vandalism: Current Trends in Scho@l Policies and Programs," 1975
o e i -
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.+ .1 New York City Guidelines

'

Sumimary. @~

2 . B
R ' This bulletin provides an example of guidelines which "all principals tn the
New Yoark City schools follow in. developing building-level security programs. ' These
guidelines standardize the approach to safety planning and cever everything, from just
what items are to be on the cover page to where each school's floor plans are located.
The. format is detaijed enough to be comprehensive, yet fiexible enough to accommodate
the different needs of elementary and secondary schools. These guidelines constitute a
useful model for building-level security planning. | ‘ ' '

i

The Problem ' L T,ie Solution

Literature on school security consistently Recognizing the pivotal role principals play
points out that principals and their adminis- in -maintaining a safe enviroAment in their
" trative -staffs  must assume the major individual schoal buildings, the New York
responsibility for building security at the ™ City public schools developed a set of
local school level and that principals must guidelines to be used by all principals in
ensure that -all segments of the school are the development of school safety plans.
secure an an every day basis as well as in Although results of the implementation of
+ Crisis situations. .However, in many school this type of standardized planning are not
systems school administrators who.are not readily estimated, New Yark City has a
part of the security department or division lower incidence, per capita, of school vio-
are often unclear about their roles in lence and vandalism than many large urban
_ school safety and security. school systems. This may be attributable,
. in part, to the fact that the structure of
thelr safety plan is so comprehensive. The

guidelines are reprinted below:

=

Guidelines for School Safety Pldn (New York City Schools)

In preparing your plan, it is important to remember that total sacurity, although uni-
versally ~sought, is elusive and almost impossible to achieve even with the fullest
resources. Since under present circumstances our security means are minimal at best,
a comprehensive plan must combine dextrous management, imaginative improvisation,
constant- supervision, and the full use of all resoldrces within the schooal cammunity .
For example, even though it is nét possible ‘to cover every security risk area with
security personnel, priorities can be established and consideration given to the assign-
ment of some tasks to other school employees, -parent volunteers, or student monitars.

Jared under Grant #725-AX-00% oM the Offics of Juvenis Juics and Gsinquency Prevention, Law Enfarcermant Xsujance agminisiration, U § D8pdimaent of jusiice.
E l C Boufits of vidw O IQIAIGAS 1N M3 JOCUMEnt are tho1s of The N5AM and da Aol Aecemanly repieiant the a?{iia!l_fasﬂ!an oF poticias of tha U 5 Departmant of Justice.
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The TQHDwmg Farmat whn:h has been done in outiine form; suggests most of the basic
ingredients tHat should be considered in thg dé\sélapmént of a pragmatic. plan far the

safety of your school. These guidelines fofus on principles: and denominators generally
commoen to a schoal z:gmgle‘-r. rather than on specific safety problems facing any indi-=
vidual schogl, .Therefore, 'in many instarfges pmm:u;:ais will find that these guidelines

are mare . -Ffar-reaching than .their needs r‘gqume will also find that if these guide-
lines are f‘c:llc:weﬁ your plan will be se Gom _vé that there will be little, if any,
need to make substantive changes for tﬁé equur*er;i-_syearly updating of safety plans. In
any avent, it is hoped that all pr‘mmpas \mll uhe Mis outline so ‘that there will be a
board- wu:ie standardized approach F@ra r

mtr’gauttmn

A. Cover Page S
1. Subject titla ™ "s faty *Ptah“ gﬂd dat’afprepared

Name or ﬂgmbe - of s«:haal ac:!dr‘gnés (;mc:mdmg bc:r*c:ugh and zip cade)

telephone nu ’

e

h

led, gr*adé igvel (K-8, 9- 12 2, ete.)

- 3. Number of studen S
1. Name, hcme addr‘egs and tele;:haﬂe Aumber of, principal
5. Name,, home address, and talép_hané number of c:ustadlaﬁ and his/her
nearesy‘to-school assistant. ' : :
A {' =3, First Page
oo. 1. A fairly détailed "Table of" - _ ]
- 2. For easy reference and ur the subject matter should follaw some
g J.a., alpha Aumeric, Dewdy, etc., and,
¥ ' 3 - 1
C. Ssecond F’age _ : : ’
: 1. Stat I‘ﬂ%l’lt of the abjectwea‘ af' the pr‘!ﬂr;lﬁ)al and-the plan -
2
' 3. ,
S 'c; Eﬁ of the plan v ,

] Dr’gamzatlaﬂal Etr‘ucture and DLIT,I%S
-~ aCDr artizaton SLruc 'Eure .
' '_Grgamzatléﬁ' thart’ L
‘Dutlme DF Cham DF iammaﬂd and authority

. Y - 4 ¥
' é ~Gefréfal. Dutias and Respaﬁsu-@hméi
' 1.0 PrinciBal
2. Assistant pr‘lﬂ::lpals e
- ji Beans e .
74, Department .neads . ,
5. Tea«:her‘s and par‘aprafassmnals el
. 6. Administrative and secretarial staff
e 7. . Security staff TR -
7 ¢#8. “Custodial staff b
S 9. F‘faremts, valunteers, s;tu«jerit monitors.

e &
NOTS: ,m alf cases dUtIEE shguld be assigned by%title rather than by named
individuals. This will. pfeclude confusion, or dating of the plan, occa-
siomed by gaersondel- shifts, transfers, absences, etc. In addition, note
"-y, should be made of:'Who should assume raesponsibility in the event that the
- designated per’s&m |§ ‘not availabie. : :

Hi. Re wiar Security Pmc:edur‘es. o - .
A Vigitors - % : )
- Official EIQI”! Aﬁ"f%lgﬁ out book : ’
Escart vlSI’tﬁf‘S,_DF’ call ahead to m;tqu appropriate party
’ Vlsu,mf‘ ‘passes’ (color coded to indicate floor)
End-of-Visit notification to ‘frant desk
o Sigriout verification,

ERIC © . Lo v
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B, btudenfs

1. 10 c:ar‘ds:r(ph@ta preferable), distribution, serial numbers’ repossession,
replacements . . . : .

2 Program cards o ' ‘ )

3 Hall passas . i oo 7

4, Late arrivals .

% Cutters -~ .

Policy for carrying or wearing outer clothing in:school.

&

C. staff ' . ,

1. " 1D eards (phégs prererable), distribution, serial mumbersg, repossession,
/ - replacements
2. Policy for carrying or wearing outer clothing in s&hgal
b
i D. Signal System
1. Code sigral system to be used for tr‘ansrmttmg mfcr‘matmm te staff mem=-
bers without alerting students, intruders, .atc,
.2 Procedures for regular announcements for students, and staff.
E. lﬁt Uder Alert , e

N t!ﬂiatuan to-principal or office

{otification to staff by signal system : .
sagnmeﬁt of specific staff members to séar‘ch ;pe\:xﬁc areas
/Report-back and end-alert procedures. -

lﬁ‘wmd

gtablishment of Security Posts - ,
Fixed posts A
a. Location, vulnerability, ‘relative need,: effegtweness
lems’ :
Personnel coverage, special quallfrcatlﬁr‘gs, ﬂurﬁber‘ F‘éc::ulr‘ed
* Communication capability: radios, intercoms, phones
written instructions, duties. '
atrél posts (in addition EG ,abcjve)
. Area defined
irregular rolte patterﬂs e
Special hall sweeps T

T
L O o ‘UW o

a. When conductéd :
“ b. Staff persons participating
c. Starting point (top floor and sweep dcwn) L
. d. Stairwell controis ©
e. Holding areas
f. Pr‘acedur‘es for handlmg persons pu:k.ed up. .
.
4., Staff considerations - | o k“-‘ms S o
a. Indoctrination ' :
b. On-the-job training
c. Rotation of assignments
d. Supervision. ’ .
G. Rey Control ,
3 - 1. Designation of secure key storage area
) 2. Accountability for keys r
3. Master keys strongly controlled (limited distribution)
4. Reporting procedures for lost or stolen keys p
) 5. Procedures for changing :ylmders to vital areas when necessar‘y
. . n\'
IV. Emergency Procédures o _ N\
S A.  Fire | ' : gﬁ
= 1. Internal :\r@visigﬁs for reporting fire, notify principal, key ‘perschnel,
- etc.
Q . : 2. Alarrﬁ tr‘ansmlr_tal to fire department and pahc:é departmerit

b. ’T‘rmes gaveréd iu#r*—e,rut ﬁéeds, past gxpemence, aﬁtlc}pated pr‘r:b=

¥
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3. Stanghard évat:uatlan pra:EﬂUPes ) o

a, Designatipn of specific responsiblities.: (cea:hérs, custoedians, pther
staffdstudents) : '

Code signal transmittad,

Preparation to laave (wraps no . wraps)

Group egress canﬁguratlaﬂ (designated leaders)

Door and window ‘control !

Hall and stairway routas (primary, SEchdar‘y)

Exit doors.(primary, Séf;cr\dary)

R les of conduct N

id for handlcapped or IﬂjUf‘Ed

fnternal and exterrial formation areas

Check for missing .

Special seaarch teams

4 Safeguarding of records and easily ;:c:r‘table valuables

5.7 Review and critique : .

6. \Re;&arts and notmcaclons

7

B

4

*

TR TN ITAG Thm o0 o

Fire dr’:lls ) ' N
Bar’ﬂb Scare ) , . - .
- 1. Prior instruction, for those likely to receive such calls as to time

received, exact words used, distinctive or identifiable characteristics of
caller, attempt to determine exact location, attempt to delay caller for
‘trace; etc. ) '

2. immediate notification to, principal and/or key aéfﬁiﬁistr‘étive personneal
who-- \ "
< a Notifies police department and office of school Safety ]
b. gvdluates, considers possibil ty of bomb bemg present
z. Decides on avacuation -
d. . Transmits coded signal to des@natécﬂ @er‘smﬁﬁel i
v e. 7 .Causas discreet search for suspicious package, box, etc.
% i . . &
NOTE:  All persons designated td search ,will be inStru(:‘Zéd that they
should nmever touch any item swr}ich"app’ear‘s suspiciods. They are
marely 0 note its location and report so’that: ;:mr‘n:np,al ar‘ dEEIQI"\EE
mav,make a deeision on evacuatipn. :
3. Guide at‘entrances for responding police
4. Principal confers with police ; r
a. . Evacuatien .decision , i
B. Indepth search -
€. Need for bomb dogs or §Déclalngad bemb umts
d. 'Make available floor plans - and safety plans.
5. If decision to evacuate, fodilow standard evacuation proceduras listed |in
par‘agr‘aph IV.A.3.
5. Review and critique !
7.  Reperts and notifications ’ -

Demonstrations-=Sit-1ns

1. Staff assignments specified "

2. Coded signal to alert staff

3. Public announcement to students and. staff

4. Notifications to police- dggar‘rmer’\t offlc:a of school safety, other appro= .
priate units in board )

5. -Door and stairwell controls

5. Negotiation team N

7. Decision to dismiss ' )

8. Review and critique :

9. Reports and notification '

National Defense Alert or Civil Disturbance

1. Staff assignments spéc‘:i?iéd

2. Coded signal to alert sfraff

3. " Public announcement to skugeﬂts .and staff EL,Q »

i

Aruitoxt provided by Eic: — =
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l 4. Shelter areas defined .
; ° 3.  Movement of students to shelter areas
6. Door and window congrol ,
: ' 7. \Jotuﬁcatxaﬁs to police department office” of school safesty, other appro-.
priate units in, board » v :
‘8. Need to keep phone lines cjpen 5 t
g, Preprinted instructions for students and staff A
. 0.  Plans for defense of buildimg ' >
. 1. Equipment needed: battery operated radidk, flashlughts, first aid, &tc.
2. Lacation aof emergency Facd and water supp \ . s
. )
. E. EQEEI)EI Considerations Involving Emér‘géﬂmés .
1 Staff mstruc:tn:ﬂs ag to lodations and use of fire extinguishers, fire
hoses, and standpipe system connections IR .
2. 'Staff instructions as to recggnition, chemical capability, arid effective-
) ness of.various types of extmgu!shersiﬁespéclalIy in elegtrlcal or._fabora-.
' tory fires'
+ 3. Guidelines for detour‘mgsfrgrﬁ fire |DCEEIQﬁS aﬁd tlps on hq&v to ;‘jrgtect
' selves and students during actual fire or disaster :
a. Complete kﬂawledge by staFf of all 'stan-‘well fire door, and exit
doar lacations: *
b, Feel ciosed doors before opening tD détermme heat bulld up S
<, Coats, dresses, or any material * dover head and face to protect
' against flames and smoke | ) - ‘
) d. Wet=-down -clathes, if pa55|ble, to ‘protect against flames
. v ‘e.  Roll on floor to douse flames or smother with coat,”*ug, clothing,
® ' . etc, -
f.  Crawl on Fla@rq;ta escape dense smokée
. g. Chain escape--gne Eéhlﬂd the other- holding on to belts, trousers,
N - dress,- etc - . .
h., Buddy. system=--so someone is always respansible Far‘\ somegne alse
. and no gge gets left behind ' ' . .
. 1. - When visibility is impaired, Ef"’éwl.éﬁ floor and feel ahéad with
. _.»+-hands to prevent falis
' i Psycholegical chain effait of hysteria or pani¢ and how to deal with
’ gither
4 ) - k. Need for |#ader &2 éxhubnt Eaﬂmnass and x:::mfldemt manner: ”
F. cher‘ Emergeﬂcy Cans@eratnans g . ’
1. Health and first aid 3
2. Drug and alcohol abuse B
. 3. Individual &rimes
3. Peaceful student, parent, or community protests :
5.  Lock-out, lock=in :
(. Utility failure

- F‘hysn:él Plant

<

A, tructure:

m:tatlcm on where floor plans are located

briaf dészrfptiéﬁ. of béildiﬁg complex and

5

its facilities, include

Sy

R4

l”«_,__ _.-*"j

o

8. Heating plant: type, location, vuinerability, fuel shutoff location
'C. Fire alarm system: internal, external, delayed action, location of alarm boxes'
g o. !ntrusibﬁ_gléfm system: ultrasanis, infrared; microwave, tamera surveillance,
central station 911 dialer, door contacts, sensors, location of panic button,
atc.” - 7 ' :
E. Personal alarm system: type, number, receptors, transmitters, console loca-
tion _ - . , ' : ‘
F. Entrancas and exits; location, locking devices, special precautions (bars,
outsidgr handles removed, etc.) ¢ S
G. Utility 'systems: water, gas, electric, shutoffs, panels, switches, terminals,
pipe system, and zar\frais i *
L HL Telephane " system: butside lines, intercom, terminals, public phaones, loca-
Q . tions : g
ERIC 1y
- — 5 — =




18
= [ ;
v
&
: i Vault and key room(s): Iocation, access control .
J.  Stairwell plan: one-way, “twa-way, special gsa%diré;tiaﬁal signs, relation-
® sHip with entrances or exits ' :
K. Vulnerable areas: ®paint and flammable substances storage rooms, 2xpeRsive
r_}» = ¢  egquipment storage, computer rooms, rendezvous locations; places. conducive 1o
% hiding or danger,jetc. »
L. Emergency shelter areas: location, provisions, capability, Ec:\c:ls, atc.
M. Health and first aid facilities: Idcation, resources available n
Vi, ﬁegaur- Repar’tmg System -
A. Procadures to ensure regular msgezt;én and/or testing of--
1. Fire alarm system - 7
2. intrusion alarm system i )
3.. Personal alarm system
4, Telephone. system :
5. Locks, panic bars, and return springs on outside doors -
6. Locks on all doors to vulherable areas w
7. Qutside doors, windows, window screens, etc.
8. Fife hoses, standpipe system, etgc.
' B. Procedures for the report of defects on above
cC. . ?r@;aﬁur’-és far r"a a r. cf defective or inoperable items and followup process
VI Liaison_ Needs _
A, Polica department i . : .
8. Fire department
C. Mayor's education task force .
0. Local community planning board s
E. Traffic department
F. Transit police. §
T G, PTA 5 N L .
H. Urions . o
y . Student groups < A _ : F
. , o . ) , )
(Sourca: New Yoark !c‘iity’ Schools, Guidelines for School Safety Plan, distributed to all
. New York City principals..) - ‘ '
& .
’ , =
- Reterences.

, ] _ . ‘ _
Puoil Tr‘aﬂSDGFESElDﬁ Safety, Highway -Safety No. 17, Program Manual,

of Transportation, Natiognal Highway Tr‘afﬁc: Safety Administration, U.5. Govern=,

ment Printing: Office, wWashington, D.C.

.(This document is also available in the NSRN compendium.)
T ) . B ;;_Fl
™
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Attazmmant A - Rules s Riging 3chod; Buses,
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iTanaportacion Departmenc
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TROLES SOVERHING PUPIZE RIDING 35HCOL 3USES

' u

Stata 3f Sragoa Aulss zef 5.3.3.

L. Papils -eiag sporsed ars .OdeT zne auTUOrLTY OF wna zus isivar, .
B ghtiag, wrestling, 5F boissarssus icTivisy .5 proniditad oA 1ia Hus.

. . . J.. 2upils shall use =ne aDergency 20or saly in tha casa of msrgancy.

4.. Pypils shall S on ciza for cha 5u3 doch oorming and avening.

5. Pupils shall Aot 5ring animals, Zirearas, uggpanz. oF 3ther zgmgasially

Razardous zatesial on s bSus. - . -
N _} &, Pupils shall -emain ssaced whils zhe bus (s 1a aseion.
7. 7upils may om assignad ssacs ay tha S driver. . S
8. _ Whan necassasy 5 STOSS She road. pupils shall czoss in fzont of the Sus or as® -
’ mﬁ;u:tlﬂ 5y the Sus driver. s

« 3. Papils shall noe axtand cheir ands, arms, or asads thfougl Sus wWiadows.
10. ?upils shall ‘uv- W“rittan germigsion I leave the Sus Jther ihan ac Lome ar school.
- Ll. Pupils shall ﬂamr;:u i1 ndr=al zones; loud of ‘ralgar Languags .3 prohidized.
L 12. Pupils shall ot aopen of slods windows wizhout jermisgs:ion of .;E* vac.. )

- ’ shall xsep chas busg =lsan ind sust zaf=aia fram Zamaging .
shall Se sourssous co the driver, liow jzudents, and jassecioy.
'aha ".gg =] ab-y ;ra - = driver 9 zaf:uia 3 :siw )
zida on phe Dusas. : B
L, _JcTad-=2
i : 5 safaly =Sinsportad whilas hal
' N 3 pEY ar é_;iez_y 4:1;‘5? E saat ara : :
(ZF 2upils shall not lntasZars = xcacs
ia an sgergancy orf A L—;susu;-ega Sy =ha iri
(3) ?Pupils szhall aoc lower bus windows Selow =
1 as inst 8. .
(4) 'Pupils shall e at their ceqular bus sToo ac lsags iree niauszas 3risf =9 thas
P ) ) sublished tima schaduls. ) : -
7 ) 5. 7upils shall ot {amAge oOr aAt£sampt I limage puElic 9r zrivace FooperstTh AT
. any cize. . ’ -
i {8 2Fupils shall r regizc=acion zards, Notices of Misbenavior. 3¢ swhar
: farms Lasusd Sy and <hase TuAt 5@ zomplacad and ad i
wndicaced 30 = .
(7) Cua =2 =ne aania‘:a;_kjl. g7 af senool sus nechanizal Igiluzs o éc’g;émﬁ during
_n:;ming vaadther conditiong, supils shall wear zlocs =K
R . zhe U 52 =he yaar., Periodizally, u.s;.; ;.u;.
- ’ bus dvacuacion 4rills, and jupils will Se instTucsad as I3 3
: thac skould s worn the Zay of he dzill. .~
{3) Pupils waizing i3 3 Sus sesp ared iss andar zhe jurisdiszisd
cmerefore, all =ha Sraceding ulas Zoverniag Jupily Asdwaf Fea
i the DUz Itop 48 wall i3 oan the Sus. ' .
- L SUSTINSION OF TPANSPORTATISN 3R-UIIS0E3
:’;ana;’il.;y, thrse HigeanducT Yotizaaz withis 24 5@3;—15 will lgmi,!_; 4 susgansion a- 7
cransporsaction privilages. : )
! Incidents of physical assaulf, verbal abuse. ;ar;:—
and randalism may result in imnediats
of prior record of misesndust. A
R : N .
T _ / : - FOR_ADDITIONAL INFORMATION ' ,
. - S . REGARDING YQUR CHILD'S '
b ; ' : TRANSPORTATION 1
i CONTACT: :
) Salem Fablic Senools
- TranspaTtatiod Jeparteent .
93 Mawthorne Avenus. N.E. .
salen; Oregom 37300
Teleprons: 399-3]0%
r
) ) . Lo .o ] o _
Y~ Source:. Salem Public Schocls Transportation Department

ERIC :

- . -~ ’



National School Resource Network ’f 18

fxsiem Sagena Santer + 53 3@y Siare Joea. Josron. MA 02215 - ia17) 3534554 . R.5.2.2
eumemr legeng Canter - 34 4th Sheer. NZ dhente. GA 10108 - (<04) 5?}%? 4 : N TErEes
a0z « (312)782.5787 .

 Technical Assistan

,—s\r The Pittsburgh Student Security Aide Program

5

U

' Summary

" . . In this program, students who are disruptive as well as other, more well-

' behaved students are enlisted as security aides and work under staff security officers.
Student security positions are awarded to student leaders--those officially, recognized by
the schoo] community and other unofficial leaders of school groups. ‘Pitt’sbé‘fgh's pro- -
gram has applicability to any jumior or sanior high school wishing to increase security
and at the same time promote active student cooperation in sascurily measures.

. B . = . ) . i F ) ) B
The Problem ' . *  play in their school as responsible citizens
’ ) - and are in the position to encglurage other
students to view the school similarl\,@ ‘a

Maintaining a safe environment--one that is A LT . L .
conducive to learning-=is a problem for safer environment-can be "established. ¢

many schools across the country, 1A - - ,g, f{ : .
schools ‘whera the . administration, faculty, The Pittsburgh - Bgard -of Education . has
and security personnel. are the maintainers instituted a Student Security Aide program
of discioline and instigators of punishment, to actively involve students in the security
“he scnocl arvironment is tense, and disci- program. Influential students are engaged
oline is a constant problem: the enviren- as .aides (o work-with security personnel

: P and act as monitors of potentially trouble-

ment is a battle zone. |If students are not ™ __ b ! : LT .
some areas and - situations ougside class-

part of the team that maintains discipline, . 3 e
sstablisnes rules, and works to c¢reate an rooms. As they work together on'the prob-
environment that is safe and comfortable,’ lem of school security, the students and the
there is - .always =@ Sﬁ”tﬁa ‘we-them" security C!T;‘Fifzer‘s gain mutual insights and
feeling--a student-adult fight for power. understanding.

Maintaining discipline becomas an enormous
~ problem. ‘

T ", Wha s Responsible for the Program?
lgi - c x B - . s
Overall coordination of the student security

! . aide program is the responsibility of the
Chief of Security in the Pittsburgh pubiic

The-Solution
Schools usually have a core of natural stu-
dent leadars--those recognized officially in school system. ° The principals of each
" ‘the school such as student council members,  schoal in the program are responsible for
« -and "unofficial" leaders, often disruptive the student aides, teacher advisors, and
youth whe are recagnized and respected by . staff security affigeﬁs in their own schools.
their peers. |f these "natural leaders" can The Chief of Security reports to the Deputy
be made a part of the security team which Superintendent of the Pittsburgh schooals.
works to prevent disruption and maintain a Alf principals are kept continually informed
safe and orderly environment in the school, - of the program's overall progress and
the security program can be strengthened. actively participate in the training sessions
I'f students feel they have a positive role to thaj .take place in each. school.
Q s o ) o . ) ) - A,,,,,, ) o = )
|- R I C eparea unaer Grant.»19.8-ix.00% rom ine Office of Juvenie jusice ana Deiinauency Pravennan. Law Enforcemaent Assistance Adminisanen, U.S. Department of Justice
Points of vidw of OTRIONS 1 this JOCUMANT Ors Mcle of Ihe NITH and o oI ABCHLaNTY (IEFETENT INe oiicicl porfion of Dalicier af the U.§ Depanmaent of Justice.
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. iNg  warkshops and

raom  attendanca, and

,extracurricular activities,

Parents are alsa .pvolvad Decause zommunity
Qutreacn is an impartant part of the student
security aida pragram. Parent representa=
lives are invitad to werk with the school
aﬂf’mm; SE!:H’? i23chners, and students Jur-
traifning  sassions ang
through daiiv Zantacts '

cCurity Aige C-"“:)cj am

Hew s 3
Startad? v

4

A stugent sacqrﬂi\_f aide program is initiated
Gy the school principal.  His or her First
siep. i3 E:: secure acceptance of the idea
that security aides canm be racruited from
the peooulation of students and that stu-
cents can olay an active ang effetive role
In maintaining 3. sscure environment. The
srincipal’s sscond stap is o select a staff
security officer to be statioped at the
school ang a teacher (o act as an advisor o
the student aides. The staff security offi-
cer will be knowledgeable about sacurily
and praograms for schools., The

measures
teacher adwsc_zr will
for Eagmg caraful, records on the grades
student security aides maintain, their class-
the honors or out-
they . achieve In
byt also for eval-

-

standing perfarmancas

uJating the records, maonitaring student
security aide activities, and coordinating
Lraining sessions. The third step is to

" select the aides themsaives.

Mow Are-the Aides Chosen?

selected fram candidatas
student volunteers,

ude ides are
g ca:;j by teachers,
and the principal. Natural
are nominated--those "officially" titled such
as the, captajn of the football team or the
student MDFEEidEﬂE, and also "unoffi-
cial' leaders who are respected by
peers. ' Students with a negative, but pow-
erful influence on "the school are primary
targets, but well-behaved role models are
also chosen. The initially selected aides
suggest ‘other influential classmates as fur-
ther candidates. -

ir M
]

ML
[ r1
ﬂﬂ\

What Do the Stucdent Aides Do?

AAARLLS ALt LN .
Although thg activities of student aides
vary from school to school, their general
assignments nclude monitering halls, lava-

special events such as ball
games and =zsxiracurricular activities. The
assignments are seen as supplemental to,
nol as a substitute for, those of the adult
sacurity | personnegl in the school. It is

tarizs. and

oe FE%QQH;@IE nat anly *

student leaders

their -

22

— . SRR —
understoed thst the gajdes perform ther
times wnen their classes arefnos

dutias at

w1 addition. Lo their 3ssigned dJdulies. stu-

Jant sacurily aides are 2xpecizsc o 2rovide

positive role models ror classmales They
are charged lo-- .

e Obey the rules ang the reguia-

'§, tions of the school to the 9est af

their ability

] Wear t{heir ci sacurity aide

shirts .ar jackels when an duty

o | Work to pravent trouble

e Refrain from soreading rumors.

slruclions to student

Specific in are given

securily gides when attemoling to mediate
or  "hamdle" a disruptive occlUrrehce.
Directives in the "Stucent Security Aide
Manuai' Ynciude-- :

A key to tha successful rasalvmg
of this type of situatio is to
know your limitations

e AVoid "pushing a student into a
corner”

e The Student Saturity Aide must
realize - that .he| or she is not
responsible for Jschdbol discipline

N . (’ B

) A Student Security Aide has to

decide what course he or she

5

_should take

o - |If the aide knows the offending
student, perhaps a friendly word
of caution might do
] If the situation is clearly beyond

the power of the Student Security
Aide to deal with, the best thing
to do is nathing. except reporting
the: incident -to School Security
< Authorities .

the force
include--

from
They |

for dismissal

the - manual.

L] Being caught under the .influence
of whiskey or drugs

Clear grounds
are cited in

"come ower' as being
fair in talking ‘to or 'dealing™
with other students, regardless of
race, sex, or personal differences

e Failing to
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® . ‘Accepling security assignfents in
an attampt to miss class,

mow Are Student Security ‘Aides Trained?
Three kinds of ongoing t:r-ammg are
offared. The first king takes place In the
individual schools. The teacher/advisor.to

the security aides, together with the prin-
cipal, staff security officer, and gthers,
conduct monthly training sessions.

sessions,

During these students - discuss--
® .Existing school problems
[ Altarnatives for EYQ’ISV.IQF' mDﬂIFI\:éi
* 0 tion
o Successful handling of problems

particular tastheir schoal,

The  second form of training takes blazéat

monthly  Saturday workshops held in the
’\,—H:y of Pittsburgh's school administration
building. The Chief of Security conducts

Courses for all participants from all the
participating scnools anm topics which include
case law, searchn and sajzure, prevention af
vaﬁgalisfﬂ, adolescent psychalogy, and
Ruman relations.

A number of agencies and groups provide
_Grainers, or resource materials for the work-

shaps=-

department of the.

o Legal Pitts-
Surgh Board of £ducation

o Allegheny County Coroner's- Office

L \S‘g\

° um\;er-snty of Erctsbur‘gh Graduate
::hgal of Saocial work

o Pittsburgh Council on Public Edu-
Cation

@ Parsonnel from local law enforce-
ment agenties :

-8 Faculty from the' Law Related
Thozztier Training Program pres-
antly working in sélectad Pitts-
burgn schools.

Tt third tyoe oF training s 3 2%-day
4mp.Tg. trainng  32ssion conducted =2ach
semestar [C enable students from the vari-
Sus schoals im Pitlsburgn [0 interact with-
2acn ‘atner The objective of this outdoor
iraining s o encourage tne student aides
O apoiy whnat they have learmad® about

Jddvantagas of the

ﬁumar’\ .relations in the Saturday warkshops

and school training sessions for 3 short,
intense period.

Results .
The Security Division of the Pittsburgh-
Board of Public E£ducation set down four

spacific Dljjét:ti\/éi by which to measure the
Success of the student security aide pro-

‘gram for the 1978-79 school year. These
ware--

e - To reduce the number of suspen-
sions in the 1978=79 schoal year'
by 5 percent

Eas
e To reduce the cost of vand ism
: by ; _percent

o To reduce the number of expul-
sions , in the 1978-79 school year
by 3 percent

‘e To 'maintain ar improve student -
grades, attitudes, or bebavior.

Althogugh .na forma. . documented. resulrs
have 35 yet been presentad, one indicative-

évaluatlaﬁ was made by the Security Divi-
sion of’ the Pltt;bufgh 8card of Public Edu-
cation, with regard to the camping/training
session. There have been no disruptliva

incidents durmg the camping trips over the

past attended so far by 120 stugents. The
report noted that "This speaks well of the

activity itself and of tne benhavior modifics-

tiom which takes place by wr’tue of being a
;tudem :e\:umcy Aide . "

According to the report, the majgr rewards
that appear to appeal to the students par-
ticipating 1n the program include--

0 The aréstige\ of being a member
af the Student :ecurﬂty Aide Pro-
gram

e The jacket and shirt that identify’
membership
T e The campin

GStraiming progrdn.

Additionally, there is the feeling among
Security Division personnel that one of the
student security aide is
that ne or she serves as a buffer between
the student and the aduit aut‘mrﬂq which
tends to reduce the number of physical con-
frontations and incidents of . disruptive
behaviors Dy individual students or group
of students. |n a number of instances, the

3 - 3 ) ;
F ALY S - _— L — -
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security aide program,

£ d
=
1.

& = + 1

student aides were cradited with preventing
the accurfence of race riots in several large
Righ schoals.
ing students of both sexes from all ethnic
and racial- groupos. the student security -aide
pragram has worked 'successfully to prevent
the kinds of temsions that found more viu-
lent release in the past,

B\EQHCEUDFI Issues

¢

[r' =
f' Tn; Student Securjty Aide Program seems

best suited for secondary schools (including
‘junior high or middle /schools). The pro-
gram is appropriate fér any school, rural,
suburban, urban, that wishes to invoive
students in. keeping their schools safe.

Required Resources

participating in a student
persaonnel reguire-
staff security

plus paresnt

In  each schaogl
ments include the principal,
gfficer, and teacher/adwisor .
representatives, and
aides themsalves, .

It seems clear that by. enlists’

the student security

ﬁ&?ugh e smmitments are less
~th that far the individuals at s2ach school.

‘References

Tha only necessary expenditures are for
the shints and jackets that each of the stu-,

dent sacurity aides wears while on duty.
+

On a district- or system-wide basis, the

number . of °~ people involved increases,

their time commitments are less
.These outside people are .involved in -the
workshops or the camping/training sessions,
participating as members of their cooperal- :
ing égél“IC_lES for aone.. day  every, maﬁ&g '

F .

- and/or 2% dayé gach semester on a lectu

_basis or as 3 resource persan. Camping
equipment anl food may be an gxpense, bul
it is possible that most of tRgpe items can

.be provided by the participants themselves.

Y

Student Aide Manual, Security Division,
Pittsburgh Boarg of Public Educatien.

the-

L
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Alternatlve Strategies: For the Praveﬁtlcn OF. Reductlan of Dlgruptlve

BahaVlar ln Sec@ﬂdary Schadls, Val II, No. 2, Dallas Indepenﬁ;nt Scﬁgol DlStIlCtL
June 1978. a ST o : .

- . L ]
. . i

i

e

istudeng;SéCurity Aide Manﬁal; Pittsburgh Board of Educaﬁign; éitﬁsbur@h, Pa,, 1973.

Vahaalism;.ggg.Tha Million Dollar "Prank" A View Erqm the AdmLﬂlStfatha Level:

An Aamlnlagrat@rf Handbopk In;t;tute of Cavarnment, UanEISlty @f Georgia,- Athers
Ga., 1978. : :
Security in the Schools: Tips for tua;ding“th%:, Fety of Téachers ag@ugtudents,

UﬂltEd Federation erT ’h’rs New York City, ChaPter Chairman's Ed;tlan, 1979;

B ¥ N -

Vandalism'and yiolEﬂEE=—fnnDVathE Strateg;es to Radu:e Cost ta Sch@als, Natl@nal
School Public Relat;@ﬁs Association, Arllngtan, Va.,_1§7l.

NlDlénEE and Vandalism: Current Trends in School Policies and Pragrams, ﬁatiéﬂalf*

S:hacl Publlc Reiatlana As ;@c;ationg Arlington, “va., 1975. . T

[

H -

« .Summary of RegammendatiDns for Redu:tlcn ‘of VlDlEﬂEE and Vandal;sm Conferencé,

Eaugatlan Caagaratlve, Februafy 1977.

= o v ) . -

'Alf rd, R., How To Eeg;n Ne;ghbarhoad Watch in Your C@mmunlty-» The . GBI on gg;me .

'Prevantlon, Gaorg;a Bureau of Investggatlan, Vol. 3, ND, 9, September 1978.

'“Cassezly, M., School Vandalism: A_Reyiew,of Prggrgms, ThevahnGil&of,the Great . -

City Schools, 1977. - T ' i 5. < \

il
L

-

Re;chbach E., Seven Ways - Learned,F;rsthand to, Reduca Sch@al Vahdal;sm, The American

School Ecard Journal, August 1977, pp. 70-71. - . .
? ; ‘ )
. ’ 0 - -
O . : e )
g o ' . Caf

Aruitoxt provided by Eic:



[ 8]
ol
I
|
;A

- Course - - Secoclvy L ~_ Agends

Hmli 5 3 - Physlcal Plant Securlty S ! 7 7 7' e by Moduie

Tﬁ]'ﬂmg -1 _hour and 20 mlnutes - L o
- s

| Mcdula Slimmsry

'Ih;s module. focuses on crime pregentmn and Eroperty pratectlcn thraugh phys;u:al deslgn.
Topics include key ccntrr:l systems, ser.:urlty pat' il.= ’
systems 3 : : "”Ai'»‘

1. Tntraiucﬁiqp 5 min.
" A.  The O ’frfr nder-Targets-Risk-Effort-Payoff Model (OTREP)
DpPa;tunlt;es for crime can be Ellmlnatea or reduced by con-
- sidering such elements as type of target, risk, effart required,
and Patentlal payaff ‘to the offender.
B. Gamganents of Plant Securlty »
Cmmpanents include dé51gn issues, key control, 1ﬂventory con-
trol and operation ;dentlf;catlon, security patrol at night
and on weekends,
c. Needs Asses 3
The lmpartanc of developing a systematic approach to iden-
tlfy;ng securl ge .
10 min,

m“ .

~ Windows
]

S$liding windows and casement windows: present d;ff} nt security
problems. - s




SR Aeﬂvﬂylcantant Surnmary |
3. KEY Cantral Systéms 10 min.
A. Ereliminar}: Jc;j;;;mgnts
Strict ccntrgl and malntenance af all keys is essential to school-
security. Ma;ntalnlng control of who has access to keys is also
verylimpq;tant. ‘The Kentucky Key Cantral System is Presented.
B. - Step l: Diagram and Num.bér Kays .
cC. Step 2: Ca}jggp;é;lrEeygrinrgnvelcpes -
D. - Step 3: Index Keys
E. Step 4: Tag Keys
F. . Step 5: Key Locker
. G. Step 6: Issu ,ﬁey‘wlth a S;gned Rece;pt
H. Other Kéy Control Systems . -
4. gsgrgf'Secur;;yggagrgls for Ni§§?$,§?§;32§5§3§5 : - 5 min.
A, PEESOﬂﬂElrggallflC‘tlons !
Performance requlrements of security. personnel are becoming more
- demanding.
B. Ea};@l Pr@cedures
Some suggested guidelines for effective patrol are introduced.
5. Inventory Control aﬁdiP;pEgggyr;denﬁii;cqtign 5 min.
" A. Inventory Control §
) An itemized list Qf all school equipment should be maintained and
a physical accounting of each listed piece should be conducted
routinely. :
. B. épératéénliéggp;fi;g;ign
Marking each 1nventar;ed piece Df equipment w1th an 1dentiflcatlcn
number is an effective way of deterring crime.
BREAK
Q0
(4 ) o ) T - T
%

ERIC.
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"  Activity/Content Summary Time_

6. Alarm Systems

T A. Equipment Overview -

" B. Simulation of Planning Selection and Layout

Description of hypothetical school .Anytown High School; typical
security problems; existing security system; possible additional
security hardware for arson prevention, intrusion detection,
motion detection, acoustic sensing, and remote monitoring.

C. Resource Material

- A NSRN Resource Bulletin is avajlable on alarm systems. _ .

7.  Conclusion

140 min.

R
uvnd
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Medula’ .3 - Physical | P

: Partlclpants w11l be able t -— ‘ 7 -
— '
variefy
. : e
2. Describe at least three examples af no- or 10w!cast solutions to ngrovlng
" .security in the schogls o -

. B

1. Describe

B

of differegt agpraaches for Eecuzinggprapérty

Plan the Lay@ut of an alarm pratect;an scheme in a. school sh0w1ﬁg what 7
electzanlc dev;ces can be used and where they may be located. . ) .

[

Description of Materials - o

Transparencies

5.3.1'- 5.3.15 Transparencies accompany lecture on plant Security tactics.
Handout g ) : B |

5.3.1 Security Measures Taken

Background Materials ' ‘ - )
5.3.1 Physical Plant Security Survey Form -
5.3.2 - Key Control Checklist ' !
R.5.3.2 Lock and Key Control. NSRN Technical Assistance Bulletin.
p A
Resources
alke

R.5.3.1 vandalism and Theft in Kentucky Schools. Kentucky Crime Check,
! Volume ‘II School Security and- Cantrolf7 Can be ardered (free) frmm
Kentu:ky Department of Justice, Office of Crime Prevention, State’
Office Building Annex, Frankfort, KY 40601.
Lock and Key,Control. NSRN Technical Assistance Bulletin.

3.2
3.3 Alarm Systems Guidelines. NSRN Resource Bulletin. .

=

Q — e — ;

ERIC | f
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Mﬂdlﬂe 5 3 - Phys:.cal Plant See@.}"ity _ L - Materials ’
* Bat}kgﬂl“gld I‘D,,, 3. l T e T . g .

L B . . R R . = ¥
.

- "’ PHYSICAL PLANT SECURITY SURVEY FORM

L . g - P .
ihgﬁSe;urityfsurvey S

Survey 'I‘c: .15 _ ’ o

Gemeral ansiﬂératians

. Sﬁacific Cansidarati:ans . g T C ‘
The Exlstlng Security system /
Facilities _

Bulldlngs and Grounds . - _
Eme:gency Prccédures and- System Checks ; s

7 Genefél Sezur;ty SQlutlans
- - ' : ’ Intrusion. Protection Devices
‘ Safes and Vaults
© Alarm Systéms

Jﬂ‘?




S < |

= In survey;ng the schaol's security system, thé tyges af 99551hle seeurlty

e

""" _ , x.ﬂ,_

Su:vez;?anls

-¥ﬁr,Survey farms
- Slte pl@t, building plan, flaar plan
= . Pen PEBEll, sharpener : Cor , T , . |
6 irch ruler/st:a;ghtedge e ;!f : o ”;f ) g o

Y Mea 1ng tape (m;nlmum 12 lnehes)
- Measuring wheel . i X L g ' o :
) o : . ¥

- Voltage tester 7
- = Tape. recorder, blank tape
- Camera, film, batteries ,

- Quadr 1le pad

, -  Survey forms - S ’ ‘ : f }
= Pocket ga;gulatér, ba:.
- Screwdriver

- Magnifying glass

eneral C;351deratlgns

1. How is thg school organized? Whét are the functional lines éf authority?
2. Where does secur  fit into thé_a;génizatian?-
3. How does the school administration feel about sécufity? :

How important is it considered to be? ) ‘
4. Have other prev;aus surveys ‘been conducted? Why? When? By Whom?

Were they acted upon? J
‘5. What is the nature of thé‘é;%aticnship between the police and the school

and its security directox?




-In cbservlng tbe fﬁllaw;ng External and lnté:nal equ;pment and situational -
factors, consider - ~their sultab;llty, ‘effectiveness, 4nd maintenance p:gcedu;és.,,

The Ex;stlng Secu:ity System

ﬂl_iVHAre there estabLlsged procedures for ﬁa;ntaihlng secuzlty?
%i o zaie there wr;tten mater;als describir g tﬁese Prc&edﬁ:es?
2, -Havehtheré been se:u:;ty prablems ln the past?
" How were they handleqd? X-“é | .
Has'any memberAaf the school sﬁaff been trained in security awa;gnéss?b
3. - What is the existing alarﬁ system?
‘What is its téehnical-gbjéctive?
4. IéﬁlfvéWig;gi:>cént:al station, or pallce alarm system?
_Is it sugérv;sed?
5. Is it randai—gulsed?
How easily?
6. vﬂéw would 15@31 authorities respond? -
. How sggn?. !
How is the system maintained and iested?
7. Where is the equipment located? . R

what kind of cover is needed for the conduit=-a :Lglé
or flexible metal cover or a p;astlc snap-on cgver? 5

"8, Hau does the existing system interface with any new cnmganents
being considered? . 1

For instance, what voltages and frequencies are available?
9. 1Is there a night custodian/quard?

If not, is one needed and what would be required to accommodate one?

0 I

LEy
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- systéms? oL j o

' 36 "
- N Ii::ﬂ 4 £
10. st'énd:whe:g-éré véluab;es stored?
11; -'Whéﬁ,is ;he-intégigi éammugiéatign system?
-Is_thé;e a %ersgnalgi&aﬁtificgtian system?
"'12_ VWhét is the é:ézédurélfg' vis tors? - -
IH@w and Hher? ‘do théy énte:? "g * %%;1
‘Facilities: | |
© 13, l Where do teleghane llnes enﬁer the bulidlng(s)? h ! -
lif D@és thevschaal have radla ana telev;slan equipment and antenna

* # 5.

Who is reépansible'fér ﬁaintenaﬁéé of thé buil i'g; eléct:ica,, heating,“

<16, How ;éllablé are=lo¢al utilities (including fuel system and delivery,
water stores, electricity) and food s
Buildings anéJG:qﬁ;d;;
‘ i?;,  what is the géagraphlc location of the sc }
| In what type of neighborhood?
18. What are the school boundaries?
Are they well defined? i
ﬁ 19. Does the scha@1 cwn vehicles?
Are thEre garage '?7
20. How many bullﬂlngs are invclved?
v What is their size, height, Ecnstrustlan?
21. Is any new construction anticipated?
Eéi Are there aesthetic consider ,t;,ﬂs in the § sign of the security
system? ;
23. What is the nDisé>iéVél of the area?
24. What easements and rights Qf _way exist or are needed?
25. What is the conditijon of the soil and vegetatlan?
26, What are the eﬁisting bar:iersA(e.g;, fences, walls} Aeégés)?



21,

37

- How is the site lighted, incluéing rior ullding 1;ght1ng ana

" perimeter and area l;ght;ng?

- ‘Are there warning, instructional, or directional signs? -
: - ] I

How visible are they?

Are Eheg ever abseuied (faf insténzé, by[snéwl?'

29,

30.

31.

Hhat afe peaéstrian and Véhlclé traffic patté:ns’
Where a:e Pa:k;ng lots 1acated ana who uses “them?
How many 1nte:1§r\and éxtérlar do@rs are there?

Is the number and size approprlate?

‘Are’ they all nésessary?

Are the doors equipped with locks?

Is the quality of the locks appropriate fgr the doors?

How many windows are there?

" Are they equipped with locks?

. By what procedure?

1

What other openings exist (e.g., roof hatch, .coal chute, skylight)?

‘Who is responsible for lock-and-key control?

Who opens and closes the school?

When?
Are records kept?

Procedures and System Checks

Emergency

1.

Civil disturbance?
Personal threats?
Personal injury?
Fire?

" Vandalism?
Breaking and entering?
Other emergencies?

9



4
7

:Are there any fire hazarxds?

 systems:

o4

Are evacuation procedures és;ablishe&?

Review evacuation plans and routes with all concerned.

."Is there an Emeggency cgmmun;catians system, tested w;th Lacal

autharlt;es (police, hgspltal flre)?

'Aré graunds clear Qf all unnecessary vehlcles, equlpment, maﬁhlnéry?

Remave trash and ;elo:até shrubs or trees as necessary
Cénduct the f@llgw;ng system checks and tests:
Visually and operationally test the outside infrared system. ~

Check proper operation of all inside and outside closed-circuit

television systems. -

W@fk‘téﬁt all ﬁalkethraugh detectors and hand-held transfriskers

(metal détectors). .

Operztionally check all other eléétrcnié security systems, including~--
Smoke and heat detectors -

Ultrasonic detectors
Door locks and alarms. : T

- Check standby generator and fuel supply.

Check site:emergency audible (P_A.) alarm warning system (if so equipped).

Check location and proper £ill af all f;re extinquishers and fire-
fighting equipment.

Check for proper operation and security of all communications
Radio, portable and vehicle; -

Telephone; .

Security and fire battery systems.

i



General Sacur;;yﬁSalut;cns ) ' S !ff

- Ensure’ th t all. w;ndows, d0§:5, and other openlngs are protected and -
supervised.

Alarm cantacts sh@uld be des;gned to the 1evel of security. requlredus
slnglgiactlng {manual reset) or doublEEact;ﬂg (automatlc reset)-~and be of the -
carregt apgllcat;én (electrical and/a; mechanlcal)

F

- Consider thg envi:gnment_-:Are interior and exterlaz systems’ apprapr;atei
Are they durable, weatherproof, corros;nn—p:oof?

Consider the effectiveness of the conduit/cable system.

Lighting shculd raduce shaaow areas and provide illumination for detection
without glare. :

Phataelect:;c cells and time controls are preferred over manual on/off
systems.

F

Can security system components be seen or easily removed? Can they be
recessed in the door-frame or wall? Can non-reversible screw fasteners be
provided? Conceal and cover terminal contacts.

s Consider future bulldlng design or entrances to bu;ld;ng to be added in
future. Will wiring, ete., have to be moved?

What doors, skylights, air-conditioning ducts requ;rEimagnetlc-SW1tch
contacts? If 1arge, they may require lacing. :

.

Design pull trag devices for through-the-wall or window air-conditioners
and their frames. Protect unused plywood space fillers with varnish and pull
traps. ‘ i

Consider out-of-doors sﬂstems, e.g., double invisible ihfrared beams or

" equipment embéddeé in concrete foundations to prevent theft or vibration and

ERIC

Aruitoxt provided by Eic:

misalignment. Be cautious of microwave devices that can detect trucks, trains,
cars, etc. All outdoor systems should have supervised alarms on their low-
voltage circuits, Other outdoor items requiring special consideration include
gas oumps, trucks, convevor belts, elevators, and forklifts.
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?alarm systéms,

-teleplione system fails, other systems will.fail also. In "two route'

— N

= N .
fl

Ereaklng -and enter;ng may accur during understaffea haurs, such as opening,

‘closing, holidays, and weekends. Always design ‘the security system ‘to. protect

life first and thén pr@pérty. Effective preventive measures include motion '

detectors and cther 1ntruslcn preventlcn devices, internal alert signals.

- (phrases or words), ‘emergency alarms, camera (one frame each twa secands when

triggered), .closed-circuit television. and strdﬁg l;ghts.
be used to back up alarm devices Qg doors and- w1ndaws to- help prevent dgfeat;ng

‘Devise or-test substitute systems, Cost~effectiveness--performagce and price--
should be considered. A remote -tone signal generator may be: advisablel.
Different telephone circuits are available. In interlocking systems, /if the
' " telephone

circuits the phone system is separate.

b
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Dev;cés té prevent intrus;en may be PthQElEGtIlE, ‘infrared, éu&ié, sonic,
ultrasonic, radar/mlcroanE, or 93531ve 1nf:a:ed. ‘ )
, ' ~Eh@tﬂglectfic'aevices use white light and may ‘be adjusted to 50- to SDD foot
-ranges. -The useé of reflective mirrors reduces the range 25 percenti These
!dev1ces are Vls;blE,Aand the;r teehnolégy is outdated. '

=

Infrared devicés .are mounted on rigid surfaces anﬂ emit invis 1ble light:
Self-contained sensitivity adjustments are nonsupervised. Transmitters and.
rece;vers ‘are. suPervlsed. Infrared devices can be vulnerable to steam, weathEr,
canﬁensatm L Engw, etc. : B

Auaia'deviées may utilize a P. A.i%ystém in reverse through microphones
over doors~and windows. Sound is converted to an alarm signal. Audio devices
are not recommended in areas of highway sounds, roof rain, or machinery noise, '

. but are good for saﬁés_ Pay attention to Underwriters Laboratories (U.L.)
specificatiens. ' -

Sonic detectors respond to sound, are not U.L.-listed, hurt ears, N

require earmuffs to test, and are normally electrically driven (thus ineffective

in power failure). They can keep firefighters at a distance if the devices

cannot be silenced. : o ’ S
Ultrasonic devices respond to movement, operate in the 27 - 47 KHz range;‘ana

use solid-state power supplies and amplifiers. Walk-test the entire system each
day, watching out for "crawl dead spots." Check antitamper trap covers. 'The

supervised line and bracket traps should also be tested. School management ’
personnel should conduct the walk-test and log results to prevent employee »

- compromise. A normal walk-test has the limitation of testing only the amplifier
and wire. Devices may be omni- or one-directional, may be self-contained, and
may have master/slave configurations. '

Microwave systems are similar to infrared systems. Radar/microwave devices
may be omrii- or one-directional. The beam can penetrate certain types of walls
(such as, sheetrock or glass, but not brick, for ;nstan:e)J thereby detecting.
movements outside the protected area®. They have very little application in
school environments, and any FCC frequency law allocation changes may require
expensive updating, .ete. Microwave must be engineered very carefully to
compensate for problems with pumps, wheels, fans, broken fluorescent lamp
startersp ete. :

Passive infrared dev1ees detect body heat from 50 ~ 75 feeﬁﬂabut are not

effective in areas above 100° F. They must be adjusted for seasonal temperature
. differences. : ' : a

Elk\l‘c - ' -~ } ; vz‘
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T
mind. Nlnety-f;ve pe:eent of tHem are f;re=safe Dnly, NG U. S. safe;u_ S
-manufacturer will make reference to its safes being hurglar—pragf. {One company

. adVEItISES one of itg safes as burglars§rgaf for 30 minutes.) Most tcughsmaterlal

a ‘safes- are fare;gn—made and- have not been subjected to U. .—testlngT,~FEr instance, .

- only frames and doors may be tested. The testing lab may use only- canventlanal_

burglar tools. It is advisable to install.safes at the time the building is

‘gonstructed so that manufacturlng drawings will- be avallable. Qutside labels *

prav;de 1nformat;@n about the safe' s construction. : 7

- - =]

Safes -are hest pratected by— : _ e -

. Elactrastatlc (antenna) field;”
fgﬁ%. ' Foil and temperétu:e alarms; . e
~Inside air pressure and d;Dp Systems, ’
Hydraulic alarm system, prebuilt in safe and enclcsure,
Interior linings taped for U.L. approval.

Wood or masonite construction w1t;\2a;l t Pé grids inside or outside;

‘-5;armﬁSYStEm$;

Usé U.L.-listed electric key combination locks to turn the system
on -and off. Make sure a different combination is used for the alarm system
than for other ‘systems. Restrict distribution of the combination among
personnel. Measure and record the electrical characterlstlcs of egulpmeg;ﬁand
1S}stéms, For instance, some equipment will mélfunctlcn during an alectrlcali
brown-out. Two-= stage systems whlch brlafly delaz the main alarm help preve
false alarms. -

1Y

Alarm company contracts.should. SpEley the level @f securlty to be
provided and opening/closing supervision. Signals and reports to be made Shauld
also be outlined. Be aware of possible additions tD basic contract charges:

F ) N . .

Taxes;

Permits;

False-#larm fines levied by the city;

Maintenante or refurbishing charges after the first year; .
= Telephone Gompany charges or. regulations; i | : .
Interest on past-due accounts; ’

Insurance company requirements;
U.L. certificates; and
Installation errors.

Wartanty, maintenaﬂce, and service pdeiSi@ﬂSZEhOulé be examined. Check

ERIC
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Key Control Check List

. Yes - No
1. Do you restrlct office keys to those who actually
need them? . () ()
2. Do you keep complete, up-to=date records of the
disposition af all office keys? () ()
3. Do you have adequate procedures for collecting
keys from terminated employees? () - ()
4. Do you secure all typewriters, adding machines,
calculators, photocopiers, etc., with maximum 7
security locks? ' C ) ()
5. Do you restrict duplication of office keys, except '
for those specifically ordered by you in writing? '~ - () ()
6. Do you require that all keys be marked "Do not
duplicate" to prevent legitimate locksmiths from
making copies without your knowledge? () ©0)
7. ‘Have you established a rule that kéys must not
.be left unguarded on desks or cabinets-=-and do
you enforce that rule? _ , () ()
8. Do you require that filing cabinet keys be removed
from locks and placed in a secure location after . .
. opening of cabinets in the morning? - ' () ()
9. Do you have procedures which prevent unauthorized
personnel from reporting a "lost key" and receiving
a "replacement." ! . . : () ()
-10. Do you routinely obliterate numbers on all keys to
prevent unauthorized duplication? v () ()
l1l1. Do ygu have some responsible person in chafge of .
issuing all keys? () ()
12. Are all keys systematically stored in a secured -
wall cabinet of either your own 6331gn Qr from a
commercial key control system? W* - () ()
13. Do you keep a record showing issuance and return of
‘every key, 1ncludlng name of person, date and time? () ()
o - - _ e _
RIC————— 7
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Summary

Yark City, New Yark.
- County, Virginia, Public Schools,

Control of access to keys to school buildings and to critical interior areas
which are frequent targets for vandals and burglars is a major problem for school
administrators and school security personnel, -
lock and key control which have proved successful in Seattie, Washington, and New
An example of key control procedures,
is also included.

This builetin describes approachas to

used by the Fairfax

- h

The Problem

Maintaining control over keys is a major
problem in building security. Administra-
tors are concerned with providing sufficient
access to areas in and about the school for
personnel who must work in those areas.
However, administrators are also concerned
that the lack of proper issuance procedures
and care in handling keys will constitute a
hazard to the security of the building.
Teachers and other staff peed frequent
accass to storage and audidvisual supply
rogoms. However, individual carelessness is
often cited by school security personnel as
the major reason for lost and/or misplaced
keys to these vital areas and subsequent
property loss.

A system of key control, especially for mas-
ter keys, is essential if adequate building
security is to be maintained. However, the
systam should not be so rigid as to hamper
the aducational process. |f the problem of
lost materials and equipment is of such pro-
portion that the educational process is
already in jeopardy, strict enforcement of
access to kevs mav be the only- answer.
"However, the effectiveness of school staff
may:. be impaired if they cannot get into
areas in the building considered essential to
“ their funetioning. Therefore, one must
consider the tradeoffs that may be neces-
“ary béﬁ‘]r"e impléméﬁtiﬂg arty system for

The Solution

According to Charles O'Toole, Chief of
Security for the Seattle Public 3choois, the
"period of credibility” for any lock and key
'system averages from two to five years.
Within this timeframe, or as the need arises,
the lock and key system for any school dis-
trict should’ be .changed. AE\:DmplISﬁlr’lg
this task can be quite expensive, ‘particu-
larly if buying néw:lock systems is the only
approach taken. . Many school districts are
now meeting the challenge through the less
costly but equally effective approaches out-
lined in the following sections.

Exihﬁa’hge Pragrams

In the State QF Washington, several school

systems -p’ar"trézpaté in a lock and key
excha program Periodically, neighbor-
ing Figts exchange lock cores and/or
combi n locks to lockers along with all

_ys aﬁd Eamblﬁatlcr’l bgaks This
crednblhty of’ the I:::c:k. and kéy system in’
these districts and is cost effective.

Seattle and Portland, Oregon, have bheen
invalved in lock and key exchange pragrams
for some time. For example, when one of
the master keys for Seattle's gym locks was
stolen, Mr. O'Tocle iraded nearly 3.000 of
the affected locks for the Portiand school
system's different locks and master key..

P
[
i;:g
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" 1gcks

-Many

" According to Henry Branch, Director of the

Qffice of School Safety for the New York
City Public Schools, whenever a school in
one district (e.g., the Bronx) is identified
as needing new locks in high-risk areas
because keys have been stolen, duplicated,
etc., and a school in another school district
(e.g., Manhattan) is -identified .as having
similar problems, = the locks from the
affected” schools are switched. No new
locks are purchased, and
reduced by using existing staff.

A variation on the above can also be accom-
plished within the same school building.
For example, the leck from the audiovisual
supply roam can-be switched with the lock
from the materials supply room. Locks
from all target area rooms can randomly and
periodically be switched by the maintenance
staff, ’

In schools which have "comman lock sys-
tems"  wnich, can be opened by a master
kay, it is suggestad ' that classrooms with

‘expensive equipment not be a part of the

systam. Susiness c¢lasses, science labs,
vacational education shops. and all
classrooms that can be specific targets for
theft should have '"unigue" locks. These
should not be of the Kknob mounted
key access variety, but instead should be
locks with dead bolts or some other more
secure mechanism. '

Staff Accountability

school systems have instituted key
control systems that have éne staff member,

usually the principal, rescorsible for the
issuance and handling of ... keys, espe-
cially master keys. This approach,
although considered rigid by some, has
proved quite successful. A distinct advan-
tage of the system is its control over the

frequency with which duplicate keys are
produced. :

In Seattle, only the principal and head cus-
todian of ~each school have 3 master Kkey to
exterior doors. Teachers are only issued
keys “to their individual classrcoms. Any

. staff member who needs to be ‘admitted to

the building - before or after school hours
and

must requast permission in advancs,
the pr ncipal or his or her designee must

come .oack and let him/her in the building.
This type of system allows :ne principal to
decide whether i} is essential that staff be
in the building(duriﬁg‘ nonschool  hours.
jowaver, such al system makes accessibility

labor costs are -

siaFf who may need frequent access to the
building for program purposes.

Regulation 5240 of the Fairfax County,
Virginia Public Schools “is included as. an
appendix to this bulletin as an. example of
key control staff authorization and: réspon-
sibility. ' R

Key GControl Criteria

—— (3

In their attempt to combat vandalism and
theft in the schools, the State of Kentucky
lists the following as minimum criteria to be |,
met in the area of key control:

o The responsibility for lock and
key control is assigned to an
individual

] All file keys and duplicates are

" kept in a steel key-cabinet,
under lock and key

o All keys are maintained and
issued with strict supervision,’
including the -requirement that
each key issued must be signed
for (using key receipt tags)

° Master kays are Kkepl:-to a3 mini-
mum - and are retained ‘by ‘top
administrative personnel  only
(principal, assistant principal,
and maintenance supervisor)

Appropriate fines or penalties are

-]
enforced when an employee loses
a key :

o Employees are never permitted to
have a duplicate key made on
their own .

P

© Keys are always colletted from
employeas who Eéﬁm%ﬁgte or trians-
far . I'd

o All keys are collected and logged
at the conclusion of the school
year; the key control system is
resvaluated and inadequacies cor-
rected before keys are reissued

e  Tumblers in vital locks are
~changed if keys are permanently
lost or stolen,

Results 1
Exchange programs are cost gffective in

to the school facility difficult for those that there is no capital outlay for purchas-
O v ‘ . '
EMC, e e e — it e 2 ,,7,,7,1,3 :x' e - —— —
‘ [ y L0




E

lines of responsibility are established, in’
terms of , key control, there is less of a
problem with lost keys and umauthorized
duplication of kays.

- Required Resources

O

RIC

ing new eguipment, .and minimal costs for
labor are incurred by having existing main=
tenance 'staff remove and reinstall locks.
Although there is no hard data available,
state that once

Existing security and maintenance staff can

grams. Assignment _of staff to ensure key
cantral requires only a modest expenditure
e
s

Aruitoxt provided by Eic:

clear

of their time. Orientation of ali staff to

new procedures should also be considered.

i
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Regulagtion 5240

Support Secrvices
o . January 2, 1976
SUPPORT SERVICES > . |

Security and Communicacions

-Sehac;:iayg o i . : ' .

ll

To eécablishgfe5pan$iﬁili;y for adminiscration of scheol building key -
control and to designate individuals authorized to have possession of
school keys.

2. General - 41l Schools .

One master key 1s authorized to be in the possession of the following
individuals: . ' . d

Principal

Assistant Principals

Head day custodian :

Head night custodian (upon the specific approval of the principal)
Two master keys shall be on file for office use as follows: \E

One key to remain secured in the administrative cffice

One key for use by the after-hours activities custodian as

approved by the primcipal ‘if

3. E%g@uanqrS%;@ndar?m5¢ha§ls

High and secondary school principals may assign a building mascer kav to

department heads as dzemed necessary under the following conditions:

a,. A current list of names of all departmenc heads who have been assigned
building maszer keys shall be kept on file with the direetor, Securicy

= e

and Communications Division. _
. _ _ < N _ R . . Fil'_iﬂ R
¢ b. Building master keys shall not be assigned to a department head unctil

briefed by the director, Security and Communications Division, a=
responsibilities with respect to the security intrusion system.

c. Master keys assigned to department heads shall be specifically assigne
to the individuals. Lending of master keys is prohibicted under anvy
circumstances,

d. The unauthorized use of a master key, or any school emplovea sossessina
an unauthorized master, shall be reported to the area superincendenc/

director, Support Services [Depattment, for appropriace acriosn.
y Pl |% PpPrOPR

d,

Source: Fairfax County Public Schools, Fairfax, Virginia




Regulacion 5240

4, #ddi;;§nal Responsibilicies

Principals and other aciountable iadividuals are responsbile for repossessing
school keys when an employee :terminaces.

Principals are responsible for advising the director, Security and
Communications Division, regarding the acﬁauﬁtab*llry of all building/
facility mascer keyvs when terminacad or when r2assigned to other duties.

Only those employees associated with a given school shall be prav‘ded
keys to that school. Teachers are auchorized a:room door key.

L3 ¥ £l =
Keys may not be-loaned to nonemploye2s feor any teasonm.
- Exceptions

Requests for axceprions to +the preceding authorizations and rasponsibilities
may be addressed co the dizectar, Support Services Department. Such
requests shall be reviawed on an individual ba$is to assura optimum

security of che facility concernad.

6. Procedures _ .
LEEEER e ~

The following procedurss perrain to school kevs:

i master k%eys shall be sybmittad on
ion via cthe director of Securitv and
poropriate schoel PPBES account and

T ion

,Quflsy and Communications DL

a. Raquisicions for master
form INV-10 to the Suppl
L SN . Communications Division,

object code 307. The directo 1,
shall secure the approval of tha executive director of Support Sarvices
Department for all grand master xeys, ”

5. Requisitions for serialized additional kevs (other than master and
grand mastar) shall be submicted to Supply Division on form INV-10
citing appropriate school PPBES acccunt and object code 307. The
INV=10 must list the serial numbers of the desired school k2ys ¢t a
sample key for desks, lockers or cabinets.

c. All key requests requiring the locksmith to travel to the sehool,
except ‘for repair of broken or damaged keys, will constitute a capital
outlay expenditure and should be submitted on a DC Form &Dr chrauzh
the area superintendent. -

d. Justification for all keys must accompany raquisition requests. A
eceipt shall be signed for esach-master key LSELEd Grand master
keys snall not be passed to a successor but must pe retur: ed to zhe
director, Security and Communicscions D=v13;@n aad_re*saued on hand
receipt, to the next individual designated for a:tﬂuﬂtﬂclli"¥

-

[]{B:‘ Ty
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Regulation 5240
e, Requests for repairs to kevs or locks shall be submitted ro _
the Maincenance Division as 2 maintenance requiremenc (Form SSM=-1NQ).

f. One copy of each key shall be tagged for each encrance and deposicead
in che centrally locaced keay case.

- An audit of 3ll outstanding mascer and grand master kevs shall be
conducted at least once each school year bv the director, Sacuricy
and Communications Division.

,
/ :
{
a |
\ P
Q ; {'\i { ! : E
E[{l(:Lal Fairfax County Public Scheols
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Module 5.4 - - Designing and Upgrading School Security Programs

Total Time 1% hours . _ .
) : i

Course
Agenda
by Module

B

This module provides suggestions and guidelines f@rrdesigning and/o£ upgrading school

sacurity programs.

any school security program.

Emphasis will be placed on basic. elements which are necessary to

_— . S s %7\
Acﬂvii'y/ Gantpnt Summary / Time
1. Introduction 5 min.
There is no one model school security program; there are basic
elements essential to all security programs, and this session will
present an overview of some of these elements, based on ParthlE
pant need and interest. . ¢
2. Step 1, Needs Assessment - 10-30 nin.
The purpose of a needs 355”'ment is to provide a factual
analysis of the school dis 's problem areas. .
B.  Problems Addressed -
Types of problems to be addregssed 1nclude property and people
protection.
C. Obtaining Data .
It may be difficult to obtain éccu%ﬁte data on costs attribut-
able to vandalism, or burglary, as Qpposed to normal wear and
tear.
. . -
D. Alternate Sources of Data
Crime statistics'reported to police aré an alternate source
of data.
E.  Using Needs Assessment Data
Some basic elements of a SEEurlty program include: (1) deter-
mining staffing requirements, (2) determ;n;ng qual;flcatlons
e —/———— — - — - —

ERIC
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R __Activity/ContentSummary " Time

?g‘« :
and training requirements, (3) develcg;ng pollcyg regulations, and
procedures, (4) developing a reporting system, and (5) staff devel-

| opment for nonsecurity staff.
Ly . " -

Determining Staffirg Requirerents

x"ﬂ;,
o

A, Requirement Issues

Approaches to staffing depend on the kinds of problems the school
haE, : ’

B. Staff;ng APPraash #1: Internally Designed Systems

C. Staffing AEpraaeh #2: Hire Outside F;;é

D. Staﬁg;pg Apprcaéh #3;:7q§g LDGal,EP%%éé

E?%%ﬁ@%@%&%!ﬁﬁﬁﬁm

i

. A. Gvégv;gw

The need for training keyed to staff qualifications considerations
is stressed

B. Examples cf Tralnlng Prcgrams Eased on leferent Duallflcatlans

,r land, Oregon, and Seattle, Washington's tra;nlng pr@grams are
aiscussed,

Developing Policy, Regulations, and Procedures

Elements of school baara peolicy and regulations and operation/contin-
gency procedures are discussed.

~ A.  Policy Planning

Initial policy planning for security programs takes place at the
school board level.

B. Regulations

c. Précédq;ir

Developing a Reporting System

The type of reporting system used depends on the .purposes for which a

reporting system is designed (i.e., legal requirements, planning,
staffing, records, ete.).

10-30 miy

10-30 mir

10-30 min
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_\ Actvity/ContentSummary ' Tme

7.

Staff Development for Nonsecurity Staff

A. Overview

There is a need to make the entire school community aware of the
structure and operation of the school security program, and of the
responsibilities each school employee has in relation to the
security program.

B. Staff Development Examples

Staff development approaches used in Montgomery County, Maryland,
and Seattle, Washington, are presented.

Wrap-Up

ERIC

Aruitoxt provided by Eic:




57 | -~ About

Course__5 - sccurity - Module

.4 = D251qn;ng and Upgradlng Sch@cl Secu:;ty Pragramf

=
o]
2
£
Ly ]
o

Objectives . ; :
Participants will be able to--

.1.  Recognize elements of their school security programs that can be redesigned
or improved :

2. Describe models and approaches that can contribute to successful needs
assessment, staffing, training, policy development, reporting, or staff
~development,

Ed N

o

Description of Materials ;

?ransgaréngieg

P ¥

- 7
5.4,}-5.,4.5 Tfanspafenc1es provide lllustfatlons in the area of needs assess-
ment, types of school security forces, and organizational struc-
ture placement of security divisions.

Handout
5.4.1 Advantages and Disadvantages of Staffing Systems
= o
Background Materials ) 7 )
5.4.1 Memorandum of Uhderstand;ng Regarding School-Police Relations (Seattle
’ Public Schools)
5.4.2 "The Contingency Plan"
R.5.4.1 Incident Reporting Systems. NSRN Technical Assistance Bulletin,
Resources
R.5.4.1 Incident Reporting Systems. NSRN Technical Assistance Bulletin.
l
S -
) s
Y S}

ERIC
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*

Eéckgrcund I—D 5.4 FU—

MEMORANDUM OF UN ERS ING REGARDING SCHOOL-POLICE RELATIONS (Seattle Public Schools)

. .
The Seattle Publi SEhG@lS and the Seattle Police Department have enjoyed a
good relationship Over many years as a result of th&ir muEUal-:Dapérati@n in
resolving problems. However, thnere nave existed ror tne past several years
some areas where appropriate roles and necessary actions are undefined, un-
clear, or where changing circumstances Kave necessitated changes in tha ‘
prescribed relationship.

The following statements have been developed join tly by Seattle Public Scho 15

and the Juvenile Division of the Seattle Police Department:

A, The general basis for the relationship between the Seattle Public
E:h@élg and Seattle Police are those prescribed in detail in Guidelines
-100. E , == o
for-D eal;ng with Emergencies, as revised. These Guidelines are available
1

in every.school and are generally well known by all building administrat@rs.

B. aLhODl admlnlatrat;ve pergannel w111 ca@peraté witl ‘ﬁ@llcé OfflCérS and
provide assistance wham the officers’ entry to the building is based upon :
1. a warrant for the arrest of aﬁrinaividualgg
% 2. parental permission; ﬁ"x\ ,'
3. presence of a Juvenile Division officer normall yiéfgi:néd to that
building. . : '
C. It is extremely important that police officers notify the principal, or

other building administrator in charge, upon entering the building. The
princ¢ipal alone has control of the bulldlngiand complete knowledge of the
situation in the building at any given time. His foreknowledge of police’
‘presence in the building can do much to facdilitate®their operation and
still prevent escalation of an existing situation. :

D. In view of recent Supreme Court decisions, access to student records is
more restricted than it formerly has been. With the proper court order,
pertinent student record information will be made available to police
officers as required. However, in the absence of a court order, and
upon proper jdentification of the police officer to school dauthorities,
the school w111 provide the officer with the address, telephone number,
parents' names, birth date of the. student, and will verify attendance at

the school.

E. With reference to the matter of interrogation of students by police officials,
the Seattle Schaal Di;trlct encourages the police to interrcgate c;t;zens of
> student age in their home. However, the school will permit the interrogation

; e
* of students by police provided the lelﬁE officer has permission of these

\

Source: Seattle Public Schools,
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students parents to conduct the interrogation. 1In the event either
of the abcve cand;tlans cannot be met ﬁhe student will be made

far ;nterz@gatlcn in. the P:esence of a sgh@ol folClal. Thé IDlE of

the school official is that of observer. Any question about the. inter-
view or any concern raised in the mind of the school official as a result
of the interview should be referred to the General Counsel.

F. The situation in most urban schools, especially secondary schools, is a
delicately balanced one which can beféﬁstugted in major proportion by
certain . incidents. On occasion it may be necessary that uniformed
officers pursue a suspect into a school building. The need for pursuit
must be weighed against possible consequences of such pursuit. Discretion
should always be used. If the offender is identifiable, and the need
fo apprehension is not immediate, apprehension may be deferred. = In

stances where sunpects are pursued into school buildings, the officer
should be prepared to show that such pursuit was reasonab;e!

G. In most circumstances, the building prihcipal'é'cantaét'with the police
' will be made initially.to the School Security Office of Seattle Public
Schools, which will in turn natlfy the police if such act;cn is

Lwarranted

With regard to those circumstances where a sizeable police unit is calleds
in, two concerns should be recognized: ~ '
"1.  Sometimes in the interval between notification of police and their
arrival, the problem situation may change to such an extent that
it may be preferabla to refrain from overt police action. Every
effort will be made by school authorities to exercise extreme good
judgment in requesting mobilization of police forces.

When the police are ;equestéd to take over a situation, they
naturally are the decision makers, but the building principal is
nevertheless regquired to convey to those authorities his own best:
agsessment of thé situation. This iS'iﬂténﬂed aA aavisafy in

(o8]
»
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"THE CONTINGENCY PLAN"

: PART III: THE CONTINGENCY PLAN
THE WHO, WHAT, WHEN, WHERE, AND
HOW OF CRISIS RESPONSE
i Regardless of the amount of trust and respect the school security
officer gains with students; administrators. the school staff, or com-
munity groups, ‘disruption may occur. A contingency plan should
be developed for that eventuality.
] The contingency plan is basically a chument outlining who Has
PR . the responsibility for carrying out a specific task at a certain time, s .

in a certain place, and by a certain method. In other ‘words, it
answers the. wh@ what‘ when, where. and how of responding to

Reqtormﬂ order is the key task to be ac:uornphshed in such a plan.
[t is not, however. the plan’s true purpose.

A classroom setting which resemblés an armed military fortress
ready for battle might provide for the Students -personal safety,
though it hardly'is conducive to a challenging educational climate.
Th; establishment of this climate is the ultimate purpose and goal
of a contingency operation. :

_ The following pages outline a minimum number of steps school
ssecurity directors and other officials should take in developing their
own tailored” version of a contingency plan. School systems are
encouraged to use this outline only as a starting point. Assistance in
dssessmﬂ school problems, designing a security program, or formu-

"LUr 7 acontingary plan may be obtalned by gorxtagttm, [ESOUTCes
listed in the fi  section of this brochure.

SCHOOL ADMINISTRATORS AND SECURITY
DIRECTORS SHOULD
~A. Plan for Building Safety and Security By '
e assuring that fire alarm systems are secure and that a delaved " |
signal systern or a similar safety m;uhamsm is deswned in
concert with the fire d;partment

o

monitoring the flow of traffic onto school grounds

e securing outside doors from (respassers, bur allowmg use of
the doors from thl‘_ msu;]e in th; EVEI]E Di;ng fire or other
emergen: ' T ’
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instituting a signsir\.: sign-out system along with color-coded
identification tags to be worn by all visitors to help exclude
nnauthorized persons from school premises )

=

designing a signal for announcing the existence of an emer-

gency situation, and the need for the contingency plan to
become effective -

assuring that clear instructions are given to staff not having a
class in session at the time a signal is given (report to command

-post for deployment, etc.)

develgping special procedures for cafeteria and shop staff,
particularly emphasizing the lock-up of knives; tools. and
other utensils that could be used as weapons

{ B

making sure that trash rooms and trash containers, as well as
other highly combustible areas and materials, are secured

assigning persai{ﬂel to areas likely to be gathering points for
groups of students—rest rooms, cafeteria, gyms. auditoriums,

. etc.

P

developing clear and concise reporting procedures for school

‘damage and vandalism and other incidents requiring security

staff to respond

. Plan for Personal Safety and Security By

setting up an adequate first aid facility and procedures for
bendling injuries '

isolating the disruption as much as possible by separating
opposing groups, giving each separate mesting places, and

“working independently with each

curtailing movement in the school by postponing class change
and eliminating bells until threat of escalation ceases

assuring that operational instructions are given to teachers in
class at the time a contingency plan is put in operation (lock
doors. close windows. shut down power equipment, keep
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pupils in classroom, ahnounce that teachers have been trained

for this event, and request that students follow instructions for
* their own personal safety and welfare) :

having available a compilation of appropriate legal sanctions

)

wh_iéh can be use%d as tnals for control and for crowd dispersal

msxstmrr that all staff avoid physical mvolvement except fcr
selerothtmmor protectmn of students

providing clear guidelines of persanal demeanor in times of

crisis (CD]ltl’G"lnE emotlonal 1nv@lvament avoiding arg__ument

. developing clear :ind precise pr@cedufes for dismissal of school -

(dismissal by ﬂoors use of PA system to control movement.,
“etc.) . .

» developing clear and accurate repc&rtmg proﬁedures for all
personal injuries .

C. Plan for Smooth Administrative Control of Operations By

® generally assuring that schools will be closed only if necessary

and- according to predetermined criteria of the level of conflict
(Levels are explained in the Police Involvement section later)

arranging and designing a central command post outside the
main administrative office (The post must have a communica-
tions system with links to the principal’s office and the police

c.smbhshmﬂ a clear Lhdlﬂ of command for all persons }mvmg
sp;uhg FC‘%pOﬂﬁlblllUE‘% during the crisis

1d;1ml‘y1n" a staff stenographer to record all incoming mes-

sages and HQ\EES pertaining to activities

develc')ping an equipment checklist and a list of emergency

" phone numbers for the command post
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having a motor pool available (perhaps through dnvar trammg
instructors) to transport the injured ti} t'he hos;utal .or students
and staff to thexr homes- - .

nﬂtifyi’ng a]l buses  to be on alert for the traﬁsportatibn of -

students '
havmg available altematlve planned bus routes should ncrmal

rcmtes be Dbstructed

setting aside a speciﬁc room for holding disruptive students,
counseling them, and dealing with them according to estab-
lished codes of discipline

differentiating between actions SUbjE(:t to arrest and actmns :

subject to school dxsczplme

setting aside a specific room fGl' parents who traveled to the
schpol for mfarrnatlgn

D. Plan for Ef"f'ective Emérgency Cammunication Syistems By

central Iccatmn to handle parent tgansporgatlgn concerns,
school schedule information, community inquiries, etc.

selecting someone to operate the school’s intercom/bell
system, and to relay messages only whern authorized to do so

geeay 1* ‘h"xt th nm'rr\'al "'f'\*']rnunnzsfmn sySth fails to DpPl’sfF
,or is inadequate

instructing all staff i in the handling of outside ccmmunncatlons
to the school

identifying a system for Estabhshmg swift parental contact
when necessary

5

» providing for a two-wa cammumcatmn systemn on all buses

and pool cars




. designing a public information/media relations operation
through which all information to the media is channeled (strict
media policies should be specifically demg;ned for crisis

situations)
{

E. Take a %\ﬁ.nﬁbesr of Steps to Assure Smooth Police Involvement
in a School Crisis, Should the Need Ever Arise, By

. d;velcxpmg with pohce ofﬁcxals a ‘written memc:randum of -
" agreement  regarding coordination of _Tesponse b school
disrufion

® designing an ongoing communication process to allow for the
continual review of activities and plans

® investigating the possibility of' a pahce-assxgmed School Re-
source Llalson Officer

¢ drawing up a special emergency plan relating =]ust to major
"disorders, such as bombmgs

* dazlgﬂatmg only one or two lndmduals in the sr:hoDl having
_ suthonty to gall the police

. ‘*’:;mging, for a “call back” number to verify the leu:e
1stance call as legitimate -

. Lmderstandinﬁ that the schocl administramr wilI determme the
- secunty staf'f‘ and the pohce

® mandating that the principal or an authonzed de&gnee always
-cemians in crarge cf St;]" 3.l r remises and prr?nnne’

. retognizing that the police, if called to assist in calming a
school disturbance. have primary rcspan&bﬂ;ty for enforcing
the law and will insist on making the Fnal demﬁlon on all
matters involving their stvorn f‘*bhﬁatmns and

® realizing that there is no better way to test a contingency
operation than through conducting a dry run

3 -
&=
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F. Plan for Phase Out of the CDntingenc’y; Plan By

e remembering that a military-like response often necessary to
control a violent situation may keep the peace, but will hot
contribute to the hllﬂTlDl]lOLlS educational dlmate of the
school ‘

- underst;mdln"' that the decision to’phase out a contingency
” plan must assure both the safety of the students and staff and
the re-establishment of the desired educational climate

r e conslderlnﬂ ways to handle possible pressures both internal
and external ~to keep the plan in force ‘
e having an -established and understandable signal terminating
the emergency state

‘& developing final reporting procedures for all persons involved

A FINAL WORD ON SMOOTH POLICE INVOLVEMENT

A natural inclination for* anyone facing problems of school
dlsmptlon 15 to unmedlate}y contact the local police. But in doing
0. a school official may add to the problem by prematurely
requesting the intervention of uniformed and armed officers.

Before requesting direct police intervention. the school system

. should m:  »very effort to settle disruption through suggestions
listed in .. oiochure. The police department, however. should be
. apprised oi the Uchool difficuity in case their services are later
v needed. School and police officials should respond to disruption
' according to its’level of intensity. Generally, there are three levels:
Level | -When disruption is confined to one area and there is 110

- threat to students or staff,

Sc_h@ol ofﬁcials take the necessary acticm here Avoid the
resources. Th,g ove mll pc)lu:y should be c@ntamment ;md remDV;a,l b}
the school security force. with minimum interruption of educa-
tional processes. '
~ Level 2-When dlsmptwe forces are mobile or pose a direct threat
to members of the school community.

As in Level 1. schools should remain open. The security force
should isolate the disruptive activity, hold or apprehend thoser
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involved, and end the threat of escalation. If necessary. s.upplc:—
mentary school professionals should be used to help manage school
administration during the difficulties. The school’s security advisory
council should also be s rfamoned.

Level 3—+When disruption is generai educational pro«.essts h:;we
ended for mmt students, and there are serious thréats to students or
staff. In short, thé situation is out of control.

Police assistance should be requested according to guidelines
previously established in a written memorandum of understanding
with the police department. Generally, the school should be closed.
Insofar as legal violations must be suppressed. authority to end
disruption should shift from the school administrator to the police

officer in charge. However. responsibility for the school should

“remain in the hands of the school admmlstra;tc;ri

¢

k]

Department of Justice Community Relati

E]“ U'J\

i
J. 5. G(::vernment Prlntlng Office, Washington, D.C.



l: MC ragared undas
Bownls of view ar ApIMONY IN i document are INass of the NSAN and 9o not neceusanly rapresant the official postion or gﬂhr;iésfgﬁﬁs U.5, Daparimaent ~f juslice
: . v '

National School Resource Netwc:rk - 11

Nahona Canrer éﬂﬂﬂmévm NW. wWeshngion DC « (301 454-2550 - rguFramam)a:a 4090
Zostem fiegpond Santer - 53 3ay Siate Roca. Sasior. MA 02215 - 417) 1532554

Joumnem Qegonas Canter - 23 6in Sreet. N 2. Aflanie. GA 30308 - (404) 3720296 v

Micwesiam Tegionct Canter » 6 Norh Micrugon Avenue. Suife 1708, Cricogo. L 80602 - [112) 782.5787
Nasiem ﬁm Ceanter = 18 Prsfessiona Canter danoway. 3an Raloel. CA 94?33 = (dI5) 4721227

Inczdenr F{eporrmg Systems
A Tool for Prevention and Reduction
of Violence and Vandalism

Summary :

7 lished, <learly understood, and used.

) I“léﬁt ‘data,

Reporting systems for incidents of crime, disruption, and disorder are
increasingly important for schools and- school districts. Effective information- gather‘mg
instruments and praceﬂurés are- neédegata ensure the collection of accurate data on
which to base plans and programs to reduce and prevent violénce and vandalism in the
schools. Data can also be used to evaluate program effectiveness, aid security person-
nel in investigatiaons, provide cost figures, and pinpoint problem areas and situations.
- For any system within a school or sr.:haol district, a common terminalogy must be estab-
Sample reporting forms, both State and local,
are attached in order to illustrate how some schools and school d!str‘icts gather perti-

why a System Is Necessary

An incident reporting system is a necessary
part - of school or school district internai
infarmation/communication netwarks. Such
a System serves as an integral camponent in

® Providing a writted record ofi
.incidents for admmlstratwe pur-
poses, ;
Serving as a data  base for
accountability reports to the
school beoard or superintendent,

] ldentifying problems for program
planning in the reduction or pre-
vention of violence and vandalism
in the schoal,

. Evaluating the effectiveness of
these programs,

» Providing school authorities with
an incident profile to help head
off patentially explosive situations
by- indicating early deviations
from normal patterns of incidents,

° Ensuring immediate repair in
cases involving property damage,
thus helping to minimize the
"snowball effect" associated with
vandalism,

] Aiding school security personnel
and law enforcement agencies in
the investigation of an incident,

» Assisting " in the prosecution or

: defense of civil and criminal court
cases,

L) Praviding cost figures on damagé

or, injury for restitution and
insurance purposas.

How To Ensure Accurate Data

Tha ©om =F darn *a Lsn mallamtad ﬂqF‘ tha
o2 YRS 2T =2 i

nature of resources available to the .school
or school district (e.g., -security staff,
computers) will determine the structure and
content of a system of incident reporting.
If the. uses of the data expand, additional
medifications are required, but such expan-
sion may serve to give more people
throughout the system a greater stake in

6
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the results of the data and thereby lessen.

‘the danger of misreporting.

In arder to ensure accurate data on inci-
dants, and to prevent an incident reporting
system from being undermined by misre=
parting, averraaarﬁmg,_ or underreporting,
.gdhering to the following guidelines is’
- assantial: '

¢  Common c:lefxmt:ans and cajm‘les

of lm:qufjts _must be employed.

Definitions of what. constitutes a

fight versus an  assault, what a
criminal act is versus a noncrimi-

mal_act, and what a trash can fire
is versus an act of arson must be

clear if data are to be useful.
Similarly, the mixing of categor-
ieas, such. as noting theft as an
act of wvandalism, must ‘be
avoided. A glossary of terms
- that ineludes legal and operational
v definitions needs to be developed
and disseminated. The National
- Associatian of School Security
Directors -has sought to institute
uniform terminclogy for use based

upon the FBIl's "Uniform Crime
Reports." Although wusing FBI
terminclogy has the advantage of
aliowing comparison against

national morms, schools must be
aware of local concitions and legal
. requirements, : :

. The sariousness aﬂd/'c::r monetary

cost of incidents must be graded

or scaled.”

If one or two major, but randem,
acts of vandalism or arson_greatly
inflate figures for the ™ school
year, the firal figures will not
give an accurate .picture of the
overall naturasscope, or pattern
of violence ﬂcj vandalism in the
school. Aggregate data which
~eflects the actual situation will
amerge anly if grading or scaling
is utilized, A grading scale for
both the seriousnmess and the
monetary cests af .imcidents of
crime, disruption, and disorder
must be developed and dissemi-

¢ The intent behind incidents must
be mvestggted :

Ascertaining whether" the reason
far the incident was symbolic,
accidental-=or for material gain--
will mean that prevention pro-
_grams can be appropriately struc-
tured and that results will be

mare productive, However,
establishing the intent behind
incidents is often . problematic.
Reporting forms, therafore,

should include space ‘to write a
full description of any incident
and the events surrounding it.
If possible, statements concerning
_intent should be gathered from
the offender (if  apprehended),
the vigtim (if any), and possible
witmesses, in arder to objectify. .
the report.

3 ] Self-interest must not be allowed
to mter‘fere with tr‘n:xdént _report-
ifzgr..

When acts of wvandalism are not
reported - in order to avoid
adverse publicity or to protect
certain individuals, when theft or
damage is reported (and replace-
ment materials received) when no
incident occurred, or when normal
wear and tear is reported as van-
dalism for insurance puUrposas,
incident reporting system data
lose their accuracy.

These guidelines are important if the data
being collected are being used as the basis
for long-range planning and budgeting for
pragrams designed to reduce or prévent‘
violence and vandalism=-2specially if other
schools *attempt to replicate these programs.

Reporting Forms

Many formats may be used for repqrting
forms, but in general the following minimum

- information should be included: .

S Date, time, and specific location

, of the incident

8 Date and time report was filled
out

,irl Age, sex, race, and status

© {(teacher, student, outsider,
administratee, support staff) of

“

o nated together with tme glossar

EMC of tarms.

e e e — 2 e ——

Y 2L both offender and victim

(93
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e  Full  description of the incident

. Names of witnessas

e ' Statemenits concerning intent.

The nature of the information should deter-

mine the procedures after the form is filled
out. - For example, reparts on vandalism
should be routed to the maintenance depart-
ment who should then notify administration
when damages are repaired and how much
materials and labor - to effect the repairs
reports on incidents invalving
crimes should be routed to Jlocal law
enforcement agencies.

O

“ticularly

Examples of reparting forms, both local and
State, are attached which illustrate-a vari-
ety of formats. They are included to pro-
vide a. basis for comparison, and should not
necessarily be seen as models for use in
ather |ocales. ' T

It is important to note that schools and

school districts usually provide one kind of
form for reporting property losses and
another kind of form far reporting incidents
invelving - persons. This separation of
forms allows greater depth and completeness
of reports, and minimizes clerical time, par-
in the maintenance department.

et
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'COMPLAINT REPORT |

BALTIMORE CITY PUBLIC SCHOOLS TYPE OF cﬁs’gﬁé - o —

B * SECURITY DIVISION /
.SCHOOL . | 2 DATE AND TIME OCCURRED 1| 3. DATE AND TIME AESCRTED ] -
f’::i: (LAS - s*i:::MPLAaNAN. S ADDRESS AND PHONE 7 - -

IHANTE NAME (LAST FxﬁST wEDLE)

"COMPLAINANTS SEX - RACE ~ AGE - -008

&

7 LGCATICN OF GFFENSE '

DlT‘lGN OF |N.JLJF!IES

_NATURE AN D’

3. WHERE TREATED

1 10. HC)W THANS?DRTED

_WEAPON OR MEANS CF ATTAGK

1

- IDENTIFY SUSPECTS BY NO. (NAME. ADDRESS, SEX. RACE. AGE. HT. WT. EVES. HAIR. COMPLEX. CLOTRING IDENTIFYING

CHARACTERISTICS.)

7(1)'7

@

,,DEsca(Fﬂcn OF PROPEARTY TAKEN (MAKE "MOCEL. SEAIAL #. CCLOR, VALUE)

.

M| 16 NARRATIVE (1) CONTINUATION OF ABOVE ITEWS INOIGATE | ""T’Ei& UMBER" CONTINUED AT LZFT) e DL ACOTONAvieTS
SUSPECTS AS CUTLINED ABOVE, (2) DESCRIBE DETAILS OF INCICENT (3) DESCRIBE EVIDENCE AND PROPERTY AND
_ . NOcATEDPOsTION 7 7 T :,7,:,, -
@
S e —
- — —_— —— - - X—(W—ﬂ  —
; T S T ) - i
; \‘}j - o
QNG oFFCER — . 18 AEVIEWING ig?gavzsaﬁ -
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B ot ‘ _ . :
j;"géiaé"*"%\f\ L PEIHCIPALS’ EEPQET GF VAHBALISM 77 o
‘ QR MISSING PEQPEETY : T : :
, - . " {Control Number)
, Na- Carb Ne ) y - -~
Sittsburgh Public Schools . ‘ ’ ((El:g;: uf: Ty:::;:;,

B :7 - 7: - 7;\7 B 7 e B _ i _ (Taiﬁ;ifl ;; .;,fiseéur‘lf‘f; )
SECTION A: . ‘ | , | ’
Echcnl Name anhd Code v — R ) Report Date _____ —

: * ) Code ) ]
Time of Incident: Date___ — ,,,:TQ ' C'iéik:Tifﬂé —— O AM. [ P.M

Loss or Van d hgm Discovered By Custcduan D Sex:urxfy E Administration : Teacher z Other

SEETIQN ’E Efeﬁkfiﬁ c:_r'\’gndarlism SEGTIDH D: Bumage To:
F‘:ﬂﬁt of Entry ana Locaticn of Vandalism ’ D Glass = Number of Fanas, T;ps and Sizes

Hewex

SECTION C: Type of Missing Eqmprnerit .
If: Audio Visual (Type, Make, Model. and Serial Numbers)

1 off ice Machines or Equipment (Type, Make, Model and
- Seriai Numbers)

) Musical Instrurnents (Kind, Mahe, 3Bcud N ber, g o
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Courge _5 - security ’ -
Module 5.5 - Alternate Strategies for Smaller Schobl Districts by Madu!e

ToELj’Ime .1 hour and 15 minutes -

(Advanced Session)

Course

- Agenda

'Module Summary

This module provides the outline for

an advanced presentation for smaller school districts

on security problems and solutions. Trainer should feel free to deviate from the outline
in response to participant concerns.

" Activity/ Content Summary Time
1. Introduction - o - 5 min.
This module addresses security programming in small districts, with
the aim of helping-those districts generate and share low-cost
strategies for improving security.
A. Purpose
B. Method of Presentation
2. Definition of Primary Security Problems ! 15 min.
Partigipant examplés ©f primary security problems in their districts £
will bé recorded and categorized. h
A. Participants State Security Problems
B.  Record Problems A i
C. Categorize Problem ‘Areas
3.  Development of Strategies by Participants L 30 min.
Participants will work in groups to develop strategies.. Solutions
will be féﬁ@rdedi and copies given to all participants.
A. Groups Develop Strategies
B. Record Solutions : _ .
4., Developing a More Effective Organizational Structure . 10 min.
- &
Types of organizational structure are presented and problems are .,
outlined. Discussion of how to effect changes.in security is based
on the group's experience. =

O

ERIC

Aruitoxt provided by Eic:
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Activity/Content Summary

ﬁmé

6.

O

Presentation of Strategies. o .

7
Specific strategies are presented for meeting security problems including
linked-security systems, local police involvement, community and student
involvement programs, and staff development.

A, Combining Forces to Solve Mutual Problems

B.  Use of an Answering Service to Report Problems

,x =

C. Devgléping”;qwﬁCcsQZNQECQSQVBltgrgapiygs

25 min.

ERIC—

Aruitoxt provided by Eic:
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Course_ 5 - security  ~ ~ - | Module

Module 5-5 - Alternate Strategies for Smaller School Districts

Objectives |

m

Participants will be able to--
: R

1. ist at least four cost-saving approaches to improving security in their
chools :

A

—
w

zc

2. Recognize and prioritize security problems in their school districts for
. property protection as well as people protection

3. Develop internal strategies to better cope with and combat security problems
common to smaller school districts :

4. Identify available resources in the community which can be utilized in the
building of a more comprehensive security program and use existent school
personnel as contacts and liaison. '

s -
Description of Materials

g
Transparency

5.5.1 VTrénsgafency shows typical placements of security divisions in séh@@l
districts' organizational structure. '

Aruitoxt provided by Eic:
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ERIC
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Audiovisual Reference Materials
AT ISSUE INYVASION OF PRIVACY
- .
A penetrating. look at the numerous guestions involved in using
advance% tD EdVLSﬂLUD and amass LDﬂtldEﬂtlal recurda on Cltl?en

that luCLdly dem@nstrate thg invasion Df young peaple'? privacy.

solving these problems are presented within a legal

settes and program guaide

Two color filmstrips w/2 cas
Rental Fee: 552
Distributor: Correctional Service of Minnesota

1427 Washington Avenue South
Minneapolis, MN 55454 '

Toll Free #: (800) 328-4737
Minnesota residents call
collect: (612) 339-7227

Not previewed By NSRN staff. , ‘
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Resource Request Form
Please send me the following National School Resource Network Resource Materials:

Name .~ e " Phone _

Title. Lo Schgcl .
Address
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