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ABOUT THE CORE CURRICULUM
ON EVENTING /REDUCING SCHOOL

VIOLENCE A10:114HDALISM

4

THEllATIONAL.spkbot RESOURCE NET4ORK APPROACH
4

The National Schoo Resource Network-(NSRH) was established under, a grant,from the ,

Law EnforceMent Assistanoe Administration) Office of,..Tuvenfle-.Justice and Delin-
quency Prevention,,as ,resource to sthoolt troubled by 'crime, violence, vandalism
and disruption. .Thefietwork provides nationwide training events, technical assis-
tance, and informatQon dissemination to assist schools in=preventing.and reducing
theseproblemi ,!The focui,of all Network activities is on the collection, shitingi
and dissethination.of resources--most particularly the ideas and strategies that%%,
sc4ofils and communities_ have tried._

A Natio'nal
.

Centermariaged tHe Center for -Human Services and based in:Washing-
ton, D.C.', and Regional Centers in Boston, Massachusetts;,Atlanta, Georgia; Chi-
cago, ,Illinois; and San Rafael, California;' will tarry out the bandates for the
NetWork- Also- participating in -the Network are 34 national organizations which
form an active -consortium to enhance service and delivery efforts.

#

THE CORE CURRICULUM

The Core Curriculum includes seven Courses designed for delivery. either in a .ccm-
prehcnsive 5-day workbhop incorporati4all,the courses or in separate special, pre-
sentations. The seven courses are as follows:

Course l Putting -It All Together and Takifig It Home

-This course provides an overview of a planning and. evaluation'proces that partici-
.

pants,can,applyin implementing. ideas and strategies in their- own schools and com-
munities.. The course also allows participants t.he:opportunity to reflect oh work-
shopcontent and select from-among the ideas and strategies presented those which

r
best meet their schools'

Course Discipline

This course -covers a range of issues and practices Surrounding the deve]opment and
implementation of an effective school discipline program. .The focus will be on
clarifying reasons -for discipline, building conceptual frameworkAfor understanding
behavior problems, describing policy considerations, and providing specificIfxam-
pies of programs and strategies.



lAtrrse HSchool_Climate

4F
The purpose of the course is to introduce a conceptual overview andkdefinition
school climate" with the goal of effecting positive change.,- The focus-is on ways

of improving school climate without administrative or community action. The course
first defines schOol climate and then discusses ways to assess and improve:it.,
These include formal and informal assessment, improvement. of interpersohal- !els-
tions,. stress reduction and management, student.involvement ln change, and lawt
related education as a relevant 'curxiculum approach.

Course e sonal Relations

t -

The gbal of the'courSe is to introduce aPproachei and resources to identify, man-
age, reduce, resolve an prevent crisis and conflict in Schools. 'There is an
uncle_ ying assumption that hostile'InciJents and disruptive behavior are expres-
sions sf deep hurt, frustration, -confusion, anger and misunderstanding. Specific
attenb on will be given to crisis and conflict intervention and management, gang
prob -as, problems Of victims, and intercultural relations..

Course S Securi.t

This coarse is designed to address a full range of preventive measures used to
impuve the security of the school both uring and after school hours. It will

provide a. variety of -al ernative approa hes to school security 2which will enhance
schools' ability to improve. the 'safety arid security ofthe peolle and property-.
Special attention will,begiVen to an overview of security problems, use'- -of non-
security staff to prevent ptoblems, physical plant security, and design and upgrad-
ing Of security programs.=

Course Environment

The course on environment provides guidance to school staff on ways to change
school environments and makg them safer. A full range of physical design strate-
gies that can be implemented in schools is presented. -ManY of the strategies can
be applied by school personnel and students. An assessment checklist will allow
school personnel to identify environmental problem's.

Co The Community as a_Problem Solving,Resource

Community involvement: in the school can help the schcis greatly in solving prob-
lems of violence and.vandalism. In this course a rationale,fox community involve-
ment is presented, along with specific approaches for increasing sci6ol-community
linkage. Use of parents and volunteers, the criminal justice communi =ty, and CorraM-
nity agencies, businesses, and organizations are stressed.' Interagency cooperation
is also discussed.

r

r



5 - Security

Background and Rationale

Conservative estimates of the costsin,property damage to our nation's schools range
from-$300 to $600 million per year... "People" problems, however, may be eves more

.

serious. The NEA reports 11,000 teachers attacked each month. Assaults on and rob7
beries of students are a matter of,ever-growing concern. Although there may be dif
fdrdnces of opinion regarding estimated costs, there is no argumenX that school

.

viore9ce and,vandalismekact an incredible toll, not only in propertydamage but
also in terms of the,inestimablepsychological and physical damage done to the'human
members of the school coMmunity.

:.

There are thoSe who feel that the school is not a proper setting for the lacement,of
burglary alatM systemsi Security guards, and/Or -lice. We dont_think anyone would '.

.--/

disagree with that sentiment in principle.. Howver, if an orderly educational ptocess
is to be maintainedi-pteventive measures must :_e instituted. Some of the more success-
ful preventive approaches often involve the-installationof sophisticatedralarm sys
tems, the deployment of security personnel, and the utilization of educational person-

,

'nel in ways -not previously considered part of their role. Support,staff, community
,

resident, patentst and .students are also being enlisted'in a variety of efforts to
assist in the-reduction of school violence and vandalism.

.k.

Purpose

This course is designed to address the full range of preventive measures utiliz4d to
improve the security of the School both during and after school hours. It will provide
participants w3th a uariety of alternative approaches to School security that will en--

Nance their ability t? improi/e the safety and security of the people and property in
their schools and school systems. Specifically, the course will look at an overview
of security problems (Module 5.1), use of nonsecurity staff and community members to
prevent problems (Module 5.2), physical plant security (Module 5.3), and design and
upgrading of security programs (Module 5.4). A seminar session (Module 5 5) will
look at security needs for specific'audiences



Module
Ibtal ilme

le

1 - Intro uction4

15 minutes

rise
Agenda

by Module

This short introductory module presents the goals and objectives of the course, and
provides participants with an overview of the contents of each module contained in
the course.

'2.

Course Goals and Objectives

A. Goal

Security has two goals--rprotection of property and protection
of people. .Through analysis of'probl participants'deter-
mine their major concerns;

B. Objectives

Course objectives will be targe d based on pa
concerns.

rovin3 School Se

How the school security program n be an umbrella under whidh
other approaches are incorporate is discussed.



Course 5 - Security

Module 5 Yl - Introduction

Objectives

Participants will be able to--
t

1. Formulate two aspects of security problems-- security of pe ns and security
of property

Describe the intefdependence and complementary nature of various security
approaches used to address the probleM of school violence and vandalism.

DesCription of Materials

Transparencies

- 5.1.2 Transparencies illustrate the. interdependence and complementarity
of approaches to improving school security.



2 7 Preventive A

Course
Agenda

by Module

A variety of examples are
support staff, parents, and
the scho 1 environments

esent-d which show how administrators, teachers, students,
comM ityireSidents can function to enhance the security of

lntrodue ion

The module is designed to ermine the roles of nonsecurity staff and
the community fri school security.= Examples showing how various
groups have been used in school security will be presented, followed_
by a discussion to,generate-additional,strategies for involving:
the groups.

Role of Adminis

A. Import nce of.th Princi _ in School security Prosraz

The principal'_ responsibility in-school safety and security
is presented.

"10 .uestions for Princi ls"

C. Examples of PrincipAltEparaLtaLtx

The "Guidelines SohoO1 Safety Plans" used by principals in
e- YorKtitiPi_wlic Schools is reviewed.

Teachers

A. Consideration in Usin4 Teachers hoof ecurit Pro

The role teachers ce play in improving school security is
presented.

Examples

ApproaChes to teacher involvement include crisis intervention,
teacher patrols, and buddy systems.

3 min.

10 min.

10 min.,



A. Need for 'St Surveillance, Monitoring, and Advice in School

Securit

The need to volve all support Staff in building security is dis
cussed: role of custodial staff is emphasized.

.Exa

Exampl_g of programs involving custodians include 'Eyes On the
Schooi-and Livern Custodians.

5. Role of Students

A. Considerations in Usin Students in Schobl Security Programs

The advantages and limitations of using studentg in school security
are Stressed.

B. Examples

Five different programs involving students in school security are
presented.

I

6. -Role of Parents and Counity Residents

A. Considerations'in Usin
Security Pro rams,

Parents and Commun -t Volunteers in School

Advantages and problems of using volunteers are highlighted.

S. Examples

Sever examples of community resident participation in school
g _-ity are presented, including vandalism hotlines, school matCh
programs, trailer watch programs, and "Helping Hand" type programs.

7. Discussion

Participants generate additional ideas for lying one of the fiVe
groups ddsoussed.

Concluding Remarks

Trainer will remind participants o resource materials available at -
NSRN.

20 min.

15 min.

25 min.-

5 min



Participants will-be Male

-List several ways of involving students
'and community residents in school secur

2 Describe advantages and disadvantages
security "

parents, teahe
y

nonteaching staff,

involving each group in school,

Explain ways that principals and building administrative staff carry the
. responsibility of leadership in#the area of school security.

Desert ion of Materials

Transparencies

5.2.1 - 5.2.7' Transparencies' provide examples of programs inVC3Tving teachers,
students, support staff, and parent /community residents.

Participant Worksheet

"10 Quest5.2.1 ons for Principals"

Backgro d Mate

R. 5 . 2 .1

R.5.2.2

Resources

R.5.2.1

Bibliography

k

New York City!a Guidelines fear School Safety Plans. NSRN Technical
Assistance Bulletin.
Pittsburgh Student Security Aide Program. NSRN Techrtical Assistance--
Bulletin.

New-YorkCity'e Guidelines for School Safety Plans. NSRN Technical
AssistanceBulletin.
Pittsburgh Student Security Aide Program. NSRN Technical Assistance
Bblietin.

Preventive Approaches
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Seour-
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preventive A oach man Solutions

Worksheet I-D 4

QUESTIONS FOR PRINCIPALS
Bellevue, Washington

Participant
Worksheet

In addition to their leadership role in the education of students, principals also carry
the burden of leadership in the area of school security. Responsibility for the develop-
ment, implement7ation, and adherence to policies and procedures in school sdburity, at the
local school level, clearly rests with the chief. building adffiinistrator,' the principal.

In Bellevue Washington, principals are given the following list of 10 questions to
assistthem in ,making provision for necessary safety and security measures.

AS EACH OF THE FOLLOWING QUESTIONS IS DISCUSSED, PLACE A CHECK AFTER THOSE THAT,ARE
INCLUDED IN YOUR SCHOC ECURITY PROGRAM.

1. Are teachers and other key personnel aware of procedures and responsibilities for
or/injured child?dealing with a seriously ill

Are pupils, teachers and staff _re of necessary procedures and their respon-ibilities,
in case of an earthquake fire or flood?

Are principals, delegates:and
their responsib ties incase of bomb threats?

cy staff members aware of necessary procedures and

4. Has an organization been established in the- building'to provide for r-oiutine
supervision of halls, lavoratories and grounds?

Have procedures been developed to handle unauthoriz d visitors'.

6. Have emergency procedures been developed for major incidents of disorders?

7. Is the chain of command clearly defined and understood by teachers. and staff?

Have appropria p oViPions.for supervision and security been planned for each
afterhours tivity?

9. DO administrators and teachers understand procedures for ha ling problem students

10. Are counselors, and other key personnel familiar with the district's emergency
guidelines?

Reprinlel from a publication of the Natiou,L School Public Relations AsSociation,
"Viol e and Vandalism: Current Trends in School Policies and Programs," 1975
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Module

Worksheet I-D

11

a , Securit-

5. Preventive roach an Solutions

16 QUESTIONS FOR PRINCIPALS,
Bellevue, Washington

Fart_ _pant
Worksheet

In addition to their leadership role in the education of students, principals also carry'.
the burden ofleadership in the area of school security. Responsibility for the deVelop-
ment, implementation, and adherence: to policies and procedures in school security,- at the
local school:level, clearly rests with the chief building adminis-ratore the principal.

In Bellevue Washington, principals arelventhe following list of 10. questions to
assist them' in making provision for necessary safety and security measures.

AS EACH OF THE'FOLLOWING QUESTIONS I DISCUSW, PLACE A CHECK AFTER THOSE THAT ARE
INCLUDED IN YOUR SCHOOL SECURITY PROGRAM.

6

1. Are teachers and other key perecinhel aware. of procedures and responsibilities fo
dealing with a seriously ill or injured child?

Are pupils, teachers and staff aware of necessary procedures and their responsibilities
in case of an earthquake, fire or flood?

3. Are principals, delegates and key staff members aware of necessary procedures and
their responsibilities in case of bomb threats?

4. Has an organization been established in the building to provide for routine
supervision of halls, lavoratories and grounds?

5. Have procedures been developed idle unauthorized visitors?

6.' Have emergency procedures been developed for major incidents or disorders?

7. Is the chain of cowman clearly defined and'understood by teachers and staff?

Have appropriate provisions supervision, and security- been planned for each
after-hours:activity?

9. Do administrators and teachers understand procedures for handling problem students?

10. Are counselors and other key personnel familiar with the district! s emergency
guidelines?

Reprintr from a publication oPthe.Nation,11 School Public Relations AssociatiOn,
"Vielerl_ and Vandalism: Current Trendg in School Policies and Programs," 1875
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Or City Quicielines

.uMt-nary

This bulletin provides an example of guidelines which all principals In theNew York City schools follow developing building-level security programs. These,
guidelines standardize the approach to safety planning and cover everything, from just
what items are to be on- the cover page to where each school's floor plans are located.
The, format is detailed enough to be comprehensive, yet flexible ,enough to accommodate
the different needs of elementary and' secondary schools. These guidelines constitute a
useful model for building-level security planning.

The Problem
Literature on school security consistently
points out that principals and their adminis-
trative staffs must assume the major
responsibility for building security at the
local school level: and that principals must
ensure that all segments of the school are
secure an an every day basis as well as in
crisis situations. However, in many school
sySternS school administrators who are not
part of the security department or division
are often unclear about their roles in
school safety and security.

The Solution
Recognizing the pivotal role principals play
in maintaining a safe environment. in their
individual school buildings, the New York
City public schools developed a set of
guidelines to be used by all principals in
the development of school safety plans.
Although results of the implementation of
this type of standardized planning are not
readily estimated, New York City has a
lower incidence, per capita, of school vio-
lence and vandalism than many large urban
school systems. This may be attributable,
in part, to the fact that the structure of
theilr safety plan is so comprehensive. The
guidelines are reprinted below:

Guidelines for School Safet Plan (New York City Schools)

In preparing your plan, it is important to remember that total security, although uni-
versally sought, is elusive and almost impossible to achieve even with the fullest
resources. Since under present circumstances our security means are minimal at best,
a comprehensive plan must combine dextrous management, imaginative improvisation,
constant supervision, and the full use of all resojrces within the school community.
For example, even though it is not possible "to cover every security risk area with
security personnel, priorities can be established and consideration given to the assign-
ment of some tasks to other school employees, parent volunteers, or student monitors.

pore? vridof Gtant
ointi of ,r6.t Or odnoons

he Ice of Juvenile JusnCe Ond end? Pfeventio w Enforcement Kftkance Aommilirotion, U 5 Doodrrerton _snow
ooumenr arts MOS, Of Me N5PN and dO nor necessoniv represent me ore lottioenon ecricie3 of me u.$, Department Of JUOCO.
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The following format, which has been done in OUtline form', suggests mpst or the basic
ingredients th-'nt should be considered in the development of a pragmatic plan for the
safety of your school. These guidelines focus on principles- and denominators generally
common to a school 6omplex rather than On specific safety problems facing any indi-
vidual school _Therefore, 'in many instances principals will find that these guidelines
are more irer-reaching than their- needs require. Yotr. will also find that if these guide-
lines are l'oilowed, your plan will be scCdatibrellenSiVe that there will be little, it any,
need to mike substantive changes for ttie- ?.'equirecV,yearly updating of safety plans. In
any event, it is hoped that all principals.- Will u.4e outline so that there' Will be a
board-wide standardized approach 'for. safety- caanniritg

Introduction
A. Cover Page

Subject title
2_ or numbe

telephone nu
3. Number of Studen led, grade level (K-6, 9-12, etc. )
4. Name, home- address, and telephone; number of principal
3. Name, home address, and telephone number of custodian and his/her

neares ;4o school asshstant.

First Page
1. A fairly detailed "Table or ontentsi

For easji reference and uniformity= the subject ma
.stander5d system of organization, i e , alpha riume
where desirable, e supported

Second Page
Statement of the objecves of the principal and-the plant.

rationale, authority, and responsibility
Acknowledgements" for those helping in the development and implemen a-
tiop of the, plan.

rgaructure end Duties
,gr:gartizat'rlin Structure

.'CwganizatiOn 'Chart'
Outline of chain of command and authority

utline of. order oaf succession?.
4

al Dutfres and Responsib,ilities
Princii9e1
Assistant principals
beans
Department .heads
Teachers and paraprofessionals
Administrative and'secretarial staff
Security staff

:Custoaial staff
Parents, volunteers, student monitors.

should follow some
Dew 4N,/ etc. , and,

NO
4

a ald cases dutieS -'should be assigned by title rather than by named
individuals. This 'will peeclude confusion, or dating of the plan, occa-
sioned by personder shifts, transfers, absences, etc. In addition, note
should be made of,; 'who should assume responsibility in the event that the
designated parsbn i not available_

ular Securit Procedures
A. V.sitors

,

, Offid Aial sign-nVsign-out book
2. Escort visitOrs, or call ahead to notify 'appropriate par
3. Vititor -passes' (color coded to indicate floor)
4. End:of -Osit notification to front desk
5. Sigh-out verification.
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Students
1. ID cards q(photo preferable ), distribution, serial numbers; repossess4on ,

replacements
2. program cards
3. Hall Passes
4. Late arrivals

Cutters
Policy for carrying or wearing outer clothing, in school.

C. Staff
1 . ° ID cards (photo preferable), distribution, serial numbers, repossession,

replacements
2. Policy for carrying or wearing outer clothing in scho

Signal System
1. Code signal system to be used for transmitting information to staff mem-

bers without alerting students, intruders, etc.
2. Procedures for regular announcements for students, and staff.

Alert
Notification to-principal or office

2. ification to staff by signal systeol
3. ssignm'ent of specific staff memberS to search specific areas
4. Report-back and end-alert procedures .

ablishment of Security Posts
Fixed -posts
a: Location, vulnerability, 'relative neeel,. effectiveness

Times covered, current needs, past experience, anticipated prob-
lems

c. Personnel coverage, special qualifications, number required
d. ' Communication capability : radios, intercoms, phones
e. Written instructions, duties.

2. PatrOl posts (in' addition > #g above)
a. Area defined
b . Irregular roUte patterns
Special hall sweeps

When conducted
b Staff persons participating
c. Starting point (top floor and sweep down )

Stairwell controls
e. Holding areas
f. Procedures for handling persons picked

Staff considerations
a . Indoctrination
b . On7the-job training
c. Rotation of assignments
d. Supervision.

C Key Control
Designation of secure key storage area
Accountability for keys
Master keys strongly controlled (limited distribution)

4. Reporting procedures for lost or stolen key_ s
5. Procedures for changing cylinders to vital areas when

I V . Emergency Procedures
A. Fire

1 . Internal provisions for repo ing fire, notify principal, key
etc.
Alarm transmittal to fire department and police department,

0
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3. Standard evacuation procedUres
a. Designatipn of specific _responsibli ies (teachers, custodia'ns, pth

staffNstudents)
b. Code signal transmitted,
c. Preparation to leave (wraps, no wraps)
d. Group egress configuration (designated leaders )
e. Door and window 'control
r. Hall and stairway routes (primary., secondary )
gt E 1 it doors .(primary, secondary)

-h . R les of conduct . .

i. .9.4 for haridicapped ar injured
internal and external formation areas

k. Check for missing
I. Special search teams

4. Safegtoarding of records and easily portable valuables
5. RevieW and critique
6. Reports and notifications
7. Fire drillS

Bomb Scare
1 ; Prior instruction for those likely to receive such calls as to time

received, exact words used, distinctive or identifiable characteristics of
caller, attempt to determine exact location, attempt to delay caller for
trace,- etc.
IMmediate notification principal and/or key administrative personnel
who-

-, a. Notifies police department and office of school safety
b. Evgluates, considers possibility of bomb being present
c. Decides on evacuation '711
d. , Transmits coded signal to designated personnel
e. _Causes discreet search far suspicious package, bo, etc.

NOTE:' All persons- designated td Search , will be instructed that they
should never touch any item .-wti,ich -appears- susolciolGs. They are
merely to note its location and report so that prinCipal or designee
may, make a decision on evacuation.

3. Guide at 'entrances for responding police
4, Principal confers with police

a. Evacuation ,decision
b. I ndepth search
c. Need far bomb dogs or specialized bomb units
d. Make available floor plans and safety plans.

5 . I f decision to evacuate, fai low standard evacuation procedures listed in
paragraph I V . A .3.- .

6. Review and critique
7. Reports and notifications

Demonstrations --Sit -Ins
1. Staff assignmerlts specified -
2: Coded signal to alert staff
3. Public announcement to students and sta
4. Notifications Lc police. department, 'office of school safety, other appro-

priate units in board
Door and stairwell controls
Negotiation team

7. Decision to dismiss
8. Review and critique
9. Reports and notification

National Defense Alert or Civil Disturbance
1. Staff assignments specified
2. Coded signal to alert staff

`' Public announcement to students and staff
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4. Shelter areas defined
5. Movement of studerits to shelter areas
6. Doo'r and window control
7. Notifications to police department, of ice'of school safety, other appro-,

priate units i board
Need to keep '4.hone lines open

9. preprinted instructions for students- and staff
10. Plans ier defense of buildirig
11. Equipment needed:, battejy operated radi flashlights,' first aid, etc.

Location of emergency food and water suppl s

Special Considerations Involving Emergencies
-,.1. Staff instructiohs aT to loeations and use of fire_ extinguishers, fire

hoses, and standpipe system connections
2. Staff instructions as to recsgnition, chemical capalo4ity, and effective-

ness of various types of extinguishers-iespEcially in electrital ardbora.-,
tory fires

3. Guidelines for detouring from fire locations and tips on hot., to protect
selves and students during actual fire or disaster
a. Complete knowledge by 'staff of all stairwell, fire door, and exit

door locations,
Feel closed doors before opening to determine heat build up
Coats, dresses, or any material over head and face to protect
against._ flares and smoke
Wet-down -clothes, if possible, to protect against flames
Roll on floor to douse flames or smother with coat,---#.ug, clothing,
etc.
Crawl on floor4o escape dense smoke
Chain -escapeOne behind the other holding on to belts, trousers,
dress, etc.

h. Buddy. systemso .someone is always responsible for, someone else
and no oqe gets left behind
When visibility is impaired, crawl. on floor and feel ahead with
hands to prevent falls

a. Psychological chain effect of hysteria or panic and how to deal with
either'

k. Need for leader ;to exhibit calmness and confident manner.

b.
°C.

e.

Other Emergency Considerations a

1. Health and first aid
2. Drug and alcohol abuse
3. Individual crimes
4. Peaceful student, parent, or community protests
5. Lock-out, lock-in

Utility failure

Physical Plant
A. Structure: brief description. of building complex and its acilities, include

notation on where floor plans are located
Heating plant: type, location, vulnerability, fuel shutoff, location
Fire alarm system: internal, external, delayed action, location of alarri boxes
intrusibn alarm system: ultrasonic, infrared; microwave, Camera surveillance,
central station 911 dialer, door contacts, sensors, location of panic button,
etc. --

Personal al.arm system: type, number, receptors, transmitters, console lace-
,.

tion
Entrances and exits; location, locking devices, special precautions (bars,
outsid handles removed, etc.)

G. Utility systems: water, gas, electric, shutoffs, panels, switches, terminals,
pipe system, and controls

H. Telephone' system: utside lines, intercom, terminals, public phones, lac
tions
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Vault and key room(s ). location, access control
Stairwell plan: one-way, -two-way, special usage, directional signs., relation-
ship with entrances or exits
Vulnerable areas: ''paint and flammable substances storage rooms, exoe4sive
equipment storage _coffputer rooms, rendezvous locations, places conducive to
hiding or danger,1, etc.
Emergency shelter areas: locatidn, provisions, capability, tools, etc:
Health and first aid facilities: location, resources available

VI. Repair Reporting_System
A. Procedures to ensure regular inspect1on and /or testing

1. :Fire alarm system
2. Intrusion alarm system
3.. Personal alarm system
4. Telephone system
5. Locks, panic bars, and return springs on outside doors
6. Locks on all doors to vulnerable areas
7. Outside doors, windows, window screens, etc.
8. Fire 'noses, standpipe system, etc.

VII.

B. Procedures for the report of defects on above

Procedures for repair of defective or inoperable items and followup protess

Liaison Needs
A. Police department

. Fire department
C . Mayor's education task force
D. Local community planning board
E. Traffic department
F. Transit police.

$`
G. PTA
H. Unions .
I. Student groups

( Source: New York City' Schools, Guidelines for School. Safety Plan, distributed to all
Nev York City principals .. )

Reference
Pui il Transoort3tion Safety, Highway -Safety No. 17, Program Manual, U.S. Department

of Transportation, National Highway Traffic Safety Administration, U.S. qovern-
rnent Printing' Office, Washington, D C
CrIlls document is also available in the NSRN compendium. )
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IALZH ?IOU.

:t srtspor-at =on Department

FUMES C,-.1v=4*ILNG PU7r-5 1=ING 5%:001.

5tacs of Z'regois ;isles late_
1. Psapils being tranS; rted Are made; tae autho ity oY the Ous driver.
2. Tightios, wrestling, or boisterous activ.oy proniottsd on =a but.

3- PutPlail shell 406 the smergency door only La the case of emsraensv.
4. ?'spits shall MA on time for the bus both morning and eveni4g.

Pupils shall not Orin/ Animals, firearms, weapons. other 7(.1ton:is

hazardous hats:LAI on tal bus.
Pupils shall remain seated while the bus is '- motion.
?boils may.be Assigned teats by theobus driver.
When necessary to erase tne road, pupils shall cross La front of the sus
instruOted by the hue driver-.
Pupils shall not *stand their hands, arms, or :heads t- a -

Pupils shall iiivewritten perbiSSion :0 leave the bus other :has at home or school.
Pupils shell *versa Ln ndrmal :ones; loud or vulgar Language Ls'Prohlrited.
Pupils shall ?pt on Of close windows without permission of driver,

U. Pupils shell kieppthe but clean And must reersiz from demagiag
L4. PupilS shall be aourt*Ous to driver, to el'-ow Itudenta, and passersby.
L5. Pupils who refuse to Obiy promptly the directions'Of tha iriver or refuse to *be"

rsgulationS mayforleit their orivilage to ride on the Ousas.

chOol.DistriOt Piles oer L7CnAB-1., .7=A2-2
Large itami which nnot be safely orsasportad "while hold ia a pupil's lap br
stowed 1...A an eopty Seat or directly under a mat are orchibited.,

in en ems-- ncy or a instructed by the iriver.
Pupils shall not intertore with any of ;he school 'cue except

7upilS s not lower bus windows Oolow the blacJc r76

_d by the driver.
(4) Pup/1S snal_ be at their regular bus stop at Leaao three minutes mrlor to the

published tire schedule.
(5) Pupils Shall tot damage or attempt to damage public or p prOoerty, at

any time.
5)-- Pupils shall accept ride; registration cards, Motto's of :4.1s ehavior. or other

forms Issued by the OiSt iCt. and eat =it fee aoMpletad and returned as
Lodiastsd on the form.

(7) Cue to the Possibill:L7 of echo ous;miechanloal failure or accident during
inclement weeihor condition Us shall wear :locals; that is compatible, with
he'lurrent saason.of the yes:. ?eriodioally, Lcipsom school

bus facuatton drills, and pupils will bo instructed as :0 tt type of lothng
that should be worn the day of the drill_

(3) ?uoils waioing o a 0134 atop aria are wider the Iurisdiaz. 3ahco1. Olstrtzt:

therefore. all the preceding pu ns T.,ovaraing pups Riding 4L oLBises ipply
the bus stop as wall as on the

CALnerally, taxes Misc nduct Notices w Ohio 2 months w..1 Le
transportation privileges,

Li-mid/ants of physical Assault. verbal abuse. Late:feral-ice wi sus ooa rattag rontroli.
and landalism may result .n imdediate suspension of transport a ion pe itlege regardless
of prior record of misconduct.

suspeps.

FOR, ADDITIONAL INFORMATION
REGARDING., YOUR CHILD'S

MANSPORTAT ION
CONTACT:

Stlwa bbti ktooti
Pranteargatied Neertisee
SIP AvefLO. N.E.

Sete. tetors Mel
Toirpeteee: 349.3LOS

Source: Salem Public Sch©esa Transporta _a_trnent



National School Resource NetWork
verbose( Canter 533C wisconsiri AveNe. N w wesnotpron DC ;301)534-2550 reil;fee..30Q1o3843090
E-=tes-legsric: :we/ 53 acv SiarePcco. 30sion MA 02215 -0171 3.5.1-454
SclarmrplegiciloCarmat 33 6th skeet N E Alicpre. :74A 30308 ;404) 57
N.liez,Nssrair P.9gcro Center d, Avenue Sul/9170a ON;

esrem e.gr)rICI Zsoterf 73 PrOfOISCOGI Canter iall(wOlV SOF1 iZarcei
21 752.5787

1 472.227

R.5.2.2

As5Jstance Bulle
The Pittsburgh Student Secun Aide Program

u mary

In this program, students who are disruptive as well as other, more well-
b hayed students are enlisted as security aides and work under staff security officers.
Student security positions are awarded to student leaders--those offici'allyrecognized by
the schooj community and other unofficial leaders of school groups. Pittsb2rgh's .pro-
gram has applicability to any' junior or senior high school wishing to increase security
and at the same tine promote active student cooperation in security. measures.

The Problem
Maintaining a safe environment - -one that is
conducive to learning - -is a problem for
many schools across the country. I r1

schools where the administration,, faculty,
and security personnel are the maintainers
of discipline and instigators of punishment,
the scnool environment is tense, and disci-
pline is a constant problem: the environ_z
merit is a battle zone, If students are not
part of the team that Maintains discipline,
ostablisnes rules, and works to create' an
environment that is safe and comfortable,
there is .always a split--a "we-them"
feeling--a student-adult fight for power.
Maintaining discipline becomes an enormous
problem.

The-Solution

Schools usually have a core of natural stu-
dent leadersthose recognized officially in
-the school such as student council members,
and "unofficial" leaders, often disruptive
youth whyp are recognized and respected by
their peers. If these "natural leaders" can
be made a part of the security team which
works to prevent disruption and maintain a
safe and orderly environment in the school,
the security prograrn can be strengthened.
if students feel they have a positive role to

play in their school as responsible citizens
and are in the position to enciurage other
students to view the school similarlyi; 'a

safer environment.can be established.

The Pittsburgh Bard of Education has
instituted a Student Security Aide program
to actively involve students in the security
program. Influential students', are engaged
as .aid'eS to work with security personnel
and act as monitors of potentially trouble-

-some areas and situations outside class-
rooms. As they work together on the prob-
lem of school security, the students and the
security officers gain mutual insights and
understanding.

Who Is esponsible for the Program?

Ove l coordination of the student security
aide program is the responsibility of the
Chief of Security in the Pittsburgh public
school system. The principals of each
school in the program are responsible for
the student aides, teacher advisors, and
staff security officers in their own schooil.
The Chief of Security reports to the Deputy
SOperintendent of the Pittsburgh schools.
All principals are kept continually informed
of the program's overall prong -Tess and
actively participate in the training sessions,
that -take place in each. school.

PrieocuIC under Grant *19.11JOI0019 frOff, ffte OffiCe iat Jklideffee Jointer Ong Deeiffauffiey eleverelei. LOW enforoornanf Asuffenoe AorilsollfrofiCo. U.S 0OOfffoinf of JWICO
POINS of viike Of oclihorls in was exstuffissof ore mow of ffie P4SON one Co nOl metttcrwv figtosnt mo °Moo DON01041 O( 0011011 01 MI U S 000ortrOefit AMOS



Parents are also ,involved because community
outreach is an important part or the student
security aide program. Parent reciresenta
fives are nvited to work with the school
administratlen, teachers, and -students dur-
ing workshops and training sessions and
through dal contacts

A student security aide program is initiated
by the school principal. his or her First
step to secure acceot,ance of the idea
that security aides can be recruited From
the °copulation of students and that stu-
dents can play an active and erfetive role
in maintaining a secure environment. The
erincipar s second step is to select a staff
security officer to be stationed at the
school and a teacher to act as an advisor to
the stuoent aides. The start security Pff1-
car will be knowledgeable about security
measures and programs for schools. The
teacher advisor will be responsibl.e not only
For keeping careful, records on the grades
student security aides maintain, their class-
room attendance, and the honors or out-
standing performances they achieve in
extracurricular activities, but also for eval-
uating the records, monitoring student
security aide activities, and coordinating
training sessions. The third step is to
select the aides themselves.

How Are- t ides 1-1 sen7

Student aides are selected from candidates
suggested by teachers, student volunteers,
and the principal. Natural student leaders
are nominatedthose "officially" titled such
as the capca of the football team or the
student b y president, and also "unoffi-
cial" lea ers who are respected by their
peers. Students with a negative, but pow-
erful influence on g the school are primary
targets, but well-behaved role models are
also chosen. The initially selected aides
Suggest ,other influential classmates as fur-
ther candidates.

What Bo the Student Aides_ Do?

ugh thg activities of student aides
vary from school to school , their general
assignments include monitoring halls, lava-
tories. and special events such as ball
games and extracurricular activities. The
assignments are seen as supplemental to,
not as a substitute for, those of the adult
sec personnel i n the school. I t is

understood that the aides perform their
duties at times when their classes arex:nca
in session ,

i.n addition ',new assigned dude
den t security aides are expected to
positive role models rOr ciassmates
are charged to

stu-
oyede
They

Obey the rules and the regula-
tions of the school f the Pest or
their ability

wear their special security aide
shirts -or ckets when on duty

Work to prevent trouble

Retrain orn spreading rumors.

Specific In tructitns given to student
security des when attempting to mediate
or "ha- -dle" a disruptive occurreflee.
Directives in the "Student Security Aide
Manual" 'Include

A key to the successful resolving,
of this type or situation is to
know your limitations
,Void "pushing. a student into a

corner"
(----

The Studer:11r, Se unity Aide must
realize that he or she is not
responsible for soh& discipline

A Student Security Aide has to
decide what course he or she
should take

I f the aide knows the offending
student, perhaps a friendly word
of Caution might do

If the situation is clearly beyond
the power of the Student Security
Aide to deal with, the Pest thing
to do is nothing. except reporting
the incident to School Security
Authbri ties .

Clear grounds for dismissal from the force
are cited in the manual, They include--

Being caught under the influence
or whiskey or drugs

Failing to "come over" as being
fair in talking `to or "dealing"
with other students, regardless of
race, sex, or personal differences



`Accepting
an attemp

security
to miss class.s ignefients

in

Student ecurit ides Tra ne

Three kinds Or ongoing training are
offered. The first kind takes plaCe in the
individual schools. The teacher/advisor
the security aides, together with the prin-
cipal, staff security officer, and others,
conduct monthly training sessions.

During these sessions, students disCUss--

Existing schoOl problems

Alternatives for b`avion modifica-
tion

Successful handling of problems
particular tat, their school.

The second form of training takes place at
monthly Saturday workshops held in theCity of Pittsburgh's school administration
building. The Chief of Security conducts
courses for all participants from all the
participating schOols an topics which include
case law, search and seizure, prevention of
vandalism, adolescent psychology, and
human relations.

A number
trainers, or resource ,materials for the work-
shops--

agencies and groups provide

Legal department of the . Pi s-
burgh Board of Education

Allegheny County Coroner's, Office

o University of Pittsburgh Graduate
School of Social Work

Pittsburgh Council on Public Edu-
cation

Personnel from local
ment agenies

law, enforce-

Faculty from the Law Related
Tna.n,ng, o'n,2,2,-nrn pres-

ently working in selected Pitts-
burgn schools.

1--y e training s a 4 -day
carno.7g, .rain,ng session conducted each
semester to enable students from the vari-
OW 5 schools pittsburgn to interact with
eacn 'ocrier. The obiecti-ve of this outdoor
.training is to encourage tne student aides
to apoi.y what they have learned4 about

human relations in the Saturday workshops
and school training sessions for a snort,
intense period.

Results
The Security Division of the Pi ttsburah
Board of Public Education set down Four
specific objectives by which to rri`easure the
success of the student security aide pro-
gram for the 1978-79 school year These
were--

To reduce the number of suspen-
sions in the 1978-79 school year
by S aercent

To reduce the cost of vand lism
by 3 percent

To reduce the number of e pul-
sions in the 1978-79_ school year
by S percent

To maintain or improve student
grades, attitudes, or behavior.

Although :no formal ; documented_ results
nave as .yet been presented, one indicative
eveluatiOn was made by the Security Divi-
sion of: the Pittsburgh Board of Public Edu-
cation,: with regard to- the camping/training
session. There have been no disruptive
incidents during the camping trips over the
paSt attended so far by 120 students. The
report noted that "This, speaks well of the
activity itself and of tne behavior modifica-
tion which takes place by virtue of being a
Studprit Security Aide."

According to the report, the major rewards
that appear o appeal to the students par-
ticipating n the program include--

The prestige of being
of the Student Security
gram

a member
Aide Pro-

The jacket and shirt that identify
membership

The cacup,ri 'training program,

Additionally, there s the feeling among
Security Division personnel that one Ot the
advantages of the student securitN, aide is
that he or she serves as a buffer between
the student and the adult authority, which
tends to reduce the number of physical con-
frontations and incidents of disruptive
behaviors by individual students or group
or students. In a number of instances, the
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student aides were credited with preventing
the occur&ence of race riots in several large
high schools_ It _seems clear that by enlist-.
ing students of both sexes from all ethnic
and raCial- groups, the student security aide
program has worked 'successfully to prevent
the kinds of tensions that found more vie-
lent release in the past.

eplication Issues
V )

r" The Student Security Aide Program seems
best suited for secondary schools (including
'junior high or middle schoolS). The pro-
gram is appropriate fair any school, rural,
suburban, urban, that wishes to involve
students in keeping their. schools safe-.

Required Resources

In each school participating in a student
security aide program, personnel require-
ments include the principal, staff security
Offic.er, and teacher /advisor plus parent
representatives, and the student security
aides themselves.

24

Thb only necessary expenditures are for
the shirits and jackets that each of the stu-.
dent security aides wears while on duty.

On a district- or system-wide bais, the
number . of people involved. increases,

hough their time commitments are -less
that for the individuals at each school,

-These outside people are involved in -the
workshops or the_camping/training sessions,
participating as members of their cooperat-
ing agencies for cine,_,_ day every, month
and/or 2 days each semester on a lecture
basis, or as A resource pers n. Camping
equipment ar* food may be an xpense, but
it is possible that most of t e e items can
be provided by the participants themselves,'

References

Student_Aide Manual, Security Division, the
Pittsburgh Board of Public Education.



Course
Module

25

Bibliographylbr, Preventive Approaches

Resources/
Bibliography

Alternative Strategies: For the Prevention or.'Reduction of Disruptive
Behavior in Secondary Scheols,,Vo No Dallas Independent School District,

June 1978

,Student Security Aide Mantal Pittsburgh Board of Education; Pittsburgh, Pa 1973

Vandalism The Million Dollar "Prank" A View FromtheAdnidnistrators Level:
An Administrators _andbook, Institute of Government, University of Geer la; Athens

Ga., 1978.

Securlt in the Schools: Ti s for duardin the,Safet- of Teachers and_ :Students,'

United Federation of Teachers; New York City, Chapter Chairman's Edition, 1979;

Vandolismtand Violence- - Innovative Strategies to Reduce Cost to Schools
.

School Public Relations Association, Arlington,

,Violence and Vandalism: Current Trends in School Policies and Frog
School Public Relations Association,- Arlington, Va., 1975.

National

t.
nary of Recommendations for Reduo ;ion of Violence and Vandalism Conferenc

Education Cooperative, February 1977"

Alford, R., How To Begin Neighborhopci ch _ Your Community: The GBIltm,Crime

Prevention; Georgia Bureau of Inves igation, Vol. 3, No September 1978.

Casserly, M.4 School Vandalism: A Revi67 of Frog]

City Schools, 1977.

Reichbach, E.i Seven Wa - Learne
School Board Journal, August 1977, pp. 7071.

The-Coimcil,of the Great

Firsthand,to Reduce Seho61-Vandalism erican



and 20 minutes

Module Summary

This module,focuses on crime prexention and property,prOtection through physical design.
Topics include key control systemsv security pa- inventory control, and alarm
systems.

nt Summa Time

Introduction

A. The Offender-Ta e s- -Effo -Pa off Model (OTREP

Opportunities for crime can be eliminated or reduced by con-
sidering such elements as type of target, risk, effort required,
and potential payoff'to the offender.

B. Components of Plant Security

Components include design issues, key control, inventory con-
trol and operat on identification, security patrol at night
and on weekends, nd alarm systems.

C. Needs Assessme

The important of developing a systematic approach to iden-
tifying securi y needs. is presented.

2. Crime Prevention Through Physical Design

A. Doors

Good security' applies to both interior and ex=erior doors;
doors should be thought of as a closing/locking -stem.

B. Windows

Sliding windows and casement windows present diffnt security
problems.

5 min.

10 min.



intent Summan Time

EagEnEalEnI!EIE

A. Preliminary Comments

Strict control and maintenance of all keys is essential to school
security. Maintaining control of who has access to keys is also
very important. The Kentucky Key Control System is presented.

B. Step 1: Diagram and Number Kers

C. Step 2: Collect All Keys in Envelopes

-$tep 3 Index Keys

E. Step 4: Tag Keys

F. Step 5. Key Locker

G. Step 6:issueKey with a Signed Receipt

H. Control S

4. Use of Securit Patrols for Ni-hts and Weekends

A. Personnel Qualifications

Performance requirements of security personnel are becoming more
demanding,

B. Patrol Procedures

Some suggested guidelines for effective patrol are introduced.

5. Inventory Control and Property Identification

A. Inventory Control

B.

K

An itemized list of all school equipment should be maintained and
a physical accounting of each listed piece should be conducted
routinely.

-eration:Identification

Marking each inventoried piece of equipment with an identification
number is an effective way of deterring crime.

10 min.

5 min.

5 min.
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Activity/Content Summary Mine

Alarm Systems

A. Egyipment Overview

B. Simulation of Plannin Selection and TisyRE

Description of 'h thetical school.Anytown High School; typical
security problems; existing security system; possible additional
Security hardware for arson prevention,- intrusion detection,
motion detection, acoustic sensing, and remote monitoring.

C. Resource Material

A NSRN Resource Bulletin is available on alarm systems.

Conclusion

40 min.



Ives

Participants will be able to--

1; Describe a va e y of different approaches for Securing property

2. Describe' at lea-_ three examples of no- or low-cost solutions to improving
-security in the sohoOls

Plan the layout of an alarm protection scheme in a school showing what
electronic devices can be used and where they may be located.

Description of M vials

Transparenc es

5.3.1 5.3.15 Transparencies accompany lecture on plant security tactics.

Handout

5.3-1 Security Measures Taken

ackc -found Materials

5.3.1
5.3.2

8.5.3.2

Resources

Physical Plant Security SurVey Form
Key Control CheCklist-
Lock and Key Control. NSRN Technical Assistance Bulletin.

t .

8.5,3.1 Vandalism and Theft in Kentucky Schools. Kentucky Crime Check,
Volume II School Security and Control. Can be ordered (free) from
Kentucky Department of Justice, Office of Crime Prevention, State'
Office Building Annex, Frankfort, KY 40501.

R.5.3.2 Lock and Key* Control. NSRN Technical Assistance Bulletin.
8..5.3.3 Alarm Systems Guidelines. NSRN Resource Bulletin.



PclurS40 - Sec-

Module

Background l -D

- Physical Plan

PHYSICAL PLANT SECURITY SURVEY FORM
- .

212JILJEEITEL

Survey Tools

Gemeral Considerations

Specific Considerations

The Existing Security Syttem
Facilities
Buildings and Grounds
Emergency Procedures and-System Checks

Gene al Security Solutions

Intru ion-Protection Devices
Safes and Vaults
Alarm Systems.
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THE .SECURITY' SURVEY

Surveying the school's security system, the types of possible security
breakdowns and their causes, both human and environmental, should be kept in mind.

12E2..fe°

.SUrvay'forms

Site plot,-building plan,

Pena, pencil, sharpener

6 inch ruler/straightedge

Measuring tape (minimum 12 inches)

Measuring wheel

Voltage tester

Tape-recOrder, blank tape

Camera, film, batteries

Quads lie pad

Survey.. forms
.

Pocket calculator,

Screwdriver

Magnifying glass

General Consicera onS

1. How is the school organized? What are the functional lines cf authority?

Where does recur fit into the organization?

How does the school administration feel about security? .

How important is it considered to be?

4. Have other previous surveys been conducted? Why? When? By Whom?

Were they acted upon?

5. Whet is the nature of thetheir lationship between the police and the school

and its security director?



S ecific considerations

-In observing tae following external and internal equipment and situational
factors, cOnsider.their'suitability,:effectiveness, and maintenance procedures..

The EXisting Security sys

1.. Are there establishedpmcedures for maintaining security?

en materials describing these procedures?

2. Have there'been security problems in the past?
4

How were they handled?

Has any member of the school staff been trained in security awarene

What is the existing alarm system?

What is its technical objective?

Is it a local, central station, or police alarm system?

Is it supervised?

5. Is it random-pulsed?

Can alarm line be compromised?

How easily?

6. How would local authorities respond?

How soon?

How is the system maintained and tested?

7. Where is th equipment located?

What kind of cover is needed for the.conduitL-a rigid
or flexible metal cover or.a plastic snap -on cover?

9.

How does the existing system interface with any new co nen s
being considered?

For instance, what voltages and frequencies

a night custodian/guard?

available?

If not, is one needed and what would be required to accommodate one?



10. Wow and yr sere are valuables stored?

11. What is the internal communication system?

IS there a personal identification system?

12. What is the procedure for visitors?

How and where do they enter?

Facilities:

Where do telephone lines enter the building(s)?

14: Does the school have radio and television equipment and antenna
systeMs?

15. Who is responsible for maintenancelof the building; electrical, heating,
and air conditioning systems; and !construction?

16. How reliable are local utilities (ncluding fuel system and delive
water stores, electricity) and foo services and supplies?

Buildings and_ Grounds:

17. What is the geographic location of e school?

In what type of neighborhood?

18. What are the school boundaries?

Are they well defined?

19. Does the school own vehicles?

Are there garages?

20. How many buildings are involved?

What is their size, height, construction?

21. Is any new construction anticipated?

22. Are there aesthetic considerations in the design of the security

system?

23. What is the noise level of the area?

24. What easements and rights of way exist or are needed?

25. What is the condition of the soil and vegetation?

26. What are the existing barriers (e.g;, fences, walls, hedges)?



27. How is
perimeter
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lighted, including exterior building lighting and
ea lighting?

28. Are there warning, tructional or directional signs?
0

How visible are they?

Are they ever obscured (tor instance, bysnow/?

29. What are pedestrian and vehicle traffic patterns?

Where are parking lots located and who uses'them?

30. How many interior and exterior doors are there?

Is the number and size appropriate?

Aro-they-all nece ary

3 Are the ,doors'equipped with locks?

is the quality of the locks appropriate for the doors?

32.iow many windows are there?

Are they equipped with locks?

33.. What other openings exist ( ,g. roof hatch,,coal chute, skylight)?

34. Who is responsible for lock-and-key control?

Who opens and closes the school?

By what procedure?

Wien?

Are records kept?

Emergency Procedures and System Cheeks

1. Do established procedures exist for dealing with the following types
of emergencies:

Civil disturbance?
PerSonal threats?
Personal injury?
Fire?
Vandalism?
Breaking and entering?
.Other emergencies?



Are evacuation procedures establish

Review evacuation plans and routes with a I concerned;

3. Are there any fire hazards?

:Is there an emergency communications ,system, ..tested with local
authorities (police, hospital, fire)?

n grounds clear of all unnecessary vehicles, equipMent,,machinexy?

-ve trash and relocate shrubs or trees as necens

Conduct the following system checks and tests:

Visually and operationally test the outside infrared system..

Check proper operation of all inside and outside closed-circuit
television systems.

Work -test all walk7through detectors and hand-held transfriskers
(metal detectors).

Operationally check all other electronic security, systems, including--

Smoke and heat detectors
Ultrasonic detectors
Door locks and alarms.

Check standby generator and fuel supply.

Check sitnemergency audible (P.A.) alarm warning system (if so equipped).

Check location and proper fill of all fire extinguishers and fire-
fighting equipment.

Check for proper operation and security of all communications
systems;

Radio, portable and vehicle;
Telephone;
Security and fire battery systems.
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-General sec- Solutions

Ensure that all windows, doors, and other openings are protec
supervised.

and

Alarm contacts should,be designed_to the level of security,required--
single-acting(Manual-reset) or double-acting (automatic reset)-7and'be of the
correct application (electrical and/or mechanical).

Consider the environment.- Are interior and exterior systems'appropria e?
they durable, weatherproof corrosionprOof?

Consider the effectiveness of the conduit/cable system.

Lighting should reduce shadow areas and provide illumination for detection
without -glare.

photoelectric cells and time controls are preferred over manual on off
systems.

Can security system components be seen or easily removed? Can they be
recessed in the door-frame or wall? Can non-reversible screw fasteners be
provided? Conceal and cover terminal pontacts.

Consider future building design or entrances to building to be added in
future. Will wiring, etc., have to be moved?

What doors, skylights, air-conditioning ducts requirf,magnetic.s b
contacts? If large, they may require lacing.

Design pull trap devices for through-the-wall or window air-conditioners
and their frames. Protect unused plywood space fillers with varnish and pull
traps-.

Consider out-of-doors s stems, e.g., double invisible ihfrared beam: or
equipment embedded in concrete foundations to prevent theft or vibration and
misalignment. Be cautious of microwave devices that can detect trucks, trains,
cars, etc. All outdoor systems should have supervised alarms on their low-
voltage circuits. Other outdoor items requiring special consideration include
gas OUMDS, trucks, convevor belts, elevators, and forklifts.
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Breaking and entering may occur during.und9rstaffed,houre; such as opening;
closing; holidays, and weekendS. Always design the:Securitysystemto protect
life first and then property. BffectiVe preventive measures include motion
detectors:and other intrusion prevention devides, internal alert signals
(phrases or words), 'emergency alarms, camera (one frame each -two secOnds,. when
triggered),-closedcircuit television,and strAge lights. Motion detedtors can

be used tio back up alarm devices or doors and-windows to help prevent defeating
alarm systems.

-Devise or -test substitute systeMs. Cost-effectiveness--perform -ce and price-7

should be considered. A remote-tone signal generator may:he-advisable
Different telephone circuits. are available. In interlocking systems, f the

-telephOne system fails, other systems will fail also. In "two route" telephone

circuits the phone system is separate.
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Intrusion Protection Devices

Devices to prevent intrusion may be photoelectric,
ultrasonic, radar/microwave, or passive infrared.

infrared, audio, sonic,

Photoelectric devices use white light and may be adjusted to 50- to 500 -foe
ranges. The use of reflective mirrors reduces the range 25 percent. These
devices are visible, and their technology is outdated.

Infrared devices are mounted on rigid surfaces and emit invisible light.
Self-contained sensitivity adjustments are nonsupervised. Transmitters and
receivers are supervised. Infrared devices can be vulnerable to steam, weather,
condensations snow, etc.

AUdio devices may utilize a P. A. system in reverse through microphones
over doors-and windows. Sound is converted to an alarm signal. Audio devices
are not recommended in areas of highway sounds, roof rain, or machinery noise,
but are good for safes. Pay attention to Underwriters Laboratories (U.L.)
specifications.

Sonic defectors respond to sound, are not U.L.- listed, -hurt ears,
require earmuffs to test, and are normally electrically driven (thus ineffective
in power failure). They can keep firefighters at a distance if the devices
cannot be silenced.

- Ultrasonic devices respond to movement, operate in the 27 - 47 KHz range, and
use solid-state power supplies and amplifiers. Walk-test the entire system each
day, watching out for "crawl dead spots." Check antitamper trap 9overS. The
supervised line and bracket traps should also be tested. School management
personnel should conduct the walk -test and log:results to prevent employee
compromise. A normal walk-test has the limitation of testing only the amplifier
and wire. Devices May be omni- or one-directional, may be self-contained, and
may haye master/slave configurations.

Microwave systems are similar to infrared systems. Radar/microwave devices
may be omni- or one-directional. The beam can penetrate certain types of walls
(such as, sheetrock or glassijDut not brick, for instance)] thereby detecting
movements outside the protected area°. They have very little application in
school environments, and any FCC frequency law allocation changes may require
expensive updating,,etc. Microwave must be engineered very carefully to
compensate for problems with pumps, wheels, fans, broken fluorescent lamp
starters, etc.

Passive infrared deviceg detect body heat from 50 - 75 fee6.but are not
effective in areas above 100 F. They must be adjusted for seasonal temperature
!differences.
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Safes and Vaults

In,considering Safes and vaults, the following factorsShould be kept in T
mind. Ninetyfive percent of teem are fire-safe only No U., S. safe
manufacturer will make: reference to its. safes being burglar-proof. (One Company'

advertises one of its safes as burglar-prooffor 30 minutes.) Most dough- material

safes foreign-made and have not been subjected., o 1.1k,Aesting=7-For instance,
only frames and doors may be tested; The testing lab may use onlyconventiOnal
burglar tools. It is,adtrisahle to install safes at the time the building is
-constructed so that manufacturing drawings will be available. Outside labels
provide information about the safe's conjtruction.

0

Safes-are best protected by..7

Wood or masonite conetruction with oil tape grids inside or outside;
Electrostatic (antenna) field;-
Foil and temperature alarms;
Inside air pressure and drop aysteMs;
Hydraulic alarm syStem, prebuilt in safe and enclosure;
Interior linings taped for U.L. approval.

Alarm Systems: ,

Use 0,1,,-listed electric key combination locks to turn the system
on-and off. Make sure a different combination is used for the alarm system
than for other-systems. Restrict distribution of the combination among
personnel. Measure and record the electrical characteristics of equipm _and
systems. For instance, some equipment will mlfunction,during an electrical
brown out. Two-stage systems which briefly delay the main alarm help pre
false alarms. -

Alarm company contracts=should. specify the level of security to be
provided and bpening/closing.supervision. Signals and reports to be made should
also be outlined. le aware of possible additions to basic contract charges=

:==

o

Taxes;

yermits;
False-alarm fines levied by the city;
Maintenante or refurbishing charges after the first, year;
Telephone, oOmpany charges or. regulations;
Interest on past-due accounts;
Insurance company requirements;
U.L. certificates; and
Installation errors.

Warranty, maintenance, and service provisions should be examined. Check
references regarding the company's past security work.
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Module 5.3 Physical Plant Security

Background l-D 5.3.2-

Key Control Check List

Do you restrict office keys to those who actually
need them?

-2. Do you keep complete, up-to-date records of the
disposition of all office keys?

Do you have adequate procedures for collecting
keys from terminated employees?

4. Do you secure all typewriters, adding machines,
calculators, photocopiers, etc with maximum
security locks?

5. Do you restrict duplication of office keys, except
for those specifically ordered by you in writing?

6. Do you require that all'keys be marked "Do not
duplicate" to prevent legitimate. locksmiths from
making copies without your knoWledge?

Have you established a rule that keys must not
be left unguarded on desks or cabinets--and do
you enforce that rule?

Do you require that filing cabinet keys be removed
from locks and placed in a secure location after

. opening of cabinets in the morning?

Do you have procedures which prevent unauthorized
personnel from reporting a "lost key" and receiving
a "replacement."

10. Do you routinely obliterate numbers on all keys to
prevent unauthorized duplication?

Background
Materials

11. Do you have some responsible person in charge of
issuing all keys? ( )

12. Are all keys systematically stored in .a secured
wall cabinet of either your own design ox from a
commercial key control system? -

13. Do you keep a record showing issuance and return of
every key, including name of person, date and time? ( )
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R.5.3.2

Lock and Key Control Procedures

Summary
Control of access to keys to school buildings and to critical interior areas

which are frequent targets for vandals and burglars is a major problem for school
administrators and school security personnel. This bulletin describes approaches to
lock and key control which have proved successful in Seattle, Washington, and New
York City, New York. An example of key control procedures, used by the Fairfax
County, Virginia, Public Schools, is also included.

The Problem
Maintaining control over keys is a major
problem in building security. Administra-
tors are concerned with providing sufficient
access to areas in and about the school for
personnel who must work in those areas.
However, administrators are also concerned
that the lack of proper issuance procedures
and care in handling keys will constitute a
hazard to the security of the building.
Teachers and other staff heed frequent
access to storage and audiovisual supply
rooms. However, individual carelessness is
often cited by school security personnel as
the major reason for lost and/or misplaced
keys to these vital areas and subsequent
property loss.

A system of key control, especially for mas-
ter keys, is essential if adequate building
security is to be maintained. However, the
system should not be so rigid as to hamper
the educational process. If the problem of
lost materials and equipment is of such pro-
portion that the, educational process is
already in jeopardy, strict enforcement of
access to keys may be the only- answer.
However, the effectiveness of school staff
may. be impaired if they cannot get into
areas in the building considered essential to
their functioning. Therefore, one must
consider the tradeoffs that may be neces-
'sary before implementing arty system for
controlling access to keys.

The Solution
According to Charles O'Toole, Chief of
Security for the Seattle Public Schools, the
"period of credibility" for any lock and key
system averages from two to five years.
Within this timeframe, or as the need arises,
the lock and key system for any school dis-
trict should' be changed. Accomplishing
this task can be quite expensive, 'particu-
larly if buying new lock systems is the only
approach taken.. Many school districts are
now meeting the challenge through the less
costly but equally effective approaches out-
lined in the following sections.

Exchange Programs

In the State of Washington, several school
System participate in a lock and key
excha program. Periodically, neighbor-

,ing its exchange lock cares and/or
combi n locks to lockers along with all
master =ys and combination books. This
type :of program increases the security and :-
credibility of the lock and key system in
these districts and is cost effective.

Seattle and Portland, Oregon, have been
involved in lock and key exchange programs
for some time. For example, when one of
the master keys for Seattle's gym locks was
stolen, Mr. O'Toole traded nearly 3,000 of
the affected locks for the Portland school
system's different locks and master key.
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According to Henry Branch, Director of the
Office of School Safety for the New York
City Public Schools, whenever a school in
one district (e.g., the Bronx) is identified
as needing new locks in high-risk areas
because keys have been stolen, duplicated,
etc., and a school in another school district
(e.g., Manhattan) is identified as having
similar problems, the locks from the
affected schools are switched. No new
locks are purchased, and labor costs are
redUced by using existing staff.

A variation on the above can also be accom-
plished within the same school building.
For example, the lock from the audiovisual
supply room can 'be switched with the lock
from the materials supply room. Locks
from all target area rooms can randomly and
periodically be switched by the maintenance
staff.

In schools which have "common lock sys-
tems" wrich, can be opened by a master
key, it is suggested that classrooms with
-expensive equipment not be a part of the
system. Business classes, science labs,
vocational education shops, and all
classrooms that can be specific targets for
theft should have "unique" locks. These
locks should not be of the knob mounted

access variety, but instead should be
locks with dead bolts or some other more
secure mechanism.

Staff AccountabilitA

Many school systems have instituted key
control systems that have one staff member,
usually the principal, resrTyrsible for the
issuance and handling of keys, espe-
cially master keys. This approach,
although considered rigid by some, has
proved quite successful. A distinct advan-
tage of the system is its control over the
frequency with which duplicate keys are
produced.

In Seattle, only the principal and head cus-
todian of each school have a master key to
exterior doors. Teachers are only issued
keys to their individual classrooms. Any
staff member who needs to be -admitted to
the building before or after school hours
must request permission in advance, aro
the pn ncioal or his or her designee must
come jack and let him/her in' the building.
This type of system allows '..ne principal to
decide whether i is essential that staff be
in the building during nonschool hours.
iowever, such a system makes accessibility

to the school facility difficult for those

staff who may need frequent access to the
building for program purposes.

Regulation 5240 of the Fairfax County,
Virginia Public Schools' is included as 'an
appendix to this bulletin as an eXample:af
key control staff authorization an'd.
sibility.

Key Control Criteria

In their attempt to combat vandalism and
theft in the schools, the State of Kentucky
lists the following as minimum criteria to be
met in the area of key control:

The responsibility for lock and
key control is assigned to an
individual

All file keys and duplicates are
kept in a steel key-cabinet,
under lock and key

All keys are maintained and
issued with strict supervision,
including the requirement that
each key issued must be signed
for (using key receipt tags)

Master keys are kept to a mini-
mum and are retained by top
administrative personnel only
(principal, assistant principal,
and maintenance supervisor)

Appropriate fines or penalties are
enforced when an employee loses
a key

Employees are never permitted to
have a duplicate key made on
their own

Keys are always colle ted from
employees who ter-rei-crate or rans-
fer

All keys are collected and logged
at the conclusion of the school
year; the key control system is
reevaluated and inadequacies cor-
rected before keys are reissued

Tumblers in vital locks are
changed if keys are permanently
lost or stolen.

Result
.Exchange programs are cost effective in
that there is no .capital outlay for purchas-
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ing new equipment, and minimal costs for
labor are incurred by having existing main-
tenance r staff remove and reinstall locks.
Although there is no hard data available,
security directors state that once clear
lines of responsibility are established, in
terms of key control, there is less of a
problem with lost keys and unauthorized
duplication of keys.

Required Resources
existing security and maintenance staff can
more than adequately operate exchange pro-
grams . Assignment of staff to ensure key
control requires only a modest expenditure

heir time. Orientation of all staff to
new procedures should also be considered.

References
Kentucky Department of Justice, Office of

Crime Prevention A Preventive
Ap oach to Vandalism and Theft in
Kentucky Schools. Vol . I I School
Security and Control, p. 12.

Vestermark, S.D. and Blauvelt, P. D. Con-
trolling Crime in the School: A Com-
plete Security Handbook for Adminis-
trators West Nyack, N . Y . : Parker
Publishing Co., Inc., 1978.
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SUPPORT SE PVTCHS

Security and Communications

School Key

Regui4ton 5240
Support. Services

January 2, 1976

Purpose

To establish, responsibility for administration of school building key
control and to designate individuals authorized to have possessitin of
school keys.

2. General - Al?_ Schools

One master key is authorized to be in the possession of the following
individuals :

Principal
Assistant Principals
Head day custodian

Head night custodian (upon the specific approval of the p cipal)

Two master keys shall be on file for office use as folloWs:

One key to re rain secured in the administrative office
One key for use by the after- ,hours activities custodian as
approved by the principal

Nigh and Secondary Schools

High and secondary school principals may assign a building master key to
department heads as deemed necessary under the following conditions:

a A current list of na,ries of all department heads whb have been assigned
building master keys shall be kept on file with the director, Security
and Communications Division.

b. Building master keys shall not be assigned to a department head until
briefed by the director, 'Security and Communications Division:
responsibilities with respect to the security intrusion system.

c. Master` keys assigned to department heads shall be specificall :r assigner
to the individuals. Lending of master keys is prohibited under any
circumstances,

d. The unauthorized use of a master key, or any school employee possessin
an unauthorized master, shall be reported to the area superiatendenc/
director, Support Services ,Department, for appropriate action.

Source: Fairfax County Public Schools, Fairfax, Virginia
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ReguIntioo 5240

Principals and other acCoUntab_ individuals are responsb
school keys when an employee te ihates.

r repossessing

Principals are responsible for advising the director, Security and
Communications Division, regarding. the accountability of all building/
facility master keys, when terminated or when reassigned to ocher duties.

Only those employees associated with a given school shall be pr tided
keys to that school. Teachers are authorized a,roori door key.

Keys may not be,loaned to n'onemployees for any reason.

5 Exceptions

Requests for exceptions to the preceding authorizations and responsibilltles
may be addressed to the dir ector, Support Services Department. Such

-requests shall be reviewer:, on an individual basis. to-assure ootimum
security of the facility concerned.

Procedures

The f llowing.procedures pertain to school keys:.

a. Requisitions for craa: er and grand master keys shall be submitted on
form .IN1 -10 to the Supply Division via the directOr of Security and
Communications Division, citing appropriate school ?PEES account_ and
object code 307. The director, Security and Columunications Division,
shall secure the approve:1,0f the executive director of Support Services

Department for all grand master keys.

Requisitions for Serialized additional keys o her than master and
grand master) shall be submitted to Supply Division on form ENV-10
citing appropriate school Finn* account and object code 307. Thd

INV-10 must list the serial numbers. of the desired school keys
sample key for desks, lockers or Cabinets.

All key requests requiring the locksmith to travel to the sehoof,
except for repair of broken or damaged keys, will constitute a capital

outlay expenditure and should be submitted on a DC Form 407 through
the area superintendent.

d. Justification for all keys must- accompany requisition requests. A

receipt shall be signed for each-master key issued. Grand mast

keys shall not be passed to a successor but must be returned to
director, Security and Communicacions Division, an,dxeissued, ©n hand

receipt, to the next individual designated for ac6OUntability
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Regulation '5240

e. Requests for repairs to keys or locks shall be submitted to
the Haincenance Division as a maintenance recuiremeht (Form 5

One copy of each key shall be tagged for each entran
in the centrally located key case.

0).

d deposited

An audit of all outstanding master and grand master keys shall be
conducted at least once each school year by the director, Security
and Communications"Division.

Fairfax County Public School
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5.4 - .Designing and Upgrading School Security Programs

Total Time 11/2 hours

Course
Agenda

by Module

This module provides suggestions and guidelines for designing and/or upgrading school
security programs. Emphasis will be placed on basio elements which are necessary to
any school security program.

Introduction

There is no one model school security program; there are basic
elements essential to .all security programs, and this session' will
preSent an overview of some of these elements, based on partici-
pant need and interest.

2 Ste Needs Assessment

Purpose

The purpose of a needs assessment is to provide a factual
analysis of the school district's problem areas.

PrOblems Addressed

Types of problems to be addressed include property and people
protection.

C. Obtaining Data

It may be difficult to obtain accu ate data on Costs attribut-
able to vandalism, or burglary, as opposed to normal wear and
tear.

D. Alternate Sources of Data

Crime statistics reported to police are an alternate source.
of data.

-E. Using_Needs Assessment Data

Some basic elements of a security program include: (1) deter-
mining staffing requirements, (2) deteiiaining qualifications

'5 Min.

10-30 Tin.
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Activity/Content ummai Time

and training requirements,
procedures, (4) developing a
opment for nonsecurity staff

Determining Staffing Requirements

A. Requirement Issues

B.

developing policy, regulations, and
reporting system, and (5) staff devel-

.

Approaches to staffing depend on the kinds of problems the school
has.

Staffing Approach #1 Internally Designed Systems

Staffing__pzrciach #2; Hire Outside Firm

D. Staffin A oach Use cal Police

E. Staffing A r_o_acip Mixed- Systems

Determining Oualification and Training. Requirements

A. Overview

The need for training keyed to sta
is stressed.

qualifications considerations

B. Examples of Training Programs Based_ n Different Oualificat ons

Portland, Oregon, and Seattle, Washing n's training programs are
discussed.

Developing Polid Procedures

Elements of school board policy and regulations and operation/contin-
gency procedures are discussed.

A. Policy Planning

Initial policy planning for security programs takes place at the
school board level.

B. Regulations

C. Procedures

Developing aReporting System

The type of reporting system used depends on the,purposes for which a
reporting system is designed (i.e., legal requirements, planning,
staffing, records, eitc.).

10-30 mil

10-30 mir

10-30 min

10-30 min
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Activity/Content Summary Time

7. Staff Development for Nonsecuri: y Staff

Overview

There is a need to make the entire school community aware of the
structure and operation of the school security program, and of the
responsibilities each school employee has in relation to the
security program.

B. Staff Development Examples

Staff development approaches used in Montgomery County, Maryland,
and Seattle, Washington, are presented.

5-15 min.

10 min.
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Course - Securit

Module 5.4 - Designing and Upgrading School Security Programs

Objectives

Participants will be able to--

About
the

Module,

1. ,Recognize elements of their school security programs that can be redesigned
or improved

Describe models and approaches that can contribute to successful needs
assessment, staffing, training, policy development, reporting, or staff
-development.

Description of Materials

Transparencies

5.4.1'- 5.4.5 Transparencies provide illustrations in the area of needs assess-
ment, types of school security forces, and organizational struc-
ture placeMent of security divisions.

Handout

5.4.1 Advantages and Disadvantages of Staffing Systems

2E1Sground Materials

5.4.1

5.4.2
8.5.4.1

Resources

Memorandum of Understanding Regarding School-Police Relations (Seattle
Public Schools)
"The Contingency Plan"
Incident Reporting Systems. NSRN Technical Assistance Bulletin.

R.5.4.1 Incident Reporting Systems. NSRN Technical Assistance Bulletin.
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sECURIT

esignin and [pgr-ading School Security Pr

5.4.1

a -s

Background
Materials.

MEMORANDUM OF UNDERSTANDING REGARDING SCHOOL-POLICE RELATIONS (Seattle Public Schools)

The Seattle Public Schools and the Seattle Police Department have enjoyed a
good relationphip over many years as a result of their mutual-cooperation in
resolving problems. However, there nave existed tortne pa'st several years
some areas where appropriate roles and necessary actions are undefined, un-
clear, or where changing circumstances have necessitated changes in the
prescribed relationship.

The following. statements have been developed jointly by Seattle. Public Schools
and the Juvenile Division of the Seattle Police Department:

The general basis for the relationship, between the Seattle Public
Schudis and Seattle police are those prescribed in detail in Guidelines
for-Dealing with Emergencies, as revised. These Guidelines are available
in every.school and are generally well known by all building administrators.

School administrative personnel will Cooperate wit - olice officers and
provide assistance whom the officers' entry to the, building is based upon:

1. a warrant for the arrest of al.,individual-

2. parental permission;

3. presence of a Juvenile Division officer normally assigned to that
building.

It is extremely important that police officers notify the principal, or
other building administrator in charge, upon entering the building. The
prinCipal alone has control of the building and complete knowledge of the
situation in the building at any given time. HiS foreknowledge of police
presence in the building can do much to faCilitatetheir operation and
still prevent escalation of an existing situation.

In view of recent Supreme Court decisions, access to student records is
more restricted than it formerly has been. With the proper court order,
pertinent student record information will be made available to police
officers 'as required. However, in the absence of a court order, and
upon proper identification of the police officer to school authorities,
the school,will provide the officer with the address, telephone number,
parents' names, birth date of the, student, and will verify attendance at
the school.

With reference to the matter of interrogation of students by police officials,
the Seattle Schbol District encourages the police to interrogate citizens of
student age in their home. However, the school will permit the interrogation
of students by police provided the police officer has permission of these

Source= Seattle Public Schools, Seattle,- Washington
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students' parents to conduct the interrogation. 14 the event either

of the above conditions cannot be met, the student will be made
available to the juvenile officer or officers assigned to .that school
for interrogation inthe presence of a school official. The role of
the school official is that of observer. Any question about the inter-
view or any concern raised in the mind of the school official as a result '

of the interview should be referred to the General Counsel.

The situation in most urban schools, especially secondary schools, is a
delicately balanced one which can beksrupted in major proportion by
certain incidents. On'occasion-itmay be necessary that uniformed
officers pursue a suspect into a-school building. The need for pursuit

must be weighed against possible consequences of such pursuit. Discretion

should always be used'. If the offender is identifiable, and the need
for apprehension is not-immediate, apprehension may be deferred. -yin
instances where suspects are pursued into school buildings, the officer
should be prepared to show that such pursuit was reasonable.

G. In most circumstances, the building principal's contact with the police
will be made initially to the School Security Office of Seattle Public
Schools, which will in turn notify the police if such action is

warranted.

With regard to those circumstances wheie a sizeable police unit is called*
two'concerns. 6hoUld be recognized:

SoMetimes in the interval between-notification of police and their
arrival, the problem situation may change to such an extent that
it may be preferable to refrain from overt police action. Every
effort will be made by school authorities to exercise extreme good
judgment in requesting mobilization of police forces.

2. When the police are requested to take over a situation, they
naturally are the decision makers-, but the building principal is
nevertheless required to convey to those authorities his own best'
assessment of the situation. This is-intended as advisory in
nature in order to convey information regarding nuances in the
situation which may not be apparent'to the police.
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5-4 - Designing and Upgrading School Security Progr-

Background I -D 5. 4 .2

"THE CONTINGENCY PLAN"

PART III: THE CONTINGENCY PLAN

THE WHO, WHAT, WHEN, WHERE, AND
HOW OF CRISIS RESPONSE

Background
Materials

Regardless of the amount of trust and respect the school security
officer gains with students; administrators. the school staff, or corn-
niunity groups, -disruption may occur, A contingency plan shotIld
be developed for that eventuality.

The contingency plan is basically a document outlining who has
the responsibility for carrying out a specific task at a certain time,
in a certain place, and by a certain method. In other words, it
answers the- who. what', when, where, and how of responding to
serious school disruption.

- Restoring order is the key task to be accomplished in such a plan.
It is not, however. the plan's true purpose.

A classroom setting which resembles an armed military fortress
ready for battle might provide for the studentS'.personal safety.
though it hardly 'is conducive to a challenging educational climate.
The establishment of this climate is the ultimate purpose and goal
of a contingency operation.

The folloving pages outline a minimum number of steps school
security directors and other officials should take in developing their
own tailored' version of a continge'ncy plan. School systems are
encouraged to use this outline only as a starting point. Assistance in
assessing school problems, designing 'a security program, or formu-
li.-ir;:i conting,,F.,) plari may be obta.i.ed av contactini., ILsources
listed in the f, ,ection of this brochure.

SCHOOL ADNIINISTRATORS AND SECURITY
DIRECTORS SHOULD

A. Plan for Building Safety and Security By

O assuring that fire alarm systems are secure and that a delayed
sigma]. system or a similar safety mechanism is designed in
concert with the fire department

O monitoring the flow of traffic onto schoo rids

securing outside doors .froi trespassers, but allowing use of
the doors frtn the inside' in the event ,o=fa fire or other
e m ergenc
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instituting a sign-in. sign-out system along with color-coded
identification tags to be worn by all visitors to help exclude,
unauthorized persons from school premises

designing a- signal for announcing the existence of an emet-
gency situation, and the -peed for the contingency plan to
become effectiVe

. assuring that clear instructions are given to staff not having a
class in session at the time a-signal is given (report,to command
poSt for deployment, etc.)

developing special procedilres for cafeteria and shop staff,
particularly emphasizing the lock -up of knives; tools. and
other utensils that could be-used as weapons

making sure that trash rooms and trash containers, as well as
other highly combustible areas and Materials, are secured

'ping personnel to areas likely to be gathering points for
groups of studentsrest rooms, cafeteria, gyms. auditoriums,

. etc.
a

developing clear and concise reporting procedures for school
damage. and vandalisM and other incidents requiring security
staff to respond

B. Plan for Personal Safety and Security By

setting up an adequate first aid facility and procedures for
injuries

isolating the disruption as much as possible by separating
opposing groups, giving each separate meeting places, and
working independently with each

curtailing movement in the school by postponing class change
and eliminating bells until threat of escalation ceases

assuring that operational instructions are given to teachers in
class at the time a contingency plan is put in operation (lock
doors, close windows, shut down power equipment, keep



pupils in classroom, announce that teachers have been trained
for this event, and request that students follow instructions for
their own personal safety and welfare)

having available a compilation of appropriate legal sanctions
which can be used as tools for control and for crowd dispersal

insisting that all staff avoid physical involvement except for
self-protectionor protection of students

providing clear guidelines of personal demeanor in times of
crisis (controlling emotional involvoment, avoiding argument
over who's to blame, promoting fairness)

_ developing clear and precise procedures for dismissal of school
(dismissal by floors, use of PA system to control movement,
etc.)

developing clear and accu
personal injuries

reporting procedures for all

C. Plan for Smooth Administrative Control of Operations By

generally assuring that schools will be closed only if necessary
and according to predetermined criteria of the level of conflict
(Levels are explained in the Police Involvement section later)

arranging and designing a central command post outside the
main administrative office (The post must have a communica-
tions system with links to the principal's office and the pOlice
department)

tablishing a clear chain of command for all persons having
specific responsibilities during the crisis

identifying a stiff stenogapher to record all incoming mes-
sages and notes pertaining to activities

developing an eqUipment checklist and a list of emergency
phone numbers for the command post.
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having a motor pool available (perhaps through driver training
Instructors) to transport the injured to the hospital,or students
and staff to their homes

notifying all buses to be on alert for the transportation of
students

having available alternative planned bus routes should normal
routes be obstructed

setting aside a specific room for holding disruptive students,
counseling them, and dealing with them according to estab-
lished codes of discipline

differentiating between actions subject to arrest and actions
subject to school disciplMe

setting aside a specific room for parents who traveled to the
sclipol for information,

D. Plan for Effective Emergency Communication Systems By

establishing a rumor control and information center at a
central location to handle parent transportation concerns,
school schedule information, community inquiries, etc.

selecting someone to operate the school's intercom/bell
system, and to relay messages only when authorized to do so

establishing a backup- messenger, communication system in the
2.-?:14 tint tito nocm.11 cnrimmication system fails to operate
or is inadequate

instructing all staff in the handling-of outside communications
to the school

identifying a system for establishing swift parental contact
when necessary

providing for a tw a communication system on all buses
and pool cars
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designing a public information/media relations operation
. through which all information to the media-is channeled (strict

media policies should be specifically designed for crisis
situations)

E. Take .umber of Steps to Assure Smooth Police Involvement
in a SchoOl Crisis, Should the Need Ever Arise, By

developing with police officials a written memorandum of
aueement regarding coordination of response -fb school
disnifition

designing an .ongoing communication process to alto
continual review of activities and planS

for the

investigating the possibility of a police-assigned School R
source Liaison Officer

drawing up a special emergency plan relating just to major
disorders, such as bombings

designating only one or two individuals in the school having
authority to Gall the police

arranging for a "call back" number to verify the police
assistance call as legitimate

understanding that the school administrator will determine the
seriousness of the school's problem with assistance from the
security staff and the police

mandating that the principal or an authorized designee always
-rani ins r, c:iarE..t of scb. ).)l premises and perFonnel

recognizing that the Police, if called to assist in calming a
school disturbance, have primary responsibility for enforcing
the law and will insist on making the final decision on all
m otters involving their s!vorn obligations: and

realizing that there is no better way to test a con ingency
operation than through conducting a dry run
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F. Plan for Phase Out of the Contingency Plan By

remembering that a military-like response often necessary to
control a violent situation may keep the peace, but will hot
:contribute to the harmonious educational climate of the
school

understanding that the decision to phase o it a contingency
plan must assure both the safety of the students and staff and
the re-establishment of the desired educational climate

considering ways to handle possible pressuresboth internal
and external to keep the plan in force

having an established and understandable signal terminating
the ern.ergency state

developing final reporting procedures for all persons involved

A FINAL WORD ON SMOOTH POLICE INVOLVEMENT

A natural inclination for anyone facing problems of SchooP
disruption is to immediately contact the local police. But in doing
So. a school official may add to the problem by prematurely
requesting the intervention of uniformed and armed officers.

Before requesting direct police intervention. the school system
should m: !,very effort to settle disruption through suggestions
listed in 0,0chure. The police department, however. should he
?ppr:Fed 0; difficuity in case their services are later
needed. School and police officials should respond to disruption
according to itsqevel of intensity. Generally, there are three levels:

Level 1When disruption is confined to one area and there is no
threat to students or staff.

School officials take the necessary action here. Avoid the
implications that could arise with the massive use of outside
resources. The overall policy should be containment and removal by

s-.the school security force, with minimum interruption of educa-
tional processes.

Level 2When disruptive forces are giobile or pose a direct threat
to members of the school community.

As in Level 1, schools should remain open. The security force
should isolate the disruptive activity, hold or apprehend those,



67

involved, and end the threat of escalation. If necessary. supple-
mentary school professionals should be used to help manage school
administration during theAfficulties. The school's security advisory
council should also be sAmoned.

Level 3When disruption is general, educational processes have
ended for most students, and there are serious threats to students or
staff. In short, the situation is out of control.

Police assistance should be requested according to guidelines
previously established in a written memorandum of understanding
with the police department. Generally, the school should be closed.
Insofar as legal- violations must be sup_ pressed, authority to end
disruption should shift from the school administrator to the police
officer in charge. However. responsibility for the school should
remain in the hands of the school administrator.

ource: U.S. Department of justice Community Relations-Service School
Security: Guidelines for Maintaining Safety School Desegregation,

Government Printing Office, Washington, 0.C.
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Incident Reporting Systems:

A Tool for Prevention and Reduction
of Violence and Vandalism

R.5.4.2

in

Summary
Reporting systems for incidents of crime, disruption, and disorder are

increasingly important for schools and- school districts. Effective information-gathering
instruments and procedures are- needeto ensure the collection of accurate data on
which to base plans and programs to reduce and prevent violence and vandalism in the
schools. Data can also be used to evaluate program effectiveness, aid security person-
nel in investigations, provide cost figures, and pinpoint problem areas and situations.
For any system within a school or school district, a common terminology must be estab-
Iished, clearly understood, and used. Sample reporting forms, both State and local,
are attached in order to illustrate how some schools and school districts gather perti-
nent data.

Why a System Is Necessary
An incident reporting system is a necessary
part = of school or school district internal
information/communication networks. Such
a system serves as an integral component in
or basis for"

providing a
incidents for
poses,

Serving as
accountability
school board

written record
administrative pur-

a data base for
reports to the

or superintendent,

Identifying problems for program
planning in the reduction or pre-
vention of violence and vandalism
in the school,

Evaluating the effectiveness of
these programs,

Providing school authorities with
an incident profile to help head
off potentially explosive situations
by indicating early deviations
from normal patterns of incidents,

Ensuring immediate repair in
cases involving property damage,
thus helping to minimize the
"snowball effect" associated with
vandalism,

Aiding school security personnel
and law enforcement agencies in
the investigation of an incident,

Assisting in the prosecution or
defens,,e of civil and criminal court
cases,

Providing cost figures on damage
or injury for restitution and
insurance purposes.

How To Ensure Accurate Data
on--; fikc

nature of resources available to the -school
or school district (e.g., security staff,
computers) will determine the structure and
content of a system of incident reporting .
If the uses of the data expand, additional
modifications are required, but such expan-
sion may serve to give more people
throughout the system a greater stake in

oolorortrO under Grant o7om.AX-0019 rt
Points or view or Ootnions to tars O0Cumeor

of luvellfie Justice qnd Deilnquency Prevention. L
use of rile Nsim ono el0 not n*Cititanly feoresent the orrlcldI Casitloil or policites7nel).5. DepOrtrrieOr

Enforcement Assisionee AdminifircitOn. U.S. D eaarlrn



the results of the data and thereby lessen
the danger of misreporting.

In order to ensure accurate data on inci-
dents, and to prevent an incident reporting
system from being undermined by misre-
porting, overreporting, or underreporting,
adhering to the following guidelines is
essential

Common definitions and categories
of incidents must be employed.

Definitions of what constitutes a
fight versus an assault, what a
criminal act is versus a noncrimi-
nal act, and what a trash can fire
is versus an act of arson must be
clear if data are to be useful.
Similarly, the mixing of categor-
ies, such as noting theft as an
act of vandalism, must be
avoided. A 'glossary of terms
that includes legal and operational
definitions needs to be developed
and disseminated. The National
Association of School Security
Directors -has sought to institute
uniform terminology for use based
upon the FBI's "Uniform Crime
Reports." Although using FBI
terminology. has the advantage of
allowing comparison against
national norms, schools must be
aware of local conditions and legal
requirements.

The seriousness and/or monetary
of

_
cost or inciden_ts must be waded
or scaled.'

If one or two major, but -random,
acts of vandalism or arson ,greatly
inflate figures for the school
year, the final- figures will not
give an accurate_ picture of the
overall naturv----scope, or pattern
of violence and vandalism in the
school. Aggregate data which
,-eflects the actual situation will
emerge only if grading or scaling
is utilized. A grading scale for
both the seriousness and the
monetary costs of incidents of
crime, disruption, and disorder
must be developed and dissemi-
nated together with tine glossar,
of terms .

The intent behind- incidents_ must
be invest' gated .

Ascertaining whether the reason
for the incident was symbolic,
accidental--or for material gain- -
will mean that prevention pro-
grams can be appropriately struc-
tured and that results will be
more productive. However,
establishing the intent behind
incidents is often problematic.
Reporting forms, therefore,
should include space to &rite a

full description of any incident
and the events surrounding it.
If possible, statements concerning
intent should be gathered from
the offender (if apprehended),
the victim (if any), and possible
witnesses, in order to objectify
the report.

Self-interest must not be allowed
to interfere _with incident report-

When acts of vandalism are not
reported in order to avoid
adverse publicity or to protect
certain individuals, when theft or
damage is reported (and replace-
ment materials received ) when no
incident occurred, or when normal
wear and tear is reported as van-
dalism for insurance purposes,
incident reporting system data
lose their accuracy.

These guidelines are important if the data
being collected are being used as the basis
for long-range planning and budgeting for
programs designed to reduce or prevent
violence, and vandalism -- especially if other
schools attempt to replicate these programs.

Reporting Forms
Many formats may be used for reocirting
forms, but in general the following minimum
information should be included:

Date, time, and specific location
of the incident

Date and time report was filled
out

Age, sex, race, and status
(teacher, student, outsider,
administrator, support staff) of
both offender and victim



Full description of. the incident

Names of --witnesses

Statements : concerning intent.

The "nature of the inforMation should deter-
mine the procedures after the form is filled
out For example, reports on vandalism
should be routed to the maintenance depart-
ment who should then notify administration
when damages are repaired and how much
materials and labor to effect the repairs
cost; and reports on incidents involving
crimes should be routed to local law
enforcement agencies.

71

Examples of reporting forms, both local and
State,' are attached which illustrate .a vari-
ety of formats. They are included td pro-
vide a basis for comparison, and should not

. necessarily be seen as models for use in
other locales.

It is important to note that schools and
school districts usually provide one kind of
form for reporting property losses and
another kind of form for reporting incidents
involving persons. This separation of
forms allows greater depth and completeness
of reports, and minimizes clerical time, par-
ticularly in the maintenance department.
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75 COMPL AINT REPORT COMPLAINT NO

BALTIMORE CITY PUBLIC SCHOOLS
sEcusiry DIVISION

TYPE OF OFFENSE
iv

OL 2. DATE AND TIME OCCURRED I 3. DATE AND TIME REPOR TED

COMPLAINANT',S VAME (LAST. FIRST. MIDDLE) S. COMPLAINANT'S ADDRESS AND PHONE 4

COMPLAINANT'S SEX - RACE - AGE - DOB 7. LOCATION OF OFFENSE

. NATURE AND CONiDITION OF INJURIES WHERE TREATS MOW TRANSPORTED
.,..-

. WEAPON a EANS OF ATTACK

ENTIPY SUSPECTS BY NO. (NAME. AI 7RES E. SEX. RACE . AGE. HT.. WT.. EYES. HAIR. COMPLEX.. CLOTHING, IDENTIFYING
CHARACTERISTICS.)

(2)

DESCRIPTION OF PROPERTY TAKEN (MAKE, MODEL . SERIAL . CC' R. VALUE)

. BALTIMORE CITY POLICE REPORT (DATE. TIME. OFFICER. DISTRICT

NARRATIVE, (i) CONTINUATION OF ABOVE ITEMS (INDICATE 'ITEM NUMBER" ONT:NUED AT LEFT) ;NCLUOE ADDITIONAL VICTIMS,
SUSPECTS AS OUTLINED ABOVE. (2) DESCRIBE DETAILS OF INCIDENT (3) DESCRIBE EVIDENCE AND PROPERTY AND
INDICATE DISPOSITION,-

.. -
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Pittsburgh Public Schools

SECTION A:
chool Name and Cad'e

ime tit Incident: Date

PRINCIPALS' REPORT OF VANDALISM
OR MISSING PROPERTY._

(No Carbon: Necessary
(Please Use Typosititerl .

Report Data

77

(Control Number)

Code

Clock Ti e A.M. D P.M.

Loss or Vandalism Discovered By 7--; Custodian I-1 Security E Administration :3 Teacher Other

SECTION 'El: Break-in or 'Vandalism
Pont Of Entry end Location of Vandalism

SECTION C: Type Of. Missing Equipment
Audio Visual (Type, Make, Model and Serial Numbers)

I Office Machines or Epuipme t (Type, Make, Model and
Serial Numbers)

Niusical Instrurrie e, 3cu.-d Nu.-r.ber,

Venufacturer's Serial Number)

Other Types of E iornent (Type, Make, Model and

Serial Numbers)

SECTION homage To:
Glass - Number of Panes; Type and Sizes

O Affixed Equipment

r- Electrical System

Plumbing

Landscaping

El Other

SECTION E: Additional Information on -Missing
Equipment:

1. Last Location Seen
2. Was Equipment Properly Stored?

If Not Explain:

Could Equipment Be Observed From Outside of Class-
room? t Was (were) Windo,v(s) Locked?

4. Was Classroom Locked?
Was Cabinet or Storage Area Locked?
!f Net, Explain

more sone. is neezied, attach hree (3) tyr,:eci copies of additiohal information.

* ,.hen Vandafi::m is ihflioated, ehd a B-65 is necessary, please attach (I) cop:

Retain School Copies - Fors' and all other copies to the Security Division.

THEFT BREAK-IN VANDALISM

This report is not to reflect Personal Losses.
VANDALISM IS WILLFUL OR MALICIOUS DESTRUCTION OF PROPERTY

Sicnorure of School Principe' 6

toti

7 LOST OR MISPLACED

White Copy s Business Office
Yellow .Security Office
Pink - Line Supt.
Green - School Copy



GRAND RAPIDS SCHOOL SYSTEM
;GRAND RAPIDS, MICHIGAN

7

SECURITY OFFICE
REPORT

REPORTED BY

POSITION

NATURE OF INCIDENT

ADORESS

-REPORT NO.

FILE CLASS

BUILDING OR DEPARTMENT CODE

TIME REPORTED _ DATE

DATE AND TIME

AREA OCCURED

REPORT

PHONE

DAMAdS, MiSSiNG.PROPERTY
0 ALARM

SUSPECTS. 0 NONE 0 APPREHENDED' 0 KNOWN,
1.

2

.ITEMS MISSING TYPE BRAND MODEL CODE NO. SERIAL NO. VALUE

1

2. _-

4.

5.

(USE eAcx IF NEEDED)

REMARKS
OR

RECOM-
MENDATIONS:

ACTION TAKEN: 0 POLICE NOTIFIED. THEIR NO. 0 FILE CARDS MADE OUT
0 OTHER RECORDED

1 r1 C
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Module 5.5 - Alternate Strategies for Small- School DistrictsAlternate
(Advanded Session)

lr _me l hour and 15 minutes

85 Course
Agenda

by Module

Module Summary

This Module provides the outline for an advanced presentation for smaller school districts
on-security problems and solutions. Trainer should feel free to deviate from the outline
in response to participant Concerns.

Content Summa Time

1. Introduction

This module addresses security programming in small districts, with
the aim of helping those districts generate and share low-cost
strategies for improving security.

A. Purpose

Method o

2. Definition

Presentation

imary Security Problems

Partic4pant examples Cif primary security problems in their districts
will b recorded and categorized.

-A. Participants S

Record Problem

e Security Problems

C. Categorize Problem "Areas

Development of Strategies by Pa icipants

Participants will work in groups to develop strategies.. Solutions
will be reorded, and copies given to all participants.

Groups Develop Strategies

Record Solutions

Developing a More Effective Organize ional Structure

Types of organizational structure are presented and problems are
outlined. Discussion, of how to effect changes.in security based
on the group's experience.

5 min.

15 min.

30 Min.

l0 min.



Activity/Content Summary

Presentation Strate ies

Specific strategies are presented for meeting security-problems including
linked-security systems, local police involvement, community and student
involvement programs, and staff. .development.

A. Combinin Forces to Solve Mutual Problems

B. Use f an Answering Service to Report Problems

C. Developing -Cost/No-Cost Alternatives

6. S u 1/

Time

25 min.
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Objectives

Participants will be able

About
the

Module

14st at least' four cost saving approaches to improving security in their
schools

2= Recognize and prioritize security problems in their school districts for
property protection as well as people protection

3. Develop internal strategies to better cope with and
common to smaller school districts

security problems

4= identify available resources in the community which can be utilized in the
buildingofa more comprehensive security program,and use existent school
personnel as contacts and liaison.

Description of Materials

Transparency

5.5.1 Transparency shows typical placements of security divisions in school
districts' organizational structure.
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Audiovisual Reference material_s

'AT ISSUE: INVASION OF PRiVACY

Resources/
Bibliography

penetrating.look at the numerous questions involved in using tecilno1(.1lcal
.adYances to eavesdrop and amass confidential 'records on citizens. Stu, glts gain

an affective understanding of the problems involved by viewing real-life situations
that lucidly demonstrate the invasion of young people's privacy. Ideas for re-
solving these problems are presented within a legal a-1 h:Htorica:

Two color filmstrips w/2 cassettes and program ggide
Rental j'e:c!: $52

Distributor: Correctional Service of Minneota-
1427 Washington Avenue South
Minneapolis, MN 55454
Toll Free #: (SOO) 328-4737
Minnesota residents call
collect: (612) 339-7227

Not previewed Sy NSAN staff.

k..
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Resource Request Form
Please send me the following National School Resource Network Resource Materials:

Name

Title.

Address
(Street)

(City)

Course Ref.
1-D

Phone

_ School

Title
No.

Copies

o.
q- (IP)!


