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ABSTRACT
Speaking on the operating policies and procedures of

computer data bases containing information on students, the author,
divides his remarks into three parts: content decisions, data base.
security, and user access. He offers nine recommended practices that
should increase the data bases usefulness to the user community: (1) .

the cast of developing and maintaining a computer data base must be
Justified in terms of valid, ongoing research questions and a large
student population: (2) the data base should contain only accurate,
information nec4ssary for answering important well-designed
questions: (3) a formal, identifiable tobodynmust decide on the data
bases content and the student population to be included in the data
base:. (4) identification numbers, rather than student names should be
put on each record: (5) the coding of data must be compatible with
the `data base structure and consistent across years; (6) accurate"
up-to-date documentation of the data base contents and coding scheme
must be maintained: (7) the number of person's who have direct access
to thb data base must be severely limited: (81 'several backup copies
of the data base must be maintained: and (9) a system of priorities
for performing requested analyses must be developed. (Author/IRT)
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Operating Policies nd Procedures

of Computer Data Yase Systems

. David O. Anderson

Office of. Medical Education
University of Arizona

The operating policies and procedures of a computerized student data-
base ultimately help determine the usefulness of that data-baie. Careful
consideration must be given to many aspeCts of that data-base: Who'decides
the variables to be included in the. system? diicK 'variables should they be?
Now will that data'be coded? WO' will have access to the data-base for
analysis purposes? Who will have access.fc4 claCS. entry and data deletion?
How will unauthorized use of the data-base be prevented? Ultich'users Will

have priority? Should there be a Steering Committee? Which data should
.remlin confidential and what means are availaple to insure that? Uho pays for
the requested analyses?

Different approaches to these important concerns are being taken by
various institutions and can offer guidance to others interested in developing
or improving their own student data-base system. These concerns can be
aclorres'sid under the rubrics. of Content DeciOons, Coding Decisions, Data-Base
Security and User Access.

Content Decisions

It is important that the data collected and stored in the datao-base be
relevant to the issue at hand. This can include demographic, attitudinal and
achievement information. Without some clear-cut guidelines to regulate
content., it becomes easy to fall into the trap of gathering and storing every
bit of information about the student population whiCh is availab.le. This

amount of, data. soon becomes unwieldy and expensive in terms of the time and

effort spent collecting, coding and storing the irrelevant, unusable infor-
mation. Typital,data-base information would include the following:

DEMOGRAPHIC INFORMATION

. Studentname (not recominen"ded)
Identification number
Sex

Date of birth
'Marital 'status s'

Fathers occupation code
Undergraduate qegree level
Undergraduate school code

-. Undergraduate major

Summer employment codes
Extraculicular activity ,codes
County of -residence

Year of Matrulati.on into the program
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ACHIEVEMENT IFIFORMATION

Undergraduate GPA's
Admission's Test subscores
Class rank
Exam scores for each course/grades
National/State certification test see-es
Date of graduation from the program
Sequence of courses throligh the program

ATTITUDINAL INFORMAT'ION

Orientation Day expectations inventory responses
Career attitude inventory responses
Instructional ratings of ,courses/instructors

Graduatjon'exit questionnaire resporises.
Post-graduation cp.estionnaire responses

These content deellsions must of course, be in aoreemeht with all pertinent
federal and state legislation governing individual orivacy and informed
consent.

2.
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;Many computer data-bases, for the s4e of sonfidentiality, do not contain
actual student names, anly student ident'i'fication numbers. The' correspondence

between names and numbers is then kept written farm in a notebook _located
at a separate, secure loction. Two ltists of name/number pairing should be
maintained: first sorted *number, then sorted by naie.

Not only must the'specific typed of information to be stormed be decided,

but also the; range of the student pciOulalion must be considered. Is the popula-

tion to be Only the currently-enrolled students or all students ever enrolled in
the program, .even for.a short period.of time? If the program has a long-history,
perhaps data coding should start with the current class, or some specified'
earlier class.

r
These types of content decisions are of vital importance in determining

the scdpe,and ultimate utility of the claw-base. Maintaining the correct data
on;the correct populatign for each study is maximally,cost-effective, f2oing

back several times' through written-student folders tb collect those additional
pieces of information not previously thought 'important is slow and costly.

Because these content decisions arp
I
so important`, a clearly defined "body's'

must, have that authority. That,"body," can range from the University President'

to the data key-puncher. The f?gure'below shows a tierarchy a. possible '

decision-makers. Most e cationaloffices maintaining a data-base have some
sort of steering committ e Overseeing its operations and setting its policy and

-
objectives. One such m ical education office has d`Data44se Steering Board
consisting Of 3 faculty members, the Associate Dean, the AsspC;ate Regivrar,
and the Director of th data:baseNofrice4 Another medical education office ,has,
no steering Committee, leavi.ng the office -d4rector and data-base manager solely
responsible for cdirtte tiidecisions The decision-meking "body!' should be as
broad as the user popplation (those people planning to,use the data-base.Wor-
mation).

,
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State Legislature

lir

1:

9 3

A7Board of Regents
/4

Uniyersit President

)
Dean

peant:. Staff Commiute

(Dean, AssoCiate Dean's
Department Heads, etc.)

Office Steering Committee
(ie. Office of Medical Education

Steering' Board; may consist

.of Faculty, Students, Department
Heads, Administration, Office Staff)

. Data-Base Steering.Commitde

Office Director

. ,

Data-Base Manager

. Programmer/Analyst

Coder/Keypuncher

Coding Decisions

Once decisionsithave been made as to the specific data to be incorporated
into the computer data-base, its coding must be considered. The codinsj format

will be dependeqt-upon the organizatiolal structure of the data-base itself.
This structure can range from simply punched date cards stored in a card file'
to cards read "as-is" onto magnetic tape, to higbly somplex data-base organiza-
tions specific to the computer hardware in use dt that institution. Because the
data-base manager and programmer/analyst are moist familiar with the data-base
structure, they.should decide on the approprigie coding format.

Whatever the data-base structure, there ire two requirements common to all.
First, each record must h.'ive some identiiic4qon,field containing a unique

'number associating,, that data record with a s ecific individual. Secondly, if an
. ,

. '
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individual.lias several records, these records must be numbered uniquely. That

is to.say, each data record must hasie at least an identification.number referring
to a specific student, and may, if necessary, !lave, a record number.

(Student ID) (Record No.) (Specified InformaCion)

-

10001 01

10001 02

10003 01

11005 01

a; 11005 02

Most data is"coded and punched on 80-byte data cards, although, fOr some
high-volume projects, data input is done directly through computer terminals.

Variables to consider when deciding about coding formats include': the type
of data, the frequency uith which data will be collected on a regular basis,
and the Intended use of the data. If student names are etered into the data
base, allow a sufficient number of columns, for the whole name., As marriedi
students take on hyphenated last names,, this field-width requirement is expand- .

ing (40 columns is sufficient). r k

if the same data will- be coded"on regular occasions (say on subsequen't
classes of students) the watchword is COIlSISTFUCY. The same type of data
should be coded in the same columns across occasions. In many medical educa-

tion data-basesthis is not the case. Because new, revised questionnaires are
used with each gradu..4tIrg class. the same question and associated answers are
located at diffe r'ent spots on the questionnaire and associated Hunched card.

1t,becomes a masterful task indeed, to combine several classes of data when the
relevant data is sometimes in column 6, or 8, or 64! Careful pre-planning of

data colldction instruments and coding formats will prevent (.or at least

minimize) this-possibility.

In addition, it is imperative that accurate, up-dated documentation be
maintained of the data-base contents and the coding scheme used.for each record.
Too much documentation is never a Problem. veep a file of all data collection
instruments, coding/keypunching instructions and a printed listing of the data.
base. Being unable Co locate a given oiece,of data which is known to be on the
data-base is very frustrating; likewise, being unable to identify a piece_Af

data you do locate can be disconcerting.' o
Given the opportunity to help design the dela collectionipstrument- (i.e.,

* questionnaire), provide thoughtful concerrilt6 the ease of Coding or direct key-
Punching. If the form is deigned correctly, coding can bd eliminated and data
can he direCtly`keypunched, thus satli.ng both expense and a possibitsource of
inaccurate data.

All data coded' and keypunched shoulvi.be%verified for accuracy. It rs much

easier to correct inaccurate data at tine. of entry rather than after it has

been included in theda,ta base. For additional accuracy, Dave another person
compare each line of the codin'g sheets to.the driginai dace, and.then compare
the ponched"cards,with the coding sheets. Lastly, insute.thata)1.cards are
actbaity and correctly entered into the data-base itself, bYlisting out the
datebase contents for verification.

. .

. .
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For those who m4y ke receiving punched.data cards from sources outside
your own office for input to the data-base, ore'consultation is a necessary but

t

not sufficient con)iltion to insure compatability between .th incoming data cards
and the data base. However, the programmer/analyst can "ea ily" knock out a.
small refo?mating/recoding computer program to handle the non-standard format!!

4

Data-Base Security

In.order for-the .information contained in the davo-base to remain confiden-
tial and under your control, it must be "secured". This-can be handled through
front-end password requirements and limited user access to the data-base. This

limited access strategy Will,be discussecrin the next section cif this paper.

Typically, a univerkity computer center requires input of a secret billing
number and password to directly access the computer sistem. This is the most.
general (and most easily circumvented) security ioyer. Finer layers include
aeditior6e passwords tr access dat6.base,to read,portions of the data-base(file,
and finally to write or delete- records. It seems obviods Shat these passwords
should be known to only selected personnel with a true "need to know". These

Passwords should be changed periodically to 'decrease the chance of a "leak".
However, be sure the passwords are recorded for referenc,,,e,in the event of
faculty memory or. the death of the only person who knows them.

For those ultra-security-conscious Persons, some comauter systems have the
capacity to scramble the data to make it "non-sense" to the casual onlooker.
Again, be able to.tinscrimble it for analysis purposes.

Maintain several 51 up copies of your'data-base, it is typical to have
two current versions on magnetic tape stored at the computer center, perhaps
an older version stored there also, and at. least one-current'verslon stored at
another secure location. There have been fires' at computer centers with resul-
tant kisses-of computer tapes! '11 punched cards are used to enter data into
your data-base, these can serve as a suitable backup source in most circum-
stances, but should be stored elsevihere, preferably.off-campus.

. .

Another aspect of data-base security, often overlooked; is the trustworth- '

iness of the data coder and keypuncher. The data code? (and sometimes the
keypuncher) will be handlinconfidential, very identifiable information. They

must be Oarned of its confidential nature. Indeed, Lif8.4417u farm out your.key-

punching,, make sure the data are anonymous, identifie coded 10 only.

User Access

'Closely related to data-base security is the need to limit user access:'
An important distinction must be made.between the handlers of the data-base it=
sew (,.and the users of data-base information: Only the data-base mariage and
,perhaps the programmer/analyst should have direct access to the data '

Other persons should have to go through these two people to have their requests
for analyses fulfilled: he data -base staff will retrieve the appropriate data,
perform the required analyses and then return'the printed results Or typed
reports to tl:ie person requesting the analysis. '

Because of the Sensitive nature of some of the data, pote4ial users of
the data-base information should be,screened,-and such requests should be

A
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prioritized. The same "body" that decided on content Often.sets. these Kiorities
and'limitations, *

Requests can come from several routes, butaail should result in a printed
request form. This form should be initialed to indicate (t) approval for analysis,
(2) comptetipn of analysis, and (3) when'the results are returned to the requester;
and (4) eventually

. -
. .

Cost recovery: who will pay for,these prialises? At sore offices, legitimate
.requests are handled "free", the total data-base office budget coming soliklY from
the college. In other offices.,*departments and funded projectsPay all associated
requelted analysis costs, incrementing the budget of the data se office. This

policy will probably be decided at the Steering Cor,mittee le.re or a higher camp.4
level.

Conclusions

Al though no tuo cOrlou.tcr data-bases .;111 haverxactly the, some environment,

Purposes, format or content it remains Possible to list several recommended
practices which will increase its usefulness to the user community.

1! The cost of develonioq and maintaining" A computer data-base must be
justified in terms of valid on-going research questions and a .large
student population.

,

2. The data-base should contary.onlyy. accurate informationnecessary for
answering important well-designed questions.

3. An ,identifiable "body" must decide on the data-basecontent and the
student pop6lation to be included in the data-base.

4, Do not include.student names in the data-base: douse identification
numbers on each record.

, -

5. The coding of data must be compatible wi.th the data -base structure and
consistent across years.

6. hainrain accurate, unto --date documenation of the data-base contents
and Coding schema.

7. Severely limit the number of persons who.have direct access to the
data-base.

V

S. Maintain several backup copies of yOlir data-base.
. .

9. Develop a system of priorities for performing requested analyses.
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