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"Privacy” has gatned attention of 1ate fn every avda of perional
affairs. Of singular importance has been the subject of “privacy,and
'sicuritgr of criminal Justice information, . Often the desires for ano-.
nymity by those who have confronted the crimingl justicq system clash
with society's Inquirfes pursuant to a “might to knaw."” ‘

The enactment of the -OmAtbus Crime Control and Sagc §treetg Act of

-'.

1968, brought natfonal attention to state criminal jubtice systems, and
, Federal funding through the newly nstahlishad Law Enforcement. Assistance
... Administration. - A significant LEAA prioyity was. the develepeent of .~ . °.

comprahensive criminal justice {nformation; and the encouragepent of

statas in the development or upgrading of such information systems.

~ In early 1973, the National Adgfgaﬁ} Comission on Criminal Jus- :
tice Standards anmd Goals, mindful of information system development, —
encouraged each state to .
", . . adopt enabling ]egisiation,fcr,prateetiaaﬁof seca- .
rity and privacy in criminal justice {nformation systems,
The enabling statute should establish an administratiye
structure, minimum standards for protection of securfty «
and privacy, and civil and criminal sanction for viola- .
%1§ﬂ of statutes or rules and regulations adopted under ST
,tla - . i-
- The NAC also recommended that each state establish a security and pri-
vacy council to oversee and monitor criminal ‘justice information pri-
~ vacy programs; training for criminal Jusiice personnel regarding pria
vacy and security measures also was recormended’ 1/

« A few months after the NAC report, the Crime Control Act of 1973

amended the earlier 1968 Act, and required that information systems de-

veloped with Federal funds be protected by measures to insure the pri-

vacy and security of criminal justice informatfon. 2/ Section 524(b).of
: N N 2

the 19731 Ach provides as follows:

‘A1l criminal history information collected, stored dr dis-.
seuﬂnzied through syppart under this title shall contein,
" 'to the maxfmum extent feasible, disposition as well as arrest
data wherd arrest data is included thegein. The collection,
storage and dissemination of such information shall take -
place under procedures rekasonably designed to insure that
~all such information {s kept current therein; the afminis-
. tratfon shall assure that thg security and privacy of all
information is adequately pravided for and thay information
~~shall-only be used for-law enforcement and criminal-justice =~
: a2 : - !

=
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and other Yawful purposer. ln addition; an individual who .
" bellaves that criminal history Information concarning him °
- contained in an automated syatem {s inaccurate, incomplete,
or maintained tn violation of this title, imi. upon aatis-
factory varification of. his fidentity, be entitled to roview .
. such tnformation and to obtain & copy of it for the purpose .
of challenge or correction.” ., :

Pursuant to mandate in the foregoing 1 jislation, LEAA devaloped ,
regulations which ware inftially ublished in May, 1975, revited and
finatlly Br@!?iiﬁ {n March, 1978,”and which appear in Titie 20 of the
Code of Federal Regulatfops,' Chapter V[ Part 20. | These ragulations im-
poie requirements with respect to the dissemination of criminal history
.. ecard {nforeation, though mainly the requlations loave it to the states .

to develop comprehensive programs to manage criminal Justice information.

~ This report was prepared ai one of the tasks in 3 projatt under-
takea for the Mational Criminal Justice Information and Statistic Ser-,
vice (NCJ1SS) of the Law Enforcement Assistance Adsinistration, Unfted
~ -States Departmant.of Justice, A specific purpose’of the project was Lo
" jurvay state legislation dealing with ilmd tations On . the dissemination .. .
of criminal history fnformation. The rasults of that survey are included -
~ {n a companion document, "Privacy and Security of Criminal History informa-
“tion! A Compendium of State Statutes,”svailable from NCJISS. L

* In broader-perspective, the project was intended to analyle pri-
vacy Pﬂut¥ and to produce A resourch document that would be of help o
state and local ?avernmnt for the detelopment of privacy.and securit
programs in crimina) Justice tnforration systems, This project does
Y ot address umedspecial complexities of juvenile justice information,
___though many of the policy fusues are the same. " : o

1t {s not the purpose of this report to fdvocate a particular frame-
work for le?islative policy or a "model” statule for state government,
The Compendium of legislative approaches to particular policy cholces
shouTd be a useful resource to those concerned with legistative policy
‘and drafting. Thiscreport will discuss matlers contemplated within 28
CFR, Part 20, and will expiore & broader range of privacy and security
fs3uas that 2 state may confront in developing & comprehensfve program. 3/

The,organization of this ronograph i3 quite stmple. Chapter [ 18 s

& disr_uﬁzicn of the general concepts regarding privacy and security with
respect Ao crininal justice information, including a-definition of some -
basic terms, consideration of the fnterests to be balanced !n developing
privacy policy, the relevance of fair information practices, and the con-
straints of system design. ~  , °

. Chapter 11 contains a discussfon of specific fssues to be resolved

in developing privacy policy for criminal Sustice informaticn systess,
-~ TRaTe {§3ULS are presented more as-‘a-iist-of-options. than as.guidelines

ES

£




: for iﬁﬁﬁﬁﬂ; ifaﬂ‘ the t&ait@g ;ml‘mg to policy makers are identified,

- Chapler m’prﬁgﬁ\s the criminal Justice (nformation privacy and
security program developed In each of four states: Colorado, 11)inofs,
Wryland and Washington, These states are cited s examples of legis-
Tative prograns that shoyld be of interest Lo those who Intend Lo under-
t&?; review or reshape thelr own criminal Justice Information privacy .
poiicy. . ’

AL the end of Chapter 111 there are brief tuggestions for how to
deal with the dovelopment of & crintna) Justice fnformation privacy
program. Frequently the process for developing policy 15 Just as im=
portant ay the subslance. . ,
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© _CHAPTER I. GENERAL CONSIDERATIONS FOR PRIVACY. AND SECURITY '
. A : F. . -
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oo OF_CRIMINAL JUSTICE INFORMATION.. o

_?4,Thé;pﬁf35é, wprivacy and security" is in §gnera1 use tgday; not - -
- only as to criminal justiceiinfermatiqn, but with respect to any kind - -

of personal information, 1.e:, any irformation. that- is referenced to - -
.- an identifiable individual by use of name, number or other charac-.’ -
. teristic. ‘That which makes information personal is not its,content, but
"~ whether it refers to a specific individual’. Criminal justi infor- ..
-mation is one kind of personal ‘information, and “is the top " thi
~report.. ' R TR

r ¢ The 'word “pri¥ag!%éhaslb2gpfused for a broad range of notions

~ such as the right to Use contraceptives or to have an abortion,-the,

. right-not to have one's telephone tapped, and the expectation that one's

~~bank records will not be qpened to public scrutiny. In one popular -

- sense, privacy is.a desire to be "let alone," and thus ithis.a concept
‘difficult to define ar to Timit. Privacy relates to people, and with-
‘respect to information about people, raises questions as to what and. ©
_how ‘information about‘'them is gathered. That ‘inquiry 1ig not the prime .

"ffééus“Df?this“repart‘which“insteéi~Aeé,s[wi

th-how- information.is.used. ...

m——

_ The term "confidentiality" best describes the subject of this re-
port. We are here concerned with who can have access to specific cri-.
~minal justice information, and under what circumstances. .Confidential-

" ity protects privacy by restricting access to personal information. -

© . The termf“security"'ré1atésétgfiﬁfpfﬁéticn systems, and.deals with
_how _information is protected from unauthorized access, alteration or
" loss. SecurityE§§§ﬁré5“éanfiﬂent1311ty*andhﬁh2§§ntegrityéGf;data;ENMHMMx

it .is largely the realm oi;igchﬁical,expertsjand'Wi1T not be treated
with;heré'nther than by reference. T o AR .

.. ."The phrase "privacy and security;" though commonly. used, is an

- unhappy one; it is more useful to talk ‘about personal privacy, data: =
"confidentiality, and system security. " Though the use of "privacy and . -
~security" will be avoided when practicable, it is acknowledged that the.

. phrase is generally accepted as descriptive of policy or rules that . i
relate to limitations on acquisition or use, .or the protection of,.
criminal justice information. Ce Lt . o

5 -
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Tn promete e]arity in diseussien the more impnrtant terms used _
v F?equent1y in ‘this report are defined below. Definitions reflect the
- ordinary meaning of words and the generally qeeepted use in criminal
. Justice. The main source for the definitions is the SGI glossary,
- "Security and Privacy Terminology." 4/ In instances where a definition
is from LEAA fegulations. in Title 28, CFR, Part 20, that is indicated
by the natatien (Regs) _ : _ .

o _ fae : . .
R Aeeess The euthority to review or reeeive infermation Frem fiies. _
L records or an 1nfDFmat19P system, whether manuai or. autemeted L

Criminai history reéétd infermatian {CHRI). " “Information collected -
by criminal justice agencies on individuals consisting of identifiable
descriptions and notations of arrests,.detentions, -indictments, infor-

~ mation, or other. fermav riminal charges, and any disposition arising
therefrom, senteneing, ‘orrectional supervision and release. The term -
does, not include identjfication information such as fingerprint reecrds
_’to.the.extent that such_information-does. not-1indicate. invnivement L

the individua? in the criminal Justice system. (Regs. )

Crimina] justiee agency. Any court -or ether gevernmenta] egeney or
_any sub-unit_thereof zhieh perforins the agministration of justice pur- -

suant to a etatute or jan executive order, and which allocates a sub-.
‘stantial pert of’ its udget to the administration DF eriminai justiEe _

(Regs )

=mmWML~=Erimina] justiee ldministratien=m»The perfermaﬁee efuany efmthemmnmmk«c
- following activities:| detection, apprehension, detention, pre-trial .
release, post-trial release, prosecution, adjudication, correctional
supervision, or rehabilitation.of accused persons or criminal offen-
“ders. The administration of criminal justice shall include criminal
_ identificatign actiyities and the collectjon, storage and dissemina-
tion of criminai history record infermati n. (Regs. ) ' .

CriminaT justice informatinn (CJI) Infor atien eo11eeted by
criminal Justice agencies that is needed for the performance of. their
“ legally authorized and\required functions. This is' fhe broadest in-
formation term, and includes CHRI and investigative and .intelligence
information. It does not include agency persenne] or. administrative
reeerds used for agencyieperations or management

Dispesition, Infermation diee]osing thet crimina] proeeedings have e
been concluded, including ‘information disclosing that the police have
elected not to refer a matter to a prosecutor or that a prosecutor has
elected nnt to commence erimina] proceedings and aiso diseiosing the




*ature'of the drmination in the proceedings, or information disclosing

TTTthat’ Foceedings~have -been -indefinitely postponed-and-also-disclosing.......
"-the reason for such postponement. ¢ Disposition shall include, but not

- be 14mi ted o, "acquittal, @cquittanby.reason of insanity, acquittal by -

- reason of giental -incompetence, case continued without finding, charge -
dismissed, charge dismissed due to insanity, charge dismissed due to -

iental jncompétency, charge still_pending due to insanity, charge still.

_ pendin'fdue;tq?menta]iihccmpeten;e; guilty plea nolle prosequi, no
‘paper// nglo contendere plea, convicted, youthful offender determination,.’
décedsed, deferred disposition, dismissal-civil action, found insane, =

" ‘foujid mentally incompetent, pardoned; -probation before conviction, sen-
~ 'tefce commuted, adjudication wi thheld, mistrial-defendant discharged,

- eXecutive clemency, placed on probation, paroled, or released from cor-

!frEctigﬁai supervision.. (Regs_g - _ - : o

T A 1 L .

, Dissemination.  The transmission of information, whether orally,
in writing or electronically, to anyone outside the agency which main-
tains the information, except. reports to an authorized repository.
Intelligence and investigative information (I&1).  Information
compiied in an effort to anticipate, prevent -or monitor possible<cri- .
*..minal-activity,.or compiled in a course of investigation of known or =

Non-conviction data. ‘Arrest information without disposition' if
~an interval of one year has elapsed from: the date -of arrest and no ac-
7 tive prosecution of the charge is pending; “or information disclosing
* that the police have elected not to refer a matter to a prosecutor, or

that a prosecutor has elected not to commence criminal proceedings, or-

"that proceedings have,been,indefinitéTy postponed, as well as all ac-
QJA=mqu1ttaiswandyallmdismiSsalsamﬁ{RegsL) - s S

Purge. To completely remove from or deStroy7infcrmation‘cantained
in a specified file or records system. - (The word "expunge,". sometimes
a synonym for purge, is not used in this report.’ : oo

Sg§1;, Through sﬁecia1'procedures tarc1ose'or limit access to’
‘specified information and files or record systems. e




Interests AFféctiﬁg Criminal Jﬁstige oo

Infarmatinn Confi dentia’l i ty

‘ ig - - T ‘ﬂ
Pniiéy with PESPEEt to the use of criminal JUSt1EE§T:¥Drmat1Dﬂ T

must consider the wvariant, and sometimes ccmpeting, 1nterests tb be /2
,‘Abaianced in deveigping atCESsrprDCEduFES. ' '

The individﬁai

S The person identified by criminal” justice information generaiiy
- wants. to 1imit access to that data because of its potential for harm-

ful consequences. ‘That perspective itself changes from time to time,

- however. - For example, at the moment of arrest one wants to be sure

that family, friends or Jawyer can have access to the information;
‘secret_arrests are cantrary to concepts of a free society and are
inconsistent with this nation's constitutional guarantees. Likewise,

- the accused wants prosecution and trial to be  open ta scrutiny to deter s
arbitrary, capricious or discriminatory procedurés. ~ An incarcerated = '
offender does not want to "get lost" in the system, or while there ,
to be subjected to improper: treatment, and, accordingiy wants correction-
al information available to 'his representa?ives or to those who monitor
the operations of government in the public interest.  Once out of the

 systemytihgwever, the 1nd:v1dua] would like to rewrite histoiPy\ erasing

‘From, V@8 ces any notation of involvement with criminal justice. The
mere fale¥f arrest, though mistaken and followedrby the dismissal of
__charges, is. perc21ved as.a_blot on-one's record that car prevent em-
_ployment_or bring other DpprabriUm ‘No matter what the circumstances .

‘may have been, however, an individual dogs not want a criminal record
to follow him, and he d551res that cripﬁgii justice infanmat§§: not

‘be,available 1ndef1niteiy to the pubii

l ) ) o . \_;

- The criminai justice system itseif cannnt functian properly with}®:
out-access to CJI. Since it is the system itself which is the main
source and principal user of the information, the sharing of CJI by
criminal justice agencies is usually appropriate. It is probably safe
to say that criminal justice agencies are not much concerned whether .
the. public has access to criminal history record information, except
insofar as disseminaticn may create an administrative burden.

- - - K i
’hj”riminai justice system ““/

. Criminai justice aQEncies want inteiiigence and investigative in-
- formation kept confidential, hnweVer, S0 as not to Eomprgmise its value,

15 |
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3 . S ? . t ‘i ,: i "
Here thé;iﬁ%erestﬁ of the individual and criminal justice cuihcide.
w»W%thuugh@far;differingmreasons;m;Thé-mainq¢Q§§§EQr§f,Eriﬁiﬂa1,Justfﬂe is
that dissemination of information ndt impair thi effectiveness of law
enforcement, ' ‘ . . . ; o
) \f : ) ‘ﬁ L . oL : ", -
Societyiat large. .= AL o

Prospective employers, especially when the potential employment
responsibility is considered "sensitive," want to know about previous
_criminal justice encounters that job applicants may have had. Often ..
~ Tlicensing regulations may be conditioned on freedom from criminal his-

tory. - Those who contemplate important business relations with others
(extension of credit, e;%;) also have an interest in criminal history "
‘The ﬁgigvan;e of criminal Jjustice {nformstion to a particular relation
ship is’ enigmatic; a past record may or may not be significant. . For

~ instance; public knowledge about a misdemeanor committed during one’s
youth twenty years past might damage the individual in his relations
with others though the value of that stale information is extremely
doubtful. - Nevertheless, the typical citizen wants access to criminal
Justice information about others, though he may not want others to

“““have criminal justice information-about himso- = e

Policy for criminal justice information access is déve1dpedxwitﬁ;‘

" {n the context of these interests: fairness to the individual; effec-
* tiveness of the criminal justice system; the protection of society. - .
 Most policy issues, however, mainly involve a balance between-the .

sublic's quest for openness and the individuai's d%sire for "privacy." ‘

s

oy
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e In fashigning a pragram for canf1dent1a1§ty of: criminaI Justice

. inforimation, genegal principles for good information management should .
" be observed. A personal information system should satisfy the needs of ,
users, but should be managed so as.to minimize impairment of the in~
terests of data subjects. ‘A study by an advisory. committee to the .
Secretary of.the Department of Health, Education and Welfare resulted ..
fn a 1973 report, "Records, Computers and the Rights of.Citizens%" ', '; o
which examined government practices regarding the use of per$ena1 “g . o
information,' and identified ways in which privacy could bé enhanced =

~ through -proper information practice. 5/ The committee recommended “fun

. " damental principles of fair information practice," recognizing that .-
per§0n31 privacy is affected by ‘disclosure and, use of- persana1 inFara.‘
mation. ) , o to _ ;

- - The genera] princip1es of the HEW report were igcn'”urated DY, e
Congress into the Privacy. Act of 1974, and have been accepie genera11y_ '
by the Privacy Protection Study Emnnissinn in its 1977 repcrt _j The ... .
principTes are distilled here as. “follaws:y T

1. No persanai infarmation systems shﬂu1d be maintained whase
veﬁx;existence is secret.’ .

2. A data subject shﬂu1d have access to information gg;ut h mseTf f?
S?nd know the purposes for wh1ch it. i$ maintained RN 5 i

syt

cnrrezt1ons of infcrmat1an abaut h1mse1f

3. A datagsubject should be" permitted to cha]]enge and seek

4. Data. shau1d be used-only for the purposes far which it wa- | :
intended, unless the data subject cansents B

5.: Information used should be acchrate, time?y. re1evant and . ;l.,q
camp1etei " v e

6. Information should be protected against unautharized access,
* - alteration or destruction. ‘ , .

) The fo?lawing discussion of these genera1 princ1p1es f]ags qreas '
- of special implication for criminal just1ce information. = R

- 4 B . s o " f
’ ' i ) =" . :; = :
. , p . . : o

No secret system. ' _ o ;3

o

‘ - The Watergate area and 1tsxaftermath testify tgitﬁe utility afi'*

L ' ' . : i -




_<this principle in the Zontext of ‘our s0 "ety:f_‘fa_nid‘-
"i...access, to particular information may be restrict
“"of state security and other good"cajse,” e
general purpose of a personal- informption. system _
secret. This principleicauses no sphcialiproblen for the
 Justice sySten‘and may.be accepted-without much debate. -

,@%ﬁtﬁef§§ﬁ9_5ésv,.
“the-existenge- an

4

- R P
k4 L4

'  d‘

.~ This is a principle of fairness, especjally in_ reference’ to; per-
sonal information.. Because information isiused td make decisions, wi
“not Tet’the data subject see the~inqumati§nfusedftav;fféct-hjﬁ?f*Thé'

- " data, subject knows what experfencés;hE'hasﬁhaéﬁwith;thEgSysteﬁ;,Shdf
"', there.is 1ittle reason to deny -him access tq criminal history records
- _about himself. The main exception ﬁﬁ?thiSTprincig]e?fﬁﬂiﬂte1]igencags
- and invesigative information, ‘to be ‘discussed Chapter IX.° & =

g Daté‘suﬁjéétgﬁécéss5 .

B3

‘i;_V_bgfﬁ;ﬁubjeéﬁ;;ha11en‘ég; o

-, In most 1ﬁ§tah;e§f$h273ubie;tfEfaéélg 1s a good r
"“the-validity of data in his file. -Allowifig the subje

" £11e without giving him.an opportunity to have had 'data corrected is: - .
- an ‘incomplete recognition of thfindiyidugT'EEfﬁfE§E$t;’;The.reTig%:j.;»sn'

i

bility of the contested data caﬁ{gegygrifigd-byaapprcprjé;eidata ;udig%:g;

' 'procedures. . . -

g AN FRa R Pl s U3 : _ A
';' F N L L O A fel e ¥ A - : < EIRErtY

A % .'-' ) . L "% \ ;;E"'-:{A,E S
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N Thds principle dreates some #ifficulty for criminal Justice in" o~

identifying a particular intended'usegz.Infq'fatianfisfképt;ﬁqﬁ?égaféfj

- official actions of government-agencies, to provide. the basis: for'agency

. actions, to profect the interests of the individual with whom &he govern~:
1';?meﬂt*ts?jntEracting.:aﬁd,tgfpﬁgteégithégﬁgbi 5 - As it relates to per-’ .
sonal information generally, the p fncipal?js?ng;éptabiﬂxﬁegausegt,efW; o
.data sybject usuaj1y,has;véjunﬁﬁr1gﬁsupp]1edf1ﬁT9rmatjén”gbaUt_hjﬁaz.;;» 1

- -salf for a 'specific intended use.-uﬁhe‘1h§9—;&tionﬁm!ght,ﬁ@t;havejﬁeeﬂ T
" “furnished 1f some’ other use were made knwdh; to,/‘comply with this. prins- .
~.ciple can prevent.surprise to the data subject. ~In'm t instancesy’ How-

. ever, criminal justfce@1nfdrm;:dqﬁ“1§¥no§45q§p]1’g-val tarily: by ‘the. »" .

© " data'|subject, but is-vequired and recorded byilaw even though it.may' ' . .
- -be against the: interest of the data:subjett. 7 Though the, generdl rea-' - |
: snn,far-this:pringipﬂeih¢511ess‘gpﬁﬂisabilit”y@@Icﬁimfgal{UuSﬂjﬁé,thaﬁg}j ¥
gﬂbrdiﬁgjyfmayﬁﬁéldiséﬁpntquﬁg

[

 to qthér{persﬁha1-1hfdfmétidn!sy§ted%;ﬂgﬁd]a
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arded without Eﬁmiﬂaﬂ@n‘ A more deta‘l’led gt
gct . 1s antained tn Chapter II _ 11_ '

e

;Use va?id data.

. his printipTe 5 consistédnt: with gaod vecord keePing a5<ke11 as. -
UWEh fairnesstQ the-individual, :The. validity of a decision-wil) be -
‘-?-impa{ted if 1t>fs based upon ‘data ‘that 45 wrong, stale or 1n:émpiete-
‘the ‘main:.question’ for.criminal jsutice is what are reasonable ‘standards
far accuracy,”timeTiness and completeness. Some of -those standards .
are. §?ggested in the LEAA Pegﬁéytfans and wi11 be censiﬁfreé 1n Chap-
r ST : , S R v g ‘ '

: 5This,princf by
criminal_ju '-gf{,

, saund 1ﬂfgnnatian management

£19€ worth protecting so that itsintegr ty-1s
idéntiality breached. “This principle pré?snts.

hat 'may be considered an acceptable. leyel of:

_particular collection:of Ynformation, an: . - "

7' Titt1e guidance at present. . Information system

i T8 Imake’ subjective judgments regarding security {.

‘agproprite to. the particular data to be pratected and the

; 5 Fnr_varfd&s 1&?;15 to pratggtion _ .

¢ _nd the campeting 1nterests ‘to. be ba?anced in ﬁeve?aping _
or theqignfident1a11ty of criminal justice 1nfgrmation.ﬁ ajk.;.‘
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flnfﬂrmatiaﬁﬂﬂaintggah;e and Use.

o ‘ : . - Y
Federal legislation and requlation. IR e

.. At present the only significant Federal legislative requirements
for state criminal Jjustice {nformation use or maintenance are in the
Crime Control Act of 1973, previously cited, and the LEAA regqulations
" pursuant thereto in Title 28 CFR, Part 20. Part 22 of Title 28 concerns
“the use of criminal justice information for research and statistical
purposes, and is mentioned in Chapter II. The regulations apply to
any state or local criminal justice information system that has re-
ceived Federal funding, and to those who receive information from such
.'a system, B : . -

~ In brief, 28 CFR, Part 20, requires that non-conviction data be
disseminated outside the criminal justice system only pursuant to

state law, regulation, executive or court order. The regulations also

require some provisions for data subject access and challenge. 8/

B o -

. _The_Privacy Act of 1974 applies only to Federal agencies, as does
the Federal Freedom of Information Act.” Even as to Federal agencies, -
there are significant lexceptions in each of these Acts with respect to
criminal justice information, so the LEAA regulations are the princi-

- ‘pal Fede#al legislative restraint on state or local criminal justice
information systems. .

PRRh - LZTER = £

;w;ﬂm“mmfedergfg;aseflau.v

In the landmark case of Griswold v. Connecticut, the United States
- Supreme Court articulated the notion of a right of privacy inherent
in the U.S. Constitution. 9/ That case, and subsequent decisions, re-

stricted encroachment by government 1in such porsonal areas as eaves-
dropping, use of contraceptives, and the right to abortion. In 1976,
however, in the case of Paul v. Davis, the Supreme Court considered a
matter involving the disSemination of criminal justice information,

and refused to extend the concepts of Federally protected privacy to
that subject. 10/ Though state courts are free to define and protect
privacy rights with respect to criminal justice information, it appears
that the Federal Constitution may not.be a basis for such protection.

Though the Federal courts have recognized some 1imitations on the
improper use of criminal Jjustice information, in most instances the
uses have: involved state, and not Federal, rights, The Attorney Gen- 7
eral of each state can provide guidance to criminal Justice officials. 11/

3
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State case féw. - -

— .
S— Litig;tiaﬁ ragafding arimina! Justice -{nformatfon-cah-be-expected. . e
at the state level, arising out of common “law or state constitutional
privacy rightss, Common law remedies for defamation protect against
- the use of inaccurate information, and same courts have allowed seal-
ing of purging of criminal justice information when individual interests
were judged to outweigh those of society. There is not much state case
law dealing with the subject, and such research {s beyond the scope of:

this project. Again, each state's Attorney GEﬁEE?] can pravide help-
- ful guidance. ;

=4 -
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Information System Conf iggyjat{an, |

~ The nature and configuration of 2 particular fnformation system *
will affect how confidentialfty and security {s to be implemented, and
that is a concern primarily for technical experts. Though not a

subject for this report, some questions of system design are noted
below. . ' S R "
.
Manual v},gptoﬁated, i
-The requireménts of 28 CFR, Part 20, apply to mgnua% and auto- ,;

mated criminal justice information systems. It is the choice of
‘state and local government whether to automate, and this decision de-
pends upon the volume of records to be handled and the resources avail-
able to purchase and'maintain an automated system. Presently the bulk
of criminal justice information is maintained manually. Indications
are that the use of automated systems,will continue to grow at the
ctate level and in large local jurisdictions, Small local jurisdictions
may have manual systems even though 2 central state repository is

- -the-agency that disseminates criminal justice information. Information.
can be kept sufficiently confident{al and secure regardless of whether

* sthe system in which it is stored is manual or automated.

*

Cengr;lizéé_ﬁ, de-centralized.

o -
Title 28 does not Tequire the states to develop a central reposi-
“”““fE?F”?éF”EFiﬁiﬁélyjuztffé“ﬁﬁfﬁ?matianvmthsughmth§=3anguagemﬂfmthe;regu:nmmuﬂ
lations contemplates such a repository. From the standpoint of effec- -
tiveness and efficiency, it appears that a central repository is the

best alternative in most cases. Since the regulations, and good infor-
-~ mation practice, require that files be complete and current, given the
number of agencies that contribute information to criminal histories
a decentralized system may entail duplication in effort and might not
assure valid information. Operating agencies within the criminal =
justice system may continue to maintain thelr awn files if they choose.
Dissemination from local records should be made in compliance with
applicable rules, and a prior inquiry to the ceritral repository will
minimize release of invalid data. .

Dedicated v, non-dedicated systems.

: A basic question fs whether automated systems should be dedicated
or shared, that 15, whether the hardware in 8 system should be managed

2

29 -
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share hardware with other government 2gencies|so that an information’

and used solely by criminal justice agencies. l The alternative is to
system might at one moment process criminal justice {nformation and

——jater-process—the-state payrs)l,for-evampie—~Some-criminmal Justice—

administrators favor the dedicated system to best assure the seturity
of the system and its constant avaflability to criminal justice. 'Main-
1y because Eﬁjcost factors, most adninistrators favor shared systems so
that excess €apacity can be used for other government services., Tech-
nical experts agree that {nformation can be adequately secure in a
shared system; ﬁriminal Justice. reccrds can be prﬁperly segregated

and protected 7 t

. Early drafts of the LEAA regu)a&ians rgquircd éedicatign but
this requirement does not appear currently. LEAA considers {t a )
state or local prerogative to decide whether, ﬁnd how, a System will
be shared. .

LI




, CHAPTER 1. SPECIFIC ISSUES CONCERNING !
" . PRIVACY PROGRAM DEVELOPMENT. -

Within the context of competing {nterests and fair information
prattices, specific fssues of “privacy” or the confidentiatity, of
criminal justice information con be addressed.

Privacy Costs. :

-
The costs of implementing confidentiality and security require-
ments in criminal justice {nformation {3 an important factor,. "Pri-
vacy"” costs should be differentiated from those occasioned by & prop-
erly managed information system, and varying costs and associated with
differing degrees of confidentiality and security should be appreciated.

! The cost of establishing a properly, nanaged information %}%féﬁ

should not be sttributed to “privacy™ needs. Most of the fair infor-
~mation practices discussed in Chapter 1 had less to do with privacy =
than with the fntegrity of the data system {eself. Accurate and tom-
plete information should not be characterized as a privacy cost since .=
any fﬁfgfﬁétzgﬂ system should strive to provide valid information to '
those who us® {t. Important {nformation should be protected from un-
author{zed -access or alteration, so the requirement of systems securi-
ty cannot be appropriately characterized as & "privacy” cost. It is
true that a poorly designed.or managed information system cannpt , ade-
quately protect information confidentiality or be responsive to pri-

Z‘M?E'Efyﬂfﬁﬁz%ﬁg’;@Revaftﬁeiegf;:;-—xthg:&si&_gﬁs;smneeg;grymmudi e

an adequate information system should not be confused with the addi-
t{onal costs that might be dttributed specifically to privacy.con-
straints, ,

A variety of options for confidentiality and security measures
depend upon the degree of privacy protection desired. “Half a loaf
{s better than none,” and system managers should be expected to sup-
ply estimates of the range of costs associated with various privacy
and security options, h '

1

State Requlatory Authority.

. s
Title 28, Part 20, suggests that s state level authority be ésta-
v
< H LA

L
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blished to provide uniformity with respect to policy and procedures for
access to criminal Justice {nformation. Unless such an agency has the
authority to require compliance with §1s rules and regulations as con-

e brasted With -an-adeisacy-ralée,. adherence will degend wpon caluatdty e
action. Experfence In the past suggests that a voluntary approach Wil
prove ynsatisfactory, given the nusber of €31!§§tin§ aﬂd rtparting en-,
titfes and their varfant procedoures.

A subsidisry question is whether access rules sh@u?d apply nn?y
to & central repository or to local sgencies as well,  Confidentiality
cannot be assured §f local agencies provide informition not avatladle
through the central regasiter; Atcuracy of information may be im-
gairgﬂ {f an {ndividusi's record is dlsseminaled by functfonally »
s earate agencies. Though {nformation nay be mide corventently avail-
ble at the site of a local operating agercy, thers should be no dis-
§e?in;!iaﬂ untdl & check with the cen{rél repository has updated the
fle

=

- Privacy and Securfty Ceuncfl. ‘o

" The BAC has recoomended that a council be established "o
evaluation and manitoring of the policy and procedures in LJ
Such an agency also can provide an “osbydseen® role, recel oo
plaints from individuals who believe thelir pwn privacy miy (ESTE
quately protected, or from those who do not believe that there. W
sufficient access to information. Is there need both for a state reg-
ylatory authority and & privacy council? Thare may be 2 tendency for
the regulatory author{ty to become oriented toward the needs of the

_crinina) Justice system, though to some extent this depends wpon the

membership composition of the agency, and 1ty role, [t s possible

that the “watchdog™ function of § coynctl could be accoeplished by
other gaverﬁntﬁ’ai or public interest agencles, and €ach state eay
have other options avatlable to it.

/

Relevance of Public Records Laws,

Many states have provisions that esake certaln records of official
actions open to the public, The post-Wateryate era has seen an in-
crease {n these Jaws to make more visible the operations of goverment,
The quest for open goverieent, however, need ol eean thal persons)
fnformation éaﬂcerﬂing those with whoes governgsent deals should also be
public, The state's open record laws should be ¢xamined to determine

24
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"ﬁtQEir ééepé;énd,purpase in terms af{cr1minai Justice 1ﬁfgrﬁat{aﬁ;;; .

!fi;f%THﬁEefquéStians1areiim§artaﬂt:'*(1) Does the fact that a record 1s |
- :1nitially public require that it. remain open to everyone indefinitely? .

(2) Does.the marshalling into a single*file of a series .of separate .

“public record transactions require that the resulting file itself be open ’

_‘tqrtherpub1ic?. (3)}Are exceptions for*cr1m1na1rgyst'ce approprigte? R

jﬁffif"The‘seaiing or destruction c%;'§f 11m1tat1§§%9f,aééess-to;~pub11éfﬁ;';,
< records 1s-accepted practice. In almost every state juvenile-justice .-

<-have ‘access -to-1t. - Reports.and analyses. prepared for government excci:
‘tives are not public simply becausegtheyfwere'prepared~at;QQVéfnmEhtTéx; T

records are protected. In other cases, access 1imitations may be.im- " . x

. ‘posed when the interest served by the open record 1s outweighed by other . -

_pertinent interests.. The passage of .time may justify. closing arecord
“ar the accur?éﬁééioffafSUbSéquentTéventfﬂfThe?merei*aetﬁthatéaﬂracgrd%
- 1s 1initially public does not mean that 1t.mustvremain‘sn indefinitely.

The aggfegatian'af“a series of public fegeféléraﬁSaétibﬁé;1ﬁiu;§f'"'}

‘single file 1s a separate problem. Because government resources were

used to prepare a dossier does not of .itself mean that ‘citizens Shqujdj_ ,"
ant execu- -

pense. ~To argue that because the aggregate is merely & collection of . -

__public transactions there is no need to restrict access, misses the: -~ = -
point about dossiers, It is the very'marSha111ng'qf"separatevand;dis!~~ e

crete transactions into a single file that can change - the nature and.

- potential fo the resulting information.. .7 .

" _A'more practical questién'isé ‘What gdod does it do to restrict

_access to the compilation if the source records are public? Any citi-

zeri could himself compiiethgﬁinfurmation‘by”Examiningthe;separate;74~'

'fffﬁﬁbiic‘feﬁaﬁds;;and'tc'res;nict the compilation might. encourage "black
. market" information.  / L o ’ o

Rl

But the cost and inconvenience may often deter one from compiling

‘f”“é;dés;ier;ﬁ'Imagine‘the-burdeninfvexamining-the€chrona1agicET"bnuking.ﬁ, »

' sheets at ‘the various precinct police stations in a medium size'city to o

. determine ‘whether a certain individual has ever been arrested. -Only
‘;,the-mq§t’gampe1ling_circumstancesjwau]d_gncqurage;suéh;aﬁ undertaking,

" and a'policy ought not be formulated based upon an-exceptional: case. "

“*'As to the "black market".problem, of course improper or {1legal conduct I
is always a threat. Criminal and civil Tiability for "black market" in-

~*_Finally, consideration should t
~ ‘record law contemplates criminal justice information. -Some laws have;

“*fffarmaticﬁ°may;be?afsuffigientfdeterﬁEnt,;butaeerta§ﬂ1yzi§,js;unsggnd to

- -argue that an interest ought not to be protected because wrongdoers
. may violate it. R

be given to whether the state's open

- been on the books for years, and were passed without specific conside

,gwatianwefﬁaﬁplicabi]ity~t9wctjmiﬂaleu5ti§§;§%§§t§§é In other instances,

.. privacy concerns may not have been cansidérédfin*ﬁéﬁ?ﬁgfééffiiﬁ“féﬁﬂrdgff”“

~ to determine’ whether amendment is advisable.

. public, ‘and the scope and purpose of relevant laws shau]d:be,assiggedl' “\




© Regulation of Dissemimatfon,

S whet presumption Wi appiy to any questidn of atcess to ;rimina]
. Justice information? Will.criminal justice information be cdnsidered
_.open.to the public, or not? This question eddnesses the balance of
- Anterest between the individual and society, and’ should-be determined
. before any .of: the subseguent specific questions are considered.: Two ' .~
- important consequences flow from settling the question. First, policy -
~analysts have a starting point for addressing specific questions; PEF!'
\ ticular. crimipal justice information will be. presumptively open,. or..
+to-the public-unless there can be shown contrary law or. superinr
= dcond;-1f--the-presumption-{s=that- triminaisjustice Anfors=--
mation is public, the open record becomes part of the penalty to be .. . .
-, assessed against an dffender, a burden in addition td whatever other. -
5 sentence 1s imposed. = . I Lo

. A tenet of .our sneiety is_that one. SH considered 1nneeent until

" he has, by due process of law, been pr /3.0t *would e _consis-

“'tent to restrict access toarrest and. on records. Since the "

-$tigma. of a criminal record may prevent empieyment, which {s necessary "\r
__for rehabilitation, -a persuasive argument can be. made fer a presumptinn ”\

ef confidentiality even for- convict on deta.__ ﬂ T B

: On the other hand, seciety has an 1nterest in prdteeting itse]f o
“from criminals, and this militates in behalf of open criminal records.
- In.such case eaeh member of society makes his own' judgment about the . _
“weight of a criminal recnrd in deeisidns whether te empiny or dtherwise
*esseeiate with ,another, ot ) s -

l

B
'—!

" Rather than to app]y the same presumptien to e11 er1mina1 justice
information, an alternative is to apply a presumption of confidential-
ity to arrest records, non-conviction ‘and intelligence and investigative
1nfnrm§t}hn, but ‘the contreny presumption_to.conviction data,..That. .- .
sesmsi, be an imp]icetinn nf the LEAA regu1at1nns, and 1s werth edn- \

~ Arrest Information. R

. T1t]e 28 restricts dub]ie access to anrest reenrds when there has ° L
" been no disposition for more than a year, unless the data subject is ~ -~
_in active process in the criminal justice system or there is authority

for the dissemination in a statute, regulation, executive or court order.,
_This restriction is consistent with the presumption of innocence, and

"“denies any probative va1ue to arrest 1nfdrmetidn dutside the erimine]
justice system IR R . :




VoIt s frequently urged that simple arrest records ought to be
“available for pre-employment screening in sensitive positions or for ;
~elective-office. . It may be.difficult to decide 'what jobs are "sensi- . .
“tive", and what information is actually relevant to such jobs. .In ang

‘event, the important-question is not thefpurpase:Df~th3r1nquihyzbut-tbef.*iai

probative value of the information itself. An arrest .record merely .
+indicates that charges have been asserted by'akpﬁ?ticu1ararresting'offi—'j

. cer, and can -include allegations based upon reasonable mistake, What-- -
“ever the reason, if the state has not ‘followed fan arrest by prosecution

- there 1s good reason to 1limit access to stale aprest records. '

Lo

an arregt is an hiétgriérvr_ S
d be public information. That
ce the.basic choice is to decide .. .

: It is sometimes argued that becaus
_fact, that the record of that fact sho
:grgument-begs -the-question,-however;_ s
- what records of historic fact will be

iblic.

~ Non-Conviction Dgta;'. '

.. When an arrest has been followed by officially Pe'prded dis- S
“missal of charges, or a judge or jury hasrdetafwineqﬁ"e:accuseddiS;th,i;im
" guilty, then a stronger argument can be made"For . 1imitihg "access to"
" such-data. The simple arrest appears as an unchallenged assertion of

1 determination .
“that the suspicion is insufficient to support priosecution or criminal
- guilt. ' In that 1ight, non-conviction data may ‘have less value-for - .-
““screen1ng*purpcsesfthan~th%~arrest:recardwitselffiﬂa;;,~ﬁr B

“suspicion, whereas non-conviction indicates an-official

It is-aft2ﬁ aFgued_that'ﬁhen'nén%Cthiétianffésultsffram*“technis“f**'“=
cal": legal.defects that have nothing to do with qu#lt in fact, the non-
.conviction data should be available to the public. This argument . -
"-appears. to be-unsound for seyveral reasons. First, guilt-in law is the -~ -
concern of "the criminal justice;systEm,_anQ;thé‘duéTbreéessﬂthat'haS“p‘j"* 
dhielded one from conviction should not then be used as a sword to open .-
~access to information of questionable value:. . Second, it is often im-
~‘possible to 'determine from a record the precise reasen for non-convic-.
_ tion, so all such records might be opened because some may have resulted

-from "technical” defects. Further, to.permit the dissemination of non-
--conviction information may. have. the effect of denying one the full.bene--
' fit of non-conviction since the risk of being negatively affected-by a

~ “criminal record,” even though it indicates non-conviction, is a real
one.. - . - | : : . o .

#

'_u;nygsgigaFiye.and}Inte1li§en;é-Infurmaticn;'

~ Pperhaps the strongest case can be-made for the strict confidential- .

h
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ity of 141" information, which frequently contains unsupported allega~ v
~-tions or-unverified information, as well as information of a most per--
-.sonal nature.which may not be relevant to specific criminal conduct. .

- The individual-wants' this kind of information kept confidential, if it
- 1s kept at'all. The criminal justice system refuses public access to

.- 1&I Information because disclosure may destroy any value it may have,

v

Conviction Information. .-

The question is whether the fact of conviction will be available
to the public indefinitely. Society wants access to convidtion data
- for a variety of Jjustifiable reasons. The offender wants. to regain:
- status 1n society, and easily accessible conviction information will
be an impatrment to him. One optfon for the state 15 to‘restrict
- access to conviction data 1f an individual has no further involveme
—with-the -criminal-justice system for some specified pariod of time.
If such an option is desired, the subsidiary questions-are: (1) what -
. constitutes "involvement", (2) what period of ngn-involvement is rea- :
-_sonable, and (3) to what sorts of convict{ons should-dissemination-=" . '~
restrictions apply?. S , o

- ~Involvement .could meanﬂanlarrégt whether ‘or th’it'rESﬁitS“NfCDﬁ“' A
viction, or it could.be defined gs'canvictign«fgr a;sUb;gquent offense.

... An.arrest.without subsequent.conyiction ought-not to-be-considered - -
"involvement" since a mistaken or unfounded arrest would serve to keep'

“a criminal record open, and the Tegal immunities from civil Tiability
do not help to deter careless arrests. It seems reasonable that involve- ..
ment with the criminal justice system -be defined as conviction resulting

.. from a prosecution begun or completed within a specified 1imitation period.

- . With respect to the time period for an.access restriction to become
operative, it is often suggested that for misdemeanors or felonies not -
-involving violence, periods of from three to five years are reasonable;
for serious felonies, six to ten years may be reasonable. 13/ Some re-
search into recidivism indicates ‘that repeat offenses after such periods

~ of non-involvement are unusual. 14/ C ;;S;V,W-””W, V””;Fw;z,- -

‘Misdemeanors and non-violent felonies are generally regarded as

-the most amenable to restricted access after periods of non-involve-
ment. - This has been prevalent recently with respect to convictions. for

_marijuana use, or for "political crimes" connected with civil diso-
bedience. - R - s : .

~=-~Arguments: are-made-for -closing conviction-records-even-for-crimes
of vio]ence with respect to effectuating rehabilatation programs. A




apply also to especially sen-

: a.may be:gxposure to ,
cess to conviction
ough the data '

difficult -question arises if restrictions

“sitive employment responsibilities, or yhere thera
the same risks involved in the previous conviction;
data in such circumstances might be appropriate even ,
‘might not be available for 1nqu1r1ﬁs concerning other émployment. The
question 1s one of relevance; to what k1ngs of subsequeft employment is . -
a particular conviction relevant with resgeat to screenipg? - o

A commonly used example is conviction for mo1est1ng’ch11dren;\$%
-can be ur%ed that such convictions are relevant to any employment en-
tailingaclose or supervisory relationships with children. On the other
hand, such a -conviction may be irrelevant to employment as ‘a construc-. o
tion worker or a bank teller. The question,af-releVEﬁEe is complicated -
_.by.a-lack.of precise knowledge as to why people commit crimes in the.

first place, which of course makes it difficult to-understand “the-situa=--=
“tions in which there may be continued risk ofs harm. o '

) “These difficulties should not prevent a state from choosing to ..

" have access restrictions after some period of non-involvement; they
relate to what exceptions there may be to such -access restrictions.

"ﬁThE*appragch'af*exceptien—by—;ab-respagsibilityxﬁay%pgauide a.reason= . ... .
able balance between the interests of prospective employers and those -
of theidata subject. The result {n such case is not to keep a person's .

- record of certain convictions.open to all indefinitely, but rather to. ,
make 1t clear that those convictions will be accessible if the data . ~
subject chooses to pursué particular avenues of employment. '

. It is extremely difficult to handle relevance by statutory lan-
guage or by regulation, since in the final analysis a subjective Judg- = .
__ment must be exercised. The question then is, who should exercise that —~
- judgment? The Maryland program discussed in Chapter IIT, for example,
establishes a procedure whereby ‘such discretion to-allow-access.ds ... . . ..
- exercised by the Secretary of ‘the Department of Public Safety.

Government vs. Private Sector Access.

It is often assumed without discussion that government should have
. access_for non-criminal justice purposes to criminal justice information
from which the private sector is-excluded. -The-most-prevalent non-.. ...~
criminal justice inquiry is for employment screening; government jobs :
are presumed to involve a public trust and important responsibilities,
which probably accoumts for the special access privilege. Those o
_assumptions are worth examining. - o L "

7E§CQn51derations of "public trust"“may.aiffer as between elective ' B
““‘afficewand@pubT1ﬂwjapsvaaquired~thraughmappointmentwctwcompetitiDnl*;,MMi49

'With respect to the latter, the "public trust" may not be so 1mpmrtaﬁ£
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‘as the nature of the igbvta\be performed. JIs the job one that entails
_such risks as toﬂjust_{y'anﬂinquiryﬁintg‘zriminaighistany?'quu1dvan;,”;l

- ~1nquiry for a similar private sector job be permitted? Of course many .
- --governmental Jobs {nvolve access to information that may endanger state i
- -security or entail responsibilities that pose a special riskito person
" aor property. There are parallel responsibilities alSo in the. private
sector; in both sectors there are many jobs wherein .no specialé?isks ‘

-are involved,

. When risk 1s involved, government may be able to cope with it:
- -than a private enterprise that could be wiped out by an embezzlébent.
- ~for instance, that would be a relatively, insignificant loss in a . .
. .government operating budget. Suffice’it to say ‘that {t {s probabl e
“rrmore vaTid-to make Judgments about job sensitivity based upon the nature
.. of the job 1tself rather than whether the employer 15 a governmenta) :
or private entity. o e L P

A related question concerns access by 1icensing or regulatory .
agencies.  Frequently private sector employment may require a licensé ..
- granted. to.those.of "good-moral character!;-such-a phrase -may-be--inters.-..
- preted as permitting inquiry into criminal.history. -Tﬁcu?h»cf'ﬁoufseg
such inquiries would be appropriate with respect to many 1icensed e
enterprises, some examples cause doubt as to whether the legis]dture - -

- gave serious thought to the question, especially where "good moral e
. character" s required.for license-as a dog groomer, for instance. - .
~ Though the LEAA regulations accept a "good moral character" provision i .
as sufficient authorization for access to simple arrest or non-convic- o,

. tion records,”state licensing regulations should be examined to assure

that criminal justice information access is appropriate to the litensed .,

S s el i e
A final aspect of the government vs. private sector access, question
involves the role of private security services. The last decade espe-
cially has seen tremendous growth in the private security industry in
the  United States. Partially because limited governmental resources do =~
not provide adequate security coverage, and because of the often special-
ized needs of ‘the business world for investigative and security service,
private secur¥ty has grown to the point where conservative estimates = ' -
are that those employees outnumber all of Federal, state and local law',
enforcement personnel perhaps by a factor of two or more. The recent S
Increase of terrorist threats against industrial leaders has accentuated” .
---the growth of-private security.- The question is how to-deal with the -
. private security industry for purposes of criminal justice information
access. Is it"to be classified as law enforcemént, or the private séc-, . "

’

tor, or in some special category? . - . _ e

~ function.

‘The definition of 'a criminal justice agency in Title 28 excludes
- the private sector since law enforcement is defined as a governmental i
function,...LEAA took this.position.after.lengthy.and .careful. considera=} - ..
tion of the issue. One reason may be the matter of accountability,




: thntfisg iiﬁﬁvarnmental ngancyIis'subjécﬁ*tn,ﬁuﬁe_déﬁhag 6f1ﬁoﬁi€8§fﬁ§d
_and accountability on behalf of ;hevpphjigi-wpereasfthysﬁnag:nny be the

“case in the private sector. . .

R

et

e , T T i
This matter should be addressed so_that 1t {s’ claar whather a/state "
may choose to give ?rivute security access to criminal Justice infor- - o
‘mation under specia circumstgncgs;andlin;accondnﬁith-nrescribed pro=- -
cedures. - The NAC has prepared an extensive report on the'private secu- e

rity industry, and that can be consulted, 15/ . -

!-' !

\ccess By Data Subject. = ™

ST e T T i :

"y

- There {s 1ittle reason to question the right of an individual to.

~ {nspect a record pertaining to himselfs he knows what has been his in-
volvement and can check the accuracy‘and,campieteness'af'1nfarmati@'.i: _

- A.valid.objection can be made to inspection of investigative or in-" v

telligence information, hﬂWEVEF;*Sinéé7thE”V§fyprﬁ§DS§“f§f‘Wh1¢h“Sﬁﬁhf*“*“f

. {nformation is maintained could be vitiated if the data subject were. to
- examine his files. a S o I

' R

B"ght TQ thaijengg‘ '” ;o | o 7 Lé.i;u_v 5

oo w~$'erightofa.data subject_tafinspectfhiswf11e”j§ of 1ittle con-,
‘sequence 1f he cannot request that {ncorrect or incomplete data be . =~ .
~ corrected or updated. Procedures to validate the challenge can pro- -

; tect,againstaimproper-assertians. A right to challenge by an adminis-

. tpative procedure to be completed in timely fashion, with agency review

in the event there is dispute over the challenge, would be reasonable.

If a record is not chagned in accord with the request, perhaps the ob-

jection could be noted in the record with a brief explanatory statement

supplied by the data subject. : S jﬁsj

o qudZ%éi Review of Challenged Information.
- Many stgteé have gé;erai provisions for judicial review of ‘ad-
"~ ministrative decisions; these may or may not include challenges to
_;ﬁﬁctiminalﬁtgﬁggﬂs;;MThﬂygh“aédi;iénal‘judiciai,bufdens should be avoided,
there. is insufficient evidence at present to indicate that-judicial-—-—-——-
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review Would ‘posé a significant added burden. ~dei¥Nina) justice wants =~
information to be accurate and complete, so thert is 1ittle reason to _
an;icjﬁa;g'dt§ggre§ments;th;; could not-be resolved ig.tha,agangy raview, |
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- """ Purging contemplates the complete removal of a recqrd from infor-
- mation systems, either through destruction of the rétord or by-return

- to the data subject, Sealing preserves the record though it is removed

~ from the active files of the system, and thus access is prevented or ,
.- Sharg Iylimited‘Th&prinﬁipﬂdistingﬂunbatmmthﬁmmhmms_

~.-information'may be made available in prescribed.circum

~ = 1 {nformation '{s no longer of any value-to.crimin
~_the public, then it ought to be removed frgk: thé infor
_the interest of cost:.and to protect the indlvidupl whd':
“f tha information should be disclosed. "1 “arredd orlg

is clear:  purged information may never be officially

“Justice or to
tion system in
m-conviction " &

/information has no probative value as a matter of law,Rhen the infor-

- mation might well be purged, either by destruction or b} ireturn to the
- -data subject. The latter technique may.be more useful to the individual —
~with respect to non-conviction records as a way to protect himself should

-~ information about'his previous encounter with the systeyt turn up in the
~future. For instance, suppase,that*aﬁ*1n§gv1duar*hadeIEHia?fésted by
or

- mistake and ‘charges against him were acc

.. might. be appropriate. For instance, if a previous off

! ¢ | _ ingly dropped; Jater, the:
fact of.the arrest comes to public 11ght because ‘an account of {t is
found -in-a newspaper morgue. —The data subject will be in.a better posi-

..tion to clear his name if he has the information®in his possession. -

. It is more difficult to make an argument in behaifxfékpurgiﬂg con-
viction information during a data subject's lifetime, eyen though sealing
der .has no fur-

-ther encounters. with criminal justice for a préscribed period of time, it

~ever, then perhaps it would appropriate for tha¥f
be made available. Yo :

may be the policy to 1imit access to the record. In the event of fur~
ther involvement with criminal justice aftejthe Mymitation period,' how-
’ fior information to ™

If 1nfﬂrﬁation i Vsealéd it can be reopened, but- {f purged, it is =

it might be more reasonable to consider sealing,

“lost. The subject gf purging is such a sensitive issue to criminal juzf‘a;

tice personnel 'th;
with differing

gopening procedures for special circumstances. Purging -

- may nevestheTess be appropriate for convictions for matters that have

~'occur-automs

been "decriminalized,” such as alcohol or drug use, or "political" offenses.

An adminisﬁrative quéstion $§ whether,seaiing,ﬂr5ﬁurgjp9_§ﬂggldﬁmdﬂ;_ﬁww
“tTEéTTy“ér“bé”tﬁfggéféd”ét”théiféﬁﬂéstyﬁfmthé”data"SubjEttgf o

{




Since sealing removes information’ from active files, that could:occur
“automatically pursuant to routine -information audit and review proce-
dures. 1t {5 reasonable that purging be requested by the data subject
when he {s entitled to do so, especially in instances wh&n“‘ur?fﬁg’is" co

" accomplished by return of the records. Beeauseiﬁurgin probably would .
occur only after some apgreciab1e length of time, find n? the data sub- -
Ject may pose a burden: which can be alleviated by requiring him to come-

. forward. 1f purging is accomplished by destruction of records, then that.

 procedure could be automatically triggered by periodic information sys-

. tem ggviaws; though the data subject might be unaware that his fila was
purged, . 5 ‘ - S

" 1f sealing or purging is adopted, be sure that all record-holders
eply... For {nstance, in one state where criminal records can be purged

eourt order, the court record itse}f{‘thch“di?pIays‘tﬁé“pﬁrg§d*i*%'
natfon, is gublic. S o - :

o ~ Removal of Disqualifications. )

i g R e ST

When -the purpose af:sea11ng:ar?purgiﬁg,is_te,remﬂve*the”gnué,af the -
criminal record, it is consistent also to remove disqualifications asso-
cfated with the record. : :

- Right To State Non-Existence of a Record.

 The right to disavow a criminal history further implements pro- -
_cedures to seal,or purge information and remove disqualifications,
“Thus, if one 1S asked if he ever committed an offense that has beew™
purged, he would be entitled to answer, "No." A provision might pro-
hibit questions concerning information that has been sealed or purged,
but the right to deny the record goes a step further. S

* Researcher Access.

When information not referable to an identified ind{vidual 1s re-
quested for research or statistical purposes, of course privacy cannot
be {mpaired. The academic and research community make persuasive argu-
‘““ménts;“hawever§afcrmthe~need“ta~ﬂbtain:infermationuﬁhi;hadswrefefenﬁeﬂh_h@,

35




‘a"iﬂantifiibié {nformation.

to. 1dtnt!f ble individuals, The resgarch&r may need to i?grigite dnta
““from & vartety of sdurces with raspect to a partfcular fndividual and

therafore all such information must be identifiable. Longitudinal =

studfes that track a particulnr 1ndiv1duai aver [ pnriad of tim- rnquirc

;;_

" Yhe need for such information 15 gsnaf“iiy recogni:eﬂ. it has baen B
spesifiaally recommanded by the Privacy Protectfon Study Commission-
and 13 permitted by LEAA regulatfons. Part 22 of Title 28 CFR, deals
- ugecifically with statistics and research, and describes procedures
-~ whereby privacy interest can be reasonably protected while research ac- . -
cess is not unreasonably impaired. Eﬁnfidantiaiitgaaught not to be . .
eastly defeated under the guise of research, and the policy and pro- “;t ;
- cedures of Part 22 appear to be adequate. NCJISS. has {ssued’a pempﬁ?et
, disgussing the implementatinn of Part 22 i e "

R
Q

5'Apart from “privacy” interests, useful information shauid b& ‘accus ¢
~rate and complete. The practical problem 1s how to assure faithful and
timely reporting of dispositions and official transactions in the cri-

~ ‘minal justice process. The LEAA regulations regard 90 days as a reason-

able time within which to report dispositions, and any Anformation sgs-
rtem ought to be able to comp y. , N

' ig ) \ .
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_ The {ssue {s whether a data subject will be provided with special,
civil remedies for the violation of information regulations. - The com-
mon law in most states already provides remedies in defamation or in-
vasion of privacy for dissemination of {inaccurate or incomplete infara
mation, which will probably not apply to denfal of the data subject's
own access rights or when the confidentiality of information has been
‘breached. A right is of 1ittle practical value 1f there is no remedy
éfareégs violations; the Compendium can be consulted for examples af
__remedies. , , , e

Criminal Penalties. i

s

“"""The question is whether to assess criminal penalties instead of,
or in addition to, any civil remedies available. Criminal penalties



?aﬁlﬁ"bt“tﬁﬂiiﬂnfﬁd~ﬁhﬁﬁ?ﬂﬁ?iﬂ!ggifiaéﬂﬁﬁinﬂaily.éﬁﬂ”Pﬁfpﬁsﬁfullwaiﬁ‘até ~
~information management policy and tgulations. Administrative penalties
such as loss of,gab or transfor of duty afﬁvaatieng for dealing with in~
. tentional violation or habitual negligence, though fines or incarcera=
tion can be the "teeth" that emphasize the {mportance of observing in=- .
- formation management procedures. Agafn, the Compendium can be consulted
for oxamplos. ‘ - N '
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Separation of Files.

&

- Arequirement that intelligence and inveétigate:y”inférmgtian be

stored and maintained separate y‘f?nm‘triﬁfﬁﬁTﬁﬁisiﬁ??iFﬁﬁﬁ?ﬂi%ﬂfsﬁmaiézzété
tion seems to bo a principle that can be accepted without debate. fre-
quently I8 information {5 speculative, conjectural, based upon subjec~
tive evaluation, unverified, yet very sensitive, Though 1&1 informa-
tion may be useful, certainly Watergate -and fts aftermath have provided
a multitude of examples of spiteful, erroncous or.groundless informa- .
s“tinn*zglie¢ted:and~maintgined;feragurpgsasungtwinhihgﬂggnerélwintgtﬁsgsh%¢M
of government or society. The utility of 141 {nformatich:to criminal
justice may be defeated by unauthorized access; it can be at least em-
_ barrassing and perhaps ruinous to the data subject. The segregation of
181 information is usually the practice in law enforcement, and 1t is
often suggested that 141 ‘ought not to be put into automated systems,

¢

. _Regulation of Intelligence Collection.

. = —
i

: This issue goes directly to the question of privacy, that fis, what

~and how information.is collected for intelligence purposes. The most

_outrageous intrusions into one's privacy are protected by laws prohib=
1t1n? electronic cavesdropping or i11eqal ‘searches. The main {ssue of
intelligence collection deals with the extent to which criminal Justice

agencies may have access to non-criminal justice information. Aspects

of this question, beyond the scope of this report, have been dealt with '
. {n the report of the Priga:y Protection Study Commission, clited earlier,

Requlation of Intelligence Dissemination.

t is difficult ever
tfon beyord autho-




g ques of securtty, but mainly with the need to establish the ga1¥cy to - 7

;:;?ized‘xaw‘enfﬁrtcmnnt ‘agencies.  In part!tular disciasur& of tnvestigas -

tive or\intelliganca information would ap§~3r to be particularly ques-
tionable\ for employment licensing or similar non-law §nfar¢¢pen; purpase57 

7"-iﬂ ligﬁt nf the -frequently unver fied itetus of the data’ :

Exchangg of intei]ig&nte 1nfarmaticn nithin the Yaw gnfartem@nt co-
munity is an {3sue of some soensitivity. Law enforcemont officials are
hesitant to disseminate such information outside their own agency, and
when they do ft {s usually only to other.officials with whom they are

_‘ﬁagggrgting, and often in such cases the information {s maintained ina
man '

1 file the notes of the officer who has gathaered the information
m%{hbghigg?%ngfui only te hiaseif or someone else generaiiy famiiiar
' N

As pr&viausly stated; this Fﬂpﬁrt is not concarnad uith the tech-

pravidé security. Technical source documents will be helpful

*

| | ;o
e o ‘fraﬁsactigp”ngi;

o -Whether-a system 1s manufl-ar autﬁmated the integrity and confi~

__dentiality of data can be enhanced {f transaction logs record instances

of access to files and identify the information that may have been added
or disseminated. A transaction logq can permit monitoring of files with-
out the need to examine the raw data within the file. Apart from pri-
vacy and with respect to information management, ;he maintenance of Lrans-
action logs fs a worthwhile practice.

. Iraning of Employees.

e

An appropriate understanding of the policy and pracedures to pro-
test the confidentiality and security of information is necessary on the ’
part of any personnel with access to information. Any information sys-
tem manager should see to it that his employees are appropriately trained;
statutory training requirements emphasize the need for formal programs
agd may q§1p in securing the necessary funds to provide adequate training,




...l \istingof Information Systems.

. R et n e v e

A requirepent of the Privacy Act of 1974,71s that al) Federal ,
“sgbncies mugt provide notfce of personal informatfon systees, describe
the nature of the system, the kind of fnformation 1t contains, and the
procedures by which an individual may inquire about & file pertaining
to himself. Though few states have Such a statutory mandate, this 1s

probably becsuse the average parsoh knows that criminal justice agencles-
~keep files.

. - . } , S
o
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© OUIAPTER 111, CAAMPLES OF STATE PROGARS FOR
e i T S,

o Iy connection with the %ﬁf?ﬁy.%f state legistation, four states
 ware queried with respect to the pFocess Lhey emplayed in devaloping
 thelr program, These states, Colorada, 111inols, Maryland and Mashing-
ton, are pretented not 45 ecdels for prograns 10 much a5 exseples OF how
& progranm wat puy togather.  Though this reporl discusies the tubstantive
policy options for information confidentiality, the protedure Tor dovel-
- oping and teplerenting suth a program requires Carsful thought and o
planning 8y weoll, o o o e s

- —l_t-_z s, {;&Q §_ ggggﬂg {Eﬁ ;.bli ¢ {5’% 8. i&i@% Eg—g = M | | mij n uﬁ ié&;yj e

& progran <an be “packaged®. [ach 1lafe has 1ts own adminislrative,
socia] and political environsent that Jdictates variations In how best

- to proceed. MNevertheleis, there are Commdnalities in process, and the
sharing of experiencet may result in Ao fdess, ,

At the conclusfon of this Chapter there are some ideas aboul process

—-that are Worth-considering during the planning and {eplementation of-2- -
program for crimingl justice informatfon confidentiality.

)
*
-
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'+ COLORADO
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~ Colorado Criminal Justice System.

I

~“ Colorado has two state level law enforcement agencies, the State

" Highway' Patrol and the Colorado Bureau of Investigation. The Highway, .

- Patrol, situated within the state's Department of Highways, is respon-"

“-sible for patrolling state roads, the enforcement of traffic laws and
providing support in emergency situations at’ the direction of the Governor.

The CBI operates crime laboratories, an investigation division that. :

- provides technical assistance to local law enforcement agencies, and it
maintains the identification bureau and criminal information .center for °
‘the state. Established in 1973 in the Department of Local Affairs, CBI
also has responsibility for the.investigation of organized crime acti-

- -vities that may cross jurisdictional 1lines within the state.\ .

~__ The Chief Justice of the Supreme Court of Colorado has superin- :
tending control over all the courts in the state with the exception of
_municipal courts and the Court of Denver County. -The State Court Ad-
f»fministratpr,»who:rep@rtswta;the;chief;justige;_j§;rgspansible for the. .

. ‘management and administration of the courts. “There are 22 district "~
" courts of general jurisdiction, and the 63 counties each have a court-
of 1imited jurisdiction, dealing with misdemeanors, the issuance of ,
warrants, the setting of bail, etc. The County Court of :Denver functions
“both as a city and a county cqurt, and there are a number of other muni-.
~ cipal courts throughout the state that are not part of the'state judi-
- cial system.. - : e o
rim—The-state-has-a-unified-correcti onal.system encompassing maximum
and minimum security institutions, prison camps and other facilities and
services. Probation services are under the jurisdiction of the district
and county courts. : L :

‘ [ S

Criminal Justice Information System.

- In the early '70s the state bggan-the‘deVe1dpmen%“af”autamated.crif
"minal justice information systems. It experimented with a criminal his-
tory record system, and began an offender-based tracking system as part
of a-comprehensive ‘data system for criminal justice. ' The state court -,
system 1s_develap1ng&agjud1cial‘management information system, and a ,
management information'system for the department of corrections is being
developed as well/ ..One judicial district has a prosecution management’
information system..:" : ‘ ‘ '

4




© The privacy and security plan for Colorado contemplates that the

- ‘arresting authority will forward fingerprints to the CBI together with

- the charges, and-a criminal justice number will be assigned to the charged
=~4ndividial by the-CBI-at-that-time:—The-tracking process-begins-at-that—-
- initial éntry point; district attorneys are expected to report disposi- -
. tions with respect-to the charges which are also assigned numbers by the
- CBI, but the criminal justice number is the principal identifier for

ajl»subsequent processing in the system. . .

_ ngeiqpmentfgfr;hngtate}sﬁFrjya%y,PraQram;‘ :

 In 1973, the SPA established a Criminal Justice Information Ad-

 visory Committee to assist in the development of the state's criminal

- ‘justice information system.” The Committee was comprised -mainly of law -
_enforcement representatives, and it functioned informally to provide {

~ ongoing advice to the SPA staff. A Statistical Analysis Center (SAC)
- 1s located within the SPA; . L Lo o L :

- .. In 1975, stimilated by the initial régulations issued by LEAA in
_..March_of .that year, the: SPA developed. a ‘genera] criminal justice infor-
.~ ‘mation:privacy. and security plan which was reviewed by the Advisory -
" Committee. The plan was submitted to LEAA -ir March, 1976, and included

‘a detailed series of 41 milestones for” task performancg in connection

‘with development of the privacy and security program;/these are set:

forth as Figure 2, beginning at page 38 hereof. Thé SPA held back on
. dissemination- requirements policy in expectation of .revised LEAA.regu-

‘lations. The dissemination package was completed in June, 1976, sub-.

sequent to the issuance by LEAA of the revised regulations.. ., -~ '~

. The Governor and other state and local officials had expressed ‘...
- some displeasure with what was perceived as Federal interventjon into -~
-state matters because of the LEAA regulatioms; the requirements for -
~dedicated systems were a particular bone of contention. "The news media |
“~also reacted sharply to the dissemination restrictions in the first "+ ™
LEAA regulations. - These concerns were considerably mollified by. thi; SR
- revised regulations. . S (/' B T,

.~ At the time the plan was submitted, Colorado had'a public. records
‘law which was unclear with respect to its application to criminal jus-
tice information. . It seemed to be the general practice of the CBI'not
to disseminate criminal justice information outside the system, though
. such information may. have been available from local law-enforcement
- " agepcies. - o B SO
‘ In September; 1976, the Goyernor established a separate Special -
. Task Force on Access to Criminal Records, to.develop the confidential-
1ty policy called for by the plan. The membership’of the Task: Force

LR N H - 7gg£g;'
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was much broader than that of the Advisory Committee, and-included
representatives.not only from state and local criminal justice agencies, ,
" but also from business, news media, the ACLU, private security, public
??Tﬁterest“gvgupsvandKQEﬂera1w1aealsgavernment;;TThemTaskhFﬁ?Eeﬁhelgmthggg;mgw
public meetings to gather views on the subject of access to criminal
records. _ ’ :

The Task Force drafted ‘legislation amending the public records act
50 as to include criminal justice information, to authorize a central
repository (the CBI) and to require criminal justice agencies to report
their official actions to the repository. Upon submitting the draft

to the Governor in January, 1973, the work of the Task Force was finished,
and it disbanded. The Advisory Committee of the SPA continues to func-
tion in a monitoring role, providing advice and assistance in addressing
implementation requirements.

The .legislative proposal submitted by the Task Force to the Colorado
legislature during its 1977 session was essentially an open record-bill. =
_meeting the requirements of the LEAA regulations. The question‘of -cri- .

minal justice information confidentiality did not seem.to be of. parti- ..
cular interest to the state legislature, though the Housé cammittee - ‘
with jurisdiction over the bill did hold extensive’ heatings. The House ° .
.imposed dissemination restrictions consistent with the SEARCH standards .-
__in.Technical Report #13, closing non-criminal justice access to mis- .. .
*“demeanor ‘information after five yeéﬁé“bf‘ncﬁéinVG1vement;“andctg felony -~
information. after seven years. It also provided that arrest inforplation -
(without disposition-in two years,) and non-conviction informatiod, = -
would be released only to ~iminal justice agencies. .The Colorado Sen-" .
ate accepted most- of . the Housé amendmeénts, and added a provision for .
N automatic sealing. of records after non-involvement with criminal jus-: . .
a~tice'f@rafiveeyears_fgrbmisdemeanars_andvéeVenfyears”f@rvaIOniés.;:The B
pefﬁéci“was~tgjproVidg'§Ubstantia]1y'mére=;onfjdentiaiity to crimipal jus- -
by’ the Task Force.' ' ' . . .

%fftice#iﬁfgﬁma§ipnﬁ§hanuhadubéen;recpmmegggg;

" " The- state law also has an interestinQ;distréfianry’sealfhggbﬁéi .

vision which permits the data subject to apply ‘to court for_the,sEale‘}gf

ing of specific crimiga]:justigé'information:;aff.thefﬁﬂprt,finds,;’;Q Qo

“that the harm ‘to.privacy of the person in interest or dan-
' gers of 'unwarrantéd ‘adverse consequences outweigh . the pub-
. . “Tic¢ interest: {n retaining the records, the court may order
. - 'such records; ‘or any part thereof except basic identifica-'
. tion information, to be: sealed. If the court finds that '

neither sealing of:the records nor maintaining of the re=’
_cords nor- maintaining of the records unsealed by the agency ..
would serve the ends of justice, the court may enter an..
appropriate order limiting access to sych,records_ﬁiﬁ”; o
The Act further rprovides that when records. have been sealed. or access
limited, the data subject may deny the existence of the official actions
covered by the order. - (There is not a’ counterpart right of denial with

x“{fi | 1i;;"5  43
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respect to the automatic five and seven year limitation provisions, -
however.) Further, the law prohibits "employers, educational institu-
tions, state and.local government agencies from requiring an applicant
...to_disclose any jinformation contained in sealed records”. It also pro-
vides that an applicant may not be denied a job solely on the basis that ™
‘he refused to disclose the existence of a sedled record. o
 The legislation gives to the custodian of intelligence and investi-
. gative information the discretion to deny access -"on- the ground that
~the disclosure would be contrary to public intérest."

Siénificﬁnj;}ésyes}

r

*- . 1In the development of the privacy and security plan, there was .
*’ initial: opposition from local law enforcement agencies to the notion of
.2 central.repository., Some of this opposition apparently resulted from
~"dissatisfaction with the operation of the experimental computerized cri- -
.. minal history system;. also there was some doubt expressed whether the
~ state could-adequately maintain an identification section. The local
. agencies were assured that they would have an ihput with respect to
-, -“central-repository policies-and=-procedures.--Many-locals-realized that- .-
 they might not have the resources to maintain an adequate record sys-
_tem, and to do so would incur-cost duplication.- Local agencies are
encouraged to maintain backup records, however, if they so choose.
. These factors together servéd to minimize concern about the central

.. repository.
.{‘»5"’ :

;;;f;:féiﬁe'éentrai répﬁs%fdt}?Eéintéinsifingerprints,ﬁmissiﬁg and wanted‘f;;

i"". persons information, criminal histories and uniform crime report data
erinTautomated FileésT T Intel1igence~information-is-maintained-at-the-cenw--—

i-tral repository, though it is not automated.

.. Limitations on dissemination to non-criminal justice agencies was

" ..vigorously opposed by private security agencies, credit investigators,
- etc., and -though they were apparently persuasive with respect to the

- Task Force position, the legislature did provid?flimitatiansfas pre-

" viously noted. . SR : ) : '

_ Lacal*law enforcement agencies opposed the maintenance of a dis-
.semination:log, and did not like the requirement to query the central
" respository before disseminating information, and the legislation does
" not include these items. . The usegs agreement provided by the CBI to
" those.with access to the central repository does require the mainten-
_ancexpf-d%ssemination logs, however. : o B

" “"fhe judiciary was uncomfortable with the notion of closing access
_~,;tq-ﬂéuﬁt;recardS'since,1n many instances this is the only contact thatg




the public has with its court system. The Supreme Court. did not, how- !

ever, take any position on the legislation though a representative of the

State Court Administrator's office was fully involved in the Task Force
_effort. The public record law allows the Court Administrator and the ¢
" 'CBI“36iﬁE1§”f6”a§Vé16§“é§éé§§”fﬁ1é§“ﬁith”ﬁéspett’tb“juditﬁ&i”fiTes:HWM”W“”*w

1
v,

SﬂmeAEgmaining_PrQb}emé}

.

a

The disposition reporting process has yet to be thoroughly devel-
oped. There is question with respect to how municipal ordinance vio-
lations should be treated. Such violations are included within the
definition of official actions covered by the public record law, and the
amendnents to require any "law enforcement, correctional, and. judicial

__entity, agency, or facility" to furnish information to the CPI central

“repository. A significant aspect of this will be the treatment of the
municipal courts. The Advisory Committee, CBI and the State Court Adw .
ministrator.are working to develop adequate reporting procedures,

~ Assuring ‘accuracy and completenessiis recognized as a problem.
It may be two or three years before .theicourt information system is
~thoroughly effective in the reportimg procegs; local law enforcement

agencies and prosecutors must be depégidod -upon tO accurately report

1

their actions -

The legislation does not define inon=involvement" and tAi's idy be
a problem in interpreting that provision. It is not clear, therefore,
whether arrest, conviction or something else may constitute involvement

~with criminal justice. L : - oo

—-——Because-of-limi tations-on-access-to-conviction-records-and.the-pro~...

- visions: for sealing of records, Colorado might face a problem of "black
‘market" information. Whether there is such a problem, and its dimensions,
of course will not become evident for a few years yet. : :

Words Framithe'wiserg ‘.o s

v Task Force members interviewed in connection with this survey seem
to be pleased with the procedure used to develop their criminal justice
access recommendations. Special emphasis was given to the broad re-

" presentation of the Task Force, the utility of the public hearings for
-gathering views, and the supportive role of the SPA staff in drafting,
etc.. There was a general feeling, however, that there should have been

_ contacts with the legislature much earlier. Though a member of the leg-

I
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- {slature was on the Task Force, there was no steady lialson with legis-
lative leadership to prepare the way for Task Force recommendations. As
a result, the legislature placed more limitations on access than had
been ‘recommended, though the Task Force did not anticipate that possi-

e
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Month §

. cY 1976

'COLORADD ,

Responsible Reiercnca

Page

.éfasks

..Task No.

June -

1.

(%]

A T oy

Coordinate privacy and security

. procedures between CBI and other

criminal justice information systems.

Revise the "Exchange of Computerized
Criminal Histories agreement" to be
more-explicit and cover all exchdnge

of criminal history record infor-

mation. :
Establish a specific list of locations
where an individual may request access

. to his criminal history record.

Rewrite and expand instructions on

access and review including standard?”‘
ized form for challenges and distri-
bute to law enforcement agencies.
Develop and distribute material for
nal justice agetisies and make readily
available fo- police distribution. .

£

Strengthen the .CSR by-filling the
vacant I.D. unit supervisor position.

Agency

CBI

CBI.

CBI

Dev N CBI ,
public consumption to:Colorado  Crimi= - - —rmmimn e

*

1-6

© Scptember .

7!

" procedures to

Prepare model operations procedure
pertaining to completeness and accu-

"racy of information and query before

dissemination.

Complete the disposition reporting
system design to integrate the court
and corrections dispositions into the

computerized criminal history.

Modify existing ccord challenge
include the use of 1
standardized form which identifies the
specific ontry being challenged, the
reason und supporting documentation.

REFERS TO.PAGE IN PRIVACY PLAN DOCUMENT

47

- 38

CBI

CBI

CBI

7-3



10. Develop and place into Qperatlﬁns, CBI 1 7-4 -
internal CBI procedures for receiving .
challenges and conducting the
administrative review, -

"Develapigaﬁ)impiement administrative  DCJ @ -4 ®77-5TT
appeal précedures involving the
- - Attorney General as the responsible

Yot £
et 1,
w

agency.
12, Preparé and disseminate pbliey regard- CBI . 4-4 ’
\ ing criminal justice agencies access, o
use and dissemination of criminal -
h1stary rgcard 1nfcrmat1@n.
:ta er
13@ Have a fully operational cnmputerlzed CBI -2-2
criminal history. , £ _
14. Develop and disseminate a bauklet to  CBI . 6-10

criminal . justice personnel on CHRI
. security rcspans1b111t;es and :
./ obligations.- e

15, Establish systematic audit pfacédures

Court  5-1 & 5-2
in ccurt systcm ; y

M\l

R 116_ Estab11sh pr@cedures far prac2551ﬁg - ¢cB1 2
’ and reporting dispositidns op.arrests ,
é-k'l:hat are praces%ed thraugh munlﬂipal '
7 —court.
17. Commence the disposition repbrting , Q CBI 3-8°§ 3-9

.system in an opecrational mode . sup-
ported by the necessary agreements,
operational manuals _and_instructions.

18. Establish systematic audit procedures Div.
in corrections systems. Corr.

of b-1 6 5-2
~ -Services !
v !

19. Establish, implement and promulgate CBI
procedures for correcting erroncous v
- records and for identifying and noti-
fying ngencles who have TeEElVEd these
erroncous records.. ’

ot e e W 0w

December
6-9

L

20. Require that all terminal operators CB
meet minimum security chegks and
receive training on the cgnfidenﬁ
tiallty of CHRI.

I e e e

e,

6-10 |

e

21, ngequ and .implement specific secu-  JD/CSD -
. rity instructions to apegutars of the ‘
. Judicinl Department dnd Correctional
Service Divisicn Infornation Systems. ' f

®.qg

~c




cY 1977

i
H
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Page

Task No.
January

22. Suppcrt'thg Query Before Dissemina-. -
tion Rule before disseminating
criminal history record information.

23. Establish policy and procedures
' regarding Query Before Dissemination
Rule supported hy user agreements
between CBI and criminal justice
agencies.
i

March | | SRR

4. Completec the dispositian rcpartiﬁg
system for municipal court disposi-
tions. : ‘

25. Prepare and pursue an Executive Order
or legislation specifically dusig-
nating CBI as the central srtate
repository and operate the computers
‘ized crimipnal history.

26. Prepare and pursue legislative action

__Apency

CBI. -

-Dept. -

of
Lo¢al
Affairs

Dept.
3

3-10 § 3-11

3-9

print cards.

T
Loyt

27. - Prepare and.pursue legislation
' specific.lly requiring disposition
reporting. : :

¥

1 28, Commence the municipal court disposi-
tion reporting system supported with
necessary agreements, operational
manuals and instructions.

29, Include in the systematic audit .
procedures the identification and
inspection of criminal justice
agencies who disseminate criminal
history record information ensuring
adherence  to the regulations.

- 40 - 49

covering the submission-of-finger-———of

Local -
Affairs
Dept.
of
Local
Affairs.

CRI

CB1

3-9



; CY 1y.. (Cont.).

e o A i e

" Responsible Reference
_Agency _ Page

Task No, ~ Tasks
. y [ ]

¥

30. Prepare and pursue Iegislatien relat- AG 4-3

ing to access and dissemination of
cr;mlnal history information.
31. Establish, maintain and disseminate CBI 4-5
¢ a list of non-criminal justice -
ngencies authorized to receive crimi-
nal histary record information.

32. Review exlstlng state statutes and AG/ 4-7
' ordinances, and, if necessary, draft Governor's .
legislation to allew lo&al non-"* Commission
criminal Juqtlce agencies to use
nonconviction ¢riminal history record
information for lltense and enploy-

ment purposes. }

December -
33. Prepare and disseninate policies, CH] 4-8
procedures and forms covering contract
(service) a;cnc:es ,

\j; Prepare and disseminate policies,
procedures and fgrms EOVETlﬂg

T ¢ S CATCHETYE

35. Prepare and pursue legislation AG 5-6 'to5-9
providing for annual audit of all

criminal justice ﬂgﬁnﬁ;ga complete
with sanctions. .. _

36. Establish annual audit responsibility AG
' in Attorney General's office and
\\‘x create audit committee.

37. Estab115h operational delinquent

crl 5-4
disposition mcn;tcring system. .

~ 38. Establish audit trails systemwide cpl 5-5
) to support systematic and annual o -
audits, _ )

39. Establish dissemination logs CBl 5:0
systemwide, ' , A .
. ' . B 'JL

- 41




CY 1977 (Cont.) . s

e -

~Task No. Tasks ] ’ ___Apency

40. Provide field staff to support CBI
systematic audit process.

41.° Establish systematic audit procedures CBI
systemwide.

- 42-




ILLIKOIS

1111nois Criminal Justice System.

¥4

The {ripdi 1§JVstice system in I11inois s largely centralized
2 fe The Department of Law Enforcement, the State Court
System. ana‘gﬁxxfepartment of Corrections.

The Department of Law Enforcement, headed by a Director who re- '
ports to the Governor, includes the State Fire Marshall, the State Police,
-the Division of Investigation, and the Bureau of Identification whith.
operates the automated criminal gustice information system. The [llinais
Law Enforcement Commission (ILEC), which is the SPA, is establtshed sepa-
rately by statute in the Governor's Qffice.

, Tha Bureau of Investigation 1s responsible for the investigation
of organized crime, and provides technical assistance to local juris-
dictions for the investigation of important crimes against the state; it
maintains manual investigative and intelligence files not part of the

- criminal Jjustice 1nfcrﬂa£10n system. . .

-5
it

.The State Police have. reséansibility for _the enforcement of state  — . .

&rafffc Taws, the protection of the Governor and state property, and
upon assignment by the Governor may deal with emergency and other special
law enforcement situations., Oirect law enforcement throughout the state
15 primarily the responsidility of several hundred local jurisdictions,
incltuding the 102 county sher{ffs and many municipal and village police
agencies.

I111nois has a unified court system established by the Constitution

T RIS T T T T I S B TR T T TS AT T M M T £ BT TS SR S PRSI S AT £

—0f-1970;-which-vests-judicial-oversight—in-the-Supreme-Court.—There
are 21 circuit courts of general jurisdiction, the largest being the Cir-
cuit Court of Cook County, while-other .circuits include from 2 to 12
counties. There are a varifety of courts of limited jurisdiction in
the state at the municipal Jevel., Though the Constitution vests in the
Supreme Court superintending control of all the state courts, a good
deal of administrative authority has been delegated to the varfous cir-
cuit courts. The Administrative Office of I11inois Courts compiles and
disseminates statistical information; the larger circuit courts also have
court administrators., The Circuit Court of Cook County, responsible for
about 60% of all judicial business in the state, {s probably the largest
trial court of general jurisdiction in the country,

~ The Department of Corrections has responsibility for state correc~
tional institutions. Probation and parole services are under the Juris=
dictigﬂﬁeitthe vari@us chief circuit judges,

_ .‘ : lt;é}
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Criminal Justice Information System.

YT TRoTE 15 developing & Coprenensive-pats-System (COS)-thateAn

accord with the current state pian, includes capabilities for law cn-

- forcement and corrections agencies, At present there 5 no plan for a

statewide court {nformation system, though the State Court Admintstrator
{s coordinating development of such a plan. :

The state's Law Enforcement Agency 0ata System {LEADS) maintains
such on-line files.as wanted persons and stolen articles, and accesses
computerized criminal historfes (CCH) maintained by the Burcau of ldenti-
fication, and computerized files maintaired by the Secretary of State.
LEADS also interfaces with the tatfonal Law Enforcement Telecosrunica-
tions System (NLETS) and the F.B.1.'s National Crime Information Center
(NCIC). Underway now is the developeent of a Corrections Manygement
Information System that supports the LEAA funded 0375 and 0B5CIS. The
€DS conterplates regional inforration systems in 3 network with LEADS.

I11inofs began & centralized crimim] {nformation systes with the

" passage- in 1931 of the Criminal Identification Act which established a
-Tentral repository that today is. housed in the Buresu of Identificatien,

- That Act requires law enforcement agencies to report arres

within the Department of Law Enforcement. (11).R.S. Ch. 38, Sec. 206-7)
ts and dis- .

 positions to the central repository, 1t alse includes Sprivacy™ med=
- syres by allowing records from the céntral repository to be disseainated

only to peace officers for the administration 'of the criminal law,

‘cies and others pursuant to statute, ordinances or orders “as may be

J

There also are provisions for dissemination of records to specified agez;//

necessary in the fdentification of persons suspected or accused of crin
and in their trial for offenses after being in prison or for prior of-
fen ~on the case of Kolb v. 0'Conner, 142 N.E.2d 815 (1957) the

—=taltute-was held-applicabTé-only to-the central-repository-and.not. to .

locd! criminal justice agencies, As a result, though information dis-
semination from the repository has been regulated, the practices of
loca) law enforcement agencies have varied widely.

'

evelophent of the State's Privacy Program.

In 1972 the Department of Law Enforcement prepared an action plan
for the development of a statewide criminal justice inforsation system,
In 1974, two advisory committees to the SPA were established to develop
comprohensfve polietes for the criminal justice {nfarmation systefi.
These committees each reparted their recommendations in 1974,

. 44 -



T Ope coemittee, the (JIS Policy PBeview Advisory Lomitlee, was
cosprised mainly of citizen representatives and academicians. The
recommendation of this cormittee was a proposal for conprehensive legis-
latfon governing the collection, use and dissemination of criminal fus-
tice information. The proposal was far-reaching, and incoerporated

- wny - Gf - the-3 tandards of SEARCK Techn{cal Report #13c (6¢ ud{tig fram oo

visfons for sesling and purging of conviction datas, ?ﬁi Tegis ia{!w:
pr@pﬂ;é! was not acted vpen by ILEC,

, The other advisory ?raug. 3 Users Planning Comitlee, was com-
prised. as the name inpiies, of representatives of crininal justice
agencles, The recoermendstions of this committee were largely accepted
by ILEC and are now publithed as the Standards for Crininal Justice
Information Systems that sust be observed by any agency receiving fund-
tng fram [LEC for infarmation system development. These comprehensive
standards relate 20 all aspects of inforration system developeknt and
operation. With respect to dissemtnation regulation, the standards re-
quire expungermnt of inforration {ndicating arrest withoul conviction (or
proceedfngs terminated n faver of the 3ceysed). As to other grisinmal
Justice information, dissenination {5 permitied OB 4 "need 10 know

and right Lo know™ basis. The standards ewmphasize the maintenante of
sccyrate information, and gergfi datd sybject review and thiiléﬁgé.

inftial prisacy and sgcgrx;; r&guiaiignsi ghg Qawgrnﬂr dciigﬁatéﬁ the

SPA staff as the rechanisn o coordinate ipplementatica of 3 state plan

 for the gﬁﬁfiﬂsﬁiiafixy of erininal juitice Tnformation.. letlers from
the SPA to the State's Attormeys, the Depart=ent of Law Enforcement,
the Attorney Geheral, the S3ate Court Adnministrator-and the depart-
nent of- Corréctions, asked for reports with respect to thelr informalion
systems, The courts regard thelr records as public, <o the !llinols
plan was prepared by the SPA staff mainly with assistynce fron §he De -
partments of Law £nforcesent and Lorrections.

___________ /An March, 1926, shortly before LEAA's reydsed requlations were
ed, the J1linots plan wis submitled; a revision was sulmitted by
iiEC fn June, 1976, to respond to the LEAA changes. ‘

. ln Noverder, 1977, the Go ?g?ﬁeF; by Eiéfbfé?é Order, established
the seven-merber Criminal Justice Infeorration Councll, with the mane
date to consider confidentiality ang security Féﬁuifr*tﬁ!i for criminal
Justice information, The Cuuncil is authorized 20 issue regulations,
guidelines and procedures which insure the privacy and security of cri-
minal history record tnformation consistent. with state and federal
daws . . . .7 The ﬁ@unnil {s the final appeal body wilh respect to
fndividual challenges to criminal ththi¢5; and ¥t . audits. the pro-
cedures of the central repository.’ . . ‘




!g_qjvelduﬂREWEWand Chaﬂgngs. O e

_"A'significant aspect of the 117inois program is its emphasis-of-data
~subject access to files, With;rights,@f‘review;fcha]lenge;andsappgaj;‘:
‘The. SPA has taken steps to publicize these access rights; included
. here at page 47 as Exhibit 1 is a brochure published by ILEC that in-
. _forms ¢itizens of their rights .of record review and challenge. After . .
. two years' experience with this ‘provisjon, the Department of Law Enforce- -
" ment indicates that the procedure has been quite manageable. Over-the.. -: .. ...
f1a5t_yeér;~b§éaﬂse[of;extensian'of.access,rightsjta incarcerated indi- 7 -
_viduals, requests for review have increased by 270%, Despite this per-- "=~ '
“.centage increase, however, statistics for the review and appeal case- .~ -
_load are interesting. During.a. 24 month period the statistics are as .
- follows: Of 647 1ndivida51“FEquest§*féﬁ”féﬁiéﬁﬁféﬁTnyS?EhaiIenQEdéthe
record; of these only three were not satisfied by the initial DLE res~ . -
sponse and requested agency review wherein two were satisfied, As.of . - o
“this time, the remaining case is.on appeal to.the Criminal Justice In- ~
formation Council and has been scheduled for early 1978. : Y

f’**tTheﬁtiméEfdrfreSpgnseltcwaarequest~fdrarECQrdQfeviewﬁﬁvéraggd;abaﬁﬁ;
23 days; the time for -

5 responding to a record challenge has averaged =
_about 20 days, and.an average of about 19 days was required to process
" the administrative -review. ~These time spans are within the DLE regula- . . ' .
* tions, and the procedure does-not appear to have placed an undue burden -
~ upon the department, allaying the fears of many who predicted that review. =
- and-challenge prgceduresuwou1d be an unmanageable burden. - Further,.there . -

has not been a significant increase in process time during the last —— =
12 month period, when the large increase in requests was received.

Some Reméinjgg;?rabjems‘

, Cempiiance;wjth”diSPdsition ﬁepgrting'pracedures st%11~pésés15§mew"f R
‘problem, as in many other states;_though-111inpis_repcrts good pro- .
;;,QFESSzin}imprgvingﬁthjsuprocessi{,;: A U M

~“In spite of paiﬁcieé and a few statutory provisicns permit;ingx

W;';eaiing or purging:of certain information, it appears that many agencies
“will not seal or purge E;EEpt‘Pﬂﬁigaﬂt*tDtE“EGUFtZDFdET-:xSiﬂEE(thaW -
~.courts régard their records as public, whatever might be purged or sealed

- in agency records would be available from the court record. The reso-

~ Jution of this problem must await the deveélopment of a court information .

‘plan by .the Agministraﬁive-Office,af Itinois Courts.

" The mechanisms for operating a rational program to regulate infor- .~
'“**matiaﬁfdisseminationﬁinn{]linaisngrewa]1Qpresentlb%fheﬂlLEEﬂsgéff#pr;mw;ﬁﬂ&;;;d

=

LA




na,tiu throughout:-the :criminal-just

tman .Enforcement- operates the-central- repost Y3y Whi

0 the tatewide system for.all of criminal justice.’ The'.:

ce: Information Council fulfills.a "watchdog" rcﬂe as we‘l' ~
um-fo thedeve'iopment DF pchy..-;i» WL i
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“. . YOU HAVE'A RIGHT TO SEE A COPY OF -
-5 - YOUR-CRIMINAL HISTORY RECORD - - ...

/"<« Boginning March-18, 19768 T
*. Y @ Tha Information in your record should be correct.
;&b ® 1 the Information I8 not torrect, you can have

©/ v ltehanged.. . et L Lot

® Reviow forms aro avallable at your focal
police station, e

L .

~ ® Road the Instructions inside. o

~ howtobeatabimrap
LU sheet L.

R

+ L -5




wan! la ravlaw you

nake sure that the Iniformation’

bé sure (hat yi
‘Informatlon,

by what. thgy see. S0 you want lo be sure that ynur
) the true story of what hqpﬂehc Vo
: wlth the :arract dnlai :nd Im:ls

‘.; NQ. Ravlawlng -yaur xeeard Is a vary airnp_la maner

+ form; Than you: can_look at yaur record and carract
hny arrars"\hgx yau find.

. *alsoknown as 8 “rap sheet” . .- S

Il yaur corractions are denled, in wh
-.:the nolice-you receive will:tell.you whi
a wrillen explanation of the decision. Bring.
Request lor Access and Review and yo
Hoeprd ﬁ'hallangs la this appointimen

it you are n@t uli;ﬂcd wi lh th plan lon you ar
- @lvan,thera are two things’ that you can do. First .y
_can apply for an Administrative Raview. Applical
- forma for this procedure are avallable al your loca
polico station, If you are still not'satistied with the
rasults aller the Administrativa Review has beon
completad, then you may file an Adminisirative
Appeal with the lllinols Criminal Justice Information
Syatems Council, The Council's decision will ba tinal
\7@1355 you choose la fle a cxvn sult Ina eaur{ ot law

e,

‘/J:WAHNING

IT IS A-VIOLATION OF FEDERAL LAW (42 US.C.
- § 8771) TO USE THESE PROCEDURES FOR ANY
. PURPOSE OTHER THAN-TH&EJN VIE :
OF A CRIMINAL HISTORY RECORD, ANY EMPLOYER "
WHO REQUIRES SUCH INFORMATION AS A~~~ -
CONDITAON OF EMPLOYMENT WILL BE SUBJECT-
+-T0 A $157000 FINE, VIOLATIONS SHOULD BE
. REPORTED TO THE UNITED STATES ATTORNEY'S =
‘OFFICE AND TO THE ILLINOIS CRIMINAL JUSTICE .
INFORMATION  SYSTEMS COUNCIL IMMEDIATELY, .

Iilinols -Criminal Justice information Systams.Council
- Ilinois Law Enlorcemant Commission _
--120 South Riverside Plaza .. ... 1 . aiwis s
. Chicago, Wlinois 60606 . - ' - -



y police atation or county sheriil's aﬂleg In

naay through Friday. Tell them that you

nL.16 sea your criminal history record. You will be
17 8 form 10:1ill out called a Reques! lor Accass

leview. A copy will be.yours'io keep. You will -

ve 1o ihow some (orm of positive Identitication

wiil be fingerprinted. Your prints have 1o bo cgmpuad
with those In your file to maka sure that no one
claiming to be yau seos yaur record.

A fee. mly s' chlrgad by the lacnl law enforcomaent
sgency 1o cover tha costs of processing your ravlaw
This tes wm not. bn more than S‘lu :

" MAKE AN AFFQINTMENT T
ut yo

fpy of yo

~.appointment notice in tha mall talling you that your
_recofd is avallable. If you gannol come st the
appointed time, lat them know. within 25 days by
‘folephoning -or by returing tha.notica in the mall.
You should write a date and time on the nolicd when
yau wm ba nbln fo c@ \a ta seo your racord.

. * whefy you go o see your record. It you forget 1o bring

- your request lorm, you will not ba abls o sae your

acord at that time. If you have lost this form, you
wlil prabably have la start over, at step (1).

Il you hava any olfficial da;uments cancaming yaur
*,racurd yau should also. bring them with._you. .

aama vaua ATTDF!NEV T ;,\ig I

Ycu may bring your atterney when you go o review
:'your record. in fact, If you want your attorhey to

w5 raviaw your eriminal history racord for you, ha or she -

59

" 'ean complete this process once you have ldentified

‘sale of Illinois betwaen the hours of B AWM. and .

iver's licanse or birth centificate, and you

, n Fl!qunt for Access and Review . -
& §20 place, W‘Tﬁ! "8 'woeks you will recelve an T e

.. Bo sure to brlnﬂ yéur Haquast for Access and.Roview. . oL
~~and some form of positive Identitication withyou -~

'8, INSPECT. vaun REEDHB E-AHEFULLV

“tha intormation about you I8 ¢

I

~ you will be glven-a list of the non-criminat ]uulnl =

Rehd your ur.ar L

ambl'chly rué, 1y
have any quasilons, nh the raviawing officer. and
he or she will b able.to help you, It you ask for I,

agencies-which-have oblalned enpln 9! ygur
rocord since March 16 1973 R

1i thera are any errors on your reccrd no m:l!:f how
small, tell the roviewing officer abaut them Immediat
For furiher Instfuclions, sea the next section ciilid;
"n‘-‘ THERE ARE ANV{ .

‘ Il thare #iTe no orrors on y@ur rneard yau m:y ba

i'lF THEHE ARE ANY EF!RQHS -

‘ 7 A DECISIDN WILL BE MADE

— proparly. Al t

M you need a copy of ynur fecor
by uklng the' YEVIQWiﬂﬁ ﬂﬂlter"

Wilhin 6 waaks you will ra:glva a nmi 4 in tha H\E
" This notice will tall you whathar your ;:fraéimnl
. wara approvad or denlad ‘ s )

- Record .Challehge forms 1o the police &

gaked 10 sign a statemant aaying thal your record - .
is correct. Whether you choase to sign lhh-llnlnmonl
or nm yaur rnvlew Il naw compmé ’

it you find any arrors, the rwinwtng aﬂiﬁnr will ghri :

you a form callad a Rocord Challenge. Listthe eorrem
"Information on this paper and explain In detall vﬂw

thase corrections should be made. A copy of your -

Racnrd Challenge will bo given to yau to kuap
n obtal

al

If your correclions were appravad yau s ol
your Requestdor Access and Review and your, :
lion andi,,;;
na have been made: -
5 which' have re:alveﬂ&s -

check to seesthat the corfeg
organiz

: «coples of your#ecord sinée’ Mareh 16}‘!9?5- i i

- At this time, yau may ba-asked to slgn | ‘
- - statement saying that-your recordsj

will be nolitied ﬂl these carrg%mn; - R

Tk, Pl

correcty e
Whether yau choose to slgn lhls -8l lemgnl +)

<
i Al J 5

v
!



. MaryIand has a rather déntra1ized crimina1 Justi:g $ystem, 1arge—r“
1y achfeved in the early '1970s through the estab1ishment ‘of the Depart-. -
ment of Public Safety and Correctidna] Services, - That department, headed
by a Secretary and two: “deputies, has’ generaT ‘authority .over the State -
“Police, the Department of - taﬁractians* and’ %he Department of Prabation

and Pgrole.,_ 1 ,a%

f.'

e Sugerin;endegtwre an;§ to the Secretary .
~ . h sponsibility. f ‘ $ra‘l aw- enforcement-in" thé‘?
~ state.as “4 a8 Fnr the Qﬁeratinn of, the crimindl justice information o
system. In, addit%an to highway patrci ‘functions, state police provide = ==
~Jaw enforcemént.‘sérvices by contrdct to’ some, of the municipal- juris-
dictians wfthin the*statef ;:,:, ‘?_,,:, ; , R

‘fThEeEﬁ\eaunties an th City af‘Ba1timare a11 have law enfarge— i
T mept ageﬁcies. as>do a varfety of ' smaller municipalities.  Though' each
fgcunty has..a sheviff saveraIng the largest caunties also have a po-
11ce depaﬁtment‘l G P A R
i d ; i
f% The Department of Ccrrectianaj Seréices, headed by a Commissinner
- Who' repcrts to:the Secretary. of-Public Safety, has jurisdiction over
f ; ate' fnstjtutional facilities, and through a jail inspector,
S rs theEaﬁératiéns and s 'ndtrds of jails under caunty or Tbcal

’ I3 Déparfment af;Prﬂbaf1an éﬂd Pa =whose~Birectcﬁwreportsftnrv~f '

§the Secretary bf Public: Safety, . is resp *b]e for all probation and
pardle servic w?thin ‘the state, Regicna1 offices of the Department

gfﬁireét1y}sgpe vise fiaTg services and caaperate with the courts regardﬁ

p ’bpéfatinn of, br batjan services . R

The;judidial $y5tem 1n ManyTand itse?f Became unified in the ear1y
“and is arranged -in. four tiers, .The'District Courts, ‘under the .
syper;isign af 4Chief Judge,.are Eourts of limited jurisdictign The ¢
“Cireutt. Cburts aperat@ngeat the county-level, are courts of general’
aniurisdiﬁ 4ori and are under’ the supervisiop of the Chief Circuit Judge. °
“ The Court, of:Special’ App§;1s ig an-intermediate -appellate court for-cri--- -
mina?fand civil matie The' Ccurt\af Appeals is the supreme court of
: eﬁstaté, its Chie’ dge has 5uperintending control of the entire court .
system.- - Fhe State Cou tfﬁdmin1stra£gr, who is appginted by the Chief
¥ Judge of; the<Court, of \ ppe, %,. has. respans1b111ties for' judicial plan-
e ning,:budgeting, educatxgn;' d” 1nfnrmat1an system deve1apment _

gy P et PR s _.A.:_é',.»;_:. A _.,,-.;;.if,.L [ — ;. o At S o b 1 % 50 e ant, ooy i v, e ottt 5 .,_
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-~ In 1968, the Maryland SPA began planning a comprehensive statewide

# criminal Justice information system. The initial program, designated

. MILES (Maryland Interagency Law Enforcement Systemg was intended to

" serve_the entire criminal jJustice system in the state, including the -

- courts. During the ensuing decade the state has continued to develop

~1ts criminal justice information system including capabilitigs«for such

- LEAA-supported programs as comprehensive criminal histories™{CCH), -
offender based tracking system (OBTS; and an offender based state cor-

~ rectional information system (OBSCIS), all within the comprehensive

- data system (CDS). A statewide court information system is also being
implemented. In the Fall of 1973, the SPA staff began a criminal jus-

- -tice information system master plan. The Information System Policy Com-

i:'mittee,-established. by-the SPA,- provided. policy. guidance in.the develop= .
ment of the master plan which was finally completed in early 1975,

Stimulated by needs identified in the master plan with respect to
a privacy program, and by the issuance of the initial guidelines by
LEAA 1in May, 1975, a Security and Privacy Sub-committee of "the Informa-
“tion Systems Policy Committee was established with the responsibility to

“"“develop a privacy and security program and“to prepare-appropriate legis-- -
lation and regulations. ' o .

.
-~ In-early 1976, the SPA completed a draft privacy and security plan.
responsive to the initial LEAA guidelines. When the revised guide-
1ines were issued by LEAA in March, 1976, the Maryland pldn was also
- pevised to comport with the new minimum requirements. -The basic frame-
work:.of the plan was implemented through legislation sighed into law by
the .Governor in May, 1976. The purpose of the Tegislation, knwon as
"if;The‘Crimin31wdustiéé»Infarmatign~5ystemfAct,mis—' — _— e
Tu . ., to create and maintain anaccurate and efficient” "
criminal justice information system in Maryland consistent
with applicable- federal law and regulations, the need of s
_criminal justice agencies in the state for accurate and’ ™
current criminal-history. records information, and the right’
of individuals to be free from improper and unwarranted in-
‘trusions into their privacy." (Art. 27, § 742) ¢

. "In brief, the legislation established a central repository for cri-

minal records to be operated within the Maryland State Police and under
- the supervision of the Secretary of Public Safety and Correctional Ser-
vices. The statute- provides that the Secretary and the Chief Judge of "
the Court of Appéals should promulgate rules and regulations to esta-
blish, operate and maintain the criminal justice information system. The
~ law also established an Advisory Board to review and comment on such-
rules and regulations and the operation of the information system. The
legislation gives the right of inspection and challenge to data sub-
. Jects, and, with respect=to dissemination of i formation; provides that

- . - e o R B s ek b ma ir B st o st =

" .




a "criminal Jjustice agency and the central repository may not diss&df"“ o
{nate criminal history record information except in accordance with , -

~ . Development of the State's Privacy Program.

-+ As summarized above, the staff of the SPA had the task of druftihg
the criminal justice information plan with the advice of the Security and
Privacy Subcommittee. The Subcommittee was comprised of members rep :
‘resenting all branches of government as well as a cross-section of . B
~ criminal justice agencies. The Subcommittee was chaired by the Secre- -
-tary of the Department of Public Safety, and other members were th ’
Lo State. Court: Administrator, representative B A
mayor, a Governor's staff legislative officer, r sentati f
State Police and the Department of Correctional Services, a local police
chief and a county councilman. In addition. to assisting the SPA"staff
. with the development of the security and privacy plan, this)subcomnittee
~ also assisted in the development of the legislative proposal, referred
. to earlier, that established the formal structure fo id-cri-
~minal-Justice information system. -The Privacy-and-§ ) -
has ceased to exist since its task has been accomplis 0 e -
Information System Policy Committee of the SPA continues in its advisory
- role regarding operation of the criminal justice information system... ..

B The Criminal Justice Information Advisory Board, created by Article
27, Section 744, has as its principal responsibility to advise the Secre-
tary of the Department of Public Safety and the Chief Judge of the Court
of Appeals on matters pertaining to the development, operation and main~-

_ . tenance of the criminal justice information system. .-

- The membership of the advisory board, appointed by the Governor
except as otherwise indicated, is as follows: °three representatives
of the judicial branch appointed by the chief judge of the court of
appeals; two representatives of the Maryland legislature, one appointed
by the leader of each house; two executive officials from state, county
or municipal police agencies; one executive official from a correctional
services agency; two_elected county officials; one elected municipal
‘officer, one State's attorney; and one personfrom the general public. -
Serving in an ex officio capacity are the Executive Director of the SPA,
the Secretary of the Department of Public Safety, and the Attorney Gen-

eral of Maryland. : 7
The Advisory Board developed the dissemination policy which was.
approved by the Secretary of -Public Safety and the Court of Appeals.
Legislation was introduced during the 1977 session but was not enacted,
- and regulations pursuant to authority in the Criminal Justice Infor-
mation System Act were promulgated. . :

VS .__ e e e s A B S £ ke 8 et o e s it 1 e e e
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+ Dissemination Policy

~2 The regulations, set out here as Exhibit E-ba?inningfan page

—-were-originally propared as a.legislative proposal. They were made
available for comment at a public hearing, but there was no si?nificant

~ comment and the regulations argiko become effective substantia ly in
accord with the draft. 3 o - o

 The regulations deal with criminal history record information, and .

- are silent as to intelligence and investigative information. The cen-
tral repository ftself, however, will only store criminal histories and
not "I and I" information. The significant aspects of Maryland dig-
semination policy are as follows: - R

oo Ve Criminal_justice agencies will receive from the central reposi-. .
tory conviction and non-conviction information” for the performancé of =
their criminal justice function or for the purpose of hir{ngiqr re-
taining employees. Access to conviction or non-conviction“4nformation
15 also al}dged to the Maryland Public Defender or any defense counsel
‘of record,/bail bondsmen and appropriate agencies for statistical and
research purposes, or to agencies under contract with an agency autho=

s T‘izéd tg rEEeivE the deta o '-; i _7-—; i e s R R SRR

- 2. A governmental non-criminal justice agency may receive cri-

“minal Justice information for employment purposes. If the agency has ..
1icensing powers it may have criminal justice information-for the pur-
pose of performing its functions in accord with a statute, regulation

or court order allowing access to specified information. S

_ 3. A private sector organization may not have access to convic-

___tion.data_for employment_screening unless it has -been specifically =
approved to receive such information by the Secretary of ‘the Department

"~ of Public Safety, upon & showing that the nature of the job-carries- -
a risk of harm to the employer or the general public, A private sector
organization may not have-access to non-conviction data unless it is
specifically provided for by statute, regulation or court order.

4. Only the central.repository may disseminate information to
authorized non-criminal justice ag;scies, Criminal justice agencies
may share information among themsePves after an inquiry to the central
repository to update the file. Secondary dissemination of criminal jus-
tice information is prohibited; 1t can only be used for the specific
purpose for which 1t was received and none other: The regulations also

“require the maintenance of dissemination logs, and the existence or non- -
existence of a criminal record is not to be divulged to anyone who is
not authorized to receive the record itself. :




Thﬁ;péﬁié§”sﬁ§ﬁértéd;h§“thégeiéuégéstad;regu]atiéns“ptﬂVidé'ﬁrﬁéri";tfﬁf
- -taction to the individual who has a cripinal record while at the same
;%ﬁtimesallawiﬁﬁgpub]ic;aegesg;f%ﬁfgaﬁa?ﬁéuse”§hgwn.JhThe Maryland_ approach -

- of providing a procedure for specific private sector access approval by -

- ,tha Secretary of Public Safety is novel and interesting. The question .

~_of relevance of criminal justice information to any particular employ- .

~ ment risk is difficult to resolve, and-requires a case-by-case avalua- -

- - tion.- -Though-the state legislation enacted in 1976 spacifically pro~.

- vides for Judicial review of a data subject's challenge and correction -
rrriﬁhtsp Judicia) raview of the secretary's decision regarding special -

private sector access 1s not contemplated. The.Maryland experience in

~ the future will be worth watching to determine the efficacy of this ad- .

“ministrative procedure, KE e SRR

- -The Criminal Justice Informatfon System Law establishes the right

- of a data subject to review and challenge criminal ‘history record infor-

on 1in_the central repository. On a challenge to information, the.

tral repository will audit the vacord, and 1¥-tha-dats subject's™

- challenge {s sustained the record will be corrected, The central reposi-

"~ tory also will send notice of the corrected information to any agency to
whom 1t has disseminated incorrect information, and the receiving agency
s required to correct whatever record 1t maintains. Administrative
and judicial review are provided for.- L o

ettty s ERETEE

A significant problem encountered in developing the Maryland pro-
gram has more to do with the technicalities of information management
- than with confident{ality policy.. The question was what standard to . .
apply for determining whether information is "complete and accurate." -
A major difficulty was the relationship between charges noted at ar- .
rest or booking and the charges that the prosecutor would pursue. Police.
agencies wanted to track the specific charges made by the policé officer,
Hith 1ittle or no modification these police charges are the same as those
that appear on the charging document at the District Court./ -Therefore,
District Court charges and dispositions could be tracked against the -
—original police charge.—A-difficulty-arises-when the defendant-is-bound ---
over to the Circuit Court from the District Court or goes directly to fﬁ
the Circuit Court. In such case the prosecutor intervenes and | piga%%} "oy
charges are redefined and, therefore, are not directly traceablg to theé
‘police charges. " The District-Court charges were selected as théienffy :
point for tracking purposes; where the case is bound over to thé girﬂuit
Court the case {s tracked back to the District Court case numbér but
the prosecutor's Circuit Court charges become the new entry point for
tracking charges and their disposition... =~ a I

- B RPN . . PR R "\ o
An implementation problem yet to be solved adequately dexls with the
query to the central repository before information'is exchanged with - .. -
. other criminal justice agencies. Currently an unsatisfactory delay is '
often experienced in response from the central repository though hope-
~ fully as the system is perfected this difficulty will be alleviated. Per-
haps, in the interim, local records may suffice in some circumstances,
~yet to be negotiated,
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" In early 1978, the dissemination policy will be implemented,
“and wrinklas will be ironed out. It remains to be seen whether and how
soon legistation'will be souggt to codify this policy; regulations can

suffice except with respect the imposition of criminal penalties.

‘1t will be well worth watching the Maryland experience with respekt to -
the administrative procedure by which the Secretary of Public s;fetaa :
approves private sector access for employment screening purposes. Mary-
1and officials are optimistic regarding the workability of their scheme,
and’ it may provide one solution to a very complex access gquestion,

; A'Cnmyent Qn Process. | P R

i

Maryland officials credit their centralized criminal justice system

as key in developing the privacy program. System fragm ntation {8 a

common obstacle to deve16p1h? statew{de information dissemination policy,

especially with respect to disposition reporting procedures. In this -
“ pgspect, & court-system maprasa«avparttcuiar;pra,}amfif}1tswv§rjguswmhuddm

forums are uninvolved in program development or uncoordinated in ap~. !

proach, It should.be noted that the Maryland judiciary was a full and™
~ active partner throughout the process, and continues to be involved in .

gnd responsible for the design and implementation of policy and proce-"

ure, '
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:--,_;_.j.;_.},f;f}gg, msmﬂmnoﬂ or t.::amm}u,r HISTORY RZCORD mmmmm, i et

R (M) a A CRIMINAL .msm:z AGENCY AND THE CENTRAL !EFQSIT’DKY
 MAY NOT nxssmmﬁ CRININAL uxgﬁaf RECORD ‘!NPDM&TIOH EXCEPT TH s’mcﬂr

” scmftmsacz WITH TIIS SECTION.
(» .SUBJECT TO THE PROVISIONS OF SUDSECTION (F) THE

: _EE}H'BAL REPOSITORY {A ERB{IRAL JUSTICE AGENCY SHALL DISSEMINATE ERIHWAL
| - HISTORY RECORD iHFGWTIQﬁ BE 1T E@‘lﬂéﬂﬁﬁ OR Rﬁﬁ-ﬁﬁmitﬂﬁﬂ Cﬁﬂﬂﬁﬂ ‘

NISTﬁR\‘ RECORD INFORMATION, TO A ERIHIHAL NS’I!EE AGENCY UPON A EEFQ’J?‘ST

MADE TN :Eéexnmcz w:i“r:::k?r'l,zéa%t,z RULES AND REGULATIONS ADOPTED BY ’ﬁit: e
SECRETARY OR THE COURT OF APPRALS, A CRININAL JUSTICE AGEHCY HAY _ﬁgt}iﬁzﬁ
SUCH INFORNATION FROM THE CENTRAL REPOSITORY OR ANOTHER CRIMINAL JUSTICE
~~AGENCY ‘ONLY IF 1T HAS"A NEED FOR THE- INFORMATION g o i i “a
. ‘ m m THE FERFORMANCE OF 1TS FUNCTION AS A CRINI-
) NAL JUSTICE Aﬁmcnf@n' et
s R+ ' YOR TUE ﬂrumﬁgsg OF HIRING OR RETAINING 17§ o
T oMM EMPLOYEES AND ACHY TS, | |
() SUBJECT TO THE PROVISIONS OF SUBSECTIONS (F) AND(G) —

~ AND EXCEPT AS OTHERWISL AUTIORIZED BY SUBSECTION (E), THE CENTRAL REPOSITORY

4

HAY NOT DISSES!E;}TE\TQ A NONCRIMINAL JUSTICE FEDERAL, STATE, OR LOCAL GOVERR-

MENT AGENCY: -
(D gaigiémsz CRININAL NISTORY RECORD INFOR-

I

mnm tx‘l'm:fs THE PERSON OR AGENCY TO WNOM THE r‘#FﬂR.“.ATiG‘% 15 10 BE DISSEMI=-

7 :HATED Is Exrasssxx AUTuaatzz:b BY STATUTE, mum.wcz n:rcu*rwt: ﬂansza QF.
COURT nm.E DECISION, OR ORDER TO GRAHT, DEMY, SUSPEND, REVOKE, OR TEEHHATE
A Lxcgissg. EMPLOYIENT, OR OTHER RIGHT OR PRIVILEGE, AND THE STATUTE, 'ORDINANCE,
ORDER OR Rui.r: SFECIFIE;S THE EXISTENCE OR NON-EXISTENCE ty/;nten CONVICTION

,;.M.‘“'Q:igénallxﬂ drafbed a6.an amendment. to_the Crininal Justi cem.; S
jnmrmtian Syat m Law, now to be implemented by refulatmm

~57 - .




'_a; OTHER CRIMINAL CONDUCT AS A t:amnm T0 I cm, BEAIAL, n::rmm, R
| mnoa, ON TEANINATION OF THE LICENAR, EXPLOYIENT, RIGWT, ﬁ! ﬂwua. |

REFERENCES TO "(OOD HORAL ﬁmt‘fﬁ \“Tﬁlﬁﬁﬁ‘ﬂﬁfﬂlﬂﬁg,“ oR ’D‘ﬁigi LESS

'”"B}‘ECIﬂG TRAITS ARE SUPFICIENT TO AUTHORIZE DISSEMINATION M&E THEY ARE oo
: DHHHIHEB 3Y THL COURTS YO BE INCLUSIVE OF mmm Wﬁmi AND

(3) H@**@Wl@rl@"* CRIMINAL HIETORY K@Kﬂ

INFORMATION UNLESS THE PERSON OR AGERCY 70 V0N THE. ;argmnﬁs 15°70 B
DISSENIRATED 15 EXPRESSLY AUTIORIZED BY s:amg nmﬂg@&; EXRCUTIVE amgs,

“COURT mn.g 'hgﬁgjag, AT

A Lﬁi‘ﬁ}igg ﬁ@@ﬁﬁﬁ, of éﬂiﬁi RICHT OR EE;V!LéQg; AMD THE BTATVTE, ORDI~

E Y

RANCE, EEEB‘TIVE DROER, OR COURT KULS. ﬁftiﬁmﬂ OR ORDEN SPECIFIES ACCESS

. T NON-CONVICTION RECORD INFORMATION JN. ma:smgm:éa oF TIY ﬁgcgsm L

AND E!E!iFT AS OTHERWISE AUTHORIZED RY SUBSECTION 7 ﬂ), e QEIYTE&L Ef.!‘ﬂ"‘ﬁﬁif

"GRANT, DENY, SUSPEND, REVOKE, OR TERHINATE A L:ms:, rgm.ﬁ”

"PRIVILEGE.

T, RIGHT, OR

£

(D) SUBJECT TO THE FROVISIONS ar snnﬁt:frmxs (F) AND {®)

“MAY NOT DISSEMINATE TO A PRIVATE NOR=GOVERNMEH ,,QELQ’ZELQL,IE,E,,,?EI?SE;ﬁ,,,,,,»,,,,A

T EMPLOYER'S DESTENATED AGENT: S e
i Y] CONVICTION CRININAL NISTORY RECORD

INFORMATION UNLESS THE DIPLOYER DEMONSTRATES TO TWE SECRETARY THAT THE -

AE’I!?!TIE‘% OR DUTIES OF THE PROSPECTIVE EMPLOYEE OR EMPLOYEE FOR WHOM THE

’ ﬁﬁﬂ?iéﬁé‘i CRIHTHAL HISTORY RECORD INFORMATION IS REQUESTED WOULD:

AFI!BLUZ. ALND

(a) BRING T‘H!’Z ?EQS?E&TH“E E,?‘J‘Lﬂ‘i‘i‘t
USE OF THE INFORMATION IN HIRING, TRANSFER, OR PROMOTION OF THE EXFLOYEE

mum:sn:wg TO PROTECT THE SAFETY OR BE IN THE BEST INTERESTS OF THE GENERAL

ES
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5

ﬁﬁ EXPLOYER !Bl’l'ﬁ sutH m: Aty §E§§lﬂﬁﬂ CONTACT WITH THE Q@‘kﬁﬁl’i

'gaﬁtzums: A% 10 mmm i ﬁ:@mm_ OR FISCAL VELLe REANG OF THE ENTER= .

s, N

©THE SECRETARY WILL ESYARLISH A ?‘ﬁﬁifm‘ﬁn WHERRRY m*tm*m
WAY PRTITION FOR THE RICHT TO BX CRANTED ACCEES YO CONVICTION CRININAL
WISTORY RECORD THTORMATION CONSRSTRNT VITH BUBZECTIONS (4) AYD {h) ABOVE,
THE PETITION SMALL REQUIRE Hﬂi BDOLOVER 30 2;23‘;‘2' R }‘}IHA&‘&% Iﬁi&!ﬁ ACCLSS

CBUBSRCTION, THE GECRETARY, WITH THE ADVICE OF THE ADVISOKY' ROARD, BHALE
BEVELOF SPECIFIC CLASSES FOR \MICH ACCRSS CONSTSTEST VITH THIS SURSRCTIOM
. AKE T BE BROVIDED AKD SHALL uamgm FOR EAGH CLASS A L1ST.OF ALL LIPLOYERS

L) )E&VE P?T[ﬁm}tit! FOR AND M‘i“x F?LL‘#‘TL& ACLERS,

i

E "gib; % i:i«fﬁz J: PECIE e : e "'ﬁf"ff’f,’: ,_:_ R

o {a) BAING THE r;ﬁgmuv; w;ms:

15 BESTRED AND THE KFASON FOR KIQUISTING THE ACCESS CONRLETINT WITW TWRE .

o ©TH3) HON-COMVICTION CKININAL NISTORY RECORD

COINVORATION WNLESS 9ME ?iﬁ&i}%ﬁi 15 LXPRESALS Aifﬂﬁﬁihiin RY © f&f’if?ii meﬁh‘fﬁ,
EXECUTIVE Ok K‘ﬂ Ok COURY §l’i? ORBER, OR pECTATON ???Ciﬁi‘i‘ﬁ THE RIDWT OF

— i@?ﬁfﬁgﬁ=@ﬁﬁﬁif§§ﬁﬁiﬁ TRFORMATION AND THE PURPOSE-AND-CONDITIONS ——-

| FOR-ACCESS,. .
(£)  THE FOLLOWING NONCRININAL JUSTICE PERSONS AND ACINCIES MAY

" RECEIVE FROM THE CLNTRAL RLTOSITORY Eﬁﬂfﬂtﬂi}ﬁ AND HOM4LONY ﬂ;‘::fm z;xmﬁm,)

HISTORY KECGRD ?hfémf.&"fﬁ"‘ YOR THE FMumrrosl AMD ’iﬁiﬁﬁi THE i@}t’?!?ié"‘i 5TAT Sﬁ:
(1) THE DEPARTIINT OF ?EES%‘NEL oR Gﬂgﬁ

;"

Aﬂ"éhﬂﬁ?ﬁ: Si«'}’ﬂﬁki?‘f ﬁ?’ *’Fﬂ!& f‘!‘ﬁﬁkﬁ. *@?A‘ﬂ‘ f*% ﬁ‘i*\& LNZ? arF i;ﬁ?i&\?ﬁ‘ﬂ ?ﬁ‘i‘

RECRIVE Sl?’ﬂﬂ E?&?ﬂ%}%?tﬁ}ﬁ }'ﬁ}k THY PYRPOSE OF DI@LOTITNT SULT &SEL%T‘E‘ 0 KLS—

CIMLITY FOR SECURITY CLEARANCES: .

1 (2) THE MARYLAND PUSLIC DIFENDLR OR ANY

THE DEFENSE OF A CLIENT 1% A PINDING CRININAL PROCELDING;

.= ) . - , ) ;
EEL OF RECORD MAY RECEIVE SUCH INFORVATION FOR THE FLRFOSEOF



1(3) " A DAIL_BONDSMAN MAY RECEIVE SUCH IN-

RULES ;

mFDRMAIIDN RELATING%TDEﬁ CLIENI,IIE AUTHORIZED BY ZHE M

i,"r,

R (4) THE JUVENILE SERVICES ADHINISTRATIDN '
HAY‘REcEiVE SUCHVIN?D%MATIDN FOR THE PURPOSES OF AN INVESTIGATION PURSUANT

TD THE DISPQSITIDN OF A JUVENILE CASE;

()  THE GOVERNDR S CDHHISSION ON LAW EN-

: EORCEHENT AND THE ADHINISTRATIDN OF JUSTICE HAY*RECEIVE SUGH INFGRHATIDN ?DE .
'THE PURPOSES QF RESEARCH EE%LUATIQN AND STATISTICAL ANALYSIS OF CRIHINAL

.I ACIIVITYQ AND THAT ANY STATIETICAL ANALYSES DERIVED ERDH SUCH INEDRHATIDN

“"t" ‘

MAY NOT INCLUDE THE NAME OF ANY INDIVIDUAL OR ANY DIHER UNIQUE IDENTIFIERS

,RELAIING TO THE INDIVIDUAL; _ _
‘*§;I§§%\- ‘ () A PERSON OR AGENCY ENGAGED ] LEGITIa,”

* MATE RESEARCH, EVALUATION, 'OR STATISTICAL ANALYSIS AGIIVITIES MAY; PURSUANT "---

TO AN AGREEF@NT NITH THE SEC%ETARY DR THE CHIEF JUDGE OF THE COURT OF APPEALS,

.RECEIVE SUCH INFORHATION NECESSARY ‘TO THESE. ACTIVITIES BUT SUEH INFORHATIDN

HAY NGT INCLUDE THE NAHE OF ANY INDIVIDUAL,
(7)" A PERSON DR AGENCY UNDER GONTRACT WITH:

A CRIHINAL JUSTICE AGENCY TO PROVIDE SPECIFIC SERVICES REQUIRED BY THE

‘(

RIHINAL JUSTICE AGENCY TD‘PERFORH ANY OF ITS CRIHINAL JUS E UNCTIDNS

HAY, 'PURSUANT TO A%gacggzﬁxnr WITH m— _?CRETARI RECEIVE SucH INFDRMATIDN :w
.0 s = J‘# 1 . . ) , . ,
'NECESSARY 1IN éRDER TO CARRY OUT' lrsfc?@?mgT; -
’ . IA_ Tt g &";- : .
C(F) . A CRIHTNAL JUSTICE AGENCY HAY NOT DISSEHINATE ERIHINAL

& -

HISTORY RECORD INFORHATIDN TD ANOTHER CRIHINAL JSUTIGE ‘AGENCY UNTIL THE DIS~

St NATING AGENCY HAS REQUESTED AND RECEIVED FROH THE CENTRAL REFDSZIDRY

= i

P?ICATIDN IHAT THE INFORHATIDN TD DE DISSEHINATED I8 CDH?LETE ACGURATE

KAND CURRENT. THE CRIHINAL JUSIICE AGENCY OR THE CENTRAL REFDSITDRY SHALL

X} 8

VERIEY’THE IDENTITY DF TIE - CNIHINAL JUSIICE AGENCY TO WHOM THE DISSEHINATING

N . 69 ;
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~ AGENCY INTENDS TO PROVIDE THE INFORMATION. THE CENTRAL REPOSITORY ‘SHALL

MAINTAIN A'RECGRD OR LDG’DF THE LREQUEET SHONING m: DATE THE quuzsi'ms )

ING THE INFDRHATIDN AND THE DATE OF THE DISSEHINAIIDN. THIS SUESECTIQN e

DOES NDT APPLY IF THE RECEIVING CRIHINAL JUSIICE ACENCY DEMQNSTRATES TC A

7 EESPCNSIBLE DFFICIAL OF THE DISSEMINATiNC CRIHINAL JUSTICE AGENCY DR THE
RAL REPOSITDRY THAT A DELAY IN IHE RECEIPT OF INFQRHATIQH FROH THE

CENTRAL REPOSITCRY WILL UNDULY IMPEDE NECESSARY ACIICN BY THE REQUESTIHG

CRIHINAL JUSTICE AGENCY OR H LL VIDLATE»CR HATERIALLY IHPAIR A SUESTANTIVE

RIGHT OF THE PERSON- AEOUT WHi“hi_” INFDRHATICH IS NEEQﬁE. HCWEVER THE

) DISSEHTNATTNC AGENCY EHALL HAINTAIN A LOG OF EACH DISEEHINATION ‘UNDER- THESE
\f; CCHDI?IDNS, SHOWING THE"DATEipF DISSEMINATION, THE 1NFDRHATICN TO EE'DiSE{ ‘

\SEMINATED, ‘THE CRIMINAL JUSTICE AGENCY TO WHOM IT WAS DISSENINATED, AND THE

i

DATE OF THE DISSEMINATION, = _ 7
| (éf) ONLY 'IHE % TRAL REPCSITCRY HAI DISSE}IINATE CRIMINAL

i

HISTORY RECCRD INFDRHATIDN TO A NDNQCRTHINAL JUSTICE AGENCY DR INDIVTDUAL-

THE CENTRAL REPCSITCRY SHALL VERIFY THE IDENTITY OF THE ACENCY OR P, ,N-REE
‘J“m“QUESTING TQ RECEIVE -THE- INFCRHATION —AND- SHALL“HAINTAIN AJRECQRD QR LOG CFm»f~nmm7

f§)
THE ‘REQUEST SHDWiNG THE DATE - THE REQUEE% WAS MADE, THE PURPCSE FOR WHICH THE }

REQUEﬁT WAS HADE -THE INFDRMATIDN TQ BE DISSEHINATED THE AGENCY CR PERSDN )
RECEIVING THE INFCRHATTDN AND THE DATE CE THE DISSEHINATIDN. THE CENTRAL H\\

.,

REPQSITQRY THROUGH AGREEMENT WITH_AHCTHER CRIHINAL JUSTICE AGENCY HAY SPECIFY

T MAY

4

PURPOSE OF RECEIVING cnIHiNAL HiSIQRf RECCRJ) INFDRJU\TION. : 'ru A SREEMEN
D% BRI+ AR

% "iL

ALSQ PRDVIDE FOR THE. CENTRAL REPDSI‘I‘&RY m Awrnom;zsfﬁ RIHINAL JUSTICE

IR vix By N
b . R . .
!‘ig.‘f ‘ . o \? : o L .f? .

h= "f;;

LI
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i sucu‘Efﬁﬁﬁfi?xﬁéEéﬁfﬁé“ﬁiéézﬁiﬁxfiNG“eEIHIHAL”juszxcg*AcEHCYfSHALLwHAiNTAzﬂw&mmn~

A LOG DF EACH DISSLHINAlIUN SHDNING THE DAIE THE REQUEST HAS MADE, THE -

PURPDSE FOR WHIGH THE REQUEST WAS HADE THE INPDRHATIQN TO BE.

DISSEHINAT ﬂ THE AGENCY OR PERSQN REGEIVING THE INFQRHATIGN AND THE DATE

QF- THE DISSEHINATIDH ‘ THE CENTRAL REFOSITDRY SHALL HAINTAIN IN ITS LDG THE
| FACT THAT IT AUTHDRIZED THE CRIHINAL JUSTICE AGENCY TO DISSEHINATE THE -

CRIHINAL HISTORY RECD,, I'FDRHAIIDN AND THE AGENCY OR INDIVIDUAL TD WHDM

THE CRIHIHAL HISTQRY RECORD INFDRHATION WAS DISSEHINATED-

(") ND AGENCY OR - INDIVIDUAL SHALL CONFIRM THE EXISTENCE. OR
NDN—EKISTENCE OF CRIHIHAL’HISTORY RECORD INFQRHATIDN TO ANY PERSON GR_AGENGY

" THAT WDULD NDT EE ELIGIBLE TG RECEIVE THE INFDRMATIDN ITSELF

5

'(I) ANY LOGS REQUIRED TO BE?KEPT UNDER* THIS SECTIGN SHALL '

'.BE MAINTAINED FOR AT LEASI THREE YEARS,V::;wi!’ e
(J)' I THE USE OF CRIMINAL HIé%DRx RECQRD IuFORﬂArION BY AN AUTHOR— :

IZED AGENCY OR INDIVIDUAL 15 LIMITED - TD THE EPECIFIC PURPGSE OR PURPOSES . f

“”“%ﬂ“’;STATED“IH‘THISXSECTIQN!ANQ’HAY*NDngEKDISSEMINATED%FURTHEBwEXCEPTﬁWIIHISPECI:mWII
'r-FIc AUTHORIZATION. ﬁi‘?%;% o | -

_?E) "IN ADDITION TO ANY OIHER REMID¥ OR EENALTY AUTHDRIZED BY 7

'LAW ANY 1 fwﬂDUAL OR AGEHCY VIOLATING ﬂR CAUSING A VIDLATION OF THE PR%&I-

E) | sIoNs OF THIS SECTIDN IS~GUILTY OF A MISDEMEANOR, AND UPON CONVICTION, IS’

"SUBJECT T0 A FINE QFVNGI MORE THAN

? ]
SIX MONTHS OR BOTH FOR EACH VIOLATION. IF THE DEf

) BY A STATE OR LOCAL GOVERNHENT AGENCY, A CDNVICTIDH SHALL COM:

GAUSE IO TERHINATE HIS EMPLOYHENT GR TO REVOKE OR SUSPEND HIS LICENSE;

x) IN ADDITION TG ANY OTHER REHEDY DR PENALTY AUTHDRIZED BY

\TION AW ANy INDIVIDUAL OR_ AGENCY DETERMINED BY THE SECRETARY TO BE IN VIOLATION

.. ?ﬂz

c N e e
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DR CAUSING TD BE IN YIDLA’I'IC)N THE PRDVISIONS QF THIS SECTIDN SHALL CDNSTITLTTE

. TGGDD CADSE FOR THE SECRETARY VTO TAKE THE NECESSARY STEPS TO  ENFORCE COMPLI-

" ANCE INCLUDING REVOCATION OF ANY AGREEMENT BE:THEEH THE AEEHCY AHD THE CENTM‘L ‘

REPPSITDRY AS ‘ELL AS AEPRDPRIATE JUDICIAL OR. ADH;NISTRATIVE PRDCEEDIHGS TQ
LLAE

EHFDRCE EOEELIAHGE.,, '

@) WHERE A REQUEST FOR THE DISSEMINATION OF CRIMINAL -

" HISTORY RECORD INFORMATION IS MADE BY A CRIMINAL JUSTICE AGENCY FROM ANOTHER
STATE DISSEMINATIONS WILL BE LIMITED TO THE PURPOSES FOR WHICH CRIHIHAL

HISTORY RECORD INFORMATION WILL BE DISSEMINATED TO CRIMINAL- JUSTICE AGENCIES

-WITHIN THE STATE OF MARYLAND. i ot
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" WASHINGTON STATE. . %

_;HashingtanAngminai,Justiéé System.

T R YL s R L GRS T TR s RN CROTIRS . SRt i

D e A BT e s thRnd o s S s s g L pmrseerimest

. The Washington ‘Statg Patrol enforces traffic laws on the state's _
. highways, protects staEE propenty, and provides special .law enforcement
_services in emergencies and-at the Governor's direction. Law enforce-"

-“"ment in the state is mainly attended to by the 39 county sheriffs; the

. cities of Seattle and Tacoma provide police services, but few other muni--.
cipalities have significant law enforcement responsibilities. The state .
has few urban centers and the growing trend toward combined city/county
‘law enforcement consolidation has emphasized the role of the sheriffs.

The State Patrol operates a crime analysis unit, a central identifica-
tion bureau and an organized crime intelligence division.’ The Patrol -

has responsibility for operating the state's central criminal justice -
information system.: - - _— T

Canfecticna] services in the state are centralized in the Depart-

ment of Social and Health.Services, which includes adult corrections, -
the Board of Parole and the probation and parole services. :

Though the state does not have a unified court system, the Supreme -

| urcourtadaesmhaveusuperintendingﬁcantra]:Df%the&Superiar_CQUEtshafwthe“

. state, which operate at the county$level and have general jurisdiction. -
. District Courts are of limited jurisdiction and deal_with misdemeanors, -
.“warrants, etc., 2 ' . -

[

Criminal Justigeffnfarmg;jonﬁSy;tem,

Washington is building a comprehensive state criminal justice in-
formation system, and at present central law enforcement information is.
- computerized and accessed by more than a hundred terminals throughout

the state. A correctional information system is being developed within

. the Department of Social and Health Services, and is designed to track

“adult felony offenders in institutional custody or under probation or
parole supervision, and will provide management information services

as well. A Superior Court Management Information System is in the de-
velopmental stage as well, and is intended to provide statewide judicial
system information with respect to case status and process, dispositions
and relevant caseload data. AR :

. f; 195?; a crimfna] justice identification center was created within
the State Patrol. In 1972, when the center became computerized, the
legislature established it as the Central. Identification Section (CIS)

“with authority to maintain identification and an _crimjnal history records.
Local law enforcement agencies were required to)ﬂik'rf arrests and pro- .

’3




“ - .~ . : - . . .

.. - 2 -‘[;
videf{CJ5 with‘fﬁngerbriﬁi; as the means fgr identifying files. The
s 1eg1;,at?ﬂn -also restricted dissemination of CIS records to criminal
“justice purposes. on1y, and data subjects were given rights to review and
<cha lenge thein, keconds. These ‘dissemination and access regulations did
nqt qu]y o 1a§a1 1aw=Eﬁforcement agencies, however.

'~E& oo e - RS ‘:x “ B ey 1R e i m et e e e s e e e s g 8 e e e £ e

DeﬁeTﬂpment ﬂ%*the State s Pr1va¢y Program. 4
‘a;ﬁ\ r . lf#’- Ko -
.h R S g ér-i‘ i - : * %

In 1974 a b111 was 1ntroduced 1n the Nashington 1egisiature tD
but the b111 never moved out of cnmm1ttee. Aga1n in 1975, annther bill
was intro uced, which would have prevented intelligence and investiga-
tive inf rmatign from being placed in automated. systems, imposed con-
fidentiality constraints on arrest and conviction information, and would
have given access and challenge rights to data sub;ects There were
hearings on the bi11, but it was not enacted. '

The; issuance in 1975 of the 1n1t1a1 LEAA regu1at1ans stimulated
additional activity in the state of Washington, and in December, 1975,
an Advisory Committee for Security and Privacy was established by the
Governor. The Attorney General was chairman of the Committee, and it
included representatives of crimigal justice agencies at the state and
1o:a1 level, public interest grouﬁg; media and the state legislature.
By March, 1976, the Advisory Committee had prepared its initial
recommendations which were widely circulated throughout the state for
comment. The Committee proposal. recommended restrictions on the dis-.
semination of conviction records as well as arrest information; there
were ‘also recommendations for the inspection and correction of .records,
the maintenance of dissemination logs and procedures for the audit of
criminal justice practices. A bill was introduced in the legislature

_which_was_the_basis_for_the measure that ultimately was enacted in 1977.

“The bill that passed the legislature was narrower than that pro-
posed by the Advisory Committee. Because of the proposals in 1974 and
1975, previously mentioned, the legislature had some familiarity with
issues relevant to confidentia1ity of criminal justice informationy and
hearings in the legislature emphasized concern about additional costs
resulting from dissemination restrictions and the added burdens to
criminal justice agencies from procedures to assure access and con-
fidentiality.

b




';ngsemingtiaﬁ Policy.-

" “The principle features of the Washington State Criminal Records
P vacy- Act-are-these: T . i

c¥iminal justice agency disseminates .a record concerning gross misde-
meahors or felonies. Some exceptions are provided; e.g., if time is of
the essence and the repository cannot.respond within the required time.

f%?]' " The central repository must be queried for update before any

2. Conviction records may be disseminated with restriction, and
there are no provisions for sealing or purging conviction data.

3. Criminal justice agencies may disseminate nonconviction data
 to other criminal justice agencies for purposes of criminal justice ad-
ministration or for employment in the criminal justice system. Interest-
ingly, the statute provides that criminal justice agencies may exchange
information "without any obligation to ascertain the purpose for which
the'information is to be used by the agency making the inquiry." '

4. Nonconviction data may be disseminated outside the criminal
. justice system if such access if specifically authorized by statute,
" orders or rules, or for research purposes, or pursuant to a contract ' to
provide services to a criminal justice agency. ) -

5. Dissemination Togs must be maintained.

6. Nonconviction-data may be deleted from records upon application:\
by the data subject unless the charges result in deferred prosecution =
or other diversion, or the data subject“has a prior felony conviction or
subsequent arrest within two years. c ,

H ] .- -

-‘7.ﬂwibe;dax§m§g§1é;§jhas,rjghts of review aﬁd'éha1ienge éxéept for

i.?5E2111genge;or,invesfigatiye”?%1ési'“NéﬁtﬁﬁﬁiétTﬁﬁ’data*mayjnat“beménngmmm
mechanically copied or reproduced. ‘ .

8. The SPA has authority to administer the Act and to promulgate

regulations for"its implementation. L ; -

The legtslation does not deal with dissemination of intelligence
and investigative information, which is maintained by the intelligence
~unit separately from other criminal justice information in the Central
Identification Section. While the data subject 1s denied access to such
information under the legislation, the public records law, mentioned
below, contains a conditional exemption of such information from its
disclosure and copying provisions, o

There is. however, a "reverse" effect from this legislation with



respect to conviction data. The prior law regulating CIS did not per-
mit dissemination of conviction data outside the criminal justice system;
even though that restriction did not apply to loca¥ law enforcement
agencies, some of them followed it anyway. The result of the new law is
to relax the prohibition of release of conviction information by making

~-gych-release-discretionary-but-subject -to-disclosure-dissemiation res ...

quirements. The legislature accepted this change because it closely
- parallelled LEAA regulations and was an acceptable compromise for the
news media. . . . .

~ The Advisory Committee would have also restricted dissemination of
conviction data if the data subject had no ‘further convigtion for seven

‘years. The legislature accepted the presumption of can‘iﬁentia1ity of

_ nonconviction data, but applied the reverse presumption to conviction
data, contrary to what had been prior policy in the state.

/

It 1s noteworthy that the SPA has authority to administ?f the
Act and to adopt regulations. The SPA has promulgated regulations to
spell out appropriate procedures under the law.

{

_~Public records .law. The Washington State Open Government Act re-
gulates campaign financing, lobbyist activities, reporting of financial
affairs by elected officials, and public records. A portion of the
policy declared in that legislation.states: - A

- "That, mind&yl of the right of individuals to privacy and
‘the desireability of the efficient administration of gov-

~ ernment, full access to information concerning the conduct
.. gf-the-government_on_every_level must be assured_as a_fun-

" -damental and necessary precondition to the sound governance
of a free society." : : .

The presumption is that government agency records are public, and
virtually any file, record or piece of information can be an agency re-
cord. With respect to criminal justice information, however, there is a
conditional disclosure exemption for: k 4

"Specific intelligence information and specific fhvesti-"
gative records compiled by investigative, law enforcement,
and penology agencies, and state agencies vested with the
responsibility to discipline members of any profession, the .
non-disclosure of which is essential t# effective law enforce-
ment or for the protection of any person's right to privacy.”
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—A narrow interpretation of that exemption would exclude criminal
histories, which would result in a conflict between this disclosure
law and the CIS confidentiality requirement previously discussed. The ,
new Act resolves this problem.. B

“m%f“m““AmEﬂdméﬂtdﬂf“thE”ﬂEiniﬁrEEGdeNIﬂﬁ?ﬁauid;haYEwav1E§Edmtbemﬂ55d;fﬂﬂQmmm
a separate criminal justice records law, thus utilizing the Washington
Public Disclosure Commission to oversee criminal justice information as
well. Recognition of unique requirements for criminal justice resulted.
in a parallel but separate treatment of its information.

State Human Rights Commission Regulations.

.
e

The Washington State Human Rights Commissdon (HRC) exists for the
purpése of protecting the disadvantaged, with-special reference to
minorities and the handicapped. The commission has promulgated regu-
lations which deal with fair employment practices, two of which speci-
fically relate to criminal justice. :

Commission regulations declare it to be an unfair practice to make -
a pre-employment inquiry about a simple arrest record. It is also de-
lared to be an unfair practice to refuse to hire someone solely on the
basis of -an arrest record, though law enforcement agencies are exempted =~
from this regulation. , S

Further, HRC requlations declare it an unfair practice to refuse to
hire someone simply because of a prior conviction unless the conviction
is less than seven years old and it is relevant to specific qualifjcations
.for a job. The underlying policy forthis regulation is somewhat in con-
flict with the dissemination of conviction data as permitted by the
—_criminal_justice records_law. _As noted previously in this report, how-

ever, such inconsistencies are not infrequent in any state's information
regulations. ‘ .

Issues For The Future.

'y 3

In Washington, as in other jurisdictions, implementation of effec- °
‘tive disposition reporting practices has yet to be completely developed.
Cooperation of prosecutors and the courts is critical here, for report-
Jng by law enforcement and correctipns agencies {is considered to be far
" more manageable at the moment.
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One problem here, however, arises because by law CIS can be accessed
only through provision of fingerprints. Many courts, especially those
of limited jurisdiction, do not bother with fingerprints as a per-

. sonal identifier. This difficulty has yet to be addressed.
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Some Points On Process. - S

Chapter II considered the substantive policy issues to be confronted
with-respect.to access.regulations for criminal justice information. '

Based upon some observations of state experiences with the process for

developing and implementing an information program, here are some {deas

- worth considering:.

1. Establish & special task force or advisory group to develop

or review the confidentiality program. The group may have an educational
and advocacy role in the pursuit of legislation or regulation; a broad-
based group including representatives from citizens groups, business,
news media, state and local government criminal justice agencies, will
have advantages in pursuasion. The group will need staff support for
preparation of a-program and to assure continuity in follow-through when
the program is ready, so it ought to be attached to an important agency

‘that has responsibility for the group and &ts work.

“system regarding access to information;-they may - -ready-pravide reason- ...

2. Examine the existing relevant laws or regulations that deal
with access to criminal justice information, be they public record pro-
visions or access authorization of regulatory or licensing agencies.
Know what policies or inconsistencies are represented in the law.

3. Learn what are the current pracﬁices of the criminal justice

able confidentiality but lack uniformity, or there may be gross tnag-
equacies. In any event, the potential impact of access reguiatiqn\,haulp,i
be appreciated. 7 .

4, Haé carefully and well in advance, the process, fssues, decision
points and timetable for the program. Early agreement on such funda-

mentals as the presumptions regarding criminal Justice actess and the

apngggh;ggwgggg;nggggyxgéxggjggﬁgrsa;ter access will expedite the for-
mulation of overall policy and procedures. it

5. Establish good liaison with legislative leadership early in
program davelopment, It may be misleading to have representation from
the legislature on the task force unless that person 15 interested in
the program and will have responsibility for it when 1t reaches the
legislature. It is important also that the Governor's legislative staff
be kept abreast of the group's work. ‘ -

6. Provide an opportunity for interested groups to be heard early
in the process. The ACLU and human rights groups are generally active
in behalf of confidentiality; news media and the business community fre-
quently want broad access rights. Timely contact with such groups may
avold conflicts when legislation is under active consideration.
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7. Build cooperation within the criminal justice system. It is
important: that state and local operating agencfes see benefits for thém-
selves by participating in the privacy program. If in exchange for
faithful disposition reporting to the central repository, for instance,
Tocal agencies receive {nformatfon helpful to them in the management
of their own functions, their support will be more likely.

~ a‘program. | Though privacy-is not free of cost, it probably can be

achieved at a more reasonable expense than may be estimated by thote
y?o simply do not want to change the way {n which they handle informa-
t ﬂni 3 ! .

8. Dqgint be misled by exaggerated cost estimates for fmﬁleﬁentiﬂg

The task of developing a comprehensive and rational program for
criminad justice information requlation is formidable. It {s hoped

Ticy analysis, no matter how much or how little a state may
to do {n managing its criminal justice information systen.

fifs report has helped to provide a starting point and a structure . .
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.. Sacramento, California 95822

1. Criminal Justice System, G.P.0. 1973-9-494-818; see Report of the
_ WatTonal Advisory Cormission on Criminal Justice Standards\and
M”7@56§1§iﬂ§§ﬁé?3113‘Eﬁﬁﬁté?‘E:‘”NW*”*”“**“wwékwwlw“rswmwumhnx”fiwmh@ R
. A
"g. P.L. 93-83, 42 U.S.C. 3701 et. seq. -
3. A handbook published by Theorén Corporation, “How Teﬂﬁmplement Pri-
vacy and Security,” is a dotafled docoment of procedures responsive
to LEAA regulations, and may be obtained from the company at 1737 North
1st Street, S¢ 590, San Jose, California 95112,
3. SG61 stands for SEARCH Group, Inc., 3 pr{vate non=profit corporation

dedicsted to research and development in criminal justice infor--
mation. SGI published Technical Report Xo. 13, "Standards for Se-
curity and Privacy of Criminal Justice Information,” which contains
usefu) discussfon of suggested standards and policies for confiden-
tiality and security of erimina) Hustice information systems. 501
has also produced a glossary of criminal justice terms, and other
publications dealing with criminal justice {nfarmation technology.

C » to ti 5 0 1 refe {als generated by
SGI, many of which are available free to off¥Emals of state and local
criminal justice. The address is 1620 35th Avenue, Suite 200,

5! ECP!DQ ‘17GGEDG]5§

6. Personal Privacy in an Information Society, G6.P.0. 052-003-0395~3.

7. For some guidance see the Theorem Handbook, n. 3; also Natfonal Bureau
of Standards Technical Hote 809, "Privacy and Security 'in Comppter
Systems," available from the G.P.0. ’ T

8. This report does not ﬁiécui;sgechnica1 g@ﬁéiiance with Titierés'

- 10,
1.

+ specifically. Useful information in that regard may be found fn the’

Theorem and SEARCH publications cited at n. 3 and n. 4. LEAA,
through SGI, conducted extensive workshops around the country 1o
acquaint the criminal justice community with Title 26 implementation
requiréments, and literature in that regard is available from SGI.
381 U.5. 479 (1965). |
96 Sﬁ?g ct. 1155 {1976)

A B

A discussion of the Federal case law apﬁearz in a paper by Paul

Woodhrd, former SGI General Counsel, reprinted in the proceedings

of the Third International SEARCH Symposium. May. 1976, available
from SGI. S : v 4 o
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12.. Samc law eﬁforctﬁnnt aémiﬁisiratar arque that there should be resteic-
tions on dissesination of sieple arrest inforration even within the x

s

crininal justice system ftself, e.q., an officer should make his
decision to arrest not based upon inquiry into prior history but
because the circumstances at hand warrant an arrest,

el de-SGl-Teeh - Regt ~NGe--1d-Sld e a8k slﬂ;\\‘;@sti H-years. for misde=- 4
meanors and 7 yxars ?’% felonies.

14. !Sée. e.9., the article by ¥itchener, Schmidt & Glaser, “How Fer.
sistent {5 Post-Prison Success s, in ﬁarghi 1977, {ssuc of Fedora)
Probatfon, )

15, An additional resource {5 the rcgar:.%f 3 Forum on Cririnal Justice
Inforcatien Use sponsored by 5G1.  The Forunm, held §n 1977, con-
sidered private sector security.access to CJI, and the report should
be avatlable soon from SGI.

16. See n, 4,

gff; :
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