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"Privacy has gained attention of later in try arse
Of singular importance has been the subject of

security of criminal justice information. Often the de
nYmitY4by those who have confronted the ci imin 1 justice
With Society's inquifies pursuant to a "night to know

enactment of the-Om4ibus Crime Control and Sad Streets Act of
1968 brought national attention to state criminal ju tree system and
Federal funding through the newly Wablished Law Enf ementAssistance
Administration, A significantAtAA OSICOPMEnt of
comprehensive criminal justice information; and the encturagelent of
states in the development or upgrading of such information systems.

HPi
ires for ano
Otero clash

In early 1973, the National Advisory Commission on Criminal Jus
mica Standards end Goals, mindful of information system development,
encouraged each state ta

. . adopt enabling legislation for prot ction,of sec -

rity and privacy in criminal justice information system
The enabling statute should establish an administrati
structure, minimum standards for protection of security
and privacy, and civil and criminal sanction for viola-
tion of statutes or rules and regulations adopted under
it" w*

- The Ng, also_recommended that each state establish a security -and Pri-
vacy council to oversee and monitor criminal ',justice

.information pri-
vaty pro-graft; training for criminal justice personnel regardigg
vacy and security measures also was recommended'

A few months after the RAC report, the Crime Contr61 Act of 1973-
amended the earlier 1968 Act, and required that information systems de-
veloped with Fdderal funds be protected by measures to Insure the pri-
vacy ands urity f criminal justice information. y Section 524(b),of
the 1973 Ac roe, _s'as follows.

"All urinal history information collected, stored dr dis-,
seminled through support under this title shall contain,
to the ina4mum extent feasible, disposition as well as arrest
data wfierd'arrest data is included therein. The collection,
storage and dissemination of such information shall take
place under procedures reasonably designed to insurq that
all suCh information is kept current therein; the agminis
tration shall assure that the security and privacy of all
information is adequately provided for and th Information
shall only be used for law enforcement and cr nal justice

of



other' set. In addit

eve history inform*

ai11ed in an alitp meted system it inaccu
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This report was prcparod as one of the Wks in a prOjeCt under

taken for the NatiOnel Crimih 1 Justice Inforhetion and Statistic So

vice (MISS) of the Law Enforcement Assistance Administration, United

States Dpartmont=of Justice. A specific purposeof the project was to

survey state-legislation dealing with limitetions On-the_disteminetion

of criminal history information. The results of that survey Are inCluded

In a companion'document."Privacy and Security of Criminal History inforea-

tfon A Compendium,of State Stetutei,"evallable from SWISS.

In broader-perspective. the projoct was intended to analyze pri-

vacy policy and to produce a resourcizidocument that would be of help

jstate and local govevnment for the de4olop6rnt of privacy...end sew

programs in criminal justice information sytten$. This project dots

not-address -the)tpeCial_complexities of Juvenile Justico Information

though many of the poliCy (stiles are the same.

It is not
work for 1eol

The c
shoo
and dra
CFR, Pa
issues

The
disco

the purpoie of this report to idv

dative policy or a 'mode statute

of legislative approaches to parti

eful resource to those OA riled wi

cular frame-
goverrnent.
cy choices
tie* policy

This;- report will discuss metiers ton emp within 28

and will explore a broader range of privacy and security

state Pay confront in developing a comprehensive program.

anfration oY this monograph tjs, quite simple. Chapter I is

n of the general concepts regarding privacy and security with

respect o criminal justice ifilfamatiOn, including a-definition of some

basic terms. consideration of the ioterests to be balinCid in developing

privacy policy, the relevarice of fair information practiceV, and the con.

strainer of system design

Chapter II contains a discussion of specific Issues to be resolved

to developing privacy policy for criminal justice information systems.

Mae Usun art presented more as'alist of options than as_guidelines
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CHAPTER I. GENERAL CONSIDERATIONS FOR ArvAcy. AND SECURITY

_O _CRIMINAL, JUSTICE INFORMATION..

The phrase, "privacy and security" is in general use today, not

only as to criminal justice information, but with respect to any kind

of personaLinformation, i.e., any irOormation,that-is referenced to

an identifiable individual by use of name, number or other charac-

teristic. 'That which makes information personal is not i4,content but

whether it refers to a specific individual'. Criminal justit

i is

e infor-

maton s one kind of personal information, and is the topic of this

report.

'The',Word "prr "liaS been ,used for a broadTange,of.notioht....

such as the right to e.cOntrateptives or to_have an abOrtitip,-the

right not to have one "s telephone tapped,- and-the expectation that one's

----.)**Tecordt will not be opened to'public scrutiny. ,Iritine.-popular.

sense,privacy:is_a desire to be "let alone," and thus.101s_a concept

difficult to define or to limit..jrivacyralates.to people,, and With

respect-to information about people, raises qUestions as to.what and,.

how informatiortabout'theM is Hathered.,. ThatinquiryiLlot-the,prime

fbtuST-trf7this'Treport''whichinstei_-

The term "confidentiality"' bestdestribes.the subject Of.this re-.
_

port.- We are here concerned with Who -can'halle access to-specifttcri-:

urinal justice information, -and under what circumstances,

Ity protects privacy by restricting access to'personaLinformation.-

The term "security" relates to information systems and deals with

how information is protected from unauthorized access, alteration or

losi:Security-assures confidentiality-and the-integrity-of-data;---

it is largely the realm otttpchnical experts and will not be treated

with here other than by refOence.

The phrase "privacy and security," though commonly used, is an

unhappy one; it is more useful to talk"about personal privacy, data

confidentiality, and system security. Though the use of "privacy and

security" will be avoided when practicable, it is acknowledged that the

phrase is generally accepted as descriptive of policy or rules that

relate to limitations on acquisition or use, or the protection of,

criminal justice information.



To:promete,clarity in diStussion the -more important terms used
ff.equently\ift-this-report are defined below. .Definitiens reflect the
ordinary meaning.of'words:and the generally Iptepted use in criminal
justice. Themain source for the definitions is the SDI glossary,
"Security and Privacy. Terminology." 4/.-In instances' where a definition
isfrom:LEAA-.regulations-in Title 28, CFR .Part-20, that IS indicated
bythe:hotatien (Regs).

, Apo

Access. The authority to review or receive information from files,
records or an information system, whether manual or automated.-

/

Criminal history ret d information (CHRI). Information collected
by criminal justice age c es on faividuals consisting of identifiable
descriptions and notations of arrests,.detentions, indictments, infor-
mation, or other formal riminal charges, and any disposition arising
therefrom, sentenang, orrectional supervision and release. The term
does. not include ident ficatioh information such as fingerprint records
to the_ extent that suc_fnformation-does not indicate-involvement of
the individual in the criminal justice system. (Regs.)

Criminal justice agency. Any court or other governmental agency or
any sub-unit,thereof hich performs the administration of justice pur-
suant to a statute or an executive order, and which allocates a sub-
stantial part of its udget to the administration of criminal justice.
Regs.)

,

Criminalustice-administration-.---The-performance-ofany-ofthe
following,,, ct vities: detection, apprehension, detention,_pretrial
release, post-trial r lease, prosecution, adjudication, correctional
supervision, or rehab litation,of accused persons or criminal offen-

-ders. The adMinistra ion of criminal justice shall include criminal
identificatiOn activi ies and the collet on, storage and dissemina-
tion of criminal hist ry record inforMati n. (Regs.)

Criminal ustice information (WI Info ation collected-by
criminal justice agent es that is nee ed for t e performance of, their
legally authorized and required functions. . This is.ihe broadest in-
formation term, and in lodes CHRI and investigative and intelligence
information. It does nt include agency personnel or administrative
records used for agency operations or management.

Disposition. Information disclosing that criminal'proceedings hav6
been Concl-uded,-includinginformatiOn disclosing that the police have
elected not to refer a matter to a prosecutor or that a prosecutor has
elected not to commence criminal proceedings and also disclosing the



ature:of.the _rmination in the proceedings,. or information disclosing

7that;prodeediAs-have-;been-indefinitely)06stponedand7also-disclosing,
--Vie reason .0r.-such postponement., Disposition shall include,.but not

be limited oi'acquittal, Otouittarby.reason of insanity, acquittal by

reason o .ental-incompetente, case continued without finding, charge.

ditOsse charge diimissed dueto.insanity, Charge dismissed 44e to

mental'competency,. charge still,pending due to insanity, charge still

pendin due,tp.41entaLincompetence; guilty. plea -none proseouino.

OPer nOlo cohtendere-Olea, .convicteC-youthfut.offender.deterMination,:

dace: ed,-deferred
found insane,

fo d..mentaltrintoMpetent,
pardoned,--probation before conviction, sen

teLce commuted, adjudication withheld, mistrial-defendantdisdharged,

Oecutive clemency,- placed'on probation, paroled, or released fromcor-

flectionalsupervi!sion.. .(RegS0-

Dissemination. The transmission-of information, whether orally,.

in WritingTor electronically,-to-anyone
outside the agency which main,

tains. the information, except reports to an authorized. repository-.

.

ntelltence and investisative information-- Information

comped in an effort to anticIpatepreventor monitorpossible;cri-
urinal--activity,',:or,:_compiledln...A.Cnurteorinvestiga ion of knOwn:or

suspeCted crimes.

Non-ConyiCtion data. -Arrest-information without disOositioh'if

an interva .

of one year has elapsed. from the date:1)f arrest and no ac

tiVe prosecution of the charge is pendingror information disdloting-

that the police have.-elected not to refer a matter to a prosetuter, or'

that.a:prosecutor has elected-not -to commence criminal.proceedings,. or

that proceedings- havebeen
indefinitely postponed,. as well as all ac,

dismissals.

Purge, 'To. completely remove from or destroy information contained

in 0,tpecified file or records system. (The word "expunge,',. sometimes'

a. synonym for'Purge;,Is not used ifithit report.'

Seal._ Through spetial'procedures to close or limit access to

,specrfria.information and files or record systems.

15
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erests Affecting Criminal Justice

Information Confidentiality.

Policy. with-respect:to the 'use of criminal justioe-inbrmatiotf.
must consider the variant, and-slometimes competing, interests.-tb be
balanced in-developing accest'precedures.-

The individb0..-.-

. The person identified by criminal justice information- generally
viantsto limit access to-that data because of its potential for fiarm-
ful -Consequences. -Jhat\perspectiVe,itself changes from-timeto times
however. For example, at the moment of-..arrest one wants to be sure
that faMih,, friends or- lawyer can have access to the information;
sedret,...arrests.are contrary to concepts of-a free society and are
-inconsistent with this nation's constitutional guarantees. - LikewiSe,
the accused wants prosecution and trial to tie'open to scrutiny to deter

-arbitrary, CaPricipus.prAisCriMinitork'precedures-.;'Apincarcerated
offender does not.want to "get,lost" in the system, orwhile.there .

to be subjectartbimpropertreatment, accordingly correCtion-
al.-Information-available tdllisrepresentatives or to 'those who monitor
the operations of government, in the public interest. Once out of the
.system- --.ever,:the individual would like to rewrite-hiStotA erasing
from,- Os any notation Of involvement with criminal -justih.- The

Mere fa of arrest, thoUgh.mistaken. and fallowskby:the 'dismissal of
._.charges,-ts. perCeived as-a blot on-one's:reCord-thatceprevent em-..

jiloymentor bring. other opprobrium; No matter what the circumstances
may have been, however, an individual do p6 not want a criminal record

to follow him,- and he desires that cri inal justice informat'on not -'

be:-available indefinitely to the:public.-

The criminal justice system.

The criminal justice system itself cannot function properly with
out-access to CJI. Since it is the syStem itself which is the main
source and principal user of the information, the sharing of CJI by
criminal justice agencies is usually, appropriate. It is probably.safe
to say that criminal justice agencies are not much concerned whether
the,public has access to criminal history record information, except
insofar as dissemination may create an administrative burden.

Criminal justice agencies-,want intelligence and investigative in,
Formation kept confidential however, so as not to compromise its'value.

Is



Here the interests of ihe individual and criminal justice coincide, .

--though-for.differing reasons., The main concern of criiMnal just
.1

that dissemination of, information-ndt impair te effeCtiAness of law'

enforcement.

'Societyat large.

Prospective employers,,esOecially when the potential employment

responsibility is considered "sensitive," want to know about previous

criminal justice encounters that job applicants may have had. Often

licensing regulations may be conditioned on freedom from criminal his

.These who contemplate important business- relations with others

The re ejustice inrdrmation to a particular relation
(exteni:vance

of criminalon

of credit, e4.) also have an interest in criminal-history

ship is. a past record may or may not be significant.. For

instance; public knowledge about a,misdemeanor committed during one's

youth twenty years past might damage the individual in his relations

with others though the value of that stale information is extremely

doubtful. Nevertheless, the typical citizen wants access to criminal

justice information about others, though he may not want others to

have criminal justice information about him,-

Policy for criminal justice information access is developed-with-

in the context of these interests: fairness to the individual; effec-

tiveness of the criminal justice system; the protection of sociel

Most policy issues, however, mainly involve a balance between the

upublIc's quest for openness and the individual's desire for "privacy."

17



Fair Information Practices

_and Criminal7Justice.-

In fashioning a program for confidentiality of criminal
information, general principles for good information management should
be observed. -A personal' information system should:Sitisfy'the needs of
users, but should be managed so as:to minimize impairmentW the in-
terests of-data 'subjects,. ,A study -by an adVisory.committee -to:the
Secretary of -the Department of Nealtial Education and -WeIfate.reSulted:
in a 1973 report, "Records,- Computert and thb Rights of.CitiZens .

which examined government practices regarding the use of **nal-
information,'and- identified ways in which privaCy coUld'be"enharkted

,

through proper information practice. 5/ The committee reCOmmended fifOn
`damental principles of fair information practice,"--recognizing'that
personal privacy:is affected by disclosure and.use of4ersorial
melon.

A

The .general principles of the HEW report were 'loco orated, y.
Congress into the Privacy. Act of 1974, and have been acc generally_
by the Privacy Protection Study Commission in its 1977 report.6 .The
principles are distilled here

1. No personal-infortation systems should be maintained whose
ver existence is secret.'

2. A data sUbject should 'have access to informa
-d know the purposes for which,it-is Maintained.

= A datadeubject_shoul4 he-permitted tp challenge and Seek
corrections of information about himself.

4. pata,should be used only for the purposes for which it
intended, unlesS the data subject consents.

5. Information used should be accurate, timely, relevant and
complete.

6. Information should be protected against unauthorized access,
alteration r destruction.

The following discussion of these general principles flags areas
of special implication for criminal justice information.

No secret system.

The Watergate area and its aftermath testify to,the utility of



this,PrfnciPle in the context of ,bur society and goverbMent.. ough

-_AcCeSS..P.,ParticOlar information _t be restricteefor the purp es ..

of state security and-other
bodeCAUSC'neVetftleSs-the-exiSten a and-

general purpose of a personal. inform' tion Osten should not- be a

justice stemt.and may,be accepted' ithbut much debate. .-7-1,/
secret.. This principle:Causes no sp ciaL:Probleln-for the criminal.

4

Data subject access'.

This is a
,

princiPle of fairness, eSpeOally 10, reference" to

tonal information. Because information is used td make -decisions, w'

not let'the data subject see the information used,: to affect him? ,T

data.z subject .knows what experiences he has';_haCwith .the afid

_1i ttle reason to deny him access to 'criritnal ,hlstoey Tecoi-ds

about himSelf. The -main exception to his'princkple :Ci
and investiigative information, -to be `discussed Chapter Ir.'

In most ins tances-the edt himself ".is a good resource to check

the validity- of data in his Mt. 'Allowing the iubJedt to see sa

file without giving him an opportunity to have haelfdata corrected is

an incomplete recognition of ,tht inavidual's interest. The relia-

bility of the contested data can 'be verified by appropriate data and

procedures.

RestrIct data to its i ntended' use.

This prinCiple CreateS some difficulty fo:r criminal justice, in
.

identifying a particular intended use Information' is kept to record
official actions of governMent'aOncies,to provide the basis for agency

actions, to protect the interests ,;of the:individual with whompe-govern-'s

ment ,is'interacting, and Wpfotedt relateste-per:-

sonal nforMation generally,, the Principal Is 6.1bOptable because itpe

.data subject usually, has ,vOluntarilg supplitdrinformatinn obout himit

self for a Specific' intended use. -,The fnrormttfpn 'might hotJiave been

furnished if `some`: other use were made AnwIn; to:compl- with thWOrin

ciOle can prevent,surPrise to the data sup ect. m t inSta000','

ever, criminal justfCt information 1 Ono Supplied vol arily%by the

da tal subject', but i is requl red`. and record0 W law' even t ough i t may

be against the. interest of thl) data subJ Though the, generalrea

son 'for this principle Flos less pplil I a bi 1 i t 16 'criml9a1 Jost* than

to other personal inforMatipn'systenis, and a cordin9ly may be discounted,'



it ought pot to beHd-4ca
'dilcUtsfdh of this su

4

Use valid data.

This principle is consistdnt' with good record keeping:as -Well as
wth fairness tip the';'indivi,dual. The val idity' of a decision -Kill be
impaired_lf it _is baSed upon data that is wrong, stale or incimplete;,
:the'Main question. foe,criminal jsutice is what are reasonabli-ttandaDds
.for accuracy,' timeliness and c eteness.. Rime of those ifindards

,are- sdggested in the LtAA regv tons. and will be consi erid In Chap-
ter

without examination.. -A more detailed
s contained in Chapter I

a

thsthe interests of the individual
Sound information management. If gate-

orth protecting so that' its lntegr ty,A

May be considered an acceptable, le' e

k
allty breached. This _principle pre n

h t '
a patticular cblleetlon of information, sin-
tie guidance at present. - Information system

-flake' subjective judgmentl regarding security.::
to. the particular data to be protected and the --

for Varidts 1- s to Protection.

O-/sion in Chapter III wilt- consider the- foregoing7prin
dd.-the ,coMpetihointerests;to.be balanced, in developing,

onfidenti a 11 ty' of criminal justice* infOrrria den.'



Le al Cons raints on Crimi dustice

Federal legislation and regulation.

At present the only significant Federal legislative requirements

for state criminal justice information use or maintenance are in the

Crime Control Act of 1973, previously cited, and the LEAA regulations

pursuant thereto in Title. 28 CFR, Part 20. Part 22 of Title 28 concerns

the use of criminal justice information for research and statistical

Purposes, and is mentioned in Chapter II. The regulations apply to

any state or local criminal justice information system that has re-

ceived Federal funding, and to those who receive InforMation from such

a system.

In brief, 28 CFR, Part 20, requires that non-conviction data be

disseminated outside the criminal justice system only pursuant to

state law, regulation, executive or court order. The regulations also

require some provisions-for data subject access and challenge. 8/

Jhe_Privacy Act of 1974 applies only to Federal agencies, a$ does

the rederal-Freedom of information Att.' Even as 0-Federal-agencies,

there are significant/exceptions in each of these Acts with respect to

criminal justice information, so the LEAA regulations are the princi-

pal FedeY'al legislative restraint on state or local criminal justice

informatiori systems.

_Federal_case aw,

In,the landmark case of Griswold v. Connecticut, the United States

Supreme Court articulated theil707rhrirgtoiotoprivacy inherent
in _the U.S. Constitution. 2/ That case, and subsequent decisions, re-

stricted encroachment by government in such personal areas as eaves-

deopping, use of contraceptives, and the right to abortion. In 1976,

however, in the case of Paul v. Davis. the Supreme Court considered a

matter involving the disseMination of criminal justice information,

and refused to extend the concepts of Federally protected privacy to

that subject. la/ Though state courts are free to define and protect

privacy rights with respect to criminal justice information, it appears

that the Federal Constitution may not.be a basis for such protection

Though the Federal courts have recognized some limitation; on the

improper use of criminal justice information, in most instances the

uses have involved state, and not Federal, rights. The Attorney Gen-

eral of each state can provide guidance to criminal justice officials.



State case_ law.

Litigation-regarding-criminal- justice -information-can-b expected= --

at the state level, arising out of common-law or state constitutional
,privacy rights Common law remedies for defamation protect against

- the use of inaccurate information, and some courts have allowed seal-
ing of purging of criminal justice information when individual interests
were judged to outweigh those of society. There is not much state case
law dealing with the subject, and such research is beyond the scope of,
this project. Again, each state's Attorney General can provide help-

,

ful guidance.



Information_ System Configuration.'

The nature and configuration of a particular information system

will affect how confidentiality and security is to be implemented, and

that is a concern primarily for technical experts Though not a

Subject for this report, some questions of system design are noted

below.

Manual v, automated.

_The requirements of 28 CFR, Part 20, apply to manual and auto-

mated criminal justice information systems. It is the choice of

state and local government whether to automate, and this decision de-

pehds upon the volume of records to be handled and the resources avail-

able to purchase andimaintain an automated system. Presently the bulk

of criminal justice information is maintained manually. Indications

are that the use of automated systems.wq11 continue to grow at the

state level and in large local jurisdictions. Small local jurisdictions

may have manual.systems even though a central state repository is

the agency that disseminates criminal-justice information. Information

can be kept sufficiently confidential and secure regardless of whether

'the system in which it is stored is manual or automated.

Centralized v. de- contra

Title 28 does. not require the states to develop a central MI-
toiTfer-trimina justice-information-,--though-the-language-of-

contemplates such a repository. from the standpoint of effec-

tiveness and efficiency, it appears that a central repository is the

best alternative in most cases. Since the regulations, and good infor-

mation practice, require that files be complete and current, given the

number of agencies that contribute information to criminal histories

a decentralized system may entail duplication in effor,t and might not

assi valid information. Operating agencies within the criminal

justice system may continue to maintain their own files if they choose.

Dissemination from local records should be made in compliance with

applicable rules, and a prior inquiry to the central repository will

minimize release of invalid data.

Dedicated v. non- dedicated systems,

11- basic question is whether automated systems should be dedicated

shared, that is, whether the hardware in system should be managed

14 3



and used solely by criminal justice agencies. The alternative is to
share hardware with other government agencies so that an information`
system might at one moment process criminal j stice inforration and
later-pr ecess-the-state-part114-ftreiampie.:--Stme- criminal

s tra tors favor the dedicated system to best assur& the security
of the system and its constant availability to criminal justice. 'Main-
ly because ofjcost factors, most administrators favor shared systems so
that excessifapacity can be used for other government services. Tech-
nical experts agree that information can be adequately secure in a
shared system; criminal justice-records can be properly segrtgated
and protected.

Early drafts of tt LEAA regulations required dedication, but
this requirement does not appear currently. IEAA considers 1t a,
state or local prerogative to decide whether, and how, a system will
be shared.



CHAPTER II. SPECIFIC ISSUES CONCERIIIUG

PRIVACY PROGRAM DEM

Within the context of competing interests and fair inforration

p aftices, specific issues of *privacy" or the confidentiality, of

Criminal justice information can be addressed.

Pr vacy Costs.

The costs of implementing confidential i and security require-

ments in criminal justice information Is an important factor.. "Pri-

vacy" costs should be differentiated from those occasioned by a prop.

erly managed information system, and varying costs and associated with

differing degrees of confidentiality and security should be appreciated.

The cost of establishing a properly, managed information system

should not be attributed to 'privacy* needs. Most of the fair infor*

ration practices discussed in Chapter t had less to do with privacy

than with the integrity of the data system itself. Accurate and-Con.

plete information should not be characterized as a privacy cost since,

any informatiqn system should strive to provide 'valid information to

those who usVit. Important information should be protected from un-

authorized-access or alteration. so the requirement of systems securi-

ty cannot be appropriately characterized as a *privaCy" cost. It is

true that a poorly designector managed information system cannotade-

quately protect information confidentiality or be responsive to prf-

vacy-etineerns--.----Mevertheleisi-the-baslc-costs-necarnry-to-prOada____________
an adequate information system should not be confused with the addi-

tional costs that might be Sttributed specifically to privacy,con-

straints.

A variety of options for confidentiality and security measures

depend upon the degree of privacy protection desired. "Half a loaf

is better than none," and system managers should be expected to sup-

ply estimates of the range of costs associated with various privacy

and security options.

Title 20, suggests

a_tr ry Autl o ity.

Jo

_I authority bd



hed to provide uniformity with re ed
access to crininal justice inforration Un
authority to reou rt compliance with ru

trastad-trig4-AA aary-ralav adkre Ca_ wt
action. Experience in tae past suggests that
peove unsatisfactory, given the nutber of col
titles and their variant procedures.

A subsidiary question 1$ whether access rules should apply orrly
to a central repository or to 10t41 lagenCiet as w* I.. COhltidehtiflity
cannot be assured if local agencies provide information not available
through the central repository. Accuracy of information ray be to.
paired if an individual's record is disseminated by functionally
separate agencies. Though information r4y be made conveniently avail-
able at the site of a local operating agee.cy, there should be no dis-
semination until a check with Vu central repository has updated the
file.

prOcedur
yancy has
tions as c
-valuata
approach Sri

reporting en-.

PriV3C. dSecurity coonci

The MAC has recommen.ged that
evaluation and monitoring of the
Such an agency also can provide
plaints from individuals who bell

c j l bt ettabl bed A
of icy and procedure in

dsmen' rale, rece(-
e their own Privacy nay es

euately protected, cr from those who do not believe that the
sufficient access to information. Is there need both for 4 state rev-
vlstory authority and a prIse4cy Council? There ray he a tendency for
theiregulatory authority to become oriented toward the needs of the

_criednel ustice thou i4 tp fArte extent this depends Wpon the
membership composition of thr agency, and its role. It is possible
that the *watchdog* function of a council could he accomplished by
other governmental or public interest gencie$, and each state my
have other options available to it.

V -cords

Many states h4v0 provisions treat
actions open to the putal fie, the post-

Creme In tlJeso laws to P4Wmore ib)e
The quest for open worpriont, however, need o,
information concerning those with whal goverwent
public. The 5t4to'l opon record 0)904 1m oAnm

rOcIte e

record; of t3f

4 haS %yen an
tiCrn of government.

t peoonal
thould also tie

to dr-Ermine
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their scope and purpose in terms of criminal Justice i

Three questions are important: (1) Does the fadt that a recordis

'initially public require that it remain open to everyone indefinitely?

12) Does- the marshalling into a iingle'file of a series of separate

public record transactions require that'the resulting file itself tie open

to the public? (3) Are exceptions for criminal ,justice appropriate?

The sealing or destruction of, or limitation of access to, public.

records is accepted practice. In almost every state Juvenile Justice

records are protected. In other cases, access limitations may beim-

posed when the interest served by the open recerd'is outweighed .by othe

pertinent interests..,The passage of time may Justify closing a record,

or the occurrence.of a -subsequent-event-:--The/Mere-4act-that-a,record
is initially public does not mean that it must remain so indefinitely.

.The aggregation of a series of public record transactions

single file is a separate problem. Because government ,resources were

used to prepare a dossier does not of-itself mean that citizens should

-- -have access-to-it.--Reports and analyses_preparedjor_government.execu-,

tives are not public simply because,they were prepared .at ex -w:.

pense. To argue that because the aggregate is merely a collection.of.

-public - transactions there is -no need to restrict access, misses .the-

point about dossiers, It is the very marshalling of separate and:dis

crete transactions into a single file that can change the nature and

potential fo the resulting information.

A more practical question is: What good` does it do to restrict

access_to the.compilation if the source records are public? Any citi-

zen could himself compile theihformdtion-byexamining-the-separate--
Oublic-records,,and to restrict the compilation might encourage "blaCk

market" informat

.

ion. /

But the cost and inconvenience may often deter one from compiling

a dossier. Imagine the burden .of examining the chronological booking

sheets at the various precinct police stations in a medium size city to

determine whether a certain individual.has ever been arrested. Only

the most compelling circumstances would encourage;such.an undertaking,

and a policy ought not be formulated based upon an exceptional case.

As to the "black market" problem, of course improper or illegal conduct

is always a threat. Criminal and civil liability for "black market" in-

formation may be a sufficient deterrent, but certalinly'it is unsound to

argue that an interest ought not to be .protected because wrongdoers

may violate it.

Finally, consideration should be given to whether the state's open

record law contemplates criminal justice information. Some laws hav

been on the books for years, and were passed without specific consid

ationof-applicability -to criminal Justice records. In other instances,

privacy concerns may not have been considered in making certain records

public, and the scope and purpose of relevant laws should be ass,sed

to determine'whether amendment is advisable.



What presumption will apply to any question of access to criminal
justice information? Will criminal justice information be considered
open to the public, or not? This question addresses the balance of
interest between the individual and society, and'should-he determined
before any of the subsequent specific questions are considered Two
important Consequences flow from settling the question. First, policy
analysts mve a starting point for addressing specific questions; par-
\ticular crimipal justice information will be presumptively open, or
closed, to the public unless there can be shown contrary. law or superior
inter st. end,- if -Fthe- presumption -is-that- Criminal -J nsti de nfor--
ma ti on is public, the open record becomes part of the penalty to be
assessed against an offender; a burden in addition to whatever other
sentence. is imposed.

A tenet of our society is that one,is considered innocent until
has, by' due process of law, been proven guilty; it'would be, consit-

ent to restrict access to .arrest and non - conviction` records. Sinie the;:

ttigma of a criminal record may prevent'employment, which is necessary
for rehabilitation,,a persuasive argument can be made for a presumption {

of confidentiality even for conviction data

On the other hand, society has an interest in protecting itself
from criminals, and this militates in behalf of open criminal records.
In.such case each member of society makes his own'judgment about the
weight of a criminal record in decisions whether to employ or otherwise
associate with,anothem-

Rather thant6 apply-the same presumption to all criminal justice
information, an alternative is to apply a presumption of confidential-
ity to arrest records, non-conviction and intelligence and investigative
informptian, butthe contrary presumption to.conviction data. :That
seems to an implication of the LEAA regulations, and is worth con--
sidering.

,
,

Arrest on.

Title 28 restricts- public access to arrest. records when there has
been- no'dispoSition for more than a-year,'Uniett-the dataTtObjettAt---
iii active proCess in the criminal ustice system or- there.is authority:
for the dissemination.. in a statute, --regulationicutive or court orde
This -reStriCtionis_consistent_with the.Oreiumptien" of innocence, and
denies any probativ value to est` Information outside the criminal___
justice system. --



It_it,frequently urged that simple arrest records ought to be

available for pre-employment screening in sensitive positions or for

;elective office. It may be-difficult to decide what jobs are'"sensi-

.tive,..and What ihformatien'is'actually
'relevant to such jobs.- In an,,

event, the important-euestion:is not the purpose of the:inquiry but the

Probative value of the information itself. Alarrest,record merely

.indicates that charges have been asserted by A Articular arresting offi

cer, and can include allegations based upon reasonable mistake. What-

ever the reason, if the-state has not-followed n arrest by prosecution

therAis good reason to limit access to stale rest records.
".

It AS sometimes. argued that.becaut
fact,-that the record:of that fact sho

ArgumentbeesAheeuestien,howeveri±
_what- records of historic- fact will be

an arse t is an historic

d be pu lic information. That

ce the b sic choice to decide

blic.

Non - Convict

When, an arrest, has been followed by offidlally reprded dis-

missal of charges, or a judge or jury has dete ine e accused is ,not

im
guilty, then a stronger argument can be made-T r lim 'access to

such data. The simple arrest appears as an un allenged Assertion of

suspicion, whereas non-conviction indicates an fficial etermination,

that the e-suspicion is insufficient to support prosecution or criminal

guilt.' In that light, non-conviction data may h've less value for

screening purposes than the arrest record itself

t is often argued that when non-conviction results from "techni-

cal" legal defects that have nothing to do with gu4'lt in fact, the non-

conviction data should be available to the public. This argument

appears to bt unsound for several reasons. First, guilt in law is the

concern of the criminal justice system, and the due process that has

Shielded one from conviction should not then be used as a sword to open

access to information of questionable value. Second, it is often im-

possible to determine from a record the precise reason for non-convic-

tion, so all such records might be opened because some may have resulted

-from "technical" defects. Further, to permit the dissemination of non-

conviction information may have the effect of denying one the full bene-

fit of non-conviction since the risk of being negatively affected-by a

"criminal, record," even though it indicates non-conviction, is a real

one

case can be made for the strict confidential-



of HI information, which frequently contains unsupported allege-
ions 'or-unverified information, as well as information of-a most per-

ional.nature.whiCh may not be relevant to specific criminal conducts
TheindiVidue'rwants.this kind of information kept confidential,--if it'
is kept at ell. The criminal justice system refuses public access to
Minformationbecausedisclosummtlydestroyanyvalueitnwimve.

Conviction. Information:

The question is whether the fact of conviction will be ,available
to the public indefinitely. Society wants access to conviction data
for a variety of Justifiable reasons. The offender wants to regain
status in society,,eed easily accessible conviction information will
be an impairment to him. One option for the state is to'restriot
access to conviction data if an individual has no further involvement

-with the criminal justice system for some specified period of time.
If such an option is desired, the subsidiary questions are (1) what
constitutes 'involvement, (2) whit period of ndn-involvement is rea-
sonable, and (3) to what sorts of convict ons should dissemination
restrictions apply?.

Involvement could mean an arrest whether not it resUlts in con- \
viction, or it could be defined ps'conviction for a subsequent offense.

An arrest without subsequent conviction ought not to-be considered
involvement" since a mistaken, or unfounded arrest would serve to keep

a criminal record open, and the legal immunities from civil liability
do not help to deter careless arrests. It seems reasonable that involve-
ment with the criminal Justice system be defined as conviction resulting
from a prosecution begun or completed within a specified limitation peried.

With respect to the time period for an access restriction to become
operative, it is often suggested that for misdemeanors or felonies not
involving violence, periods of from three to fiVe'years are reasonable;
for serious felonies, six to ten years may be reasonable. 121,/ Some re-
search into recidivism indicates that repeat offenses after such periods
of non-involvement are unusual.

Misdemeanors and non-violent felonies are generally regarded as
the most amenable to restricted access after periods of non-involve-
ment. This has been prevalent recently with respect to convictions, for
marijuana use, or for "political crimes" connected with civil diso-
bedience.

Arguments are made for closing conviction records-even for7crimes
of violence with respect to effectuating rehabilatation programs. A



difficultquestion arises if restrictions apply also to especially sen-

-sitive employment responsibilities, or there ay belOposure to

the same risks involved in the previous cony ion; cess to conviction

data,in such circumstances might be appropriate even ough the data

might not be available for inquiries concerning other ployment. The

question is one of relevance; to what kinfis of subseque t employment is

a particular conviction relevant with reskeat to screen g?

A commonly used example is conviction for molesting Children,10k

can be urged that such convictions are relevant to any employment en-

tailingielose or supervisory rolationShips with children. Or the other

hand, such a conviction may be irrelevant to employment` s:a construc-,

tion worker or a bank teller. The question of relevece is complicated

by,a,_lacito,f,Precise knowledge as to why people commit orlme's in the,

first place, which of course Makes-it' difficultW-Un rstand=the-situa-

tionS in which there may be continued risk ofharm

These difficulties"Should not prevent a state from choosing to .

have access restrictions after some period of non-involvement; they ,

relate to what exceptions there may be to such access restrictions.

The-approach of exception-by-job-responsibility
may,provide a reason-

able balance between the interests of prospective employers and those

of thedata subject. The result in such case is not to keep a person's

record of certain convictions. open to all indefinitely, but rather to

make it clear that those convictions will be accessible if the data

subject chooses to' pursue particular avenues of employment.

It is extremely difficult to handle rele4ance by statutory lan-

guage or by regulation, since in the final analysis a subjective judg-

--ment must be exercised._ The question then is, who should exercise that

judgment? The Maryland, program discussed in Chapter II4-for-example,

establishes-a procedure whereby-such discretion to allow access-=is

exercised by the Secretary of the Department of Public Safety.

Government vs. private Sector Access.

It is:often assumed without distussion that government should have

access for non-criminal justice purposes to criminal justice information

frem-Whith the-orivate-sector is-exclude& The-most-prevalent non-, _ _

criminal justice inquiry is for employment screening; government jobs

are presumed to involve a public trust and important responsibilities,

whiCh probably accounts for the special access privilege. Those

assumptions are worth examining -

Considerations of "public trust" may differ as between elective

-office-and-public jobs acquired-through-appointment_or_competition,_-__

With respect to the latter,-the "public trust" may not be so importan



as the nature of the job to,be performed. -Is thejob one that entails
Stich risks as toAustify an inquiry into-criminalhistory? Would an
inquiry for a similar private sector job be permitted? Of course many
goiernmental-jobs involve access to information that-may endepger state
security or entail responsibilities that pdse a special risbtito person
or Property. There are parallel responsibilities alSo in thiii-Privete
sector; in both sectors there are many jobs wherein .no special-risks
re involved. 4.

When risk is involved, government may be able to cope with t
than a private enterprise that could be wiped out by an embezzeten
for instance, that would be a relatively, insignificant lossin a
government operating budget. Suffice 'it:to-say:Oat it is- probably

.--,-mOrellfilidlolutke-judgments-abcitit-job--iensitiviti-basedUPon- the.nature
of the job itself rather than whether the emploYer is a governmental
or private entity.

A related question concerns access by licensing-or regulatory c
agencies. Frequently private sector employment may require a license
.granted to,,-Ihoseof "good-moral character ", -such a. phrase may -be-inteV.....-
preted as permitting inquiry into criminal history. Though of course*
such inquirtes wduld be appropriate with respect to many lice "',ld
enterprises, some examples cause doubt as to whether thelegi:ture
gave serious thought to the question, especially where "good, oral

. character" is required,for license,as a dog groomer, for instance., -

Though the LEAA regulations accept, a "pod moral character" provision-
-,

as sufficient authorization for access to simple arrest or non-convic-
tion records,'state licensing regulations should be-examined to assure
that criminal justice information access is appropriate to_the lUensed ±4
function.

A final aspect of the vernment vs. private sector access, question
involves the role of private security services. The last decade espe-
cially has seen tremendous growth in the private security industry in
the United States. Partially because limited governmental resources do
not provide adequate security coverage, and because of the often special-
ized needs of\the business world for investigative and security Service,
private security has grown to the point wkre conservative estimates
are that those employees outnumber all of Federal, state and local law
enforcement personnel perhaps by a factor of two or more. The recent
increase'of terrorist threats against industrial leaders has accentuated'
the growth of private security. The question is how to deal with the
private, security industry for purposes of criminal justice information
access. Is it-to be classified as law enforcement, or the private sbc-r
tor, or in some special categony?

The definition of 'a criminal justice agency in Title 28 excludes
the private sector since law enforcement is defined as a governmental 8

LEAA took this position after lerigthy And careful considera
tion of' the issue. One reason may be the matter of accountability,



that is, a governmental agency 1s subject to some ddgree

and .accountability, on behalf of the public whereas'thi

case in the private sector.

This matter should be addre sed so that it is'clea 'whether t/sta

may choose to give private security access to criminal justice infer-

station under special circumstances and in adcord.With prescribed pre-'

cedures. The MC has prepared an extensivel'eport on the'private secu-

rity industry, and that can be consulted. IN

Access hate Subs acts

There is little reason'to question the right of an individual 0

inspect a record pertaining to himself; he knows wfiat has been hitin-

volvement and can check the accuracy and completeness of informatio

A,valid,objeotiOn can be made to inspection of investigative or 'in-4

information, however, since the very:purpose for which such

information is maintained could be vitiated if the data subject were to

examine his files.

e right of a.dat subject,to_inspect his file is of little con-,

sequence if he cannot request that incorrect or incomplete data be

corrected or updated. Procedures to validate the challenge can pro-

tectagainst improper assertions. ,A right to challenge by an adminis-

=--
trative procedure to becompleted in timely fashion, with Agency review

in the event there is dispute over the challenge, would be reasonable.

If a record is not chagned in accord with the request, perhaps the ob-

jection could be noted in the record with a brief explanatory statement

supplied by the data subject.
a

Review of Challen -ed Information .

Many states have general provisions for judicial review orad-,

ministrative decisions; these may or may not include challenges to

criminal.records: Though additional judicial burdens should be avoided,

there is insufficient evidenceat present to indicate-that-judicial --



added burden. just
omd complete, so ther 1 little r

could not be resolvedin the a

:ma
Purging contemplates the complete removal of a recerd from infer
ion systems, either through dettruction of the *00 or by:r turn
the data subject. Sealing preserves the record though it is removed

rem the active files of the system, and thus access 19, prevented or
isharply-limIted., The principalAistinctionlietween4 -.techniques
is clear: purged information may never be officially called;.sealed
information may be made available in prescrlbadAdircu ces,r,

If information -is no longer of any value tocr.lmin justice or to
the public, then it ought to be removed freirthb.info Lion system in
the interest ofcost,and to protect the individu h ht be harmed
fithe'information'shoUld be disclesed. 'if -ar- -conviction"
information has no probative value as a matter of en the infer-
mat* might well be purged. either bydestructign.0 return to the
data'subject. The latter technique may,be-more-dteful the-individua
with-respect to non-conviction records as a way to pro himself should
informatien about'his previous encounter with the syste0 turn up in the
future. For instance, suppose: that an-indOViduarhad:beeniarrested by
mistake and charges against him were accordingly hopped; Tater, the

ofthe arrest comes to public light because an account of it is
-found-in-a newspaper morgue--The data subject ell-bejn.vbetter-Pos
tion to clear= his name if, he has the informatioeln hip_possession. -

It hpu i-

.

.

might be ,appropriate. For instance, if a previous off _er.has no fur,L
t is more difficult to make an argument in behalf purging con-

Viction information during a data subject'slifetime, en though sealing

ther encounters with criminal justice for a priscribed period of time, it
may be the policy'to limit access to the record. In the event' of fur.
ther involvement with criminal justice a 'the nation hoi
ever, then perhaps it would a"ppropriate ha r information to
be made available.

If information i sealed it can be reopened, u if purged t is _

lost. The subject f purging is such a sensitive issue to criminal jus
tice personnel 'th t might be more reasonable to consider sealing,
with differin opening procedures for special circumstances.' Purgin
may nev ess be appropriate for convictions for matters that have
been "decriminalized,"- such as alcohol or drug use, or "political" offenses.

An administrativeadministrative question is whether sealing or purging should
occurautomaticially -or-be-triggered at-the'reqUest-athe-dataiilbject



Since seating removes informa io from active files, that could occur

automatically pursuant to routine .information audit and review proce-

dures. It is reasonable that purging be rogue by the data subject

when he is entitled to do so, especially in instances when purging is

accomplished by return'of the records. Beceuse in probably would

occur only after some appreciable length of time, f nd ng the data sub-

Ject may pose a burden.which can be alleviated by requiring him to come.

forward. If purging is accomplished by destruction of records, then that

procedure could be automatically triggered by periodic information sys-

tem reviews, though the data subject.might be unaware that his file was

purged.

If sealing or purging is adopted, be sure that all record - holders

Y. ,For instance, in one_state'where_criminal records can be purged

urt order, the court record itse f, which dtsplays the purged

ation, is public.

emoval of _piqulificatlt

When the purpose of sealing or`_purging is to remove the onus

minal record, it is consistent also to remove disqualifications

elated with the record.

Right -To S e Non Ex sten o a Record,__

the
sso-

The right to disavow a criminal history further implements prci-

cedures to seator purge information and remove disqualification

Thus, if one is asked if he ever committed an offense that has b

purged, he would be entitled to answer, "No." A provision might pro-

hibit questions concerning information that has been sealed or purged,

but the right to deny the record goes a step further.

Researcher Atcess.

When information not referable to an identified individual is re7

quested for research or statistical purposes, of course privacy cannot

be impaired. The academic and research community make persuasive argu-

---ments,-however-i-for-the need-tcrobtainAnformation-which-is-refeeenced
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identi
A V*

herefore
studies that
identifiable

Lviduals. The researcher may need to aggregate data
roes with respect to a particular, individua and

such informatibn must be identifiable. Longitudinal
rack a particular individual over a period of time require

information. ?

e need for such information iS generally r it has been
specifically recommended by the Privacy Protection Study Commission
and is permitted by LEAA regulations. Part 22 of Title 28 CFR. deals

cifically with statistics and research. and describes procedures
eby privacy interest can be reasonably protected while research ac-

cess isinot unreasonably impaired. Confidentiality ought not to be.
defeated under the guise of research. and the policy and pro-

cederes of Part 22 appear to be adequate. NCJISS,has issuedla pamphlet
disedising'the implementation of Part 22.

,Accuracy end Comp mess.

Apart from privacy, interests, useful information should be accu-
rate and complete. The practital problem is how to assure faithful and
tincly reporting of dispositions and official transactions in the cri-
Minal justice process. The LEAA regulatiOns regard 90 days as a reason-
able time within which to report dispositions, and any information sys-
tem ought to be able to comply.

e--

The Issue is whether a data subject will be provided with special.
civil remedies for the violation of_ nformatiovregulations. The con
mon law'in most states already provides remedies in defamation or in-
vasion of privacy=for dissemination of inaccurate or incomplete infor-
mation, which will probably not apply to denial of the data subject's
own access rights or when the egnfidentialitY of information has been
'breached. A right is of liti)e practical value if there is no remedy
for its violations; the Compendium can be consulted for examples of
rtmedies.

C nal Penalties.

Thi-466tiOn-ft-iihether to assess CHM nil penaltiet nsteid-of
or in additicin.to,lny civil remedies available . Criminal penalties



can be conalder why ap layee 0 ally and purpos ully viol

information mana ant policy and gutations. Administra e penal

such as loss of ob or transfer of duty areioptions for dealing with

tentional viola! on or habitual negligence though fines or incarcera-

tion can be the "teeth" that emphasize the importance of observing in-

formation management procedures. Again, the imstaltcan be consulted

for examples.

atwAgitutaltE.

_A requirement that Intelligence and investigatory be

Stored and maintained separate y-from-crImbial hi toryreeo infer
tion seems to be a principle that can be accepted without debate. Fr

quantly I&I information is speculative, conjectural, based upon subjec-

tive evaluation, unverified, yet very sensitive. Though TAI informa-

tion may be useful, certainly Watergate and Its aftermath have provided

a multitude of examples of spiteful, erroneous or.groundless inform.

llon-collected.and maintained for-purposes nOtAnthe_general Interests

of government or society. The utility of lAl informatiehto criminal

justice may be defeated by unauthorized access; It can be at least em-

barrassing and perhaps ruinous to the data subject. The segregation of

1&1 Information is usually the practice in law enforcement, and it is

often suggested that i&l'ought not to be put into autocated'systems,

Re ula tica)LIalce Collection.

This issue goes directly to the qUestion of privacy, that is, what,

and how informationJs collected for intelligence purposes. The most

outrageous intrusions into one's privacy are protected ,by laws prohib7

iting electronic eavesdropping or illegatsearches. The main issue of

intelligence collection dealt with the extent to which criminal justice

agencies. may:have access to non-criminal justice information. Aspects

of this 'question, beyond the scope of this report, have been dealt with

in the report of the Privacy Protection Study Commission, cited earlier.

gltion_ o_ ence Dissemination.

Given the nature of intelligence informat difficult over

make-a case-for the dissemination of such_.ih.fo on beyond auth0-___
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nforooment egencios. In par
or\intelligence 1nforme tion would
ble\for omploymm t licensing or aim
ht of the frequently unverified stow

disclosure o flivestiam-

o be particularly quo§
ion -law enforcement purposes
of the 'data.

change of Intelligente information with`in the law enforceme t com-.
eunity is en issue of some sensitivity. Law enforcement officials Are

snt to disseminate such information outside their own agency, and
hey do it is usually only to other,officiels with whom they are
rating, and often in such cases the information is maintained in a
file the notes of the officer who has gathered the information
meaningful only to himself or someone else generally familiar
he file.

As previously stated, th report is not c ncerned with t
Aquas of soour1tY, btit mainly with the need to estanlisF the
provide security. Technical source documents will be helpful

f an

ech-
iy'

16

Whether -a- system Is manAl-Or automated. the integrity-and confi
dentiality of data can be enhanced if transaction logs record_ instances
of access to files and identify the information that may have been added
or disseminated. A transaction log can permit monitoring of files With-
out the need to examine the raw data within the file. Apart from Pri-
vacy and with respect to information management, the.maintenance of trans,
action logs is a worthwhile practice.

1.41JAyms.

An appropriate understanding of the policy and procedures to pro-
test the confidentiality and security, of information is necessary on the
part of any personnel with access to information. Any information sys-
tem manager should see to it that his employees are appropriately trained;
statutory training requirements emphasize the need for formal programs
and may telp.in securing the necessary funds to provide adequate training.



A re of the Privacy Act Qf i97±t, 1 t a I Federal

cies provide notice of ptirsonal informa tion systams, describe
nature of Abe systole, the kind of informaticm It contains, find the

um by which on individual may inquire about a file pertaining
to himself. Though few states have such a statutory mandate, this is
probably because,the avorago person knows that criminal justice agencies-

keep filet.
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CONf10(411411Y ANO StamiTy,

In connection with thi survey 9f %tate legislation, four stitet
were queried with retpect to thi protest they 4.0016104 In developlA
their progric. Theta stitete Colorado, Illinois, Oliirylind and With ng
ton, are presented not is model* for progrict to much it e.x4iplit of how
* prolific wit Put ther. tPW3P thit report ditctiesot the tubitantlyi
pollcy options for information confidenttality, the pritedurt fief devil
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planning it well.

ILl; 00t lugletted that VtIeta4mplas_tibtuit the cep In IRMO
A program can ha *pactaq0C. fan StAita hat itt 0401 AdAlnittrative,
social na pollticil envirtfteent that Jictitit .warilit1004 in how Fitt
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prograii for criminal justice information confidentiolity.

.



Colorado has two state level law enforcement agencies the State

Highway,Patrol and the Colorado Bureau of Investigation. The Highway._

Patrol, situated within the stare's Department-of Highways, is respond-'

sible for patrolling state roads, the enfortement of traffic laws and

providing support in emergency situations it'the _direction of the Governo

The CBI operates crime laboratories, an investigatibn division that

provides technical assistance to local law enforcement agencies, and it

maintains. the identification bureau and criminal information_center for

the state. Established in 1973 in the Department 'of Local Affairs, CBI

also has responsibility for the_investigation of organized crime acti-

vities that may cross jurisdictional lines within the state.\

The Chief Justice of the Supreme Court of Colorado has sUperin-

tending control over all the courts in the state with the exception of

municipal courts and the Cburt of Denver County. The State Court Ad-

-ministrator,-whozreportS_to the chief:justice, is_responsible for the

management and admtnistration of the courts; The6e- are 22 district

courts of general jurisdiction, and the .63 counties each have a court

of limited jurisdiction,Aealing with misdemeanorsi the issuance of

warrants, the setting of bail, etc. The County Court ofDenver functions

both as a city and a county court, and there are a number of other muni-.

cipal courts throughout the state that are not part of the'state Judi-

cial.system.

The- state- has -a- unified correctional-system encompass n g maximum

and minimum security institutions, prison camps and other facilities and

services. Probation services are under the jurisdiction of the district

and county courts.

Criminal Justice Inform tion System.

In the early '70s the state began the development of automated cri-

minal justice information systems. It experimented with a criminal his -

tory record system, and began an offender-based tracking system as part

of a compreheftividata system for criminal justice. The state court

system is developing ajudicial management information system, and a

management information system for the department of corrections is being

developed as well,: judicial district has a prosecution management'

information system:'

4
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-The-Privity and security. plan.for Colorado contemplates that the
arresting authority will forward fingerprints to-the CBI:together with
the'charge,-and-a criminal. justice number will be assigned -to the_charged'-

"--,ihdiV44007-brthe-CBt-at-that-tiMe:--The-tracking-process-begins-at-that--
initial- entry--point;.district"attorneysare- eXpecte4-0-repOrt disposi-
tion*.with 'respect-to the-tharges which.are-also assigned nUmbers by the
CBI, but the criminal justice number is the-Principal identifier for
all subsequent processing in the system..,

Development of the State's Privaty Program:

In 1973,1he,SPA established a Criminal Justiceinformatidn Ada
visork-Committee to assist in the development of-the state's -criminal-
justice information system: The:Committeewas--.comprisectmainly of law

:enforcement representatives, and it functioned informally to provide
ongoing advice to the. SPA staff.. 'A-Statistical-Analysis Center (SAC)'-
is located within the ,SPA.; ' .

In 1075,stimilated. by-the fhitial-Tdgulationsissued bY.LEAA in

MarchLOC-Oatiedthe:L$PA..develoPed.a:general:criminal.justite-inf pr7

1Matibn,privaty. and security plan Aich:WaS-i'dViewed:bYthe--AdvisOry--'- --
,

.

CoMMittee. The -plan -was .submitted to LEAkidMlarch-,1976,- and'included
'a detailed series of 41 milestones for'taskiierfo i41cAln'trinnection:

with development of the privacy and securityprograM ethese are set,
forth as Figure g, beginning at page 38 hereof.. T -SPAheld.beck on
dissemination'requirements.policy in expectation Pfirevised-LEAkregu7

:lationt._ .The dissemination package.was.completecrih.Oune,M6,07-_-
seqUent to the issuance by LEAA of the revised regutations.

. .

.._..._.y.:...-

The Governor and-other state and local officialshadexpressed :.
some diSplOsure with what was perceived as Federal intervention into

state matters because of the LEAA regulations;_therequireMents.for,-,
dedicated systems were a particular-bone of contention. "The -news media
also reactedsharply to the dissemination restrictions in- the-first
LEAA regulations Theseconcerns'were considerably mollified by th

,reVised regulatiphs.

At the time the plan was submitted o-HCOlpradohad-,4 oub)id-. records
Which:was' unclear with respect to iipOlicatiOnlo..triminal-juS4

tice inforthation.. .it-seemed to be the general_ practice of-the-CWnot
to disieminate,driminalAustice information outside the system;, though
such- nfOrMation may, have been available from -localjaW.enforcement
4gepcies..

In September; 1976,. the Goyernor established A separate. Special
Task Force on Access to Criminal Records, to.deyelop the confidential
ity policy called for by the plan. The membership'of the Task. Force



was much broader-than that of the Advisory Committee,,and:included

representatives not only from state and local criminal justice agenci es,,

but also from business,- news media, the ACLU, private security, public

i nterest-groups and
general .. -local , government. - The-:.Task - F'ce ,held three

public meetings to gather views on the subject of access to

records.

The Task Force drafted legislation amending the public records act

-so as to include criminal justice information, to authorize a central

repository (the CBI) and to require criminal justice agencies to report

their official actions to the repository. Upon submitting the draft

to the Governor in January, 1973, the work of the Task Force was finished,

and it disbanded. The Advisory Committee of the SPA continues to func-

tion in a monitoring role, providing advice and assistance in addressing

implementation requirements.

The.legislative proposal submitted by the Task Force to the Colorado

legislature during its 1977 session was essentially an open reOrd11111

meeting the requirements of the LEAA regulations. The question of cris-

minal justice information confidentiality did not seem to I2e of-parti-

cular interest to the state legislature, though the House cemmittee

with jurisdiction over the bill did hold extensive'hedings. The. House

imposed dissemination restrictions consistent with the SEARCH standards

in Technical Report ,#13 closing non-criminal justice access to mis-

demeanor information after five Years of non-involvement, and to felony

information after seven years. It also provided that arrest information

(without disposition in two years,) and non-conviction informati

would be released only to cclminal Justice agencies. The Colorado Sen-'

ate accepted most of the House amendments, and added a provision for

automatic sealing-of records after non-tnyo/vement with criminal jus-

tice for five years for mtsdemeanors and seven years for felonies. The

effect was to provid9 substantially more confidentiality to criminal jus

ticezinformatfon-,than had_been_recommehded
the Task Force-

The state law also has an interesting discretionary sealing pro-

vision which permits the data subject to apply tb court for, the seal-

ing of specific criminal justice information. if, the court finds

"that the, harm to ftivacy of the person in interest or dan-

gers of urmarrantdd adverse consequences outweigh the pub-

lic interesttmfetaining the records; the court mall' order

such records, or any part thereof except basic identifica'--

tion information, to be,sealed. If the Court finds that

neither sealing crfsthe records nor maintaining of the re-

.cords nor maintaining of the records unsealed by the agency

would serve the,ends of justice, the court may enter an

appropriate order limiting access to such records."

,

The Act furtherrprovides that when records have'been sealed or access

limited, the data subject may deny the existence of the official actions

covered by the order. (There is not a'counterpart right of denial with



respect to the automatic five and:seven year limitation provisions_

however.) Further, the law prohibits "employers, 'educational- instftu-
tions,state and local government agenciesfrOM requiring an applicant

t0.41.5ClOse_anyjnformation_CootainedimseaTed_recOrOst,als6.pro-
vides that an applicant may not be denied alaPHSeWV-66thelialf!Mit7--
he refused to disclose the existence of a sedled record.

The legislation gives to the custodian of intelligence and investi-
gative-information the discretion to deny access- "on-the ground that
the disclosure would be contrary to public interest"

Significant lssuas,

In the development ofthe privacy and seturity;plan,itherewas.
initial opposition from local lawenforCement.agencieS:tothe notion of
-pewaLrepository., Some of this opOositipiy:apparentlY reSulted.from

Idissatisfattion:withthe operation of the experimental Computed-zed cri
.minal--history-Systemi.also there was some doubt.expresSed,whether the

:state could adequately. an identification Section. ThelOcal
agencies -were assured that they would have an ihput.with respect to
O.Intral7repository policies-jnd,procedures.-TManylocalsreallzed,,that-
they-Mi6ht not have the resources to maintain an adequate record.sys-
teMand to do so would'incur-CoSt duplication. Local agencies are
encquraged to maintain backup records, however, if they so choose.
These.factors.together served:to:minimize concermaboutthe central'.

-reposItory.:

The-Oentral- repositoryeintains- fingerprints,4iss.ng and wanted
perSOnS:i.nformation,:criminai.historiesand unifornicrime-report data

147autbMated files.
tral.ebository,- th6600t is not automated.

-,LiMitationSin:dISsemination to noncriminal justice agencies was

N igorouslY-oppoSe(bY- private security agenCies, credit investigators,
etc., and lhoUghthey were apparently persuasive with-respect to the

.Task Force-poSitim,the legislature did provid limitations-at pre-

,viously noted

Locallaw enforcement agencies opposed the maintenance of a dis-
semination log, and did not like the requirement to query the central

resPository before disseminating information, and the legislation does

not include .these items. ,
The uses agreement provided by the CBI to

those,with access to the central repository does require the mainten-

ance .of dissemination logs, however.

The judiciary was uncomfortable with the notion Of closingaccess
to court records since in many instances this is the only contact that



the public has with its court system. The Supreme Court. did bot,,how-

ever,. take any position on the legislation though a representative of the

State Court Administrator's office was fully 'involved in the Task Force

effort. The- public record law-alloWs the Court Administrator and the

CBI .joantbi-tadeii1604ttet-tuUs-With-tetpectlecjudicial-files-;-----

521Ittimlialit21E2121ELis

The disposition reporting process has yet to be thoroughly devel-

oped. There is question with respect to how_ municipal ordinance vior

lations should be treated. Such violations are included within the
definition of official actions covered by the public record law, and the

amendments to require any "law enforcement, correctional, and judicial

entity, agency, or facility" to furnish information to the CPI central

repository. A significant aspect of this will be the treatment- of the

municipal courts The Advisory Committee, CBI and the State Court Adim .

ministrator-are working to develop adequate reporting procedures.

Assuring-accuracy and completenesOs recogniied as a-problem.'

It may be two or three years before it court information system is

--thoroughly,effectiVeln the_reporti oce0;_locallawenforcement
agencies and prosecutors must be de vpan to accurately report-

their actions

The legislation' does not define :"noninvolvementirand 104
a problem in interpreting that provision. It is not clear, therefore,

whether arrest, conviction or something else may constitute involvement

with criminal. justice.

Because=of-i-imitations=on-=.access---to-convjction- records-and-the pro-

visions-for sealing' of records, Colorado might face a problem of "black

market" information. Whether there is such a problem, and its dimensions,
of course will not become-evident for a few years yet.

Words Fr

Task Force members interviewed in connection with this survey seem

to be pleased with the procedure used to develop their criminal justice

access recommendations. Special emphasis was given to the broad re-
presentation of the Task Force, the utility of the public hearings for
gathering views, and the supportive role 'of the SPA staff in drafting,

etc. There was a general feeling, however, that there should have been

contacts with the legislature much earlier. Though a member of the leg-

45



islature was on the Task Force, there was no steady liaison with legis-

lative leadership to prepare the way for Task Force recommendations. As .

a result, the legislature placed more limitations on access than had
been recommended, though the Task Force did not anticipate that possi-

w. ity.-
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CY 1976
'COLORADO,

Month &
Responsible Re cc

Task No. Tasks

June
1. Coordinate privacy and security CBI 2-4

procedures between CBI and other
criminal justice information systems.

2. Revise the "Exchange of Computerized CBI 4 -4

Criminal Histories agreement" to be
more explicit and cover all erphirtge
of criminal history record infor-
mation.

July

Establish a specific list of locationS
where an individual may request access
to hiS criminal history record.

Rewrite and expand instructions on CBI

access and review including standard--
ized form for challenges and ditri-
bute to law enforcement agencies.-

Develop,and distribute material for
public consumption ti:vColoradoCrimi,-
nal justice ageCies and make readily
available re- -Teilice distribution.

CBI

7-2

7-2

7-2

'6. Strengthen the .-CSR by4illing the CBI 1-6

vacant I.D. unit superVisor position.

September

I. Prepare model operations procedOre .CBI- 3-2 G

,pertaining to completeness and accu-

racy of information and query before

dissemination.

Complete the disposition reporting CBI

system desigp to integrate. -the court

and corrections dispositions into the
-computerized criminal history.

Modifyexistinr ecord challenge CBI 7-3.

procedures to include the use of a
standardized form which identifieS_the
specific !titry'being challenged, the
reason and supporting documentation.

REFERS TO- AGE IN PRIVACY PLAN DOCUMENT
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10. Develop and place into operaiions,
internal CBI procedures for receiving
challenges and conducting the

CBI 7-4

administrative review. As

Develop and implement administrative
appeal prOcedures involving the

DC.1 7-4

Attorney General as the responsible
agency.

12. Prepare and disseminate policy regard-
ing criminal justice agencies access,
use and dissemination of criminal

CBI 4-4

_history record information.
October

13. Have' a fully operational computerized CBI
criminal history.

CBI14. Develop and disseminate a booklet
criminal.justice personnel on CHRI
security responsibilities and
obligations.

15, Establish systematic audit procedures Court-
in court system.

16. Establish procedures for processing
and- reporting dispositidns onirrests
that are processed through municipal
court.

17. Commence the disposition reporting
=system in an-operational- mode.sup-
ported by the necessary agreements,
operational_manuals_and_instructions

Establish systematic audit procedures Div. of -1 & 5-2 A

in corrections systems. Corr. 1i

--Services

6-10.,

5 -1 G 5-2

CBI 3-9

19. Establish, implement and promulgate CBI
r

7-5

procedureS for correcting erroneous
records and for identifying and not
fying agencies who have received. these
erroneous records..

N.)

December

20. Require that all, terminal operator_ CBI 6-9
meet minimum security che ks and
receive training on the -c nfidon-
tiality'of CHRI.

21. Develop and implement specific secu- CSD 6-10
rity instructions to opcfntors of the
Judicial,Department and Correctional
Service Division Information Systems.
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CY 1977

Month
Task No.
January

22. Support the Query Before Dissemina-
tion.Rule. before disseminating
criminal history record information.

23. Establish policy and procedures
regarding Query Before Dissemination
Rule supported by user agreements
between CBI and criminal justice
agencies.

0

March

.ResponSib/c, Reff.rcPcc_____
Agency

; z ;

- _ 3-10 & 3-11

\CBI 3-11

24. Complete the disposition reporting CBI 3-9

system for Municipal court disposi-
tions.

rune

25. Prepare and pursue an Executive Order
or legislation specifically d'.!sig-

nating CBI as the central state
repository and operate the computer=,
lied criminal history.

Dept.
of
Lots'
Affairs

2-1 & 2-2

26. Prepare and pursue legislative action Dept. 2-2

covering the -submissiow-offinger----- of
priht cards. Local

Affairs

27. Prepare and-pursue legislation Dept. -\ 3-S

specific.11y requiring disposition of
reporting. Local

Affairs.

128. Commence the municipal court disposi- CBI 3-9,

tion reporting system supported with
necessary agreements, operational
manuals and instructions.

29. Include in the systematic audit CBI

procedures the identification and
Inspection of criminal justice
agencies who disseminate criminal
history record information ensuring
adherence to the regulations.
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Month &-
Task No.
.(411- Cont.)

30. Prepare and pursue legi,slation.re-lat AG
ing to access and dissemination of
criminal history information.

Establish, -maintain and disseminate CBI 4-5
a list of non-criminal justice
agencies authorized -to receive crimi-
nal history record information

32. Review existing state statutes and AG/
ordinances, and, if necessary, draft Governor's
legislation to allow lodal non-' Commission
criminal justice agencies to use
nonconviction criminal history.r cord
information for license and effploy-
ment purposes.

Tai

CY 19. Cont.)

Responsible Reference
Agency Page

4-3

Dece CT

33. Prepare and dissoi1inatc policies,
procedures and forms covering contract
(service) agencies.

37.

Prepare and disseminate policies,
formsprocedure's and covering

researchers.

Prepare and pursue legislation
providing for annual audit of all
criminal justice agencies complete
with sanctions;

Establish annual audit responsibility
in Attorney General's office and
create audit committee.

Establish operational delinquent
disposition monitoring syStem.

tablish audit trails systemwide
to support systematic and annual
audits.

Establish m nat n logs
systemwide,

41-

CBI

CBI

4,S

4-9

AG 5-6-A_ 5-9

AG 5-6 6 5-7

CE1 5-4

CBI 5-5

CBI 576



Month
Task No
(December
Cont.)

Tasks

ki poniible--
__ AgenFy_

40. Provide Id staff to support CBI

systematic audit process.

41. Establish systematic audit procedures CBI

systemwide.
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Illinois Criminal Justic stem.

The rT Aesaristice` system in Illinois is largely centralized
in three ie .The Department of Law Enforcement, the State Court
Sys cm, e,Departmept of Corrections.

The Department of Law Enforcement, headed by a Director who re-
ports to the GoVernor, includes the State Fire Marshall, the State Police,
the Division of Investigation, and the Bureau of Identification WO
operates the automated criminal justice information system. The Illinois
Law Enforcement Commission (ILEC, which is the SPA, is established sepa-
rately by statute in the Governor's Office.

The Bureau of Investigation is responsible for the investigation
of organized crime, and provides technical assistance to local juris-
dictions for the investig6tion of important crimes against the state; it
maintains manual investigative and intelligence files not part of the
criminal justice information 'system,

The State Police have responsibility for the enforcement of tate
traffic laws, the protection of the Governor and state property, and
upon assignment by the Governor may deal with emergency and other special
law enforcement situations. Direct law enforcement throughout the state
is primarily the responsibility of several hundred local jurisdictions,
including the 102 county sheriffs and many municipal and village police
agencies.

inois has a unified court system established by the Constitution
-of1970,-which-vests-judicial-oversightin-the-Supreme-Court. There
are 21 circuit courts of general jurisdiction, the largest being the Cir-
cuit Court of Cook County, while-iother circuits include from 2 to 12
counties. There are a variety of courts of limited jurisdiction in
the state at the municipal level. Though the Constitution vests in the
Supreme Court superintending control of all the state courts, a good
deal of administrative authority has been delegated to the various cir-
cuit courts. The Administrative Office of Illinois Courts compiles and
disseminates statistical infermation; the larger circuit courts also have
court administrators. The Circuit Court of Cook County, responsible for
about 60% of all judicial business in the state, is probably the largest
trial court of general jurisdiction in the country.

The Department of Corrections has responsibility for state correc-
tional institutions. Probation and parole services are under he Juni
dictio the various chief circuit judges,
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Criminal nforr.

i1116(54 Aewe spin t p l ms oe'll3ta'Syst

accord with the current state includes capabil

forcer ent and corrections agencies. At present there

statewide court information system, though the State

is coordinating development of such a plan.

The state's Law Enforcement Agency Data System (LEADS) r.aintains

such on-line files.as wanted persons and stolen articles, and accesses

computerized criminal histories (CCM) maintained by the Bureau of Ides±

fication, and computerized files maintained by the Secretary of State

LEADS also interfaces with the National Law Enforcement Telecomunica-

tionS System (NUTS) and the F.8.I.'s National Crime information Center

(NCIC). Underway now is the development of a Corrections Management

Information System that supports the LEAH funded COTS and OBSCIS. The

COS contemplates regional inforration sySters In a network with LEADS.

Illinois began a centralized criminal infOrmation system with the

Qe-in 1931 of the Criminal Identification Act which established a

1 repository that today is housed in the Bureau of Identificatien,

within the Department of Law Enforcement. (I1 .R.5. Ch. 38, Sec. 206-7)

That Act, requires law enforcement agencies to report arrests and dis-

positions to the central repository. It also includes - privacy'' Enda

sures by allowing records from the central repository to be dissemina

only to peace officers for the administrationof the criminal law.

,There also are provisions for dissemination of records to specified agen-

cies and others pursuant to statute, ordinances or orders as ray be

) necessary in the identification of persons suspected or accused of crir

--1" and in their trial for offenses after being in prison or for prior of-

fen . n the case of Kolb v. O'Conner, 142 N.E.2d 815 (1957) the

--statute was held-arplieabTi.-onTY-167-6-i7Eentral-rtOoisitOry_and-nOL to_

loc 1 criminal justice agencies. As a result, though information dis-

semination from the .repository has been regulated. the practices of

local law enforcement agencies have varied widely.

COSI-that-in
for law en-

no plan for a
t Administrator

of the State's Privacy i)ro

in 1972 tht Depar
for the development o
In 1974, two advisory
comprehensive policies
These colni ttees each

nt of Law Lnforceeent prepared an action plan

statewide criminal justice information systet .

tees to the SPA were established to develop

he criminal justice infocuiatian reY4t--01.
their recommendations in 1974.
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t ee the CJIS Policy P sort' Conmi ttee. was

my of citizen representatives and academicians. The
idati of this committee was a proposal for comprehensive legis-

on governing the collection, use and disserination of crininal jus-
tice information-, The proposal was far-reaching, and incorporated

_.,isany.04!.,011_standards cif lEARGH _rectu-kfctil Report ,i1.14 ludinq Aril-r--

visions for sealing and purging of conviction data. This legislative

propdsal Was not acted upon by TUC.

The other advisory
Prised. in the name inpli
agencies. The recommend,
by ILEC and are now publl
Information that

p a users Plxnnir Commi

f representatives of cr
f this corm'

d as the Standar
bserveorty

nfore.ation system developing
all aspects of inforration system development and
spect to dissemination regulation. the standards re-

_pungemmnt of information indicating arrest without conviction
proceedings terminated in favor of the accused). AS to other. criminal
justice information. dissemination is permitted on a Thetd-to tnow
and right to know° basis. The standards emphasize the maintenance of
accurate infornation, and permit data obJect review and challenge.

In the Fall of !VS. su bsequent to the issudhee by LEAA of its
initial privacy and security regulations. the Governor designated the
SPA staff as the rechanisn to coordinate irplemientation of a state plan
for the confidentiality of erthin4i justice informtion ttttii-s frad
the SPA to the. State's Attorneys, the part ient of L4W Er force

the Attorney Gotior4), the Uate Court inistrator and the Depart-
nent of-Corrections. asked for reports viih resPect to their information
systems. Tho courts regard their records as public, so .the Illinois
plan was prepared by the SPA staff mainly with assistance frog n the De-
partments of Law inforcevnt and Corrections,

itl_ma(r.h4 12264,1hor
4, the Illinois plan

EC in June, 1976 to re

ticrt_IL&Ai_l_r_ty41 _

suttnitted: a re
d to the LEA. chant;

In hoveetber. 1977. the Governor,.by Ex-cot
,

the sevel-elerber Criminal Justice. Information
date to consider confidentiality and security
justice inforhation. The Nuncil is authoriz
guidelines and pros. .*fires which insure'the pr
mina) history record 11rform4tion cortOttent.w
100 The Council is the final appeal
individual challenges to critinal hi torus
cedures of the central repository.

submitted by

- 4f.1
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Individual _ Review and thallen e.

A-ignificant aspect of the Illinois program is'its eMphasie,A Aat

subject.accessAo files, with Tights ofTeviev4.challengeandappeal;

The Miles' taken steps to publicize these access rights;iindluded

here at Page.47 as Exhibit 1 is a brochure published-by 1LEC that in-

forMs.titizens'of their rights .of record review and challenge; After

two years' experience with this .provision, the Department of. Law:Enforce-

ment indicatesAhat the procedure has been quite manageable. 'MT-the

last year, because of extension of access rights to incarceratedindi-

.

viduals,'requeSts for review haye increased by 270%. Despite. this per-

centage increase, however, statistics for the review and-appeal case,.:

104Carejn_Wstin9,_ AuringIA._24 month period the = statistics are as

follows: Of 647 individUal-reqUests.for-reVi64-ohly-88'thallenged-lhe--
record; of these only three were not satisfied by the initial DLEre,-,'

sponse and 'requested agency review.wherein two were satisfied. As of

this tiBe, the remaining case As on appeal to:the Criminal Justice,Th

formation Council and has been scheduled for early 1978.

-.1teptime'forreSpenseAo vrequest for record,revlewaverageCabout

23 days; the time for responding to a record challenge has averaged

about 20 days, andan average of about 19 days was required to process

the administrativeTeview. These time spans are within the DLE regula-

tions, and the procedure doeS-not appear to haVe placed an undue burden

upoh the department, allaying the fears of many who predicted that review

and challenge procedures would be anhunmanageable burden. Further ,there

has not been a significant increase in process time during the-last

12 month period, when the large increase in requests was received.

Some Remaining Problems.

Compliance with disposition reporting procedures. still poses some-

.

problem, as in'many other states though Illinois reports good pro-.._

gress'intimProving_tniprocessi

-_ In spite'tf-polIcieS and a few statutory provisions permitting'

. sealing or purgingr:oftertaininformation, it appears that many agencies..

will not seal or -except:pursUantAo=aJcourt-order. Since the

-courts regard their records as public, whatever mightbe.-Ttirged or sealed

in agency records would be available from the court record.' -The.reso-

Aution:of-this.problem must'await thedevelopmentof:a court information

:plan-bythe Administrative Office, of Illinois Courts.

The mechanisms. foroperating a rational program to regulate.Anfor-

--ma ion-dissemination-inAllinois-are-all,presentlhe
.IL C staff pro



cn4 1 nuinA.,7 cbo din tion-throUghout-the criminal' justide-,m s_ t,, e

Smentcof,LawInforceMent-operates the 1central. vepositZryl-
Ah lajf to the statewide'syitem for all of Criminal Jestice. The

Hmiha 'Justice Inforthation Council fulfills.a °watchdog" rote as we
s-being a -forum-for'the development of-policy,

4 ' ' .



HT TO SEE A COPY OF
HISTORY RECORD

Inning March

The Information In fur reoetnd should be corrac

If the Information Is not T o neat, you can have
It changed..

fa Raviow forms are available at your kcal
police station.

_



ybuHAvg'A:RIGHT,-70 COPY
!YOUR,CROAINS;;11113TORY R609141:0 --

Beglnning Mir h-111,-1978, iv- th'rloht
to me and Correct information that the police, Courts,
eorrectIonet Ind other agencies nialnialn;:included

:An your record lit lilt of what you have bees(
--Lrarristed for, the dates you were arrested and released,

other details about each case.

iAILtYFiBtM,ERT

The mail oaten you should-Want to review, ydur. ,
record le to make sure that the Informationinttle
correct.,You Wilt also Want to be sure that your record 7
Includes Only,ligally. miintained Information, 4 record

=With Incorrect information court:1. 110 @e you. from .

golfing a State or Foclorallobalrom Joining a' bronchi- c,
of tho armed soivkos;- or fromobtalninga licinso
fn any ple lumber:Of different proteisions Ogee,-
military recruiters, end :40164 atitriarliad']eMployers
can examine your record and they-may.be influenced =

..! by.whatthey sec So you want to be sure that your .
record tells the true story of what happened,.
With the correct dates and facts.

F, YOUR CORRECTIOWARE DENIED

II your corrections are denfed;in whole or In part,
notice you receive will tell you whiteribU can

a written explanation of the decision. Bring both your
Request for. Access and,Roview and your
Record Challenge to this appointment.

If you are not satisfied with the explanation you are
given, there are two things that you can do. First you:171
can apply fOr an Administrative 'Review. Applicationi,:-
forms for this procedure are available at your local.
police station. II you are still riot satisfied with the
results alter the Administrative Review, has been
completed, then you may file an Administrative
Appeal with the Illinois Criminal Justice Information
Systems .pouncII. The Council's decision will be Ilnal

finless you choose to Ilia a civil suit In a Court of law.

FOR FURTHER INFORM ON.:

No; Reviewing:Your -record Is a very simple matter.
,First you Identify yourself and submit the proper
fours: Then you can look at your record and correct
kny effort- that you find.

Contact your local pollee or county a °rill's office.

WARNING

IT IS A VIOLATION OF FEDERAL LAW (42 U.S.C.
§ 3711) TO USE THESE PROCEDURES FOR ANY
PURPOSE OTHER THAN rM4NDIVIDUAL REVIEW--
OF A CRIMINAL HISTORY RECI1RD, ANY EMPLOYER
WHO REQUIRES SUCH INFORMATION AS A
CONDMON OP EMPLOYMENT WILL. BE SUBJECT
TO A Sitt000 FINE; VIOLATIONS SHOULD BE
REPORTED TO THE UNITED STATES ATTORNEY'S
OFFICE AND TO THE ILLINOIS CRIMINAL JUSTICE
INFORMATION SYSTEMS COUNCIL IMMEDIATELY.

'also known as a "rep sheet"

IiiInols Criminal Justice Information Systems- Council
Illinois Law Enforcement Commission

120 South Riverside Plaza .
Chicago, Illinois 60608



AOliy,10 f al YOUR RECORD

DURSELI!._

station or county sheriff's office In
Illinois between tho hours of ft A.M. and

Monday through Friday. Tell them that you
:wants i see your history record. You will be

a form 10,118 out called a Request for Access
d *view; copy will be_yours`to keep. You will
vs to'ShOw sOMe lorrn*of positive Identification

Ynh as a drivers license or birth certificate, and you
DI be fingerprinted. Your prints have to be compared

with those In your file to make sure that no one
claiming to be you sees your record.

A fee may be charged by the local law enforcement
agency to cover the costs of processing your review.

;.This fee will not be more than $10.

MAKE AN APPOINTMENT

P, uttt fur copy of your Request for Access and Review
ale WAiri 8 Weeks you wilt receive an

ppoIntniant nonce in the mail telling you that your
cord Is avallabia. if you Cannot come it the

appointed time, fat them know within 25 days by
telephoning or by returing the notice in the mall.
You should write a data and time on the notIc6 when
you will be able to come to sea your record.

-.1%,1%.;-'

S. BRING YOUR COPY

Be sure to bring your Request tor Access and Roy ew
-and some form of positive Idontification with you
when you go to see your record. If you forget to bring
your request form, you will not be able to see your

17.= record at that time. if you have lost this-form, you
will probably have to start over, at step (1).

If you have any official documents concerning your
=record, you - should also bring them _with you,

BRING YOUR ATTORNEY

You may bring your attorney when you go to review
your record. In fact, if you want your attorney to
review your criminal history record for you he or she
cln complete this process once you have identified

5, INSPECT YOUR RECORD- CAREFULLY

Rehd yOur record over very carefully, Make eUrel that
the information about yOu-Ta compialaly true. II ycni'
have any questions, ask the reviewing officer and
he or she will be able to help you, II you ask for IL
you will be given -a list of non-criminal Justice
aganclos-whIch have obtained copies of your.
record since March 18, 1018.

if there are any (WM on your record, no matter how
small, tail the reviewing officer about them immediately
For further lalitti011Ons;lea the next section called
"IF THERE ARE ANY iii! ORS,"

II then arts no errors on your record, you may be
asked to sign a statement saying that your record
Is correct. Whether you choose to sign this Statement
or not, your review is now complete.

IF THERE ARE ANY ERRORS

6. REQUEST _CORRECTIONS

if you find any errors, the reviewing officer will give
yOu a form called a Record pallenge, List the correct
Information on this paper and explain In detail why
those corrections should be made, A copy of your
Record Challenge will bo given to you to keep.

if you need a copy of your record, you can obtain on
by asking the reviewing-Officer.--

7. A DECISION WILL BE MADE

Within 6 Wooka you will receive a' no
This notice will tell you whether you
were approved or denied.

I
If your corrections wero approved;you a Id bring
your RequesfOr ACCOSS and Review and ur -

Record Challenge forms to,thif,Poilce lor(and 2_
check to secohAt the corns have-leen Made',
properly. All tie organiz a wriiclf hive feceivoclik:--
copies of youcfrecord sinie'March 1E0976.
will be notified-of theta corrections-.

At this time, you may be.asked tti sign
statement saying that your record (*roc
Whether you choose to aigh thls,s tement o



Maryland has a rather 6ntralizedcriMinal JustiCk system, large-

ly,achievid in the early 1070s thr0Ugli the lstablishment'of the Depart-

ment of Public Safety and Correctional ServiteieThat.department, headed

by a Secretary and two:depUtits, has generai'authoiltY,over the State

Polite, the Department of.toirectionsA.an4 ihe'DeIrtipent of Probation

and Parole.

TheSOte POICes:01401uperInhali!gt repo to theSecrPt4r,Y

o Public-Safe. has.,e0spenS1611ttyJer-:.generiT

staWis #0r:the'otieration't0f.the criminal justice information

system. Pairoljundtionsi.ltate-police provide

law entorciiiient-:Se7'xitOctly contrattto:SoMe.of the municipal-juris-

dictions-wfthiti the~state.g.er
The--23veounOes an th -City aid' Baltimore -811-hav ,_law enforce,_-

Inept age4ciei.,,,As''40 a var etywof'sMaller municipalit Though` eat

;county haS-a:sheriff, several. ft:he:largest counties also have a po-

liCedepartment% .

-DeP4rtmentOT CorrectiOniJ,5er4Ices, headed by a Commissioner

ho-reports tp:tbe Scretery,of-Pukiic Safety, has jurisdiction over
ate!,'InegtUtiona:17,faCilitiep, and through a jail inspector.

tWoriera.tiOes and standMds of jails under county or local
. t.

,

he Departmentof,Probation and Pa e whose Director reports to

he' Secretary, bf.13611116SafetY,A4 resp ble for all probation and

pantile .servicti.WithInthe Regional offices of the Department
e#1ydsupeilyise 0'314 serVicei and cooperate with the courts regard-

-oeeration WOrdbatjon services.

-0,-- he JIAliptiil tysten in Maryland itself became unified in the early

s:, d .1, arranged' in. tiers. The'District Courts, Under the

(ticv
viper .ision,of - 'Chief Judge,-are coats bf limited jurisdiction. The

Circiv .C6brts, operatpg,at the' counttlevel, are courts of general

urisplic and are under'-the supervision .of the Chief Circuit Judge.

kCourt of-.Special App0s i5 an. intermediate appellate court for cri-

IninWan&civil ma s. -The"Courtiof Appeals is the supreme court of

state; its Chief dge has superintending control of the entire court

"sy tem,- Me State Cep dministrator, who is appointed by the Chief

'audge of,theeCourt,of` 1,.has responsibilities for'judicial plan-

ning,',budgeting, educa d'information system development.



Ciiminal Justice Information Sy

In 1968, the Maryland SPA began planning a comprehensive statewide

criminal justice information system. The initial program, designated
VULESAMerYlandInteragency Law Enforcement System) was intended to

serve the entire criminal justice system in the state, including the

courts. During the ensuing decade the state has continued to develop

its criminal justice information system including capabilitiesAfor such

LEAA-supported programs as comprehensive criminal historiesmiCCH),

offender based tracking system (OBTS) and an offender based state cor-

rectional information system (OBSCIS), all within the' comprehensive

date system (CDS). A statewide court information system is also being

implemented. In the Fall of 1973, the SPA staff began a criminal jus-

tice information system master plan. The Information System Policy Com-

mi tteet-established by _the SPA, provided policy guidance_ in the develop-

ment of the master plan which was finally completed in early 1975.

Stimulated by needs identified in the master plan with respect to

a privacy program, and by the issuance of the initial guidelines by

LEAA in May, 1975, a Security and Privacy Sub-committee of`the Informa-

tion_Systems Policy Committee was established with the responsibility to

diVelep a-priVady-and security program and-to-prepare- appropriate-legis-

lation and regulations.

In early 1976, the SPA completed a draft privacy and security -plan-

responsive to the initial LEAA guidelines. When the revised guide

lines were issued by LEAA in March, 1976, the Maryland Oin was also

revised to comport with the new minimum requirements., 30.pasio frame-

workLof the plan was implemented through legislation sighed into law by

the tovernor in May, 1976. The purpose of the legislation, knwon as
The-Criminal-Justidb Information-System-Act, is

. to create and maintain anaccurate and efficient'

criminal juttice infOrmation system in Maryland consistent

with applicable-federal law and regulations, the need ofyi

.criminal justice agencies in the state for accurate and

current criminal-history,records information, and the right

of individuals to be free-from improper and unwarranted in-

trusions into their privacy.!' (Art. 27, § 742)

In brief, the legislation established a central repository for cri-

minal records to be operated within the Maryland State Police and under

the supervision of the Secretary of Public Safety and Correctional Ser-

vices. The statute-provides that the Secretary'and the Chief Judge of

the Court of Appeals should promulgate rules and regulations to esta-

blish, operate and maintain the criminal justice information system. The

law also established an Advisory Board to review and comment'on such

rules and regulations and the operation of the information system. The

legislation gives the right of inspection and challenge to data sub-

jects and, with respect-to dissemination of information, provides that
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a" "criminal justice agency and the central reposi
irate criminal history record information except
applicaOle federal-law, and regulations.g

As summarized above, the staff of the SRA had the task of drafti'ng

the criminal Justice information plan with the advice of the Security and
Privacy Subcommittee. The Subcommittee was comprised of members rep
resenting all branches of government as well as a cross-section of
criminal Justice agencies. The Subcommittee was chaired by the Secre-
tary of the Department of Public Safety, and other members were the
State Court AdMiniStratort rePresentatives-_-frork-the ktatg491Slaturep a
mayor, a Governor's staff legislative officer, representatives from the
State Police and the Department of Correctional Services, a local police
chief and a county councilman. In addition to assisting the SPA stalf
with the development of the security and privacy plan, this subcommittee
also assisted in the development of the legislative,propos 1 referred
to earlier, that established the formal structure for yland cri-
minal Justice information system. The Privacy and-Se
has ceased to exist since its task has been accomplish a 'the-
Information System Policy Committee of the SPA continues in its advisory
role regarding operation of the criminal Justice information system.

The. Criminal Justice Information Advisory Board,-created by Article
274-Section-744, has as its principal-responsibility to- advise the Secre-
tary of the Depaftment of Public Safety and the Chief Judge of the Court
of Appeals on matters pertaining to the development, operation and main-
tenance of_the_criminal_justice_information system

The-Membership-of-the adViSery board, appointed by the-Governor-
except as otherwise indicated, is as follows: *three representatives
of the judicial branch appointed by the chief judge of the court of
appeals; two representatives of the Maryland legislature, one appointed
by the leader of each house; two executive officials frOm'state, county':
or municipal police agencies; one executive official from a correctional
services agency; two elected county officials; one elected municipal
officer; one. State's attorney; and one person from the general public.
Serving in an ex officio capacity are the Executive Director of the SPA,
the Secretary of the Department of Public Safety, and the AttorneY Gen-
eral of Maryland.

The Advisory Board developed the dissemination policy which-was
approved by the,Secretary of Public Safety and the Court of Appeals.
Legislation was introduced during the 1977- notbut wasot enacted,
and regulations pursuant to authority in the Criminal Justice Infor-
mation System Act were promulgated.
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The regulations, set out here as Exhibit 2 beginning -on page

were originally prepared as a legislative proposal. They were made

available for comment at a public hearing, but there was no si nifiCant

comment and the regulations ar become effective substantially in

accord with.the draft.

The regulations deal with criminal history record information, and

are silent as to intelligence and investigative information. The cen-

tral repository itself, however, will only store criminal histories and

not "I and I" information. The significant aspects of Maryland dis

seMination policy are as follows:

Criminal Justice agencies ill,recallo. from the central posi-.

tory conviction and non - conviction information fair the'performant le
their.criminal justice function or for the purpose of hiring or re-

taining empl-yees. Access to conviction or non-conviction information
is tlso all Wed to the Maryland Public Defender or any defense counsel

of record, bail bondsmen and appropriate agencies for statistical and

research purposes, or to agencies under contract with an agency autho-

rized-to-receive the data. '-- ----,---

2. A governmental non-criminal justice agency may receive cri-

minal justice information for employment purposes. If the agency has

licensing powers it may have criminal justice information.for the pur-

pose of performing its functions in accord with a statute, regulation

or court: order- allowing access to specified information,

3. A private sector organization may not have access to convic-

_tion data_for employment screening unless it has been specifically

approved to receive such information by the Secretary of the Department

of Public Safety, upon a showing-that-the nature of the job-carries

a risk of harm to the employer or the general public. A private sector

organization_may not have-access to non-conviction data unless it is

specifically-provided for by statute, regulation or Court order.

4. Only the central. repository may disseminate information to

authorized non-criminal justice agencies. Criminal justice agencies

may share information among themsefves after an inquiry to the central

reposltory to update the-file. Secondary dissemination of criminal jus-

tice information is prohibited; it can only be used for the specific

purpose for which it was received and none other., The regulations also

require the maintenance of dissemination logs, and the existence or non-

existence of a criminal record is not to be divulged to anyone who is

not authorized to receive the record itself.
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sUOPOrted"by these Suggested regulations provide Pro
tection to the individual who has a cdpinal record while at the same
time-allowing_public.accessOWOOdUtiuse_shown .The Maryland_approach
of providing a procedure for specific private sector access approval by
the Secretary of Public Safety is: novel and interesting. The qUestion
of relevance of criminal justice information to any particular employ-
ment Yisk:is difficult to resolve, and-requires a case-bp,cate evalua-
tion. ThoUgh the state legislation enacte4 Jn .1976 specifically pro-
vides for Judicial review of a data subject's challenge and correction
rights, Judicial review of the secretary's decision regarding special
private sector access is not contemplated. The, ryland experience in
the future will be worth watching to determine t efficacy of this ad-

ministrative procedure.

The Criminal Justice Information System Law establishes -the right
of a data subject to review and challenge criminal 'history record infor
mation in the central repository. On a challenge_to information, the

dehtral-Iepositery-will-atidit-thCreeerd,--and'Wthe=datt-subjeetls-
challenge is sustained the record will be corrected. The central reposi-
tory also will send notice of the corrected information to any agency to
whom it has disseminated incorrect information, and the receiving agency
is required to correct whatever record it maintains. Administrative
and Judicial review are provided for.

A significant problem encountered in developing the Maryland pro-
gram has more to do with--the technicalities of information management
than with_confidentiality Policy. 'The question was what standard to
apply for determining whether inforMation is "complete and accurate."
A major difficulty was the relationship between charges noted at ar-
rest or booking and the charges that the prosecutor would pursue. Police
agencies wanted to track the specific charges made by the police officer.
With little or no modification these police charges are the same as these

that-
appear on the charging document at the District Court.1-Therefere,

District Court charges and disposftions could be tracked against the
-original police charge, 'A-difficulty-arises when the defendant-is bound,-
over to the Circuit Court from the District Court or goes directly to 1
the Circuit Court. In such case the prosecutor intervenes and pica Y
charges are redefined and, therefore, are not directly traceable( to ,t e
police charges. The District Court charges were selected as Vie entry
point for tracking purposes; where the case is bound over to theTrcuit
Court the case is tracked back to the District Court case number ut

the prosecutor's Circuit Court charges become the new entry poiht for
tracking charges and their disposition,-.

An implementation problem yet to be sofVed adequately des with the
query to the central repository before informationlis exchang_d with

other criminal justice agencies. Currently an unsatisfactory delay is
often experienced in response from the central repository though hope-
fully as the system is perfected this difficulty will be alleviated. Per-

haps, in the interim, local records may suffice in some circumstances,

yet to be negotiated.
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early 1978, the dissemination policy ill be implement

and wrinkles will be ironed out. It remains to be seen whether and how

soon legislationiwill be sought to codify this poliCY1 regulations can

suffice except with respect to the imposition of criminal penalties.

It will be well worth watching the Maryland experience with respdtt to

the administrative procedure by which the Secretary of Public Safe

approves private sector access for employment screening purposes. ry

land officials are optimistic regarding the workability of their scheme,

and it may provide one solution to a very complex access question.

A Comment On Process.

Maryland officials credit their centralized, criminal justice system

as key In developing the privacy program.- TAtelm fra ntation is a

'common obstacle to develdping statewide information dissemination licy,

especially with respect to disposition reporting procedures. In t

respect, a court system may pose a partIcular problem if Its various

forums are uninvolved in program development or uncoordinated in ap-.

proach. It should,be noted that the Maryland judiciary was a full and

active partner throughout the process, and continues to be involved in

and responsible for the design and implementation of policy and proce-

dure.

-56-



EMINATION4F IniAltili1 TORY RICO

MAY NOT DIES

A CRIMINAL JUSTICE AGENCY AND THE C

ATE CRIHINAt. HISTORY RECORD INFORMATION EXCEPT IN STRICT'
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o.slccr TO THE PROVISIONS OF SUBS
CENTRAL RITOSITORYVIrA CRIMINAL JUSTICE AGENCY SHAL

HISTORY RECORD INFORMATION RE IT CONVICTION OR

Y RECORD INFORMATION, TO A CRIMINAL JUSTI

ON

ACCORDANCE WITH APPLI

ATE CRI DI

RIMINAL

A REQUEST

E RULES AND REGULAT Y

SECRETARY OR THE COURT OP APPE LS. A CRIMINAL JUSTICE AGENCY HAY REQUEST
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---TEORMATION. -RE

A BAIL, BONDSMAN HAY RECEIVE SUCH IN-

ENT,-IF,AUTHORIZEDJ3YTHEMAP-T4APD

(4) THE JUVENILE SERVICESDMINISTRATION

MAY RECEIVE SUCH IN IATION FOR; HE PURPOSES OF AN INVESTIGATION PURSUANT

TO THE DISPOSITION OF A JUVENILE CASE;

(5) THE GOVERNOR'S COMMISSION ON LAW EN-

FORCEMENT AND THE ADMINISTRATION OF JUSTICEMAY'RECEIVE SUCH INFORMATION FOR

THE PURPOSES OF RESEARCH, EVALUATION, AND-STATISTICAL ANALYSIS OF'CRIMINAL

ACTIVITY1AND THAT ANY STATISTICAL ANALYSES DERIVED FROM SUCH INFORMATION

MAY NOT INCLUDE THE NAME OF ANY INDIVIDUAL OR ANY OTHER UNIQUE IDENTIFIERS

RELATING TO THE INDIVIDUAL;

(6) A PERSON OR AGENCY ENLACED IN LECITI-

NATE RESEARCH -EVALUATION; OR STATISTICAL ANALYSIS-ACTIVITIES MAY-PURSUANT

TO AN AGREEMENT-WITH THE SECRETARY PR THE CHIEF JUDGE OF THE COURT OF APPEALS,
uL

RECEIVE SUCH INFORMATION NECESSARY TO THESE.ACTIVITIES;. BUT SUCH INFORMATION

MAY NOT INCLUDE THE NAME OF ANY INDIVIDUAL;

(7) A PERSON OR AGENCY UNDER CONTRACT WITH

A CRIMINAL JUSTICE AGENCY TO. PROVIDE SPECIFIC SERVICES REQUIRED BY THE

CRIMINAL JUSTICE AGENCY. TO 'PERFORM ANY OF ITS CRIMINAL JUSTICE FUNCTIONS

MAY; PURSUANT TO C EMENT WITHZ

' NECESSARY IN ORDER TO CARRY OUT C

:TARY;,;RECEIVE SUCH:INFORMATION::

(F) CRIMINAL JUSTICE AGENCY-MAY NOT4)IESEMINATE CRIMINAL

HISTORY RECORD INFORMATION TO ANOTHER CRIMINAL JSUTICE-AGENCY UNTIL THE DIS
,

4 tC
NATING AGENCY HAS REQUESTED AND RECEIVED mom THE CENTRAL REPOSITORY

_ICATION,THAT THEINFORMATIOWTO BE DISSEMINATED IS COMPLETE, ACCURATt

AND CURRENT. THE CRIMINAL JUSTICE AGENCY OR THE CENTRAL REPOSITORY SHALL

VERIFY ,THE IDENTITY OF THE CRIMINAL JUSTICE AGENCY TO WHOM THE DISSEMINATING
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AGENCY INTENDS TO PROVIDE THE INFORMATION. THE CENTRAL REPOSITORY SHALL

MAINTAIN A RECORD OR LOG OF THE REQUEST. SHOWING THZ DATE THE REQUEStyAS

MADE, THE INFORMATION TO BE DISSEMINATED, THE-CRIMINAL JUSTICE AGENCY RECEIVE .

ING THE INFORMATION, AND THE DATE OF THE DISSEMINATION. .THIS SUBSECTION

DOES NOT APPLY IF THE RECEIVING CRIMINAL JUSTICE AGENCY DEMONSTRATES TO A

RESPONSIBLE OFFICIAL OF THE DISSEMINATING- CRIMINAL JUSTICE AGENCY OR:THE

CENTRAL REPOSITORY'THATA:DELAY IN THE- RECEIPT OF INFORMATION FROM THE

CENTRAL REPOSITORY WILL UNDULY IMPEDE NECESSARY ACTION, BY THE AEQUESTING

CRIMINAL JUSTICE AGENCY OR WILL VIOLATE:OR MATERIALLY IMPAIkA SUBSTANTIVE

RIGHT OF THE PERSON-ABOUT E INFORMATION ISNEE ED. HOWEVEk: THE

DISSEMINATING AGENCY SHALL MAINTAIN A LOG OF EACH pISSEMINATION;UNDER THESE

CONDITIONS, SHOWING THE DATE OF DISSEMINATION, THE INFORMATION TO BE DIS:

SEMINATED, THE CRIMINAL JUSTICE AGENCY TO WHOM IT WAS DISSEMINATED AND THE
_

DATE OF THE DISSEMINATION.

(G) ONLY THE ENTRAL REPOSITORY. NAY DISSEMINATE CRIMINAL

HISTORY RECORD INFORMATION TO .A NONCRIMINAL JUSTICE AGENCY OR INDIVIDUAL.,
r

THE CENTRAL±REPOSITORY SHALL VERIFY THE IDENTITY OF THE AGENCY OR PERSON RE-

---QUESTING-TO -RECEIVE-THE- INFORMATION -AND--SHALL- -MA-INTAIN--A= RECORD -0R-LOG- O]

4'0) pp

THE'REQUEST SHOWING THE DATE: THE REQUEST WAS MADE THE PURPOSE FOR WHICH THE

. REQUW WAS MADE, THE INFORMATION TO BE DISSEMINATED THE AGENCY OR PERSON

RECEIVING THE INFORMATION AND THE DATE. OF THE-DISSEMINATION. THE CENTRAL

REPOSITORY THROUGH AGREEMENTWITH-ANOTHERCRIMINAI," JUSTICE' AGENCY MAY SPECIFY

THE OTHER CRIMINAL.IIUSTICEe:AGENCY CATION FRO WHICH A NON CRIMINAL,
s 4:

JUSTICE AGENCY prt INDIVIDUAL= 9119 CENT AL FOR THE
e r

PURPOSE"OF RECEIVING CRIMINAL HISX9RY6RECORD INFORMATION. REEMENT HAY

ALSO PROVIDE FOR THE CENTRAL REPOSIT RY TO AUTHORIZE THE CRI NAL JUSTICE.

AGENCY TO DISSEMINATE TO THE NON COMINAL JUSTICE AGES i Pi OPAIATE CRIMINAL

v , :

HISTORY RECORD INFORMATION MAINTAINED BY THE CRMINAL Jp4
, v .

AGENCY. UNDER

L4,:if



SUCH CIRCUMSTANCES- THE.DISSEMINATINC-CRIMMAL-JUSTICE-ACERCY'SHALL-MAINTAIN-.-----

A LOG OF EACH DISSEMINATION, SHOWING THE DATE THE REQUEST WAS MADE, TILE

PURPOSE FOR WHICH THE REQUEST WAS MADE, THE INFORMATION TO BE

DISSEMINATED, THE'AGENCY OR PERSON RECEIVING. THE INFORMATION, AND THE DATE

OF -THE DISSEMINATION. THE CENTRAL REPOSITORY SHALL MAINTAJ.I IN ITS LOG THE

FACT THAT IT AUTHORIZED:THE CRIMINAL JUSTICE AGENCY TO DISSEMINATE TB

CRIMINAL HISTORY RECORD INFORMATION AND THE AGENCY OR INDIVIDUAL TO WHOM

THE CRIMINAL HISTORY RECORD INFORMATION WAS DISSEMINATED.

H) NO AGENCY OR- INDIVIDUAL SHALL CONFIRM THEEXISTENCEOR

NONEXISTENCE OF CRIMINAL HISTORY RECORD INFORMATION TO ANY PERSON OR AGENCY

THAT WOULD NOT BE ELIGIBLE TO RECEIVE THE INFORMATION ITSELF.

(I) AVY LOGS REQUIRED TO BE EFT UNDER THIS SECTION S-
,

BE MAINTAINED FOR AT ,LEAST THREE YEARS.

(3) THE USE OF CRIMINAL HI TORY RECORD INFORMATION BY AR AUTHORr=

IZED AGENCY OR INDIVIDUAL IS LIMITED-TO THEW SPECIFIC PURPOSE OR PURPOSES

STATED-IN-THIS-SEGTION-AND-MAY-NOT-RE-DISSEMINATED-FURTHER-EXCEPT-WITH,SFECI-

FIC AUTHORIZATION.

N ADDITION TO ANY OTHER REMEDY OR PENALTY AUTHORIZED BY

DUAL OR AGENCY VIOLATING OR CAUSING A VIOLATION OF THE P

SIONS OF THIS SECTION TT OF A MISDEMEANOR, AND UPON CONVICTION, IS'

SUBJECT TO A FINE OF NOT MORE ] 0 OR IMPRISONMENT. FOR NOT MORETHAR

SIX MONTHS OR BOTH FOR EACH VIOLATION. IF THE IS, EMPLOYED OR LICENSED

BY A STATE OR LOCAL GOVERNMENT AGENCY A CONVICTION SHALL CO TE GOOD

CAUSE TO TERMINATE HIS EMPLOYMENT OR TO REVOKE OR SUSPEND HIS LICENSE.

1TIONYLAW

IN ADDITION TO ANY OTHER REMEDY OR PENALTY AUTHORIZED BY

INDIVIDUAL OR AGENCY DETERMINED BY THE SECRETARY TO BE IN VIOLATION



OR CAUSING TO BE IN VIOLATION THE PROVISIONS OF THIS SECTION SHALL CONSTITUTE

GOOD CAUSE FOR THE SECRETARY TO TAKE THE NECESSARY STEPS TO ENFORCE COH LI-

ANCE INCLUDING REVOCATION OF ANY AGREEMENT BETWEEN THE AGENCY AND THE CENTRAL

REPp41TORY AS WELL AS APPROPRIATE JUDICIAL. OR ADNNISTRATIVE PROCEEDINGS TO

ENFORCE COMPLIANCE.

(L) WHERE A REQUEST FOR THE DISSEMINATION' OF CRIMINAL

HISTORY RECORD INFORMATION IS MADE BY A CRIMINAL JUSTICE AGENCY FROM ANOTHER

STATE DISSEMINATIONS WILL BE LIMITED TO THE PURPOSES FOR WHICH CRIMINAL

HISTORY RECORD INFORMATION WILL BE DISSEMINATED TO dRTMINAL JUSTICE AGENCIES

W1THIN THE STATE OF MARYLAND.



WASHINGTON STATE.

Washington Criminal Justice System.

The Washington State Patrol enforces traffic laws on the state's

highways, protects staff property, and provides special law enforcement

services in emergencies and at the Governor's direction. LdW enforce-

ment in the state is mainly attended to by the 39 county sheriffs; the

cities of Seattle and Tacoma provide polige services, but few other muni-

cipalities have significant law enforcement responsibilities. The state

has few urban centers and the growing trend toward combined city/county

law enforcement consolidation has emphasized the role of the sheriffs.

The State Patrol operates a crime analysis unit, a central identifica-

tion bureau and an organized crime intelligence division. The Patrol

has responsibility for operating the state's central criminal Justice

information system.

Correctional services in the state are centralized in the Depart-

ment of Social and Health.Services, whqh includes adult corrections,

the Board of Parole and the probation and parole services.

Though the state does not have a unified court system, the Supreme

Court does have superintending control-of the Superior Courts of the

state, which operate at the countyYlevel and have general jurisdiction.

District Courts are of limited Jurisdiction and deal with misdemeanors,

warrants, etc.

Criminal Justice Information System.

Washington is building a comprehensive state criminal Justice in-

formation system, and at present central law enforcement information is

computerized and accessed by more than a hundred terminals throughout

the state. A correctional information system is being developed within

the Department of Social and Health Services, and is designed to track

adult felony offenders in institutional custody_or under probation or

parole supervision, and will provide management information services

as well A Superior Court Management Information System is in the de-

velopmental stage as well, and Is intended to provide statewide Judicial

system information with respect to case status and process, dispositions

and relevant caseload data.

In 1967, a criminal Justice identification center was created within

the State Patrol. In 1972, when the center became computerized, the

legislature established it as the CentralIdentification Section (CIS)

with authority to maintain identification and an COminal history records.

Local law enforcement agencies were required to , .ri arrests and pro- .
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vide C w th'fiin4erhrint s-as the means for identifying. files. The
(-leg* ;aj .Fals restricted Aisiemination of CIS records to Criminal
Sus ce purpos6-.ohtyylimrAdata subjects were given rights to review and

.,cha eiNe theirjecorAds. These :dissemination and access regulations did
nqt =a ply to 1001,faw'vefirceMent, agencies, however.

...
'

he State's .Privac

.. ...
.

bill-in.J974,'a biil yas introduced in the Washington legislature to
provik,confidentiality restraints-on state-and local arrest records,
but the bill, never moved out of committee. Again in 1975, another bill
was intro Ouced, which Would -have prevented intelligence and investiga-
tive inf (rmation from being placed in automated, systems, imposed con-
fidentiaity constraints on arrest and conviction information, and would
.have -given access and challenge rights to data subjects.. There were
hearings on the bill, but it was not enacted.

..TheOssuance in 1975 of the initial LEAA regulations stimulated
additional activity in the state of Washington, and in December, 1975,
an Advisory Committee for Security and Privacy was established by the
Governor. The Attorney General was chairman of the Committee, and it
included representatives of criminr1 justice agencies at the state and
local level, public interest groW media and the state legislature.

By March, 1976, the Advisory Committee had prepared its initial
recommendations which were widely circulated throughout the state for
comment. The .Committee proposal recommended restrictions on the dis-
semination of conviction records as well as arrest information; there
were also recommendations -for the inspection and correction- of.
the maintenance of dissemination logs and procedures for the audit of
criminal justice practices. A bill was introduced in the legislature

__which_was the Iasi s_for-t h measure_ th a t=u1tfmAtPV:wa:en.oc10,110.977:;

The bill tha passed the legislature was narrower than that pro-
posed by the Advisory Committee. Because of the proposals in 1974 and
1975, previously mentioned, the legislature had some familiarity with
issues relevant to confidentiality of criminal justice informatiohl, and
hearings in the legislature emphasized-concern about additional costs
resulting from disseminatiOn restrictions and the added burdens to
criminal justice agencies from procedUres to assure access and con-
fidentiality.
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Dissemination Policy.

The principle featuresyf the Washington. State Criminal Records

1. The central repository must be queried for update before any

c inal juitice agency disseminatesHa record concerning gross misde-

mea ors or felonies. Some exceptions are provided; e.g., if time is of

the essence and the repository cannot,respond within the required time

2. Conviction records may be disseminated with restriction,-and

there are no provisions for-sealing or purging conviction data..

3. CriMinal justice agencies may, disseminate nonconviction data

to other criminal, justice agencies for purposes of criminal- justice ad-

ministration or for employment in the criminal justice system. Interest-

ingly, the-statute provides that criminal justice agencies may exchange

information "without-any obligation to ascertain the purpose for which

the information is to be used by the agency making the inquiry."

4. Nonconviction-data may be disseminated outside the criminal

justice system if such access if-specifically authorized by statute,.

orders or rules, or for reseatchTurposes, or pursuant to a contract-to

provideservices to a criminal justice agency.

5. Dissemination logs must be maintained.

6. Nonconviction.data may be deleted from records upon application

by the data subject unless the charges result in deferred prosecution

or other diversion, or the data subject-has a prior felony conviction or

subsequent arrest within two years.

7. data subject has rights of review and challenge except for

intelligence, or, investigative files. Noriconviction-data-may-not-be

mechanically copied or reproduced.

B. The SPA has authority to administer the Act and to promulgate

regulations forits implementation.

The legislation does not deal with dissemination of intelligence

and investfgative information, which is maintained by the intelligence

unit separately from other criminal justice information in the Central

Identification Section. While the data subject is denied access to such

information under the legislation, the,public records law, mentioned

below, contains a conditional exemption of such information from its

disclosure and copying provisions.

There is, however, "reverse" effect frbm this legislation with
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respect to conviction data. The prior law regulating CIS did not per-
mit dissemination of conviction data outside the criminal justice system;
even though that restriction did not apply to loca4(law enforcement

agencies, some of them followed it anyway. The result of the new law is

to relax the prohibition of release of conviction information by making

--such-release discretionary but subject to disclosure dissemiation re.
quirements. The legislature accepted this change because it closely
parallelled LEAA regulations and was an acceptable compromise for the
news media.

The Advisory Committee would have also restricted dissemination of
conviction data if the data subject had no further convlition for seven

`years. The legislature accepted the presumption of con entiality of

nonconviction data, but applied the reverse presumption to conviction
data, contrary to what had been prior policy in the state.

I

It is noteworthy that the SPA has authority to administ the

Act and to adopt regulations. The SPA has promulgated regu a 'ons to
spell out appropriate procedures under the law.

Other Laws Affect Criminal Justice n o ion.

recordslaW. The Washington State Open Government Act re-
gulater5iTOTi7971i7Cing, lobbyist activities, reporting offinancial
affairs by elected officials; and public recordS. A portion of the

policy declared in that legWatfon.states:

"That, mindful of the right of individuals to privacy and.
the desireability of the efficient administration of gov-
:ernment, full access to information concerning the conduCt
of-the-government_on=every_level_must=be_assured as a_fun-

Aamental and necessary precondition to the sound governance
of a free society."

The presumption is that government agency records are public, and

virtually any file, record or piece of information can-be an agency re-
cord. With respect to criminal justice information,- howeveri; there is a
conditional disclosure exemption for:

"Specific intelligence information and specific tvesti
gative records compiled by investigative, law enforcement,
and penology agencies, and state agencies vested with the
responsibility to discipline members of any profession, the
non-disclosure of which is essential Atif effective law enforce-
ment or for the protection of any person's right to privacy."
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--A-narrow interpretation of that exemption would exclude criminal

histories, which would result in a conflict between,this disclosure
law and the CIS confidentiality requirement previously discutsed. The

new Act resolves this problem.

---Amendment-of-the-public-records-law-could.have.ebviated-the-need :for_

a separate criminal justice records law, thus utilizing the Washington
Public Disclosure Commission to oversee criminal justice information as
well. Recognition of unique requirements for criminal justice resulted
in a parallel but separate, treatment of its information.

State Human Rights Commission Regulations.

The Washington State Human Rights Commission (HRC) exists for the

purpOse of protecting the disadvantaged, with special reference to
minorities and the handicapped. The commission has promulgated regu-
lations which deal with fair employment practices, two of which speci-

fically relate to criminal justice.

Commission regulations declare it to be en unfair practice to make

a pre-employment inquiry about a simple arrest record. It is also de-

clared to be an unfair practice to refuse to hire someone solely on the

basis of -an arrest record, though law enforcement agencies are exempted
from this regulation.

Further, HRC regulations declare it an unfair practice to refuse to

hire someone simply because of a prior conviction unless the conviction

is less than seven years old and it is relevant to specific qualifications

for a job. The underlying policy for this regulation is somewhat in con-
flict with the dissemination of conviction data as permitted by the

___criminal_justice_ragords law. As noted previously in this report, how-

ever, such inconsistencies are not infrequent in any state's information--

regulations.

IssuesiFor The Futur

In Washington, as in other jurisdictions, implementation of effec-

tive disposition reporting practices has yet to be completely developed.

Cooperation of prosecutors and the courts is critical here, for report-

ling by law enforcement and corrections agencies is considered to be far

More manageable at the moment.
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One problem here, however, arises because by law CIS can be accessed
only through proviSion of fingerprints. Many courts, especially those
of limited jurisdiction, do not bother with fingerprints as a per-

. sonal identifier. This difficulty has yet to be addresstd.
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Some Points On Process.

Chapter II considered the substantive policy issues to be confronted

with,respect .to accass regulations., fOr criminal Justice information.

Based upon some observations of state experiences with process far

developing and implementing an information program, here are some ideas

worth considering:

1. Establish a special task force or advisory group to develop

or review the confidentiality program. The group may have an educational

and advocacy role in the pursuit of legislation or regulation; a broad-

based group including representatives from citizens groups, business,

news media, state and local government criminal justice agencies, will

have advantages in pursuasion. The group will need staff support for

preparation of a,program and to assure continuity in follow-through when

the program is ready, so it ought to be attached to an, important agency

that has responsibility for the group and tts work.

2. Examine the existing relevant laws or regulations that deal

with access to criminal justice information, be they public record pro-

visions or access authorization of regulatory or licensing agencies.

Know what policies or inconsistencies are represented in the law.

3. Learn what are the current practices of the criminal justice

system regarding access to information; they may ready provide reason-

able confidentiality but lack uniformity, or there may be gross in

equacies. In any event, the potential impact of access regulatie\ hould

be appreciated.

4. Map carefully and well in advance, the process, issues, decision

points and timetable for the program. Early agreement on such funda-

mentals as the presumptions regarding criminal justice access and the

____apprCIACtLAPVIcrOMpt vs. private sector access will expedite the for-

mulation of overall polity and Procedures.

S. Establish good liaison with legislative leadership early in

program development. It may be misleading to have representation from

the legislature on the task force unless that person is interested in

the program and will have responsibility for it when it reaches the

legislature. It is important,also that the Governor's' egislative staff

be kept abreast of the group's work.

6. Provide an opportunity for interested groups to be heard early

in the process. The ACLU and human rights groups are generally active

in behalf of confidentiality; news media and the business community fre-

quently want broad access rights. Timely contact with such groups may

avoid conflicts when legislatioh is under Active consideration.
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.7. Build cooperation within the criminal justice.system. It is
important that state and local operating agencies see benefits for them
selves by participating in the privacy program. If in exchange for
faithful disposition reporting to the central repository, for instance,
local agencies receive information helpful to tfhemAn the management
of their own functions, their support will be more likely.

8. Do
a program,
achieved a
who simply
Lion.

ot be misled by exaggerated cost estimates .for implementing
Though privacy is not free of cost, it probably can be
a more reasonable expense than may be estimated by thoie
o not want to change the way in which they, handle informa

The ask of developing a coMprehensive and rational program for
crimi justice information regulation 14 formidable. It is hoped
that is report has helped to provide a starting point and a structure
foe licy analysis, no matter how much or how little a state may
choo to do in managing its criminal justice information system.



FOOT TES

Criminal Justice S steal, G.P.O. 1973-9-494-818; see Repor

o y -omm Sion on Criminal Justice Standards

SI ly Chapter 8

P.L. 93-83, 42 U.S.C. 3701 et. seat.

3. A handbook published by Theorem Corporation, How To nplent P

vacy and Security," is a detailed document of procedures responsi

to LEAA regulations, and my be obtained from the company at 1737 North

1st Street, %it g 590, San Jose, California 95112.

SGI stands for SEARCH Group, Inc., a private non-profit corporation

dedicated to research and development in criminal Justice infor-

mation. SGI published Technical Report Mo. 13, "Standards for Se-

curity and Privacy of Criminal Justice Information," which contains

useful discussion of suggested standards and policies for confiden-

tiality and security of criminal/justice information systems. SGI

has also produced a glossary of criminal justite terms, and other

publications dealing with criminal Justice tion technology.

lirFrom time to time this report will refer to lals generated by

SGI, many of which are available free to 0 f Is of state and local

criminal Justice. The address is 1620 35th Avenue, Suite 200,

Sacramento, California 95822._

5. G.P.O. 01700-0016.

6. Personal Privacy in an Information Society, G.P.O. 052- 3- 0395 -3.

7. For some guidance see the Theorem Handbook, n. 3; also national Bureau

of Standards Technical Note 809 .
"Privacy and Security ln Computer

Systems," available from the G.P.O.

8. This report does not discuss technical compliance with Title 28

specifically. Useful information in that regard may be found in the

Theorem and SEARCH publications cited at n. 3 and n. 4. tEAA.

through SG!, conducted extensive workshops around the country to

acquaint the criminal justice community with Title 28 implementation

requirements, and literature in that regard is available from SGI.

9. 381 U.S. 479 (1965).

10. 96 Sup. Ct. 1155 (1976)

11. A discussion of the Federal case law appears in a paper by Paul

Woodkrd, former S(1 General Counsel, reprinted in the proceedings

Of t* Third international SEARCH Sympospn, May, 1976i_available

from SGI.
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12..Some law enforcement administrator.; arque that there should be restOic-
tioes on dissemination of simple arrest informaticn even within tPe
criminal justice systen itself, e.cj., an officer should rake his
decision to arrest not based upon inquiry into prior history but
because the circwIstances at hand warrant an arrest.

t4 UoI8 suggests 5-yeers,(or miscle----A
meanors-an y ars T6r felonie!..

14. See. e.g., the article by Yitchener, Schmidt -1* Glaser, -H-Ow Per-
sistent is Post-Prison Success m in Marzh, 1977. issue of Federal
Probatfon.

15. An additional resource is the reperti5f a forul on Criminal Juice
Information Use sponsored by SW. The Foru7, held in 1977 con-
sidered private sector security.access to CJI. and the report snould
be available soon iron SGI.

16.. See n. 4.
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