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: ThlS paper examlnes the effects of Esavacy laws on
the conduct of 1egnt1mate social researchi The report focuses ‘on.

;:natlonal leglslatlon dealing with. 1nd1v1dual .privacy, in- partlcular’s“'h
_the Prlvacy Act of 1974, and considers several -new. statutes uh1ch '

,ijconcern the privacy.of participants in research. ‘A 1arqe portlon of . R
- ."»the paper d1=cusses (1) regulatlons concerning-accéss to - & o
;' 4dministrative records and data, statistical 1crodata,7and archived

" ».datas and and (2) . regulatlons on data handllng within social. science

.research. The Privacy Act. of 1974 permits: 1nd1v1duals to gain access

- to personal records maintained by federal agencies and to challenge .
lwlncorrect information. The lawv restricts ‘the kinds of identifiable

1nformatlon that ‘an agency may. collect, and regulates the dlsclosurefw':

- of personal 1nformatlon by federal agenc1es. ‘However disclosure of
- anonymous ‘records: for research purposes is expreesly permltted hy the
- law. Following a 1977 meeting between social. scientlsts and. the:

‘Pyivacy Protection Study Comm1ss1on, the- Connlss1on ‘recommended .
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- Preo o b
’ ¥ This report Iocuseé/generally on national legislation dealing w1td e
1nd1vidual privacy,: notably the Privacy Act of 1974, It alse considers: = . N
,'briefly several new statutes which: deal specifically with the privacy’ of .
“*participants in research .Our. primary ‘purpose 1s to outline'the: ‘probable
cand. actual effects of’ these laws on the conduct. of leg1timate social. re—'
]seargh) He, adhere. to an outline which’ Paul Muller (1978) developed in:

‘o¥der to sttucture" the presentation and to facilitate comparison of privacy R ‘
laws in developed countries. L R e R LR e
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s fiA General Chanacteristics of National Privacy Legislation.
y J__‘.H;_” ;. The Pr1vacy Act of l974 :

k (,, o ) . . : B CLe B v

The Privacy Aot of l974 attempts to protect a citizen s r1ght to'--*ff 'fS\(_":
',privacy by regulating the’ collection, management , and disclosure of - personal oo

"information maintained by, governmental agencies.é_ It permitSvindi%ihuals IS SRR

S L learn of personal information maintidined by :federal agenc1es, to” gain BT

f'y*‘h 'access to these records, ‘and to-. cﬁ&llenge information Which .may be 1ncorrect. ke

2 Itvalso restricts the kinds of identifiable information that an agency. may (\
cet »collect and maintain.u  Finally, and- perhaps most. important, the Privacy, - 7.

SN Act regulates thé disclosure of personal information by federaL agencies.”jf”"

, The Act LS‘the first " attempt by Congress ‘to- provide cdmprehensive. T S
'protection of»an 1ndividuar's right to privacy at least - ‘th respect to | .
federal ‘record systems. Before the Privacy Act, federal data managemént

, _policy was embodied -partly . in the’ Federal Reports Act:/,record sharing : _ L
o :,;f"among agenc1es was’ encouraged to reduce the ‘burden and”expense of report— e
R I .ing. .. .This policy was restricted by statutes or regulations providing for. '
IR “confidentiality of. .ertain record systems, e.g.’y- Title‘l3 of the U.S. Code," o
prohibits discloStre of Census records.’ . The Privacy Agt- makes EXP1i01t a-i[.*f
S new general policy, recognizing the’ right ‘of -an indivrdual to’ control '
”:,ﬁdiséhmfnation of: informatiqnohe or. she. provides to tpe goggrnment. o

"r

T S I the United Stares, -as’ in Sweden Germany, s%é other countries, the f?;"‘ T
.,j:fijﬁﬂforigins of. the legislation are mixed. }'It ‘stems from vague public fears Gf" ST
S computers, numbers, and deperson ' zation. It stems from concréte® verifiable _ _
:"ff Lo abuses of administrative recor by law- enforcement,authorities and: others.';{.*lt'
g - -~ It has been stimulated by. h liberal and conservative concerns about, the R

C amount of. information mg ntained by. goverhment and about the absence 5f - -
Y- general law:restricting the disclosure of .records. And.like»all dramat1c RS S
‘__3_legislation,’it the product of work by good- and chscientious leaders e '
- - -as well as fre the Work of less conscientidus ones.,g B

3t:.~
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Unlike recent and pending 1egislation in- other countries, the Act

L~

= also created -a Privacy Protection Study -Coimission to dssess implementatlon

of t _hg_lau,.to identify its shortcomings, and to:determine hpw pr1vacy ot

legdslation might be %xtended to:areas beyond federal. record systems. The'g”

'“'establishment ‘'of a temporary Commission in this instance is a remarkable

-illustration of legislative- willingnéss to anticipate weaknesses (in the -~
law, and to create-a mechanism for identifying deficiencies and methods

' of correction.f-- . v ‘

- > < _.', - : R ) e o ~ . R
The érigin,'structure, and content of the law make clear Congress S .

stfbng interest In administrative uses of hdministrative record systems. .
.Indeed,. in examining the legislative hearings ‘leading up to the Privacy '
Act we were Mnable to discover a singl .reference to researchers' abuse -

. of administrauive records or of\reseapc gecords to which they were pro—

. d .l 5 . H Lo . e 9 : N
vide\ access , v @u_

' tinguishes.between 'record" and "statistical record." The
.. staﬁistical ‘record hinges on.use: it is'a record maintaine

' tinction between research records and administrative ‘records. - An admin- -

v

1 The Distinction between‘Statistical, and Administrative Data’

P ¢ . oo e

Section 552(a) of the Privacy Act enumerates Qefinitiolsfand,disf;.

sfinition of
only for
1statistical research purposes,’ which ‘15 not used for making determination
about:. an individual "Record' on the: other hand is defined in terms of ~ - .
“content: . ‘an item...including but not limited to education, financial trans- -
‘actions..." and cantaining individual. identifying information. -The.definition.
~of record implies that :"record". heans both admipistrative. and statistical
' recordsy, There 1s no special provision ot recognition of the phrases statis—'

!tical data, and administrative: data tn the current" Privacy. Act. The Teport

.f°f the Privacy Protection Study Commission should help to remedy these ~ . .
‘shortcomings.g .4’¢ o Lo e e T

B ST B

e
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" The Commission report takes pains to recognize the. "functional dis— .

istrative record is defined in terms of its use, for: arriving at an
administrattve decision about an identified individual; a research -record -
' is defined as: .any . form of 'record used solelx for research or. statistical

purpose. The gameé ‘distirction is made palpable in- the. Commission s dedication :;f
‘of a major chapter in their report to. confidentiality issues- and ‘the- researcher.:

_The chapter is one of sixteen which deal with topics- ranging. from privacy
problems in employment settings to. thpse in law enforcement agencies. The
. functional distinctiop used in the Commission report is nearly identical -
- to, one - proposed earliér by Boruch (1971) ' '.. R '
o S ,
Speoial statutes designed to protect confidentiality of” social research
data, which, ve discusg larer, also define.stdtistical.record .and - research = ¢

‘record’ primarily “in . terms-of their uge: (1.e., no ‘determinations about in— ., V.

diViduals) But do not define administrative records. explicitly.x,' Ce

2.1 Definition of Anonymous and Identifiable Records ’ "F“f“:ﬂ”

P . . -
The Privacy Act bears primarily on’ "identifiable" records and uges- the o
word identifiable [n preacribing conditions under which 'records. may. be re—~”“

leased for. exnwgle. But it provides no explicit definition of the term. : ﬂw~ﬂf"ﬂ

The Privacy Prot ction Study Commission report recognized this w%?kness and

£
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.T*..3; PrOV1sions for Research or Statistical Utilfzation

e

-~

‘pertains" (p 572) SR

the coverage of the,Al » to records which are contalned in a "system of
records," furthef dh%l

-is retrieved by the.
other 1dentifying pal-

-

\of records under the Privacy Act's exemption for: statistical research
However, tHis ‘may be: inadequate 1f public: records are available' to. a1d
in identifying ‘the 'anonymois. data. The'. exemption states ‘that disclosure

‘is permitted only if.th& record. is-"in.a ‘form which is. not 1ndividually'

identifiable.“‘ The Offite of- Management"and Budget Gu1dellnes fox the
Brivacdy Act. interpret this part of the law’ ‘to~ mean-that’ the 1dent1ty of -
the individual ‘canpot’ be deduced from tabulations or other presentations

of the information., Where such deductive disclosure is ‘a’threat,’ ~the agency
. will Rave to' take precautions beyond»the simple deletion of 1ndiv1du£l

S

ident1f1ers 1f it w1shes to dlsclose records.r- .

By

The OMB gu1de11nes, whlch recognize the p0831ﬂillty of deduct1ve Lo

» disclosure, aré an institutional interpretatlon of.. the Pr1vacy Act.: In ’ :

this sense, - ‘the legislation can be said tofrecognize the concepts.of anonymous
.and . identifiable record; the recdgnition is’ imperfect in part -because.very.

. little is known' about ‘the likelihood of deductive d1sc1bsure based on (osten—7

s1bly) anonymous statistical records or. tables. e "
To accommodate this problem, the Federal Committee on Stat1sticar ‘
Methodology,}an interagency group, created a: Subcommittee o Disclosure

‘Avoidance Techniques anﬁ,their report .outlines definitions for exact . .

deductive disclosure, apprpximate and pro abilistic disclosure.' It alsoh;
describes techniques for dealing with the prdblem.: Tt extends but fails
‘toyrecognize earlier. work in Sweden" by the Central‘Bureau of Statistics,<f‘

"in Germany by Sshlorer and others, and ih the United States’ by Hoffman,
. Turn, and others in .academic’ research: . ~ The Privacy Protection Study ..

Commission refer ces the. Federal Committee 'S work and refra1ns from aqy't
’ specific statement about deductive disclosure o

e S : '.:c.‘. . : "', oy

~

.'° .

o

- The Privacy Act of l974 has no detailed provisions for utlllzation of"
data‘for research. However, disclesure of anonymous records for .research .
purpOSe is expressly permitted by the,law. ‘While no similar prov151on exisths
“to: .permit. access to identifiable inf Tmation" for research, the“Act 1mp11clt1y

recognizes Dhe researcher s need for such access (see Section C, below)

) v —

'ably be uniquely assoc1ated W1th the 1dent1ty of{f

3 lar assigned to . the’ individual " This: def1n1tlon

Ba encompasses -a_vast: number of the identifiable records ma1nta1ned by federa

e agencies, but it does not extend to those record systems*in wh1ch the 1nform—

’ atlon 1s not actualfy retrieved by individual’identlfler._j- —

Merely remGV1ng the name or’ individual ident1f1er from the record- f ‘
usually_ will be a sufficient guarantee of. anonymity to permit. disclosure

N ’ B S L.
e o0 nd Teis o e B



Partly because research uses of recordé;were‘Understated in the Privacy
“Act and ignored entirely: in other privacy related legislation, such as the

tu?i:ﬂxf'f»yTax Reform Act. 6f 1976, Boruch' (1977)° inade the fqllowing proposal to the L S

7

Privacy*Protection Study Commission.. I order\to avold the kihds of un—‘f e
necessary statistical reseatch -related problems engendered by thE'Privacy '
“Act, by the-Tax. Reform Actf—and‘by\other legislatioh, 'bills which" may - S
bear on’statistical research. should be routinely reviewed for their 1mnact S
on: that researdh. . It's. ot clear, for- example, that .the’ 20 or so major- 7, -

: medical 'studies which ‘capitalizedion address lists ma1nta1ned by the . = ° SR
Internal‘Revenue Service over  the. past’ 10 years (without negativé consequence '
"for the addressee) vere even consgidered..in the Tax Reform Act hearings,(See '
. Section 'C. l) Yet the routine use of-lists for worthy ‘socio-tedical Te-. -
search has been\terminated under the Act accidentally and essentially without‘:
a fair hearing.: A mandatory "statistical regearch impact statement"” o B H
" similar evaluaﬂion device should .be a part of ‘the routine leg1slat1ve reV1ew
process. Moreover, 1t is not omnly’ government statisticians ‘who ‘bught to be:
involved in the process. Epidemiologists, psychologists, economists” and _
others outside governhent Must, be’ given a. better Opportunity to partiCJpato
in the process than now exists.’},;* . “a, . ‘,

.,.'

.

-

The Privacy Protec ion Study Commiss1on did not exﬁloit the suggestlon ; o

It did however, capitalize on other material from that test1mony, on . R
testimony by, social s¢ientists, such as. Flahertx, Gastwirth; and Demareth .
e “and by medical researchers.in consiﬁ%ring reseatpoh. The.Comm1s51on report ;‘.
?3 R puts nobable stress on the "citizen as research:- partic1pant,"'the Value of
,*i:"”,fff and need for research the . impoffance of. researchers' use of- administrative s

: records for research purposes, ‘and the secondary analysistf research 1nform— )
. “dtion. ‘So, for' example, Commission Recommendatidn’ #7-. provides‘for d1sclosure:
e of administrative or research_reébrds in identifiable - form, for .purposes of . .
o 51}’,;:‘ legitimate research, provided that certain conditions are met. . The conditionsl;i‘ﬁf

B ' - arg generally reasonable, €.8. the disclosure of“identifiable- records must

be necessary to accompllsh the research or stat1stical‘purpose.,

v : ° = . DT . ~-" : . e R | - LA ’ A Ny OO B
L B R E . PRV )

,ﬁ.f Regulations Concernlng Data Collection'“;:”

S L. General Regulations ;»fifﬂf“j Aiiﬂzgff‘ ',f,‘“‘i"f‘ ‘:?{t{ A

\.

- o e

e e To, guard against the promiscuous collection of | information, the Aqt R S
. 'requires that agencies shall maintain "only sich iﬁformation abdut an- .
R ind1vidual as+is ‘relevant ‘and necessary ‘to accompllsh a: pUrpose of" the S

‘ . agency ‘required- to be accomplished by statute or.executive order of the

L President." In the context of.record systems’ used for/research, this

e N _Vmeans that . the recotds must: be’ 1inked to:.such authorization ‘oF the record P

R system will be in violation.of the Act. Since .much of social research.” - Gy

S ,f-.lais exploratery in: nature,-the narrow interpretation and- strict enforcement - -
B . of 'this requirement could sharply limit the collection of social science :

. "Qddata. : ‘F _ :,j ) _s/r S .‘g_ e . }_, C o -’i_f ,

LT Each federal agéncy is responsible for interpreting and applying this .-

R ’i s&ction ‘of the Act to-its’ own’ record systems., ‘Unlike Sweden's Privacy Act,

,the initiation of a new data collection effort need not. be. reviewed by a )

cenqral ‘Data Inspection Board Within an agency such. as the U. 8¢ Office L ‘“;,. '
f ”ducation however, other no less influential committees of 1ndependent o

IR R [ : : L




:i; reviewers, set up under other laws, may review the need for-a new'
research project.- In addition, peér- review of research_proposals Y
submitted for fund1ng to, the federal government are rqutinely rev1ewed

3?:for their importanceu

\‘4 k4 . X g T e . . " - B = . b el

_ The Privacy Protection Study Commission found that th1s cgnstraint
wion information collection has had. yery 1little effect on maintenarce’ of
' %{agency records; It found that, in general, agency practices have not"
3jchanged 2hd there has ‘been ne® great purging.of existing record. systems.
o f}However, there are indicatlons that' thelrestrictions may ha¥#é had some
L ;'jgeffect by discouraging agencies from collecting new information. : If
-~ new information collection{programs are-being’ discouraged, this’ could
“fbe especially ‘harmful’ to, reSearch activities. It' s ‘not: clear that' the " .
finformation available"to*tthPriT“"y Commission was’ adequate toadetermine .
" the restriction's effect.‘:No ‘time. series 'data. are presented no .case -~ . Cod
”tudles of any,imp t- are- discussed “no. competlng explanations for ‘the
b ‘cancellation_of a’‘récerd system are identdfied; .no sampling scheie for
" “‘the Commission's’ s ”ey of record system is establishedL It's possible that
the Commi351on s 1nvestigations on relative stability of record systems DA
'1Were premature.. RANRE Co

Five factors help to.mitigate the potentially harsh effgcp of this "

. -

. "\u requirement applied to research record systems. First, there" is no S Lt
] SRS .central review. hoard of laymen to register Judgments about whether - - PR
' S, ientific data‘is: necessary or relevant. :Such a board would doubtless be
Tas diSruptive in the United States as it has, been in Sweden» L St

Secbnd, review bodies which include both researchers and—the lay public'
already’ review research proposals in the special areas governed by each
e 7federal agency. Though they are imperfect, though. ‘their performance is
" ‘not always. well” documented, the boards have had sufflcieng experlence
and influence to make additional reviews unnecessarlly Te undant._.Thlrd .
some research projects have received j?p;;cit Statutory. agthorlzation or. .'.

- implicit authorizatlon in the statuto sfatement of the. agency purpose.”’ ,
E Such record systems “clearly meet ‘the sta utory requirements of the Act._ulg°f
.- For eXample; the National Institute 'of Education is mandated ‘to support FEN
{educational research, the U.S. Office of. Education is ofgg¥ required- _
to evaluate educational programs, the National Center. for-Educational - RN ‘
Statistics is dedicated to compilation of. statlstical data on:the- LT e
‘educational ‘state ‘of the nation. All these missions. are predicated on'’ Co
,?the assumption.that .some information isg essential for improving the quality e
v cof education in the United ‘Statesy Future ‘record systems are more likely ‘
v fj*,to receive explicit authorizatiof now that this Priva y Act requfrement. -
L has been. enacted. ' The fourth influential factor: is tgat the head of an, j*3 A
' . agency may exempt from this requirement those rec:gp‘systems regulred by ..

"statite to be maintained and used as statistical récords." “(emphasis e e ﬁ;;e-~
.~ added).’* This statutory language has' beéen interpréted by some. agencies to ol
R - protect: only those systems of records which are prohibited by statute froml .
.. . being used to make a determination about' an individual. : Not .only must . the .. -
e -+ record be restricted by- statute. from use-‘for admin1strative purposes; it
7 - must-also be<protected from- compulsory legal process. - There are very few
_statutes which offer “such absolute protection«to research records, and’
.7 . " these®ar€ discussed in Section, F, below., ‘Even. these. research record systems = -
o -have been exempted only from the notice,.access, and correctlon requirements;v I |

e . N K
FIRN g .'1 o T =
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, of. the Act and must still comply with the prov1s1on requiring information
_I*L; to be relevant and necessary._ S S L

Y
.

The second major general rquirement of the P#ivacy Act 1s that an

AR agency gatherlng research 1nformation directly from_lndividuals ‘must’
e - inform each individual of the authority which: authorlzes the selicitat™on
: of the information, the purposes for.which ‘the informatlon is td.be used? :
. .. whether disclosure of such informatiOn‘is mandatOry or voluntary, and_ tue e
. consequences’ to the: individual. gfﬁrefusing ‘to provide the requested- T

- ... information.. These disclosures, commonly referred to=as the "Privacy Act

‘ . \Statement," are dn. response to’ past complaints that agencies ‘have used I
JECT pressure, deceit and coercion to ‘gain personal informatlon.-'Whlle these B
prdV1sions will éncourage the collection of. information with the know1ng
Ca and informed consent of the individual respondents, the effects of such
o ' information on cooperation rate in.research have only recently become a- T
~'g/“ . topic\of methodological invesﬂigation. Singer (1978), for example, has et
. ‘InitYated very nice experiments -to assay the effect of amount and type h
\ - of infomation on response rate and ce‘mdo'r.q ’

.%Pd T o --_f "jy ,<d .7‘»~ i}‘/_it'{‘

~

e

T, “24 Cross sectional Longitudinal, and Observational Stud1es 3'“ f;:_“, I
/,-_ . v'. ‘ . . : Co . " ,\,. w . - . - Y . S
. o No provisions of the Privacy Act or of any’ other prlvacy‘leglslatlon S T
o distlnguishagpong cross—section, longitudinal, and .pbservational studies. R
- The Rrivacy Protection .Study Coqmission Report defines’ "longitudlnal o

research"though no other, distinctions 'are drawn. Their defidition hinges o

T‘gf"‘ on’ establlshing "how the state of a.group varies aﬁd the average relatjon -
A\ betweein states' over t1me, and.closely follows ’ def1n1tion in Dalenlus _ S
. and Klevmarken (1976) O o -_’ s
.;Q% . ‘. T ',Ji:‘C::‘Regulations.on Accesé’tO‘Administrative Records . ;ff~'
. -';':' ;. L,_ Access for Sampling ?urposes ‘:‘F »,.::‘ﬂ
DR P CE ¢

The.Privacy Act ‘s’ prohibition on disclosure of 1dentifiablerinformation .
without the prior written congent of. the’ individual could ‘sharply restrict
the use of administrative and other records for sampling purposes.l In -
particular, researchers occasionally seek access to.agency record. systems
to obtain a- sample of individuals for anticipated research or to supplement’
,existing resea¥ch information. The consent requ1rement could interfere w1tv
'both-of these activities. : S c

, \ _

L When seek1ng to supplement existing research data with 1nformatlon , Fo
o 'erm agency recordsy researchers widl often he able to anticipate this neea wfl,""
o and .ohtain the informed consent of their research part1cipants at the time ¢
the research infoimation was collected. However, if. the- need for access
. .. "to agency. records was not antic1pated the- researcher ‘may have to recontact
R the irdividual to obtain consent. Even if:the individual agreed.to.subse-- ,
S U~ quent release of agency" information when the research information Wwas | - )/”\;
o - initially collected if the researcher seeks access to research records -~ = .
’ Whth did not exist at the time consent was obtained, the earlier consent.
way be invalid and it may be necessary to recontact the ,individual to obtain
Ny proper-consent. RgrnnLn(LLng a pnrti(lpunl ln an eurlier reaearch qtudy Lo

- . . - L . E - PR . o
.
o

e
v '?" s

RS
i



L e

sl

.
_\" . v ¢
. .
- . . ) . -
LX) ! \ ' .
4 & ~ ’ <
. - ‘t“lt. -
5 4 , v
. - - q: . ‘

imposes speclal dlfflgulties Some target populatlons are- highly moblle,

e dg that addrésses(and telephone numbers obtained at the initigl, encounter.

y be- outdated . Some target populatloqs are difficult.to recrulﬂ for-

’ reseanch, 80 : ‘that subsequent ‘attempts to- obta*btconsent to. release agency
e

1.

""; processing of servicemen._ Those data

'obtained from the. Taxpayer. Address Rei

C

,\

~-of- the information by the researcher,unless the same conditions,are met .

VL

‘)«rullng that the Priyacy Act prohib
* without™ the consent of the. ind1vidual Without current addresses, these
-extens1ve follow—up studies will be terminated J,ﬂ -

1nformat10n Wlll llkely be expens1ve and subj to blases in self—selectlon.

. R

More . rmidable obstacles are faced by researchers who wish to v\:g"

'use agericy- records to’generate a sample of - identified 1nd1v1duals to be: -

contacted for part1c1pation in ant1crpated research . Slnce the purpose
of obtaining access is to obtain a-list ‘of names and" addresses of in-

d1V1duals, the’ research will be Unable ‘to obtain. consent for ‘release’ i_yﬂ-"’”'

»

.of this information. ‘Researchers employed- by the agency. maintaining ,]

the:records may. av01d .the consent. requirements by demcnstratlng a need N
for the record in the performance of their duties. But researchers outside

- the’ agency have found the consent requi ent. to be a frustrating hurdle. -

For example, the Medical Follow-Up Study, ¥

by the National Academy
of Sciences, demonstrates the difficulties o

' requlrement poses..
ecords to generaté
a résearch sample. The Medfhal Follow~U /st 1s ‘a longitudinal research
program on the hqalth and’ medical. status_of -+ «<military veterans.” The
program .which began in 1946, 'was desi fied -to ‘apitallze on the énorméus
pool of baseline medical data collectefl as part of the normal m111tary
have. been, used to track the natural
cially. those d1seases which occur too
omary sampling procedures.. Since 1973,
ected for ' the ‘Follow2Up Studies were

5 ,,f%of the Internal- Revenue
Service. With current. addresses, resf rchers then contacted the veterans
‘to . explain the purpose of the researc
. of 'medical 1nf0rmation. In April 197 - _
s the disclosure of‘current addresses

h1story of a variety. of d1seéses, esp
1nfrequently to be" stud1ed through' cu
.the name and addresses of- veterans se

-

. Because of such problems, the Rrivacy Protectioantudy Comm1ss1on
~-dedieated special attention to researcherfuse of administrative- records,
including ‘use of . sampling (p. 588) . Several recommendatlons are offered
to resolve problems: . Repommendatlon #7. ‘permits automatic disclosure of -
‘administrative records, Without 1ndiV1dual authorization,but under certain

conditlons, for. research purposes, Reeommendation %9 .prohibits redisclosure,ﬂ

&
T

Regardless of the Commission s. recommendatlons, 1t 1is- sometlmes
possible to employ spec1al procedural strategies to. circumvent pro- ',(_-
-hibitions.against disclosure of individual identification. For example, -

' the archive’ mayrbe asked, by the. researcher to -sample the records .in

accordance with instructlons and. to. forward questlonnaires to-the in~: .

,dividudls and to ask ind1viduals to return questionnalres to the researcher.f

There is a. wide - array of such- procedures, but many’ increase the cost or

difficulty of research and may not be’feas1ble in the particular research
setting.;

s N . -
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el “In’ general, such ‘actess to identifiable records is’ permitted for out-
= fh” ;. -side researchers only (f the individual prov1des consent £O¥ disclosure of
T the fecord.. Disclosure of records ‘by. one agency to another for research
. ' - 'may be permiss1ble under the ' routine uses" provisions of the ‘Act. The. R
B latter exemption is ambigdous, ‘however, - and a hnovel; research use may_ be ey
refused at the discretlon of the agency. f~~;,£_.- R P

L The changes in the Privacy Act proposed by the Privacy Protection ) :
P Study Commission would acknowledge the propriety of- access to identifiable'[-
- ';‘» records for. research purposes, permitting broader access to and adopting-

S formal maasufes to insure -the -consent of the individual who provides the

oo f-.informati n. ;A major. factor in the Commission s willingness to permit’

oo, greater access for research purposes is- the protection. which would be

" accorded research tecords if the Commission's recommendations for a-

_ S functional separation of research and statistical records*are adopted.
SN Since such a separation would- insulate ‘thé\research recoxd from uses: whic
.  ‘would\be detrimental to the-individual, th;(kmmusS1on ﬁ%ﬁ ‘willing- to go’ .

quiterar in permitting aceess to identifiable records f research purpo
LY 'M \gowever ithe Commiss1on would permit " access to identifiable information

' Tom administrative files for researc purposes, only when it is absolutely

- . necessary. (Recommendation #7), would Yequire interagency agreements on the L

matter (#8), and would ﬁrohibit rediscIosure (#9)’ e . -

)

’ f.3 Access to Administratlve Data for Linkage., o I
C Do : A Privacy Act exemption which may assist the soc1a1 scientist seek1ng
T 1dentifiab1e information permits the transfer of identifiable agency records
“ . 4  to the Bureau of the Census-for planning,.or carrying out a.census, survey, - sfj‘
- .+ or-other related activity. The law will permit linkhges between agency, g
;7;f . fllés whern - conducted by the: Bureau of “the Census for some purpose such as
c to establish: the credibility .of these alternative sources of information. - -
Furthermore, this exemptionvwould 'seem to allow the Bureau to accept iden—-
-tifiable- agency records “to perform certain statistical analyses for re- - ,
searchers outside: the Bureau who are unable to: gain’ access .to these recordsh
Presumably such analyses are a "related activity" under the: exemption, and .
the Bureau Wlll continue to -act’ as a. brokerage agent to perform such’ research

Aside from thlS special provision, the Privacy Act dedicates no attention
. v te” the need for record, linkage or. its implementation.” Because record’ linkage,
AR . between adm1n1strative and- research systems or between, 'two - research systems,
' .~{< . can be ﬁmportant in. research and because the Act's inattentlon to. the matter
- provokes confusjion, the Privacy Protection Study Commiss1on discussed the
‘--matter.‘ It refers specif1ca11y to data sets which are 'interlinked": for
' “research- purposes (p. .586) and the existence of procedures for linkage, such
: ‘as brokerage or: insulated file linkage which" accomplish research gpals ' :
,' (~"'fy~ ‘without . breaking privacy. - Again, to:clear the way for linkage related uses .
807 U of udninistrative records, the Commission sﬂrecommendations on disclosure’ (#7)5‘
e 1” tnteragency agreement (#8), and redisclosure (#9) should be helpful to re-
Lo \vlrchors bnth w{thtn and'outside government.f o S o m

) L3

TrrospOLttvo'nf the Cigmission recommendatlons, the procedural _

1pproaches ‘to llnk[ng records . .from different ; archives wf@hout breaching

S Vprivncy regulations governing disclosure still appEar appropriate.u See- ~ - -
b Section . below and BoFUch and Cecil (l978) ' oA

L S




STy b A eneral Exemption which y_Permit-Access;for"Sampling,ﬂData Bases, and _

Sl L1 kage. o e R : o ' «
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A ‘major- Privacy Act exemptlon which m1ght benef1t soc1al sc1ent1sts permlts'

:d1sclosure of an identiflable record - for- a "rout1ne use" of such:a: record..
""Routine use" s defined as a use,"for a purpose which is compatille with -
o - the, purpose for which. (the record was collected." Such- ambiguity in
Sl :statutory language suggests ‘that_an agency m1ght be free to define .
'\__ﬁ el statistical analy81s" as a. routine use of - all or a. selected portion oF
R .agency record:systems, permitting researchers outside the agency to have .
-access to identifiable records without gainlng'the consent, ‘of the 1nd1v1duals
to whom' the records pertain.. In fact, almost all agency notices allow for
. "g.“.disclosure involving statistical research programs as a ‘routine use. If .
t ~ this® designation is extended’ to the reéord- system. of 1nterest to the social .
,5t1ent1st, the researcher«may ‘have acécess- to. the- ident1f1abLe agency record.
“system for reséarch purposes without the consent of the 1nd1v1duals. Such. 'a
9 :sPecia] exemption may be helpful to social science research but the legallty
‘_\ .."of such’ an exemption may be questioned: A House Committee Report (H.'R. ‘Rep '
' :No.93-1416,%93rd Cong., 2nd_ Sess. 12 (1974) recognizeié the potential fotr abuse

Tes .

- of the routine use exemption, and promised vigorous oversight of agency ,
&" Vf,*practlces in: this area. If thls‘des1gnation has been lextended to a sufficient
-?"'l' - number- of" flles td result in a general exemptlon for'social c1ent1sts, 1t

T _\-’ may be testeﬁ in- court- and fgund in violation of the Pr1vacy Act.

5. Summary.on ACcess for Sampling,'Data Bases, and Linkagef\
"™ S The restr1ctions of’ the Pr1vacy Act are suff1c1ent to- interfere
I W1th access .to agency records foﬁ subsequent research act1v1t1es.. Unless:
_ the researcher can 1nvoke one of the exceptions to-the Pr1vacy Act; . access.
N L. ko -identifiable- agency records is -forbidden unless. the consent: of the . oL
Taw .1ndividual s obtained. While exceptions to: the Privacy.Act may . restr1ct R
‘ e .'protectdon .of confidential Tesearch records, they also’ ‘Tepresent thq only .
means by which. researchers ‘may obtain access to regulated record Ssystems..
. The exception most likely to aid researchers peridts agencies to disclose. -
v'1nformatlon for purposes'of’ statistical research if, the record is trans— Lo
- ferred in 4 form which is not individually identifiable “In fact, records
-ﬁﬁ&ch e not 1ndividually 1dent1fiable are not regulated by, the Privacy
ce. . Act, TEIS suggests that the, statistical and procedural technlques such ‘as
o 1nsulated file llnkage, whlch permit meaningful analys1s of data Whlle .
"preserving the ‘anonymity of. the respondents, can be alternative- analytical
. technlques when the. Privacy Act restricts the re1ease of- 1dentifiable records;

PRI There are no: special provisions in. the Privacy Act which encourage oF -
: 7'"frequire production of public-use samples. ~The Act.does permit public:use .
v ,7”samples in the general sense. that . disclosure of: anonymous records and- stat1s—”
o . tical data - for' research are expressly permitted Further, records which'are
/ﬁ3»~ o .Lused solely for: statistical research purposes are. exempted from- many portlonsi ’
‘.of° the Act, nbtably those Whlch give 1ndividuals the r1ght to access’ the1r
e e own. record.. L : :
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' ‘pendent research. Once the" transfer is made, 1im1ted 1ntegration of v
'_'igdifferent microdata files is poss1ble.'*The integration is‘limiteéd s1mply
”:ibecause the records’ coQtain no individual identifiers. ,For example, . ’A:Q-? -
,government agency A or-its contractors may - possess information on- educahion

l'Kuhns, Trefftzs, and Montgomery (1977)

T Public Archives ﬂf'_f:ff?fff“fff'”{f'"P""ll

. B L DA L U
X S : T ON , R T
S 2. Integration _of-Microd‘at‘a‘?fFi?e?a\rf P R

" contain, no. 1nd1V1dual 1dent;§1cation (see Section A, 2) As. a matter - of,_

The Act s main focus is on preventing unnecessary transfer of 1dent1— -
" fiabde- administrative records across - agency boundaries. The Act __X 1mpede
some linkages 4rBrig research data archives.:- -
, Disclosure oflstatistical recdrds As expressly permitted under the I
Act whether the records stém from administrativg archives or: researgh &
archives. The main qualification on disclosure -i§ that’ the records

practice then, ‘this means . that:statistical Fecords may be transferred
from one government - dgency to. another,,or from" g&vernment to. the inde-

-~

~.and employment of individuals in Specific school districtc during 1960- l970

:.ngeucy B maintains similar ‘information- for  1970-1980.  The-. integration of

sgatistical data based on school | -districts,- rather. ‘than individuals within j -
: school district, is pe;missible and ‘possible. But the resultant integra ved N
~file- limits analyses to those characteristic of work on’ microaggregated :

. samples. L - o o . N

Ihtegration of anpﬁymous records on the’ ‘same or different 1ndiv1duals t@t.'

is also perm1ss1ble under this disclosure provision: of the Act. -Such- _j-:gf(t,.~
'~1ntegration has a relatively recént history however.. The)statistical re- RN
" 'search on synthetic matching and on-methods for linking anonygous records

[N

fon tIR same individuals. is - still developing., -The techniques are complicated

_'and generally- produce @ kind of analogue. or 1mperfect surrogate for an

integrated. record based on clear identificatlon. -Seée,. for example, ~Moore; . :

_ Privacy Act prov1sions Which permit linkage of records for routine

use -and the’ spec1al exemptighsfjpr transfers of: records” to the Census

Bureau facilitate -some’ efforts to: integrate microdata. . In" fact because. .
identifiers can be used as a basis for integratioh in .some of these cases, -j‘V
the process 1Is no more .than record linkage ‘for-research purposes. - Jabinef'"
'(1975), for example, observes that 1ntegration of Social Security data

.With data held by Census Bureau, by ‘SSA.- contractors, and.other progects can

.- be accomplished legally through discloSure of SSA records (e.2vy identifiers
only or identified inforwation). .The Social Security research on quality

and’ character of reporting requires linkage in thesé ‘and ethen progects,

" and .such résearch is routine. However, Jabine expresses some concern. that_

sbme integration projects may be’ camgeled if fdeemed not directly related o
- to- administration of: the Social Security Act". ST L S
. / . o l‘.‘r B . i - e ’ i " B :

E.- Regulations on Preservation and Access to Archived Data

C . e
.
. . . . . .
- A . ro . ..'_ e . B . o ._ .
-

1hv Privacv Act rerors to transfer of identifiable records Lo the
' NwtlnntQ A\‘htvws nnlv withe Tecord is of. sufflcicnt historicn] merit-

"his‘lnunrv fules, lpplvlng to ‘the orlglnating agency.;hen must apply to the

l\;ACt s provisions for diSclosure of statistical data v;

ﬁchives as they apply to’ any other agcncy or, ind1v1dua]

.Naliﬂnnl ‘Archives. ¥
appLy to; the Nationq
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o ' The National,Arc 1ves has recently undertaken to acquire and store -'_ RPN
' statistical (anonymous)“records stemming from federally supported socral L B
 program- evaluations.. Its . -enabling legislation gives the. National Archlves SR
¢ . the right to'd¢ so 5. but no national: legislation, nor proV1sion of the:
- .Privacy Act: _requires the National Archives to store such research data.-, S

- ‘Routine storage will, of course faC1lltate secondary analysis of" statisrical e

data o AT 3"'--n : SR S --: 0 = 1_, ﬁﬂ -5'ﬁ' e
L :. Z' Other archival sources of statistical data exist notably the ﬁablic 'v ‘
. - .use data“ tapes made available by the U. S. Census Bureau, the-Social Secur1ty
.H:':h73 Administration, National Center for _Health Statistics, and ‘other public" and

private agencies. See Hedrick Boruch Ross (l978) and the references therein.
" The, Privacy Act appears to be relevant to: these only in the sense Qf generally
permitting disclosure when identifiers are excluded - .

F . P
. 4 X .. . . M S I
oy - - o -__ (. . . _-_ i . ‘r..,,_ L .

.'“f’-.'_'Q.. Conditions*of Access_',: S .-v%

, Generally speaking, access to statistical data or anonymous records 2
- maintained by ‘the National Archives and others mentioned above 1Is conditional
" ,on written- ‘request and néminal payment. for" costs of tape reproduction or’ fllﬁ
L documentation. = Where identifiable records are ‘at issue, the rules for re-
T SEarChers gaining cess are determined by the. agency maintaining the records.;”"'f

Where staff of an archive believes that disclosure of anonymous records f

or a sample of anonymous records will- Jeopardize individual privacy, then
the Privacy Act w1ll not require ease of the 1nformation. - SR
_Q - . », Coe _ el
> q .’ oo e L o i » \.‘_\‘ ) . oo \
-.F.' Regulations on Data Handling Within Social Science,Research Y
*;{}fli. Confidentiality Assurances . _ “ . T
- The Privacy Act of l974 makes no unusual demands of social scientist in.
handling ‘research data.. ‘To. Tectify the inattention given to research records,"
.. ‘the. Privacy Protection Study Commission offered several recommendations on
f' confidentiality assuranee.-- The most important (Recommendation #1) require .
-~ that information collected for research” purposes ‘be used only for that purpose
'5. and not for making- determ%nations about individuals. Recommendation #2. - L
buttresses this, suggesting that le islation be created to assure ‘that .re—
s%arch reconds cannot be approﬁ?ia d for\nonresearch use. Recommendations
v sodthand #5 put time constraints- onfmaintenance and require the research to’ set
. KJ_‘ up physical conf1dent1ality assurances.
. '..--”-' . s \,,.'-.. . . . ) .
_ Recommendations M and #2 of the Commission report have precedent in .
: new law which extends special legal” protection ‘to the social research and the . -
" reseaich participant. We. describe sevegal statutes which provide testbnonial‘;:_
privilege ‘to the researcher below,'adapting description fnom Boruch and Cecilf'{u

1978): . SRy o
i} E The statute most freqhently cited as providing protection for mon- . D
h governmental gocial sc e research is.found im:§303. (a) of the Public '

ﬂvHealth Services Act (Pd L No.-9l-513) as- amended  in 1974 (Pub, L.
“No. 43 282, encoded as 42 U.S.C:A. §242a). “This statute permits the 23
Secretary of Health qucation and Welfare to S

IERJ!:IP.7'fi*;'~.P.uP ;lf'wyhii'ﬁéi o 113 ,“'_} O fff-[




-authorize persons engaged in research on mental health -

including research on. the use and effect of alcohol and R

. .Gther psychoactive drugs, to . protect the privacy of” ..

_;;individuals who are the- subject of "such research by with-"

_'holding from. all’ persons not connected with the conduct = - o

-+ of-such’ reSearch the names or other ident1fying charac-- S SR
‘terlstics of such 1ndiv1duals.‘ Persons so’ authorized to el

' protect’ the pr1vacy ‘of. such individuals may not be com- , . -~ . ¢

_pelled in “any Federal, State, or local. c1v1l, criminal, < e oo o

O B adm1n1strative leglslatlve, or other proceedings to’ "

”:{;T;\. . identify such 1nd1v1duals. . '
TE : ”ﬁh~ The scope of protection offered by th1s statute is still open to
o interpretation. -The’ proposed federal . regulatlons (40 Federal Register’

o _234.(Dec. 4, 1975, pp. 56692= 56695) do not define "mental health research, "

.+ -« - | bft do deflne‘"research" ‘broadly to' include behavioral science studiés, =

surveys,ﬁand evaluations. Within.these areas, unless the participant
- agrees-td.-the’ release of the information or release is required by a RO
{fﬁ - mcdical emergency,’a researcher who has recetved the authorlzation of the
ST Gecretary .of Health, Education and Welfare, may refuse to comply w1th a

subpoena issued by any branch of government
~

B "Q" R R - ' Yy
S For " the past. several years ‘however; the. Attorney General has ex-
erkised a simllar discretionary authority to extend an evidentlary s
privilege to drug research projects, ‘Section 502 (c) of the Controlled N
NSubstances ‘Act - (Pub. L. No. 91-513, encoded as’ 21 u.s.c. A 872 c)), -
empowered the Attorney General to: o e .
| ‘ Lo L o o o .
A,l.,,i.authorlze persons engaged in ‘research to w1thhold the
- names and other-identifying characteristlcs of persons. who
fare the. subJects of such drug abuse research. "Persons who .
.. & _obtain this authorization y not be. compelled .in ‘any Federal
' State, or local’ c1vil, c iminal adminlstragive, legislative, D
or other proceeding to identify the subJects of’research for L -
‘wh1ch such’ authorization was obtaiﬁéﬁ.ﬁ t, 7 ) '

[/

This statute. is very similar ‘to the HEW statute.. Fortunately, the pro—"
" cedures for awarding this privilege have been in existence long -enough
" to permit some general observations about “the manner in ‘which- this,l o
administratlve dlscretion has been exercised (see Hedrick Nelson Cecil 1978);

3

Research data concerning criminal act1vities are . especially vulnerable_
“to’ forced d1sclosure by court-ordered ‘subpoena.-: The unw1llingness of the
.. courts to exercise :heir discretion to bar researchers evidence of criminal
~activity has resulted- in' federal statutory. protection for criminal justice
‘ ~ research.. Section 524(a) of" the Crime Control Act of l973 (Pub. L. 93-83)
¢ “provides that identifiable research and statistical inﬁormation may only
. be used for the purpose-for which it was obtained, and without the consent
- 40f the. ind1v1dudl cannot be’ admitted. as evidence or used for any purpgse
e B 1n any Judicial or adminlstrative proceeding The statute provides.v 3:

'.'Except as provided by Federal law other than this chapter,
no officer or employee of" the Federal Government nor ‘any
'.recipient of assistance under the provisions of this chapter

shall use or, reveal any research or statistical information :
) , kfurnished under this chapter by dny person and 1dentif1able
\) . " . . - . . S
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to- any private person for any purpose other than the purpose'

. “for‘which it was obtained in accordance with this chapter..

.~ Copies. of such 1nformation shall be: 1mmune from legal process,

. and shall not, without the consent ‘of - the. person furn1sh1ng _

'.Such information, be adm1tted as. evidence or used for any o
. purpose in any actionmn, suit, or other’ Jud1c1al or’ adm1n1strat1ve
"Qproceedlngs (Encoded as 42 U. S.c. A. §377l ) o

M . -

‘3' . f -~

The 1mplement1ng regulations for the statute (41 Federal Register 54816

'7_,December 15, 1976) acknowledge .that one of the purposes of providing- such

- ectly by the Law anorcement Assistance Admin:stration, or. under any .
- agreement, grant, or contract ‘awarded under the Omnibus Crimé Control and .

'agprotection for criminal justice research is to increase the. credibility -
and rellabllity of federally -supported research and statistical findings" by
'i‘minimizing subJect concern over subsequent uses of - 1dent1f1able 1nformatlon...1
The sc0pc ‘of . protection under ‘this - statute is quite broad, extending
Jto research dnd statistical information obtained either directly or indir-

Safc-Streets Act.  Such a relationship can be demonstratéd for almost all &
Eederally sponsored. criminal justice:- research Protected. informatﬁon may
‘be used only for statisticgl or xesearch- purposes and may not. be used as. .
. evidence In- Judicial or administrative proceedings. However the statutef-
.1eaves research information vulnerable to a 1egislative subp0ena ‘an ex— .
'ception which the: Law Enforcement Assistance Administration considers to
. be a shortcoming (Madden 1977). Also, the statutory protection does not .
'__extend to.. informatlon cogfperning future criminaI conduct
a) . , B

s . - —
A number of other federal statutes offer pnotection to record systems N
wh1ch may occasionally be used in social scientific. inquirles. _Some' statutes

offer protection for special categories of data., - Special: statutes protect

o census data (13 U.S.C.A. §§8, 9) and social’ security data (42 U.S.C.A, §1306),’

.but these protections extend only to federal researchers and .to outside re—“.ﬁ
'searchers hired temporarlly as agency personnel - : ,f
Another form of federal statutory protection extends to specific topics
.iof research Federal® surveys concerning venereal .disease have received

_.statutory protection.: Information derived: from venereal disease treatment

"h_programs can be released for statistical or: reséarch purposes only if the -

”ﬂ.prOJects commissioned. by CongreSs., For example,- "when. authorizing a com~ ;7

. identity of the individual provided care under a. ‘treatment program is not »
disclosed (42 U S.C.A. §247c(3)(5)) : :

. S
i

Statutory protection ‘has. also been provided for spec1fic research

‘,pfehen81ve statistical survey -of runaway youfh, Congress indicateq ‘that~
: identifiable records gathered in the course of the. survey could not under
' any circumstances be disclosed (42 U S C A §5732) v o

=




o2, Technical.and 0rganizational Measures
; S Ly .
The Privacy Act dedicates no special attention to technical and
organization measures for handling social science data.  The handling .
.practices which it alludes to. are eneral, eeg., rules on disclosure are general' .
. rather ‘than’ specif1c.‘ The Privacy Protectlon Study Comm1SS1on recognlzed C
”speciflc topics in éhls«context however.‘ Their report recognlzed and’
defined concepts such as’ randomized response microaggregatlon 'random
-error -injection and the like, but provided no references.< In the sectlon
_on recommendatlons abbut 1nformation colleeted solely for. statlstical
'.research purposes, the: Commlssion Report proposes: not1fy1ng respondents -
‘that records may -be drscrosed fon sé ondary research purposes’ (Recommendatlon_’\;
. #10), using -institutional’ reviéw, boa ds to oversee colleotion of" informatione
'from those incapable of prOV1d1ng v .untary consent (#11)

N /s...

: Ne1ther the Act nor the Privacy Commission recommendatlons appear to fi e
- .affect the use'- of_conventional methods. for agsurjng confidentiality and-
;-'data handling : Those methods sﬁmmarized in Boruch‘and Cecil (1978) include.

/’

Procedural Approaches’ -For longitudinal data collected periodlcally ﬁ e
" within the same - framework, . the simple device of using alias identifiers =
is -obvious but UndETUtilled - The alias may be created by the respondent
and used consistently o response to permit intrasystem linkage. ~It- -may
. - be: created by social. scientists, provided to the respondent, then purged
from: the social scientists! files to- achieve the same ends. To decentrallze
- .the process, soine neutral brokerage agency (a census-bureéau, a’ nongovern-
" mental agency) may .similarly create’ an alias for the respondent and destroy
its own.: records of ‘any. linkage betWeen clear identif1cat10n and alias.f
C ‘gl,, o The strategy has been field tested w1th some success in U. S. drug
< "studies, pollt1cal attitude surveys and the like. -’ Aside from longitud1nal
-~ . problems, . its major ‘shortcomings are. the: Iimitations imposed -on linking
' the data elicited under allas with any. othér existing data on indiv1duals

, . To accommodate some logistical p‘aglems as’ well -as’ the limitation on B
o intersystem ligkage,, procedures such'as the’ llnk file ‘system have been-
" developed-.. 1In this kechnlque, a dictionary of double aliases’ is created
f_iby the social scientist and given over . for safekeeplng to an 1ndependent
: ”agency. The’ decentralization of:. the process enhances physical. security, 7,4
'y;and if- the -agency’ is legally entitled to resist: governmental appropriation’
“of files, the procedure - is legally secure. The: d1ctionary is used-as-a -
. ‘basis for linking" informatlon which is period1cally obtained from 1nd1v1duals.-"~.;
*-The main’ ‘benefit of . the strategy is that it reduces the: social scientists’' ' h
:}:ineed to maintain longitudinal,records on identified 1ndividuals,_1n general
"< and it reduces the time during which. the social scientist has. access ta any
.- rgiven wave.of data containing identifiers to ‘an arb1trarily short perlod '
- fQ(see Ast1n & Boruch 1970) S

v
3

o For those cases ‘in wh1ch records from different arch1ves must be "
uﬁlinked a Var1ety of methods have been developed ‘to permit -linkage- without
"violating the customs or. law. governing linkage. ‘Among ‘the better known -

.~ systems for doing so is.the ' 'mutually insulated file approach,' used in' |

- the “Schwartz-Orleéans (1967) referred to earlier. . ‘Basically, the system"v

involves -two files of records operated under different auspiceS' all\records

4 o-




‘are ident1fied and: there is some- overlap between the samples of 1nd1v1duals
on which he records are maintained.  To accomplish the linkage, the fitst
t f archive (assume it is the social scientist) cryptographlcally encodes the
}a_.“v'fllnformation portion of each’ record, producing -a new file without meaning.to.
~ 7 ¢ any outsider, which is then. transmitted to the record archive. The archive .. _
. then matches the' encoded records. w1th its-own records, based on the clear_ }. -
identifievs appearlng in -eagch’ record. Upon completlon of the match '
o 1dent1f1ers are deleted and. the iinked’ records are:returned to.the social
‘ sc1ent1st who then decodes relevanu\portions of the linked records and

conducts his’ stat1st1cal analysis.of the’ anonymous records. Varlations on the T
strategy are descrlbed ‘in Boruch (l972) and . Campbell et f;, (1975) '

L Stat1stical Approaches. The dev1ces Just descr1bed are: most often - .
~relevant to more impersonal forms of observat1on—~questionnaires and the llke——
"rather than to diréct interview research ~And in, some 1nstances, the

logistical. d1ff1culf1es attached to. the1r use  are cons1derable. Partly" for

. these" reasons, it:may be more appropriate to capitalize” on one of the - - ¢
statlstical strategies which have been developed to reduce depreclatlon in RS
prlvacy. "A var1ety of these’ approaches exists " and these may be used alone or .
in LonJunctlon with the procedural devices.- :

e

» . The best known class of approaches is the randomized response tactic
v curren:ly under test:and. degelopme by Greenberg and ‘others (1974) in the
L . United States, Dalenius (1975),- Lénke, Swensson, Svenssom,.and Eriksson o
S 1n Sweden ‘Warner in Canada,. Moor in Holland, and others.. In. the s1mplest:,‘”

SRR -variation of the - approach "the .social- sc1entlst simultﬁneousl; presents a

','sens1t1ve inquiry to an 1nd1v1dual, e. g.,_"Did ‘you :cheat on’ your income
taxes this year?". and an ‘insensitive one, e.g., "Do Fou- pr°fer potatoes _
‘over noodles7", The ind1v1dual is then instructed to roll a die and respond '
S td the. first question if .a.one. or two shows up,'and to the second ‘questjon -
/”;"f - if a three, four, - f1ve, or -six shows.  He is also told. to refrain from
X giving the 1ntervieWer any 1ndication of. which quéstion .was. answered
R When the: process is carried Qut on’ two' large samples of 1ndiy1duals and the
_ @N_i’_ instructlons are followed. by the respondent, it is. possible to estlmanggt::

proportlon of individuals in the sample who have cheated on their inco
tax forms and the proportion: who prefer noodles. . In part1cular, given- sd
sfimple laws of probability, the odds on answering one or the’ other question,

. and the, observed proportion of Yes responses,_the est1mat10n ‘is a matter of
T simple algebra.- ‘» ‘"- . :

The technlque permits us . to establish the scatistlcal character of S ot

a sensitive properties of groups” of ind1v1duals. And moreover, it ‘does so. - o
.. without d1sclos1ng to the 'social scientist any 1nformat10n about a part1cular‘
. individual. - It has been, field tested in drug studies, in fertility control- _
. studies and ‘other areas, and those: tests’ cont1nue in ‘the U.S., Canada, - _._f- L
“+ .- ‘Sweden,. and elsewhere., The basic method 1is. being -tefined to make it more .

! eff1cient in.a" ‘statistical sense, more acceptable to the- respondent in a-
-social psychological sense, and less vulnerable to corruption in a legal
RN J-'sense..v ' : .
. ‘ “
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. R .v.._ . ‘. "- g - J\/ . . : . . . v, . o L . . )
- Another class of statistical techniques Which has' s ' o
C received sole attentlon 1S\aggregatiqn ‘of . the sample. The technlque re=- 'T,Ui-n

: quires ‘that) orie obta1n data .not'on s1ngle identified 1nd1v1dua1s but rather.
“on very-small’and carefully ‘constructed clusters, of" 1ndiv1duals. If the .
f cluster s composition remains: the .same over time; each.cluster can; under - .- = _
.certain conditions, be regarded as’a ‘synthetic. person, a composite of ‘all - e
. _ . the properties of ‘the -small set of 1nd1viduals it cémprlses. Some 1nformaLive,:¥'i
_ﬂggn, ‘data analyses'can be conducted on those aggregates and,. insofar as aggregarlon
' - -hélps-to dssure:; anonymlty of individuﬁl response, there: 1s no deprec1atlon )
'Z._ of 1nd1v1dual privacy. L R T DT e L S
. o _ e R . : S Y
The applrcations of sample microaggregatlon have 80. far been lim1ted e
.to- economic research on commercial units,. Banks, for example, may be ' .
: reluctant to release 1nformatlon about” their operations £0" any outside-fi Tl
economist They are Wllllng, however, to have ‘the soc1al scientist analyze - . ‘
aggregates of. banks in. the 1nberest of" reconclling bank pr1vacy ‘With futu}eﬁf*~'m.n.
, research And 1ndeed a maJor system ‘of data’ malntenance ‘and- d1ssem1natlon_”
v © 7 has. been. built up on,thls theme by the Unrvers1ty of Wrscons1n (see Bauman,ﬁ"
T Dav1d & Mlller 1970) RS

Y.,;,."’ "--.'.' ‘ PR Y, X B . . ) L ¥ . Lo o e

//;ffj..;h'-“ ’; .}: G. Data Protecﬂion Within Social Science. Codes of Eth1cs _”'_1 '-;Tgh
P "_,, The majorlty of the social science Profess1opal ghpups in the Unlted g [:.l.
States- have developed codes of ethics for their membership. Major® exeeptionSj‘
. include: the American’ Economic Assoclatiqn and the American Statistical Associ- -
L ation.: Each of thevcodds are described in a monograph by Robert . Bowers (l978)

- It is. unlikely that researchers codes of eth1cs played any maxor role 1.“
.in-formal or informal discussions leading up to the Privacy Act. research
“itgelf was not given notable attention. The" Privacy ‘Protection- Study
_ Commission did-elicit testimony from major professional organizatlons,‘ ut
~ ot “codes of'ethics were not-discussed in any detail. Test1mony from the American
. R Sociological Association did emphasize the’ researcher 8 ethical responslblllty
L to assure that researcher assuraﬂces ‘of confidentiality were in fact maintained
, : by the researchers. ' The effect of this emphasis, -or of sporadic reiteration -
Sy “-'.. of “ethical codes to potential interrogators of research records and to leg1s—“ B
’ lators is Stlll unclear.’ ' - : '

L

-~ .

1.. Specialized Personnel.

'Z; ) '_;.-H; Implementation of Data,Protection.Laws )

Thére afé”nc'special provisions in the Privacy Act bearing on agency'

"privacy officers," i.e., the individual within agency Who takes primary -
responsibility for meeting demands oﬁ'the Act. Nor ‘does_the Act itself
" require- officers. Similarly, no other privacy leg1slatlon deals- -directly
with- special personnel 0ff1cers within agency have been. designated to<'
_»V . oversee implementation of the Act, to meet the 0ff1ce of Management and
Budget guidelines on’ implementation. o c S
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EREE R anxi‘:v' R
. " In fact we know Very 11ttle about the sel ction ‘of individuals with
: ;responsibility for assuring. adherence to ‘the Privacy Act or to any, other
. ‘privacy legislation. We know less: about ‘their performance, though it's
.- clear .that gin some instances, the officer's. lack of 'skill and. knowledge
.. . about statistical social research has led to. & ‘conservative: posture and -
. ﬂ".'7even truculence toward the research; It's ¢lear. that- some officers feel
o -uncomfortable enough about ‘the ambigulty of - their role OfthEIT agency's"

T

‘policies £o: meet periodically to exchange" views..' Nothing is being done . .,I f'f“':

__'fto permit officers.to learn .from one another: in a formalized way, through
v l(- ‘workshops for example, or ‘to consolidate their experiences, through a.

- regularly’ issued newsletter, for example, 1f complicated law is. to be imple—
A'mented well (Boruch 1977) :

. '. Lo, . . e

‘12.:'DominanttBugeaucratic Behaviori

3

’“j_’ L There are séveral stereotypical behaV1ors.:2

, Generally, agency staff are more cautious about attend1ng to pr1vacy
'matters. Regardless of the setting or. outcome, the caution ,takes time and
negotiation- consequently some new reseatch tak s more time to. initiate.

© At ‘best, a few agency gtaff are quite agressive 1 understanding access
. ‘.1fﬁ-regulations ‘and’ trying to assure that the researchers needs are met in.

‘withe confines of the act. - L e j 'iﬁ'kﬂd.:

At the other end of ‘the spectrum, a. few privacy officers are- sufficiently

' ntimidated ‘by the legislatlon s emphasis that ‘saying YNo" to researcher , _\_ l;

. .requests is alszt automatic. Under these. conditions, the appeals process A
o (,avallable under: the Freedom of Information Act can be helpful. - .For 1nstance,
© we recently requésted that the Drug Enforcement ‘Administration: supply us with,
ST the . names-of reSearchers who had been granted- testimonial privilege under . -
.+ «DEA auspices. "AIbw level® officer in DEA ‘refused 1nit1ally to supply the:
L. ..+ names, claiming thpt disclosure would violate'the individuals' privacy.= We
- :appealed that decis1on under FOI and, after 10 months, received the list. .

. ;3‘ The Effect of General Rules on Reduc1ng sére 'yff o ;' : fgt s fﬁ:;.;;A
'7;~ b The privacy 1aws and the regulations do re o
in restricting access to identifiable data.. They‘may also help incidentally o
S to impede access to. statistical .data though that {3t

' ;.3 ~law. .In this sense; the laws increase discretion.by pro 1ding an excuse
: ' ,for refusing to disclqsejdata. ' '

v'-searcher s sampling of- anonymous records from. school files.

. were interested in assessing the- quality of record contents, ch as:accuracy

- in diagnosis,(especially on minority group students enrolled . EF ;special

: A(Federally supported) programs.' The schoal's refusfl to provide ‘a’ Sample’

“;of anonymous records was based on the Privacy Act and on other privacy law, -
o -but was countermanded’ by the courts.. In this and similar cases,; the: Pr1vacy o
. fﬁ ‘Act becomes a convenient: ‘vehicle for insulating -the institution from legiti— R

-nmate research and investigation rather than protecting the individual

'The researchers >

-
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S . Discretion. for government managers may a1s& be rLduced indirectly
}_through increased demands on their ‘time Jabine (1975), for - example,
. " and ‘others- observe that "several more steps ‘hdve been added  to a1ready
*  complex. clearance procedures for. Anitiating and conductlng surveys,"
- that "access and accountlng requirements will cause delays in normal - -

' . processing-aetivities" as a conkequence of the Privacy Act of 1974. 1n
- 0 ‘the- Office of Research and Statlstics of the Social Security’ Admlnlstratlonv'
. .. That reduction in ‘discretion may- reduce the quality of data: or operations,
. - at least temporarily, since privacy legislation includes no addit¥ional _
f.:‘financial support or staff for meeting its requirements. ' z”iv_ o
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-1+ _Prepared for the Thter tional Conference. on Emerging. Data Protection
" . and ‘the Social*Sc;gaeégéNeéqanf'Adbessmfd"Data,_spOnsdréd by ‘the

., Committee of European Social Science Data Archives (CESSDA) and the
. ©'. - iInteérnational Federation of Data Organizatioﬁs'(IFDO),uCqu éo'ﬂ_. o
=% " . Germany, August- 9-11, 1978, This.paper was developed with support of
. 7 .a grant from the National Science Foundation - (NSF-APR -77-00349). - Our: -

- ‘background rQsearchzon_priVacyﬁin social research has been supported

WML by the'Natibnal'Instituge of Education (NIE-C-74-0115).
.. ‘2.  The most thorough analysis, to date, of the research implications of =
-+ . . the Privacy Act is given by: Cecil '(1978) from which some of the current
ot . material is adopted. Papers.on ‘the topic-“have been devéloped by ‘. - . .
% executives of .federal archive agencies such-as the U.S. Census and the -  » .
N - ,Social Security Administration; see Duncan (1975) and Jabine ' (1975).1 . . [

i

-  3alane'mbde1 in‘whiéh“the“Census‘BurEau'serves as broker4fo% the_Buréau¢[ .
. of .Labor Statistics is"clearly;still'1egitimate.upder_the}griVacy_Agt,i .
. e CénSus-dbtéfns_employment-ihformatidn,fpn behalf of BLS, from identifiable . -
e B * individualsin its Cﬁrrént*Pdpulation'SurveySa The&@uteau]§Brfpsgfesult4_
. ing recoxds of'ideﬁtifierSFand“turn§ the microdata over to BLS. for analysis ..
(Yates, '1974). ...The Iinkage of SAmples,df_va;ioﬁs'typesquarecbtds;;from:
‘the Internal Revenue Servige, Social Security, and Census, for. example,
;.f_aIso remains legitimate under the Act; the Census'Bureauwhlsq Seyveslasf.
-, broker in this- research bn'conéistency.gf"infqymdtion-from different

v/

. . . PN

P:;'sdur¢e§_(Jabihé; 1975). .
4. The Actfs_pbstﬁreatbﬁardeisclosuré,of anonymous records for research .
' purposes is eonsistent with the pQlicy of various U.S. agencies. Public
- use . tapes are’ available  from, among others, the U.S. Census Bureau, the ,
Social Security 'Administration, and" the National Center for Educationmal .. .- -~
" .- - '.Statistics.’ The spirit of ‘the- Act'is also consistent with the Bellagio
L pfinciples.(Flaherty,f1978) which encourage the use of government micro-
- data, in’ angnymous form, for research purposes.. Both ‘the Act and the.

Bellagio ﬁripcipxgs;are compatible_with_mdre recent efforts by some )
o federalfégepb%gs;to.assurg'thht.data stemming from federal program -
- .evaluations are available, with'iden;ifiers,removed,-fb:;chondary _
e .'43,analysis,.‘ThqseTagencieg:includé the;Natibnalprstitute'of-Educgtion ,
--:f.g;~'Whichlhas;made_dataﬁfrom;the_Educational~V9uchers Experiment -and: others’
. - -available, - And it‘ingludés\the-Law.Enfqrcemgnt Assistanqe'Adminiatration -
... .which has :an explicit palicy on disclpsuréfgffstatistical data stemming ..
e Afromfany'LEAA‘supported'pToject, : “'T;#%& e o T -
. < X B . . '; . -
.' 1‘7‘ L s 1 | -
“-A . | M ; i‘~
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