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FOREWORD

Materials in this resource document were com-
piled for use in a Washington seminar held in
December, 1974, co-sponsored by the Domestic
Council Committee on the Right of Privacy and the
Council of State Governments, The seminar was
directed to the interests of State and tocal govern-
ment and was intended tc erplore the alternatives
for intergovernmental strategies in privacy protec-
tion policy formulation and implementation. We
were motivated to join in this seminar because of
the increasing interest in persomal privacy at the
State and local level, and we desired to share
experience and insights gained by the Federal gov-
ernment in the development of the Privacy Act of
1974 (P.L. 93~579), signed into law on December
31, 1974. That Act pertains mainly to the practices
of Federal agencies, but its privacy principles re-
garding information management are of relevance
to State and local government as well.

The matter of personal privacy is one important
facet of broader questions of information law and
policy. Our society grows in the need for personal
information in order to provide the comprehensive
services that government and the private sector seek
to make available. The process is not simple, of
baiancing the need for information against the indi-
vidual’s desire to limit the quantity of information
about himself that may become public, but it is a
task that must be accomplished to insure the re-
sponsible management and operation of programs
that are dependant upon information about people.

The original seminar materials have been updated
and expanded in this document and are designed to
provide an overview of the breadth and depth of
questions of informational privacy, and to display
some of the complexities in information regulation
and management. They explore representative areas
of information requirements, displaying many of the
competing interests that must be balanced regarding
the collection, use and dissemination of personal
information. It is unwisec for any government to
enter upon the regulation of information processing
without careful study of the potential impact of
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such regulation on the business practices of govern-
ment itself, and upon the private sector.

Relevant portions of these materials will be useful
to replicate a confercnce, workshop or seminar,
such as we neld in 'Washington, or to provide a
foundation for research and inquiry in the develop-
ment of privic, proteciion policy. We make this
document avaiabie in the hope it will help others
to find a useful entry-poiut into the matter of per-
sonil information privacy, though we know it is by
no means cxhaustive or complete. The bibliography
included suggests other sources for research into
the many complev. issues of information manage-
ment. From time to time, as the Federal govern-
ment gains experience in the implementation of the
Privacy Act, sharing what is learned hopefully can
make it easier for others to minimize difficulties and
decrease the costs of program development.

QUINCY RODGERS

EXEcUTIVE DIRECTZR

GEORGE B. TRUBOW

GENERAL COUNSEL

(SEMINAR CO-CHAIRMAN)

THE DosMEsTIc Councit. COMMITTEE
ON THE RIGHT OF PRIVACY

o
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CHAPTER 1

INTRODUCTION

Until recently, most Americans probably did not
consider their right to privacy a significant issue.
Many were unconcerned about whether govern-
mental or private organizations paid any attention
to personal privacy, and they were confident that
their own privacy was indeed under proper safe-
guard.

Today, while it may not yet have achieved uni-
versal popularity, privacy appears to be on the way
to becoming a household concern. Dramatic prcg-
ress in the development of information and record-
keeping technology, particularly during the last
decade, has contributed significantly to this relative-
ly new concern. Information about virtually every
aspect of an individual’s life is now compiled and
maintained as a matter of course by numerous
governmental and private agencies. In many cases,
however, safeguards against privacy invasion have
lagged behind the mushrooming technological de-
velopment. (See Appendix 1 for a brief sketch on
the historical background of privacy protection and
Appendix 1T for a glossary of frequently encoun-
tered terms.)

Individuals within the Federal government, in-
creasingly aware of these concerns, recognized the
emerging need and took steps to meet it. The Presi-
dent, in February of 1974, established the cabinet-
level Domestic Council Committee on the Right of
Privacy to consider and recommend prompt action
to assure a proper balance between the individual
right of personal privacy and the necessary prac-
tices of public and private organizations in accumu-
lating and managing information about people. At
the same time, individuals within State and local
government experienced similar concerns, began
searching for answers, and formulated legislative
initiatives within their own governmental systems.
Knowledge of these activities and developments
began accurnulating, principally in the offices of the
Council of State Governments.

This mutuality of concern seemed almost natural-
ly to spawn the idea of a possible coordinated or at
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least a cooperative Federal-State-local effort. Thus,
in the early fall of 1974 the concept of a Pavacy
Seminar evolved, and the Domestic Council Com.-
mittee on the Right of Privacy combined with the
Council of State Governments in joint sponsorship.
Although time was short, the staff recognized that
the most favorable place and date for the seminar

- would be Washingien, D, C., in mid-December—-

and so agreed despite constraints imposed by that
short planning and preparation time. This schedule
recognized the advantage of introducing various
privacy concepts i attendees in advance of the
openings of most $°1te legislatures and assemblies.
It also insurcd a betier attendance than if it had
been held later.

Early in the planiting it was determined that the
serninar should provide an opportunity for State
and local officials to exchange views on approaches
to providing personal privacy protection at the State
and local levels of government—an opportunity not
only to discover what was needed and wanted, but
also what might work. In a word, the seminar could
provide a strategy for action.

Given that overall objective, the staff had the
tasks of establishing the specific subjects to be
covered and deciding on the most effective vehicle
to accomplish that coverage. After considerable
exploration and discussion, staff members agreed
that three separate main scssions would be held, one
each on criminal justice information systems, State
and local government data banks, and employee
records. As a vehicle for stimulating discussion and
thought in these areas, the staff developed the con-
cept of a mock legislative hearing, including a chair-
man and various witnesses. Other discussion sub-
jects, covered through different approaches, in-
cluded consumer privacy interests, privacy cost
implications, and privacy strategy for the future.
(The final program agenda of the Privacy Seminar
is Appendix I11.)

In the selection of attendees, the staff considered
it important to include not only those acquainted
with and interested in privacy, but also those in
professional positions of the type that would pro-
vide an opportunity for action. The staff also wanted
to balance representation across the country and
from various levels of government—State legisla-
tors, State administrators and local government
administrators, Response to the invitation was grati-
fying, with over 150 participants from 37 States and
the District of Columbia. (A list of attendees is in-
cluded as Appendix IV.)

To encourage attendees to prepare for the semi-
nar, a workbook containing carefully selected ma-
terials was mailed, and participants had several days
to get acquainted with its contents—articles on pri-

_vacy, issue papers, and various samples of model,

proposed and enacted legislation. (These materials
are included in this compilation along with addi-
tional items that will bring the reader up to date and
round out the basic resource value of the docu-
ment.) An extensive reading list of significant litera-
ture on the privacy question was provided each
participant at the outset of the seminar (see Ap-
pendix V for an updated version), and a convenient
resource center was established pear the seminar
meeting rooms, which included works from the
reading list as well as other materials of interest.

The following chapters summarize the various
sessions of the Seminar and its conclusions. Four
chapters contain transcript summaries of the vari-
ous sessions and, as appropriate, issue papers and
sample legislation on the subjects. There are also
chapters on the luncheon speeches, on systems cost
and on a strategy for the future.

Included as appendixes are four background
articles on privacy, several samples of additional
State legislation of interest, and the Federal Pri-
vacy Act of 1974 (because of its high interest
value) along with a commentary,



CHAPTER 2

CRIMINAL
iUS?ICE

Not wo surprisingly, the mock legislative session
on criminal justice information attracted the great-
est Seminar participant interest.

Chaired by Attorney General Robert Quinn of
Massachusetts, the committee consisted of State
Senator William Ray of Alaska, Ms, Helen Lesain of
the Law Enforcement Assistance Administration,
and Deputy Attorney General Morris Solomon of
Pennsylvania.

The materials mailed out to each pre-registered
Seminar participant included the following issue
paper, which has been edited for inclusion here:



ISSUE
PAPER

A-number of issues should be addressed in considering
any criminal justice information legislation relaiing to the
protection of privacy. The following is an attempt to delin-
eate some of those issues, without suggesting specific reso-
lution of them,

SCOPE: The first issue to be addressed is the scope of
such legislation. What agencies should it cover? What types
of records? What aspects of the records?

Agencles: While law enforcement agencies are the pri-
mary collectors of criminal justice information, they are
not the =ole users of it. The extent to which these agencies
should be covered by legislation dealing with criminal
justice information is a fundamental issue, particularly
with respect to the courts because they are a separate and
equal branch of government,

Infermation covered. Legislation dealing with criminal
justice information could be limited solely to notations of
factoal data—rap sheets. It could, however, cover a much
broader range—intelligence, criminal investigations, prison,
probation and parole records, and various court records,
Deciding which records to cover precedes choices of
methods of regulation,

Aspects of eoverage. No matter which records are cov-
ered, it will be necessary to determine which aspects will
be regulated in any legislation. Should regulation hinge on
the collection of the records or only their use? Should it
deal with dissemination and exchange outside the agency,
or should internal use of records be regulated as well?

INITIAL POLICY DECISIONS: Once it is determined
which agencies and records should be covered, the policy
approach of the legisiation must be examined. Should the
legislation prohibit anything not expressly authorized
therein? Should it set goals to be achieved, leaving the
implementation to others? Should it prohibit only known
abuses, leaving all other decisions to the agency? Or what
combinations of these approaches are feasible, based upon
the nature of the information, the problems perceived, or
the agencies covered?

ADMINISTRATION AND ENFORCEMENY: The
possible courses of actior; in this area are .nany and wmay
be used in a variety of combinations. ‘“ajor possibilities
are listed here bur ih= list iz not exhsustive,

Centralized control agency. A single ageim:j could be

created with the power both to administer and to enforce
the provisions of any bill. It weuld issue the binding regula.

4

PRIVACY CONSIDERATIONS FOR
CRIMINAL JUSTICE INFORMATION
LEGISLATION

tions and interpretations, order agencies to make changes
and adjudicate individual complainis,

Agency coatrol. A bill could vest all implementatior
authority in a criminal justice agency with respect to its
own systems, relying on civil or criminal enforcement in
individual cases to ensure compliance with the provisions
of the bill,

Monitoring system: A bill could give implementation
authority to each agency in the first instance but establish
some form of general oversight in an independent body,
The powers that might be given to a monitoring agency
range from the review of regulations before they are issued
to reporting on compliance on an on-going basis,

Private enforcement. There is a question whether a bill
that regulates criminal justice information should permit
private enforcement through individual law snits—either
injunctive actions, damage actions, or both. If such en.

‘forcement is authorized, a number of subsidiary issues

are raised. Should it be injunctive only, damage suit only,
or both? Should suit be available against agencies, against
individuals, or both? Should only actual damages be re-
coverable or should puniiive or exemplary damages be
authorized in certain cases? What defenses are available?
May costs and attorneys fees be recovered and, if so,
should monetary limits be set? Should there be liquidated
damages—specified amounts—for injuries whose cost is
difficullt to calculate?

Criminal enforcement. The basic issue is wheiher non-
compliance with the provisions of a criminal justice infor-

should the penalties be limited to egregious cases or applied
to all violations? Is it proper to impose penalties on recip-
ients and users of information outside the criminal justice
system as well as on the disseminators who are within the
sysiem? May the press be subjected to criminal penalties
for using certain information? What defenses should be
available with respect to charges of criminal violations of
a law governing the handling of criminal justice informa-
tion?

PRE5SS ACCESS: One of the most troublesome aspects
of any criminal justice information bill is its impact on the
press. If certain information is to be protected from public
disclosure, then it must not be available to the press. On
the other hand, the press can serve as a safeguard against
abuses in the system but only if it has access to informa-
tion. If cerfain information, such as rap sheets, consists
entirely of notations of matters that were originally public

: 9
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information, can the compilation of the information prop-
erly be denied to the press? Is a distinction feasible be-
tween current information available to the press and past
history that is not available?

INDIVIDUAL ACCESS TO RECORDS: It seems to be
records is an important aspect of any privacy legislation.
With respect te criminal justice records, however, unique
problems arise.

Rap Shect Data. Should an individual have access to his
own rap sheet? Should access be permitted wherever the
information may be located or only at certain repositories?
Who has the responsibility to correct data? What pro-
cedures should be followed in providing correction? Is it
preferable to give an individual a copy of his rap sheet or
to let him inspect it only at some official location? Should
data be available only to the individual or also to others
at his request and with his consent?

Correctional records. Should an individual have full
access to corrections! records or may they be restricted?
How should records of other agencies in a correctional
file—presentence reports, psychiatrist’s reports, etc.—be
handled? Rather than blanket access, are case-by-case
determinations possible?

Intellizence snd investigative records. Can access be
permitted without jeopardizing law enforcement interests?
Is the granting of access consistent with the rules of dis-

denied, can access to closed files be authorized after a
limited period? If so, what period is reasonable? Can

Audit trafls. If audit trails are required as to dissemina-
tion of any of these categories of information, should an
individual have access to the audit trail? Can distinctions
properly be made among the various types of information
regarding access to audit trails? Is there a proper distine-
tion between records of criminal justice access and records

individual access to audit trails?

SEALING AND EXPUNGEMENT: Among the more
controversial proposals with respect to. criminal justice
records i3 the suggestion that some or all of these records
respect to each category of records the initial decision is
whether there should be any sealing or expungement at all.

ISSUE
PAPER

If there is. which is the preferable form? Expungement, if
effectively carried out, admits of no exceptions—the record
ceases to exist. Sealing on the other hand may permit
exceptions—the seal on any given record can be broken for
specified reasons. Whichever form is considered—expunge-
ment or sealing—the questions femain as to which records
are subject to it, and after what period of time,

AUTOMATED VS. MANUAL SYSTEMS: Whether
valid or not, there appears to be more public concern about
automated eriminal justice information systems than about
manual ones. The question arises. whether greater restric-
tions should be placed-on the use of automated systems
than on manual systems and, if so, what restrictions.
Among the restrictions that have been suggested are total
prohibitions on patrol car or other mobile terminals,
requirements of formal agreements governing access fo
automated systen:s, and requirements that automated
centralized systems operate on a “pointer system” * rather
than store information directly.

NONCRIMINAL JUSTICE ACCESS: While it is gen-
erally conceded that noncriminal justice access to criminal
justice information should be regulated, the form of regu-
lation raises a number of issues. Should only conviction
information be available or may other rap sheet informa-
tion be provided? Under what circumstances, if any, should
investigative or intelligence information be available for
non-criminal justice purposes? Is it necessary to make
some correctional information available for noncriminal
justice purposes in order to secure rchabilitation services?
What should determine noncriminal justice access to crimi-
nal justice information: legislation dealing specifically with
criminal justice information, other legislation, executive
orders, or agency regulations? Can record-keeping and
other restrictions, such as nonretention, insure against
abuse of the information by noncriminal justice agencies?
Here again, the issues are almost endless.

ARREST RECORDS: A serious problem °concerns
access to arrest informatior, i.e., information that notes
only an arrest and does not indicate any disposition of
charges. One solution is to prohibit dissemination of an
arrest record outside the arresting agency, thus denying
the information to noncriminal justice agencies and to
other criminal justice agencies as well. A variation is to

"« “Pointer” is frequently used (o characterize an index which merely
indicates what agency, if any, has a record on an individual, but the
pointer system does not centrally store the record.

10
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PAPER

permit access to current arrest information but to bar
access to information concerning arrests for which no dis-
position is indicated within a reasonable specified time.
Another approach is narrowly to define the circumstances
in which criminal justice and noncriminal justice agencies
may have access to arrest information. Sealing ond ex-
pungement discussed above, are particularly relevant to
some of these considerations,

It is suggested that the issues outlined here will provide
a starting point for any discussions of criminal justice in-
formation appropriate for enactment or amendment at the
state level.

11
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LEGISLATION

The Seminar materials pertaining to criminal jus-
tice information systems also included existing stat-
utes from Alaska, Iowa and Massachusetts, and a
Model State Act for Criminal Offender Record
Information produced by Project Search, all of
which are reprinted below:

ALASKA STATUTES

CHAPTER 61, CRIMINAL JUSTICE
SECURITY AND PRIVACY

INFORMATION SYSTEMS

Section

10. Regulations

20. Collection and storage

30, Access and use

40. Security, updating, and purging

50, Interstate systems for the exchange of eriminal justice
information

60. Civil and criminal remedies

70. Definiticas

Effective date—Section 3, ch, 161, SLA 1972, provides:
“This Act takes effect October 1, 1972."

Sec. 12.62.010. Regulations. (a) The Governor's Commis-
sion on the Administration of Justice established under AS
44.19.746—44.,19,758 is authorized, after appropriate con-
sultation with representatives of state and local law en-
forcement agencies participating in information systems
covered by this chapter, to establish rules, regulations, and
the exchange of criminal justice information and to insure
the security and privacy of criminal justice information
systems. The notice and hearing requirements of the Ad-
ministrative Procedure Act (AS 44.62), relating to the
adaption of regulations, apply to regulations adopted un-
der this chapter. (§ 1 ch 161 S5LA 1972)

Sec. 12,62.020, Collzctlon =nd storrge. (a) The commis-
sion shall establish regulations concerning the specific
classes of criminal justice information which may be
collected and stored in criminal justice information systems.

(b) No information collected under the provisions of
any of the following titles of the Alaska Statutes, except
for information related to criminal offenses under those
titles, may be collected or stored in criminal justice infor
mation systems:

(1) AS 02, except chs. 20, 30 and 35;

(2) AS 03-—-04;

{3) AS 05, except chs. 20, 25, 30 and 35;

(4) A3 06——10;

(5) AS 13—15;

12

(6) AS 17;

{7) AS 18, except AS 18.60.120—18.60.175 andf ¢he, 65
(8) AS 19—27;

(9) AS 29--32;

(10) AS 34—46; and

(11) AS 47, except ch, 10.

(51 ch 161 SLA 1972)

Sec. 12.62.030. Access and use. (a) Except as provilec
in (b) and (c) of this section, access to specified clagesof
criminal justice information in criminal justice informator?
systems is available only to individual law enforeemnt
agencies according to the specific needs of the ageney yn-
der regulations established by the commission under §10
of this chapter. Criminal justice information may be vyed
only for law enforcement purposes or for those additional
lawful purposes necessary to the proper enforcerfirt o¥
administration of other provisions of law as the corzmis~-
sion may prescribe by regulations established under § {O
of this chapter. No criminal justice information may be
disseminated to an agency before the commission defer-
mines the ngency's eligibility to receive that informaticsn,

(b) Criminal justice information may be made aviilable
to qualified persons for research related to law enforernint
under regulations established by the commission. T hese
regulations must include procedures to assure the Stcwrity
of information and the privacy of individuals about whonr?
information is released. ,

(¢) A person shall have the right to inspect ctimnal
justice information which refers to him. If a person believes

ing. he may request the criminal justice agency having s~
tody or control of the records to purge, modify o sip-
plement them. If the agency declines to do so, of if the
person believes the agency's decision to be otherwie -~
satisfactory, the person may in writing request revieww by
the commission within 60 days of the decision of ihe
agency. The  commission, its representative or agent shqll.
in a case in which it finds a basis for complaint, Coeduc®
a hearing at which the person may appear with Cowmsl.
present evidence, and examine and cross-eXamine willesygs -
Written findings and conclusions shall be issued. If the
record in question is found to be inaccurate, incomplete ox
misleading, the commission shall order it to be approprige-
ly purged. modified or supplemented by an explanatory
notation. An agency or person in the stale with custody-
possession or control of the record shall promptly hyve
every copy of the record altered in accordance wih the
commission’s order. Notification of a deletion, amend-
ment and supplementary notation shall be promplly dis-
seminated by the commission to persons or agerities
which records in question have been communicatd®, a=
well as to the person whose records have been altered .
(d) An agency holding or receiving criminal justices in—
formation shall maintain, for a period delermined by the

7
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commission to be appropriate, a listing of the agencies to
which it has released or communicated the information,
These listings shall be reviewed from fime to time by the
commission or staff members of the commission to deter-
mine whether the provisions of this chapter or any ap-
plicable regulations have been violated,

(e) Reasonable hours and places of inspection, and any
additional restrictions, including fingerprintings, that are
reasonably necessary both to assure the record’s security
and to verify the identities of those who seek to inspect
them may be prescribed by published rules, Fingerprints
taken under this subsection may not be transferred to an-
other agency or used for any other purpose.

(f) A person or agency aggrieved by arf order or de-
cision of the commission under (c) of this section may
appeal the order or decision to the superior court, The
court shall in each case conduct a de nove hearing and
may order the relief it determines to be necessary. If a
person about whom information i3 maintained by an
agency challenges that information in an action under this
subsection as being inaccurate, incomplete or misleading,
the burden is on the agency to prove that the information
is not inaccurate, incomplete or misleading. (5 1 ¢h 161
SLA 1978

Sec. 12.62.040. Security, wpdating, and purging, (3)
Criminal justice information systems shall

(1) be dedicated to law enforcement purposes and be

- under the management and control of Iaw enforcement
agencies unless exempted under regulations prescribed un-

der § 10 of this chapter:
(2) include operating procedures approved by the com-

mission which are reasonably designed to assure the

security of the information contained in the system from
unauthorized disclosure. and reasonably designed to assure
that criminal offender record information in the system is
regularly and accurately revised 1o include subsequently
furnished information; ]

(3) include operating procedures approved by the com-
mission which are designed to assure that information con-
cerning an individual shall be removed from the records,
based on considerations of age, nature of record, and

-Teasonable interval following the last entry of information

indicating that the individual is still under the jurisdiction
of a law enforcement agency.

(b} Notwithstanding any provision of this section, any
criminal justice information relating to minors which is
maintained as part of a criminal justice information system
must be afforded at least the same protection and is sub-
ject to the same procedural safeguards for the benefit of
the individual with respect to whom the information is
maintained, in matters relating to access, use and security
as it would be under AS 47.10.090. (§ 1 ch 161 SLA 1972)

Sec. 12.62.050. Interstate systems for the exchange of
criminal justice information. (a) The commission shall reg-

]
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ulate the participation by all state and local eriminal justice
agencies in an interstate system for the exchange of
criminal justice information, and shall be responsible to
assure the comsistency of the participation with the pro-
visions and purposes of this chapter. The commission may
not compel any criminal justice agency to participate in an
interstate system. ) ’

(b) Direct access to an interstate system for the ex-
change of criminal justice information shall be limited to
those criminal justice agencies that are expressly designated
for that purpose by the commission, When the systern em-
ploys telecommunications access terminals, the commission
shall limit the number and placement of the terminals fo
those for which adequate security measures may be taken |
and as to which commission may impose appropriate super-
visory regulations. (§ 1 ¢h 161 SLA 1972)

Sec. 12.62,060. Civil and criminal remedies. () A person
with respect to whom criminal justice information has been
wilfully maintained, disseminated, or used in viclation of
this chapter has a civil cause of action against the person
responsible for the viclation and shall be enfitled to re-
cover actual damages and reasonable attorney fees and
other reasonable litigation costs,

(b) A person who wilfully disseminates or uses criminal
justice information knowing such dissemination or use to
be in violation of this chapter, upon conviction, is punish-
able by a fine of not mors than $1,000 or by imprisonment
for not more than one year, or by both,

{e) A good faith reliance upon the provisions of this
chapter or of applicable law governing maintenance, dis-
semination, or use of criminal justice information, or upon
rules, regulations, or procedures prescribed under this
chapter is a complete defense fo a civil or criminal action
brought under this chapter. (§ 1 ch 161 SLA 1972)

Sec. 12.62.070. Definitions. In this chapter

(1) “criminal justice information system™ means a 8ys-
tem, including the equipment, facilities, procedures, agree-
ments, and organizations related to the systern funded in
whole or in part by the Law Enforcement Assistance Ad-
ministration, for the collection, processing, or dissemination
of criminal justice information;

(2) “eriminal justice information” means information
concerning an individual in a criminal justice irformation
system and indexed unde. the individval's name, or re-
trievable by reference to the individual by name or other-
wise and which is collected or stored in a criminal justice
information system;

(3) “commission" means the Governor’s Commission on
the Administration of Justice established under AS
44.19,746—44,19.758:

(4) “Interstate systems” means agreements, arrange-
ments and systems for the interstate transmission and ex-
change of criminal justice information, but does not in-
clude record keeping systems in the stats maintained or
controlled by & state or local agency, or group of agencies,
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even if the pgency receives information through; or other-
wise participates in, systems for the interstate exchange of
criminal jusiice information;

(5) “law enforcement” means any activity relating to
crime prevention, control or reduction or the enforcement
of the criminal prevention, contrcl or reduction or the en-
forcement of the eriminal law, including, but mot limited
to, police efforts to prevent, control or reduce crime or to

‘apprehend criminals, activities of criminal prosecution.

courts, public defender, corrections, probation or parole
authorities;
(6) “law enforcement agency” means a public agency

pertaining to law énforcement. (§ 1 ch 161 SLA 1972)

IOWA

CHAPTER 294
CraMmval History DATA
S8 F. 115

AN ACT relating to disclosure of criminal history and in-
telligence data and providing penalties.

Be It Enacied by the General Assembly of the Siate of
lowa:

Section 1. New Secrion. Definiitons of words and
phrases. As used in this Act, unless the context otherwise
requires:

1. “Department” means the department of public safety.

2, “Buregy”™ means the department of public safety,
division of criminal investigation and bureau of identifica-
tion.

3, “Crimipal history data” means any or all of the
following information maintained by the department or
bureau in a manual or automated data storage system and
individually identified:

a. Arrest dala.

b. Conviction data.

<. Disposition data.

d. Correctional data.

4, “Arrest data” means information pertaining to an
afrest for a public offense and includes the charge, date,
time, and place. Arrest data includes arrest warrants for
all public offenses outstanding and not served and includes
the filing of charges, by preliminary information when
filed by a pesce officer or law enforcement officer or
indictment, the date and place of alleged commission and
county of jurisdiction.

5, “Conviction data” means information that a person
was convicted of or entered a plea of guilty to a public
offenss and includes the date and location of commission
and place and couri of conviction.

6. “Disposition data” means information pertaining to a
recorded court procéeding subtequent and incidental to a
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public offense arrest and includes dismissal of the charge,
suspension or deferral of sentence.

7. “Correctional data” means information pertaining to
the status, Jocation and activities of persons under the
supervision of the county sheriff, the division of corrections
of the department of social services, board of parole or any
other state or local agency performing the same or similar
function, but does not include investigative, sociological,
psychological, economic or other subjective information
maintained by the divsion of corrections of the department
of social services or board of parole.

8. “Public offense” as used in subsections four' (4), five
(5). and six (6) of this section does not include non-
indictable offenses under either chapter three hundred
twenty-one (321) of the Code or local traffic ordinances.

9, “Individually identified” means criminal history data
which relates to a specific person by one or moge of the
following means of identification:

a, Wames and alias, if any.

b. Social security number.

¢. Fingerprints.

d. Other index cross-referenced to paragraphs a, b, or c.

e. Other individuelly identifying characteristics.

10. "Criminal justice agency” means any agency or de-
partment of any level of government which performs as its
principal function the apprehension, prosecution, adjudica-
tion, incarceration, or rehabilitation of criminal offenders.

11. “Intelligence data” means information collected
where there are reasonable grounds to suspect involvement
or participation in criminal activity by any person.

12, “Surveillance data” means information on in- .
dividuals, partaining to participation  in organizations,
groups, meelings or assemblies, where there are no reason-
able grounds to suspect involvement or participation in
criminal activity by any person,

Sec. 2. New SgctioN. Dissemination of criminsl his-
tory datm, The department and bureai may provide copies
of communicate information from criminal history data
only to criminal justice agencies, or such other public
agencies as are authorized by the confidential records
council. The bureau shall maintain a list showing the
individual or agency to whom the data is disseminated and
the date of dissemination. '

Authorized agencies and eriminal justice agencies shall
request and may receive criminal history data only when:

1. The data is for official purposes in connection with
prescribed duties, and

2. The request for data is based upon name, fingerprints,
or other individual identifying characteristics.

The provisions of this section and section three (3) of
this Act which relale to the requiring of an individually *
identified request prior to the dissemination or redissemina-

"+ According to enrolled Act.
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tion of criminal history data shall not apply to the furnish-
ing of criminal history data to the federal bureau of
investigation or to the dissemination or redissemination of
information that an arrest warrant has been or will be
issued, and other relevant information including but not
limited to, the offense and the date and place of alleged
commission, individually identifying characteristics of the
person to be arrested, and the court or jurisdiction issuing
the warrant. '

Sec. 3. NEw SECTiON. Redissemination, A peace offi-
cer, criminal justice agenmcy, or state or federal regulatory
agency shall not redisseminate criminal history data, within
or without the agency, received from the department or
bureau, unless:

1. The data is for official purposes in connection with
prescribed duties of a criminal justice agency, and

2. The agency maintains a list of the persons receiving
the data and the date and purpose of the dissemnination,
and

3. The request for data is based upon name, finger-
prints, or other individual identification characteristics,

A peace officer, criminal justice sgency, or state or
federal regulatory agency shall not redisseminate intelligence
data, within or without the agency, received from the de.
partment or bureau or from any other source, except as
provided in subsections one (1) and two (2) of this
section.

SEC. 4. New Section. Statistics, The department, bu-
reau, or a criminal justice agency may compile and dis-
seminate criminal history data in the form of statistical
reports derived from such information or as the basis of
further study provided individual identities are not ascer-
tainable,

The bureau may with the approval of the commissioner
of public safety disseminafe criminal history data to per-
sons conducting bona fide research, provided the data is
not individually identified,

SEc. 5. NEw Secrion. Right of notice, access and chal-
lenge. Any person or his sttorney with written authoriza-
tion and fingerprint identification shall have the right to
examine criminal history data filed with the bureau that
refers to the person. The bureau may prescribe reasonable
hours and places of examination.

Any person who files with the bureau a wrilten statement
to the effect that a statement contained in the criminal
history data that refers to him is nonfactual, or informa-
tion not authorized by law to be kept, and requests. a
correction or elimination of that information that refers
to him shall be notified within twenty days by the bureau,
in writing, of the bureau's decision or order regarding the
correction or elimination. The bureau’s decision or order or
failure to allow examination may be appealed to the dis-
trict court of Polk county by the person requesting said
examination, correction or elimination. Immediately upon
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such appeal the court shall order the burean to file with
the court a certified copy of the criminal history data and
in no other situation shall the bureau furnish an individual
or his attorney with a certified copy, except as provided by
this Act. ’

Upon the request of the appellant, the record and
evidence in such cases shall be closed. to all but the court
and its officers, and access thereto shall be refused unless
otherwise ordered by the court. The clerk shall maintain a
separate docket for such actions. No person, other than the
appellant shall permit a copy of any of the testimony or
pleadings or the subsiance thereof to be made available to
any person other than a party to the action or his attorney.
Violation of the provisions of this section shall be a public
offense, punishable under section seven (7) of this Act.

Whenever the bureau corrects or eliminates data as
requested or as ordered by the court, the buresgn shall
advise all agencies or individuals who have recejved the
incorrect information to correct their files. Upon applica-
tion to the district court and service of motice on the
commissioner of public safety, any individual may request
and obtain a list of all persons and agencies who received
criminal history data referring to him, unless good cause
be shown why the individual should not receive said Yist.

Sec. 6. NEW SECTioN. Civil remedy, Any person may
institute 2 civil action for damages under chapters twenty-
five A (25A) or six hundred thirteen A (613A) of the
Code or to restrain the digemination of his criminal
history data or intelligence data in violation of this Act,
and any person, agency or governmentsl body proven to
have disseminated or to have requesied and received
criminal history data or intelligence data in violation of
this Act shall be liable for actual damages and exemplary
damages for each violation and shall be liable for court
costs, expenses, and reasonable attorneys’ fees incurred by
the party bringing the action, In no case shall the award
for damages be less than one hundred dollars,

Sec. 7. New Secrion, Criminal penalties,

1. Any person who willfully requests, abtains, or seeks
to obtain criminal history data under false pretences, or
who willfully communicates or seeks to communicate
criminal history data to any sgency or person except in
accordance with this Act, or any person connected with any
research program authorized pursuant to this Act who
willfully falsifies criminal history data or sny records
relating thereto, shall, upon conviction, for esch such
offense be punished by a fine of not more than one
thousand dollars or by imprisonment in the state peniten-
tisry for not more than two years, or by both fine and
imprisonment. Any person who knowingly, but without
riminal purposes, communicates or secks to communicate
criminal history data except in accordance with this Act
shall for each such offense be fined not more than one
hundred dollars or be imprisoned not more than ten days,

15
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2. Any person who willfully requests, obtains, or seeks
to obtain intelligence data under false pretenses, or who
willfully communicates or teeks to communicate intelli-
gence data to any agency or person except in accordance
with this Act, shall for each such offense be punished by
a fine of not more than five thousand dollars or by im-
prisonment in the state penitentiary for not more than
three years, or by both fine and imprisonment. Any person
who knowingly, but without criminal purpoeses, communi-
cates or seeks to communicate intelligence data except in
accordance with this Act shall for each such offerse be
fined not more than five hundred dollars or be imprisoned
not more than six months, or both,

3. If the person convicted under this section is a peace
officer, the conviction shall be grounds for discharge or
suspension from duty without pay and if the person con-
victed is a public official or public employee, the conviction
shsll be grounds for removal from office.

4, Any reasonable grounds for belief that a public
employce has violated any provision of this Act shall be
grounds for immediate removal from all access to crimi-
nal history data and intelligence data.

Sec. 8.New SecTioN. Intelflgence data. Intelligence
data contained in the files of the department of pubic
safety or a criminal justice agency shall not be placed
within a computer data storage system.

Intelligence data in the files of the department may be
disseminated only to a peace officer, criminal justice
agency, or state or federal regulatory agency, and only  if
the department is satisfied that the need to know and the
intended use are reasonable. Whenever intelligence data
relating to a defendant for the purpose of sentencing has
been provided a court, the court shall inform the de-
fendant or his attorney that it is in possession of such data
and shall, upon request of the defendant or his attorney,
permit examination of such data.

If the defendant disputes the accuracy of the intelligence

data, he shall do so by filing an affidavit stating the sub-’

stance of the disputed data and wherein it is inaccurate.
If the court finds reasonable doubt as to the accuracy of
such information, it may require a hearing and the
examination of witnesses relating thereto on or before the
time set for sentencing.

Sec. 9. NEw SectioN. No surveillance data shall be
placed in files or manual or automated data storage
systems by the department or bureau or by any peace
officer or criminal justice agency. Violation of the pro-
visions of this section shall be a public offense pumshabl:
under section seven (7) of this Act.

Sec. 10. New SecrioN. Ruler. The department shall
adopt riles and regulations designed to assure the security
and confidentiality of all criminal history data and in-
telligence data systems.

Spc. 11. New SectioN.  Education program. The de-
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partment shall require an educational program for its
employees and the employees of criminal justice agencies
on the proper use and control of eriminal history data and
intelligence data.

Sec, 12. New Secrion. Data processing. Nothing in
this Act shall preclude the use of the equipment and hard-
ware of the data processing service center provided for in
section nineteen B point three (19B.3), subseciion five (5),
of the Code for. the storage and retrieval of criminal
history data. Files shall be stored on the computer in such
a manner as the files cannot be modified, destroyed,
accessed, changed or overlayed * in any fashion by non-
criminal justice agency terminals or personnel. That portion
of any computer, electronic awitch or manual terminal
having access 1o criminal history data stored in the state
computer must be under the management control of a
criminal justice agency.

Sec, 13. New SecTioN, Revlew. The department shall
initiate periodic review procedures designed to determine
compliance with the provisions of this Act within the
degartment and by criminal justice agencies and to de-
termine that data furnished to them is factual and accurate.

See. 14. New SecrioN. System for the exchange of
criminal history dsta. The department shall regulate the
participation by all state and Iocal agencies in any system
for the exchange of criminal history data, and shall be
responsible for assuring the consistency of such participa-
tion with terms and purposes of this Act,

Direct necess to such systems shall be limited to such
criminal justice agencies as are expessly designated for that
purpose by the department. The department shall, with re-
spect to telecommunications ferminals employed in the
discrimination of criminal history data, insure that security
is provided over an entire terminal or that portion actually
authorized access to criminal history data.

SEC. 15. NEw SecrioN, Reports to departmient. When
it comes to the attention of a sheriff, police department, or
other law enforcement agency that s public offense -has
been committed in its jurisdiction, it shall be the duty of
the law enforcement agency lo report information con-
cemning such crimes to the bureau on a form to be
fumished by the bureau not more than thirtyfive days
froms the time the crime first comes to the attention of such
law enforcement agency. These reports shall be used to
generate crime statistics. The bureau shall submit statistics
to the governor, legislature and crime commission on a
quarterly and yearly basis,

When a sheriff, police department or other law enforce-
ment agency makes an artest which is reported to the
burean, the arresting law enforcement agency and any
other law enforcement ageney which obtains custody of the
arrested person shall furnish a disposition report to the

* According 10 enrolled Act,
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bureau whenever the arrested person is transferred to the
custody of another law enforcement agency or is released
without having a complaint or information filed with any
court,

Whenever a criminal complaint or information is filed in
any co.r. the clerk shall furnish a disposition report of
suck case,

The disposition ceport, whether by a law enforcement
agency or court, shall be sent to the burean within thizty
days after dispozitior on a form provided by the bureau.

every year the bureau shall review and determine current
statud of all Iowa arrests reported after the effective date
of this Act which are at least one vear old with mo
disposition data. Any Iowa arrest recorded within a <om-
puter data storage system which has no disposition data
after five years shall be removed unless there is an ouf-
standing arrest warrant or detainer on such charge.

Sec. 17. New Secrion. Exclusion, Criminal history
data in a computer data storage system does not include;

1. Arrest or disposition data after the person has been
acquitted or the charges dismissed.

SEC. 18. NEw SEcTioN. Public records, Nothing in this
Act shall prohibit the public from examining and copying
the public records of any public body or agency as au-
thorized by chapter sixty-eight A (68A) of the Code.

Criminal history data and intelligence data in the pos-
session of the department or bureau, or disseminated by the
department or bureau, are not public records within the
provisions of chapter sixty-eight A (68A). of the Code.

SEC. 19. NEW SecTioN. There is hereby created a con-
fidential records council consisting of nine regular mem-
bers. Two members shall be appointed from the house of
representatives by the speaker of the house, no more than
one of whom shall be from the same party. Two mem-
bere shall be appointed from the senate by the lieutenant
governor, no more than one of whom shall be from the
same party. The other members of the council shall be:
8 judge of the district court appointed by the chief justice
of the supreme court, one local Iaw enforcement official,
appointed by the governor; the commissioner of public
safety or his designee; and two private citizens oot con-
nected with law enforcement, appointed by the governor.
The council shall select its own chaitman, The members
shall serve at the pleasure of those by whom their ap-
pointments are made,

The council shall meet at least annually and at any other

time upon the call of the governor, the chairman of the,

council, or any three of its members. Each council mem-
ber shall be entitled to reimbursement for actual and
Necesgary expenses incurred in the performance of official
duties from funds appropriated to the depariment of
public safety.
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The council shall have the following responsibilities and
duties:

L. Shall periodically maonitor the operation of govern-
mental information systems which deal with the collection,
storage, use and dissamination of crimninal history or in-
telligence data.

2, Shall review the implementation and effectiveness of
legislation and administrative rules and regulations con-
cerning such systems,

3. May recommend changes in said rules and regulations
and legislation to the legislature and the appropriate ad-
ministrative officials.

4. May require such reports from state agencies ag may
be necessary te perform its duties. ,

5. May r. .ve and review complaints from the public
concerning the operation of such systems.

6. May conduct such inquiries and investigations as it
finds appropriate to achieve the purposes of this Act. Fach
criminal justice agency in this state and each state and
local agency otherwise authorized access to criminal history
data is authorized and directed to furnish to the couneil,
upon its request, such statistical data, reports, and other
information in its possession ag the council deems neces-
sary to carry out its functions under this Act. However,
the council and its members, in such capacity, shall not have
access to criminal history data or intelligence data unlessit is
data from whicl individual identities are not ascertainable or
data which has been marked so that individual identities
are not ascertainable. However, the council may examine
data from which the identity of an individual is ascertain-
able if requested in writing by that individual or his at-
torney with writien authorization and fingerprint identifica-
tion.

7. Shall annually approve rules and regulations adopted
in accordance with section ten (10) of this Act and rules
and regulations to assure the accuracy, completeness and
proper purging of criminal history data,

8..Shall approve all agreements, arrangements and sys-

tems for the interstate transmission and exchange of
criminal history data.
- 8ec. 20. New SecmioN. The provisions of sections two
(2) and three (3) of this Act shall not apply to the
certifying of an individual's operating record pursuant to
section three hundred twenty-one A point three (321A.3)
of the Code.

Approved July 21, 1973 *

COMMONWEALTH OF MASSACHUSETTS

G.L. c. 6, 3. 167-178, added by St. 1972, c. 805 including
amendment in St. 1973, St 961

~ *Thh ;ez was passed by the G. A. before July 1, 1973,
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CriMiNAL OFFenNpeR REcorb INFORMATION SYSTEM
[NEw]

§ 167. Definitions

The following words shall, whenever used in this section
or in sections one hundred and sixty-eight to one hundred
seventy-eight, inclusive, have the following meanings un-
less the context otherwise requires: “Criminal justice
agencies”, those agéncies at all levels of government which
perform as their principal function, activities relating to (a)
crime prevention, including research or the sponsorship of
research; (b) the apprehension, prosecution, adjudication,
incarceration, or rchabilitation of criminal offenders; or
{c) the collection, storage, dissemination or usage of
criminal offender record information.

“Criminal offender record information”, records and
data compiled by criminal justice agencies for purposes of
identifying criminal offenders and of maintaining as to each
such offender a summary of arrests, pretrial proceedings,
the nature and disposition of criminal charges, sentencing,
incarceration, rehabilitation and release. Such information
shall be restricted to that recorded as the result of the
initiatiom of criminal proceedings or of any consequent

proceedings related thereto. It shall not include intelligence,

analytical and investigative reports and files, nor ;tgtizxtiesl
records and reports ip which individuals are not identified
and from which their identities are not ascertainable.

“Interstate systems”, all agreements, arrangements and
systems for the interstate transmission and exchange of
criminal offender record information. Such systems shall
not include recordkeeping systems in the commonwealth
maintained or controlled by any state or local agency, or
group of such agencies, even if such agencies receive or
have received information through, or otherwise partici-
pated or have participated in, systerns for the interstate
exchange of criminal record information,

“Purge”, remove from the <riminal offender record in-
formation system such that there is no trace of information
removed and no indication thot said information was re-
moved.

Added by 51.1972, c. 805, 5 1.

1972 Emactment. 5t.1972, c. 805, § 1, adding this section and sec-
ticns 168 to 178 of this chapter, was approved July 19, 1972, Section
9 provided: “Thia act shall take effect conformably to law, except
thit &ny #gency, department, institution, or Individual which is
puthorized by statute to receive criminal offender record information
or which receives the same at the discretion of the commissioner of
probation, on the effective date of this aet, shall continue 1o rective
the same, notwithstanding any provision of this act to the contrary,
until January first, nirieteen hundred cnd seventy-three.”

Correctional institytions,

[dentification of prisoners, see ¢ 127, § 23,
Fugitives from justice, descriptions, see ¢. 127, § 25.

Department of public safety, criminal information bureau, sese

c 22, § 3A.
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Fipgerprinting and photographing.
Cities snd towns, Persons arrested during giows, etc., Zee ¢ 41,
598,
Fersons charged with a felony, see e, 263, § 1A,
Use of systems opersted by the board authorized.
Commissioner of probation, see ¢. 276, § 100.
Corrections] institutions, ser <. 127, §§ 2, 2§, 29,
Depaniment of public safety, 1ee c. 147, § 4A.
State police, eriminal information bureau, ste ¢ 147, § 4C.

§ 168, Criminal history systems board; establishment;
members; chairman: terms; meetings; expenses;
regulations; powers and duotles: director of tele-
processing and other employees; report

There shall be a criminal history systems board, herein-
after called the board, congisting of the following persons:
the attorney general, the chairman of the Massachusetts
defenders committee, the chiairman of the parole board,
the chief justice of the disirict courts, the chief justice of
the superior court, the chief justice of the supreme judicial
cour!, the commissioner of the depariment of correction,
the commissioner of the department of public safety, the
commissioner of the department of youth services, the
commissioner of probation, the executive director of the
governor's public safety committee, and the police com-
missioner of the city of Boston, or their designees, all of
whom shall serve ex officio, and three other persons to be
appointed by the governor for a term of three years one
of whom shall represent the Massachusetts district at-
torneys association, one of whom shall represent the Mas-
sacuseits chiefs of police association, and' one of whom
shall represent the county commissioners and sheriffs as-

pointive member his successor shall be appointed in a like
manner for a term of three years.

The governor shall designate annually the chairman of
the board from among its members, Mo chairman may be
appointed to serve more than two consecutive terms. The
chairman shall hold regular meetings, one of which shall
be an annual meeting and shall notify all board members
of the time and place of all meetings. Special meetings may
be called at any time by a majority of the board members
and shall be called by ihe chairman upon written ap-
plication of eight or more members, Members of the board
shall receive no compensation, but shall receive their ex-
penses actually and necessarily incurred in the discharge of
their duties.

The board, after receiving the advice and recommenda-
tions of its advisory commitiee, shall, with the approval
of two-thirds of the board members or their designees
present and voting, promulgate regulations regarding the
collection, storage, dissemination and usage of criminal
offender record information,

The board shall provide for and exercise control over
the installation, operation and maintenance of data pro- -
cessing and data communication systerns, hereinafter

13
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called the eriminal offender recard information system,
Said system shall be designed to insure the prompt col-
lection, exchange, dissemination and distribution of such
criminal offender record information as may be necessary
for the efficient administration and operation of criminal
justice agencies, and to connect such systems directly or in-
directly with similar systems in this or other states. The
board shall appoint, subject to section one hundred and
sixty-nine, and fix the salarv of a director of teleprocessing
who shall not be subject to the provisions of chapter thirty-
one or of section nine A of chapter thirty. The board may
appoint such other employees, including experts and con-
sultants, as it deems necessary to carry out its responsi-
bilities, none of whom shall be su ject to the provisions
of chapter thirty-one or of section nine A cof chapter
thirty.

The board shall make an annual report to the governor |

and file a copy thereof with the state secretary, the clerk
of the house of representatives and the ¢lerk of the senate.
The board is authorized to enter into contracts and
agreements with, and accept gifts, grants, contributions,
and bequests of funds from, any department, agency, or
subdivision of federal, state, county, or municipal govern-
meot and any individual, foundation, corporation, as-
sociation, or public authority for the purpose of providing
or feceiving services, facilities, or staff assistance in con-
nection with its work. Such funds shall be deposited with
the state treasurer and may be expended by the board in
accordance with the conditions of the gift, grant, contri-
bution, or bequest, without specific appropriation.
Paolicies, rules and regulations shall not be adopted by
the board until a hearing has been held in the manner
provided by section two of chapter thirty A.
Added by S5t.1972, ¢. 805 § 1. Amended by 51,1973, ¢, 961,
§1,

1573 Amendment, 511973, . 961, § 1. mpproved Owt. 29, 1973,
added the last paragraph,

§ 169, Criminal bistory sysfem advisary commities;
establishment; members; vote; chaimman; executive
secrefary, et al; meetings; powers, duiles and
fomctions; particlpation in interstate system for
exchange of record information; reporty :

There shall be a criminal history system advisory com.-
mittee of the board, hereinafter called the advitory com-
mittee, consisting of the following persons and their de-
signees: the commissioner of the Boston police depart-
ment, the attorney general, the commissioner of cofrection,
the commissioner of public safety, the commissioner of
youth services, the director of teleprocessing of the erimi-
nil offender record system, the executive director of the
governor's public safety commitiee, the president of the

Massachusetts district attorneys association, the commis-

sioner of probation, the chairman of the parole board, and

the chief justices of the district and superior courts. Each
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agency represented shall be limited to ome vote regardiess
of the number of designees present at the time any votes
are taken.

The advisory committee shall elect its own chairman
from its membership to serve a term of one year. No
chairman may be elected to serve more than two con-
secutive terms, The advisory committee may appoint an
executive secretary, legal counsel and such other em-
ployees as it may from time to time deem appropriate to
serve, provided, however, that such emplayees shall not be
subject to chapter thirty-one or scction nine A of chapter
thirty.

The chairman shall hold regular meetings, one of which
shall be an annual meeting and shall notify all advisory
committee members of the time and place of all meelings,
Special meetings shall be called at any fime by a majority

+of the advisory committee members, and shall be called by

the chairman upon written application of seven or more
members.

The advisory committee shall recommend to the board
regulations relating to the collection, storage, dissemination
and use of criminal offender record information, The ad-
visory committee shall ensure that communicatian is
maintained among the several prime users, The advisory
committee shall also recommend to the board the director
of teleprocessing of the criminal offender record informa-
tion system.

The advisory cormmitiee may coordinate its activities
with those of any interstate systems for the exchange of
criminal offender record information, may nominate one
or more of its members to serve upon the council or
committee of any such system and may participate when
and as it deems appropriate in any such system’s activities
and programs,

The advisory commiftee may conduct such inquiries and
investigations as it deems necessary and copsistent with
its authority. It may request any agency that maintains,
receives, or that is eligible to maintain or recsive eriminal

" offender records to produce for inspeetion statistical data,

feports and other information concerning the collection,
storage, dissemination and usage of criminal offsnder
record information. Each such agency is autherized and
directed to provide such data, reports, and other informa-
tion. .

The advisory committee, shall report annually to the
board concerning the collection, storage, dissemination and
usage of criminal offender record info.mation in the
commonwealth. The board may require additional reports
as it deems advisable,

Policies, rules and regulations shall not be adopted by
the advisory committee until a hearing has been held in
the: manner provided by section two of chapter thirty A.
Added by 5t.1972, c. 805. § 1. Amended by 5t.1973, c. 951,
§ 2.
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1973 Amendiment. 5t.1973, c. 961, § 2, approved Oct, 29, 1973
added the last paragraph. .

§ 170. Security and privacy council; establishment; mem-
bers; chainnan; terms; clerical assistance; meet-
ings: duties and fonctlons; expenses; reports;
participation in interstate system for exchange of
recond information

There shall be & security and privacy council, herein-
afier called the council, consisting of the chairman and one
other member of the advisory committee, chosen by the
advisory committee, and seven other members to be ap-
pointed by the governor, to include representatives of the
general public, state and local government, and one re-
presentative of t'w criminal justice community, Of thz
séven members initially appointed by the governor, two
shall be appointed for a period of one year, two shall be
appointed for a period of two years, two shall be ap-
for a period of four years. Thereafter, each of the ap-
pointments shall be for a period of four years. Each
member appointed by the governor shall serve until his
successor is appointed and has qualified. The chairman of
the council shall be elected by and from within the
council to serve for a term of two years. The advisory
committee shall provide such clerical and other assistance
as the council may require. The council shall meet at the
call of the governor, its chairman, or any three of its mem-
bers and shall conduct a continuing study and review and
to make recommendations concerning questions of in-
dividual privacy and system security in connection with
the collection, storage, dissemination, and vsage of criminal
offender record information. Council members shall receive
no compensation for their services on the council but shall
receive their expenses necessarily incurred in the perfor-
mance of official duties.

The council may conduct such inquiries and investiga-
tions as it deems necessary and consistent with its autho-
rity. The board, each criminal justice agency in the com-
monwealth, and each state and local agency having author-
ized access to criminal offender record information, is
authorized and may furpish to the council, upon request
made by its chairman, such statistical data, reports, and
other information direcily related to criminal offender
record information as is necessary to carry out the council’s
functions.

The council shall make an annual report to the governor
and file a copy thereof with the state secretary and the
clerk of the house of representatives and the clerk of the
senate. It may make such additional reports and recom-
mendations as it deems appropriate to earry out its duties.

The council shall appoint one or more of its members
to serve upon any similar council or commitiee connected
with any interstate system for the exchange of criminal
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offender record information, and may participate as it

. deems appropriate in the activities of any such system.

Policies, rules and regulations shall not be adopted by
the council until a hearing has been held in the manner
provided by section two of chapter thirty A.

Added by 5t.1972, c. 805, § 1. Amended by St.1973, ¢,
g61, § 3.

1973 Amendment. 561973, ¢, 961, § 3, epproved Oct, 29, 1973,
added the last paragraph.

§ 171. Regulations generally, <5/ iouing educationsl pro-

The board shall promulgate regulations (a) creating a
continuing program of data auditing and verification to as-
sure the accuracy and completeness of criminal offender
record information; (b) assuring the prompt and complete
purging of criminal record information, insofar as such
purging is required by any statute or administrative regu-
lation, by the order of any court of competent jurisdiction,
of to correci any ertors shown to exist in such information;
and (c) assuring the security of criminal ofiender record
information from unauthorized disclosures at all levels of
operation,

The board shall cause to be initiated for employees of

tain or receive criminal offender record information a con-

tinuing educational program in the proper use and control

of such information.

Added by 51.1972, ¢ 805, § 1,

§ 172. Dissemination of record information to authorized
agencies aud Individuals; determinstion of eligibil-
ty for access; certification; listing; scope of Im-
quiry; regulations; access limited; authorization

Criminal offender reécord information shall be dissemi-
nated, whether directly or through any intermediary, only
to (a) criminal jostice agencies and (b) such other in-
dividuals and agengies as are authorized access to such
recirds by statute,

The board shall certify which agencies and individuals
requesting access to criminal offender record information
are authorized such access, The board shall, regarding
such agency or individual, make a finding in writing of
eligibility or non-eligibility for such access. No such in-
formation shall be disseminated to any agency or in-
dividual prior to the board’s determination of eligibility or,
in cases in which the board’s decision is appealed, prior

- to the final judgment of a court of competent jurisdiction

that the agency or individual is so eligible.

Each agency holding or receiving criminal offender
record information shall maintain, for such period as is
found by the board to be appropriate, a listing of the
agernicies or individuals to which it has released or com-

&
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municated such information. Such listings, or reasonable
samples thereof, may from time to time be reviewed by
the board, advisory committee, or council to determine
whether any statutory provisions or regulations Lave been
violated.

Dissemination from any agency in this commonwealth
of criminal offender record information shall, except for

purposes of research programs approved under section one

hundred and seventy-three, be permitted only if the in.
quiry is based upon name, fingerprints or other personal
identifying characteristics. The board shall promulgate re-
gulations to prevent dissemination of such information,
except in the above situations, where inquiries are based
upon categories of offense or data elements other than
said characteristics,

Notwithstanding the provisions of this section, access to
criminal offender record information on the basis of data
elements other than personal identifying characteristics
shall be permissible if the criminal justice agency seeking
such access has first obtained authorization from the com.
missioner of probation, or in his absence, a deputy com-
missioner of probation. Such authorization may be given
as a matter of discretion in cases in which it has been
shown that such access is imperative for purposes of the
criminal justice agency’s investigational or other responsibili-
ties and the information sought to be obtained js not
reasonably available from any other source or through any
ather method.

Added by 51.1972, ¢, 805, § 1.

§ 173. Regulations for program resesrch; monitoring;
BCCesy restricted

The board shall promulgate regulations to govern the
use of criminal offender record information for purposes
of program research, Such regulations shall require pre-
servation of the anonymity of the individuals to whom such
information relates, shall require the completion of non-
disclosure agreements by all participants in such programs,
and shall impose such additional requirements and con-
ditions as the board finds to be necessary to assure the
protection of privacy and security interests,

The board may monitor any such programs to assure
their effectiveness. The board may, if it determines that a
program’s continuance threstens privacy or security in-
terests, prohibit access on behalf of any such program to
criminal offender record information.

Added by 511972, ¢ 805, § 1.

§ 174. lUntersiate system for exchange of record informa-
tion; supervision of participation by state and
local agencles; access lmited; telecommunications
access terminals

The board shall supervise the participation by all state
and local agencies in any interstate systems for the ex-
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change of criminal offender record information, and shall
be responsible to assure the consistency of such participa-
tion with the terms and purposes of sections one hundred
and sixigseight to section one hundred and seventy-eight,
inclusive.

Direct access to any such system shall be limited to
such criminal justice agencies as are expressly designated
for that purpose by the board. Where any such system
employs telecommunications access terminals, the board
shall limit the number and placement of such terminals to
those for which adequate security measures may be taken
and as 10 which the board may impose appropriate super-
visory regulations. ’

Added by 5t.1972, ¢. 805, § 1.

§ 175. Inspection of record information by individual
concerned; corrections; procedure; restrictions

Each individual shall have the right to inspect, and if
practicable, copy, criminal offender record information
which refers to him. If an individual believes such infor-
mation to be inaccurate or incomplete, he shalf request
the agency having custedy or control of the records to
purge, modify or supplement them. If the agency declines
to so act, or if the individual believes the agency’s decision
to be otherwise unsatisfactory, the individual may in writ-
ing request review by the council. The council shall, in"
each case in which it finds prima facie basis for complaint,
conduct a hearing at which the individual may appear
with counsel, presen! evidence, and examine and cross-
examine witnesses. Written findings shall be jssued within
sixty days of receipt by the council of the request for
review. Failure to issue findings shall be deemed a decision
of the council. If the record in question is found to be
inaccurate, incomplete or misleading, the council shall
recommend to the board that the record be appropriately
purged, modified or supplemented by explanatory notation,
Notification of the council’s recommendsation and sub-
sequent orders by the board to delete, amend or supple-
ment the records, shall be disseminated by the board to
any individuals or agencies ta which the records in question
have been communicated, as well s to the individual
whose records have been ordered so altered within ten
days of receipt of the council's recommendation. Failure
of the board to act shall be deemed a decision of the
board.

Agencies at which criminal offender records are sought
to be inspected shall prescribe reasonable hours and places
of inspection, and shall impose such additional restrictions
as may be approved by the board, including fingerprinting,
as are reasonably necessary both to assure the record’s
security and to verify the {dentities of those who seek to
inspect them,

Added by $1.1972, ¢, 805, § 1.
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§ 176, Appesl; de novo hexring; equitable relief

Any individual or agencv aggrieved by any order or
decision of the board or adverse recommendation of the
council or failure of the council to issue findings may ap-
peal such order, recommendation or decision to the supe-
rior court in the county in which he is resident or in which
the board issued the order or decision from which the in-
dividual or agency appeals. The court shall in each such
case conduct a de novo hearing. and may order such relief
as it finds to be required by equity.

Added by St.1972, c. 805, § 1.

& 177. Violations; civil liability

Any aggrieved person may instituie a civil action in
superior court for dam=ges or to restrain any violation of
sections one hundred and sixty-eight to one hundred and
seventy-five, inclusive. If it is found in any such action that
there has occurred a willful violation, the violator shall not
be entitled to claim any privilege absolute or qualified,

and he shall in addition to any liability for such actual

damages as may be shown, be liable for exemplary dam-
ages of not less than one hundred and not more than one
thousand dollars for each violation, together with costs
and reasonable attorneys' fees and disbursements incurred
by the person bringing the action.

Added by 5t.1972, c. B0S5, § 1.

§ 178. Viglations; punishment -

Any person who willfully requests, obtains or seeks to
obtain criminal offender record information under false
pretenses, or willfully communicates or seeks to com-
municate criminal offender record information to any
agency or person except in accordance with the provisions
of sections one hundred and sixty-eight to onme hundred
and seventy-five, inclusive, or any member, officer, em-
ployee or agency of the board, the advisory committee, the
council or any participating agency, or any person con-
nected with any authorized research program, who will-
fully falsifies criminal offender record imformation, or any
records relating thereto, shall for each offense be fined not
more than five thousand dollars, or imprisoned in a jail
or house of correction for not more than onie year, or both.
Added by §t.1972, ¢, 805, § 1.

PROJECT SEARCH

A MopeL STate Acr For CRIMINAL
OrFENDER 'RECORD INFORMATION*®

1. Legisiative Findings and Purpose.

" * Reprinted from Project Search Technical Memorandum No. 3,
May, 1971, R
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The legislature finds and declares that a more effective
administrative structure now is required to control the
collection, storage, dissemination and usage of criminal of-
fender record information. These improvements in the
organization and control of criminal offender recordkeep-
ing are imperative both to strengthen the administration of
criminal justice and to assure appropriate profection of .
rights of individual privacy, The legislature further finds
that vigorous protection of such rights of individual pri-
vacy is an indispensable element of a fair and effective
system of criminal offender recordkeeping. The purposes
of this Act are (1) to control and coordinate criminal of-
fender recordkeeping within this State; (2) to em;ourage
more efficient and uniform systems of criminal offender
recordkeeping: (3) to assure periodic reporting to the
Governor and legislature concerning such recordkeeping;
and (4) to establish a more effective administrative struc-
ture for the protection of individual pnvat:y in connection
with such recordkeeping. 3

2, Definitions.

For purposes of this Act, (a) “criminal justice agemles
shall be understood to include only those public agencles at
all levels of government which perform as their principal
function activities (i) relating to crime prevention, includ-
ing research or the sponsorship of research; (ii) relating
to the apprehension, prosecution, adjudication, or reha-
bilitation of criminal offenders; or (iii) relating to the
collection, storage, dissemination or usage of criminal of-
fender record information.

{b) “criminal offeitder record information™ shall be un-

- derstood to include records and data compiled by criminal

justice agencies for purposes of identifying criminal of-
fenders and of maintaining as to each such offender a
summary of arrests, pretrial proceedings, the nature and
dispusnlmn of criminal charges sent:ncing, rehnbilitatian

reslnc:ed tc: that reaorded as the result of the in h,atmn of
criminal proceedings or of any consequent proceedings
related thereto. It shall be understood not to include in-
telligence, analytical and investigative reports and files,
nor statistical records and reports in which individuals are
not identified and from which their identities are not as-
certainable.

(c) “interstate systems” shall be understood fo include
all agreements, arrangements and systems for the in-
terstate transmission and exchange of criminal offender
record information. Such systems shall be understood not
to include recordkeeping systems in the state maintained or
controlled by any state or local agency, or group of such
agencies, even if such agencies receive or have received in-
formation through, or otherwise participate or have parti-
cipated in, systems for the interstate exchange of criminal
offender record information,

17
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(d) “state” shall be understood to mean, unless other-
wise expressly indicated, this state.

3. Relationship to Other Statufes.

(a) In the event of conflict, this Act shall to the extent
of the conflict supersede, except as provided in subsection
(b), all existing statutes which regulate, control or other-
wise relate, directly or by implication, to the collection,
storage, dissemination or usage of criminal offender re-
cords. So far as consistent with this Act, the [state adminis-
trative code shall govern the transactions and procéedings
conducted pursuant to this Act].

(b) Not withstanding the provisions of the subssction
(a), this Act shall not be understood to-alter, amend or
supersede the statutes and rules of law which govern the
collection, storage, dissemination or usage of records con-
cerning juvenile or youthful offenders,

4. Criminal Offender Records Control Committee.

(a) The Criminal Offender Records Control Committee
(hereinafter the Committee) is established to regulate the
collection, storage, dissemination and’ usage of criminal
offender record information. The Committes shall be
composed of persons representing the following state and
local criminal justice agencies: [- e - 1.
The Committee’s Chairman shall be appointed by [the
Governor] and shall serve at his pleasure. The Committee
may appeint and fix the compensation of a staff director,
a legal counsel and such other staff personnel as it may
from time 1o time deem appropriate, .

(b) The Committee may coordinate its activities with
those of any interstate systems for the exchange of criminal
offender record information, may nominate one or more
of its members to serve upon the council or commitiee of
any such system, and may participate when and as it
deems appropriate in any such system®s activities and
programs.

(c) The Committee shall adopt such regulations as it.

finds appropriate to carry out its functions under this
Act,

(d) The Committer may conduct such inquiries and
investigations as it finds approptiate to carry out its func-
tions under this Act. It may for this purpose request any
agency that maintains, or has received, or that is eligible
to maintain or receive criminal offender records lo pro-
duce for inspection statistical data, reports and other in-
formation concerning the collection, storage, dissemination
and usage of criminal offender record information. Each
such agency is authorized and directed to provide such
data, reports, and other information,

(e) The Committee shall report annually to the Govern-
or and legislature concerning the collection, storage, dis-
semination and usage in this state of criminal offender
record information. The Governor or legislature may re-
quire such additional reports as they deem desirable.
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5. Security and Privacy Coundl.

(a) [The Governor] shall appoint a Security and Privacy
Council (hereinafter the Council), consisting of a chair-
man and not more than eight members, to condict s
continuing study and review of guestions of individual
privacy and system security in connection with the col-
lection, storage, dissemination and usage of criminal of-
fender record information. In appointing the Council, [the
Governor] shall seek such representatives of the general
public, state and local government, and the :riminal
justice community as may be expected to express fairly
and vigorously the various interests involved. The Council's
Chairman and members shall serve at [the Governor's]
pleasure. The Council may appoint and fix the compensa-
tion of a staff director, a legal counsel and such other staff
personnel as it may from time to time deem appropriate.
The Council shall meet at the call of the Governor, its
Chairman, or any three of its members to carry out its
responsibilities under Section II of this Act, to study
the privacy and security implications of criminal offender
records, or to formulate recommendations concerning their
collection, storage, dissemination or usage, Each Council
member shall be entitled to reimbursement for actual and
necessary expenses incurred in the performance of official
duties,

(b} The Council may conduct inquiries and investiga-
tions as it finds appropriate to achieve the purposes of this
Act, The Committee, each criminal justice agency in this
state, and.each state and local agency otherwise authorized
access to criminal offender record information is authorized
and directed to furnish to the Council, upon request made
by its Chairman, such statistical data, renorts, and other
information as the Couneil deems necessary fo carry out
its functionis under this Act.

(c) The Council shall report annually to the Governor
and legislature concerning both its responsibilities under
Section 11 and other questions of privacy and security in
connection with the collection, storage, dissemination and
usage of criminal offender record information. It may
make such additional reports and recommendations as it
deems appropriate to carry out its functions under this
Act.

(d) The Council may nominate one or more of its

connected with any interstate system for the exchange of
criminal offender record information, and may participate
when and as it deems appropriate in the activities of any
such system.

6. Data Verification and Parging.

(a) The Committee shall adopt regulations creating a
continuing program of data auditing and verification to
assure the accuracy and completeness of eriminal offender
record information,
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(b) The Commitiee shall adopt regulations to assure
the prompt and complete purging of criminal record in-
formation, insofar as such purging is required,

(i) by any statute or valid administrative regulation
of this state;

(ii) by the order of any court of competent juris-
diction in this state;

(iii) by the law of any other jurisdiction, where the
data or records in question have originated in that juris-
diction;

(iv) to correct any errors shown to exist in such in-
formation;

(v) to achieve any of the purposes of thizs Act, to
improve the efficiency of criminal offender recordkeep-

ministration of criminal justice.

7. System Security.

(a) The Committee shall adopt regulations to assure
the security of criminal offender record information from
unauthorized disclosures at all levels of operation in this
state.

(b) The Committee shall cause to be initiated for em-
ployees of all agencies that maintain, receive, or are
eligible to maintain or receive criminal offender record
information a continuing educational program in the
proper use and control of such information.

8, Access.

{a) Criminal offender record information shall be dis-
seminated, whether directly or through any intermediary.
only to (i) criminal justice agencies and (ii) such other
individuals and agencies as are, or may subsequently be,
authorized access to such records by statute, The Commit-
tee shall issue regulations to assure that such information
shall be disseminated only in situations in which it is
demonstrably required by the individual or agenmcy for
purposes of its statutory responsibilities.

(b) It shall be the Committee's responsibility to deter-
mine whether each agency requesting access to criminal
offender record information is authorized such access up-
der the terms of this Act. The Committee shall, as to each
such agency, make a finding in writing of its eligibility or
non-eligibility for such access. Except as provided in sub-
section (¢) of this section, no such information shall be
disseminated to any agency prior to the Committee's de-
termination of its eligibility or, in cases in which the Com-
mittee’s decision is appealed under Section 12 of this Act,
prior to the final judgment of a court of competent juris-
diction that the agency is so eligible.

(c) For a period of [six months] following the adoption
of this Act, or until such time as the Committee completes
its determination of the eligibility or non-eligibility for ac-
cess of a requesting agency, whichever first occurs, any
such requesting agency that is receiving criminal offender
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record information at the time of this Act’s passage shall
be deemed to be eligible for such access,

(d) Each agency holding or receiving criminal offender
record information shall maintain, for such period as is
found by the Committee to be appropriate, a listing of the
agencies to which it has released or communicated such
information. Such listings, or reasonable samples thereof,
may from time to time be reviewed by the Committee,
Council, or any of their staff members to determine
violated. .

(¢) Dissemination from any agency in this state of
criminal offender record information shall, except for pur-
poses of programs of research approved under Section 9,
and with the further exception of instances in which a
warrant has been obtained in accordance with subsection
(f) of this section, be permitted only if the inquiry is
based upon name, fingerprints or other personal identi-
fying characteristics. The Commiitee shall issue regulations
to prevent dissemination of such information, except in the
above situations, where inquiries are based upon categories
of offense or data elements other than name, fingerprints
or other personal identifying characteristics.

(f) Noiwithstanding the provisions of subsection (e),
of data elements other than personal identifying charac-
teristics shall be permissible if the criminal justice agency
seeking such access has first oblained from a (magistrate,
judge or justice) a class access warrant. Such warrants may
be issued as a matier of discretion by a (magistrate, judge
or justice of any court of this state) in cases in which
probable cause has been shown that (i) such access is
imperative for purposes of the criminal justice agency's
investigational or otheér responsibilities, and (ii) the in-
formation sought to be obtained is not reasonably avail-
able from any other source or through any other method.
A summary of each request for such a warrant, together
with a statement of its disposition, shall within ninety days
of disposition be furnished the Committée,

9. Research.

(a) The Committee shall issue regulations to govern the
usage in this state of criminal offender record information
for purposes of programs of research. Such regulations
shall require preservation of the anonymity of the indivi-
duals to whom such information relates, shall require the
completion of nondisclosure agreements by all participants
in such programs, and shall impose such additional re-
quirements and conditions as the Committee finds to be
necessary to assure the protection of privacy and security
interests.

(b) The Committee may monitor any such programs to
assure satisfaction both of the requirements of thiz Act
and of any applicable regulations, The Committee may, if
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it determines either that such requirements have not been
satisfied or that a program’s continuance otherwise threat-
ens privacy or security interests, prohibit access on behalf
of any such program to criminal offender record infor-
mation.

(c) Any state or local agency may request the Com-
mittee to evaluate any proposed program of research and
to offer recommendations concemning its consistency with
the purposes and requirements of this Act.

10. Interstate Systems for the Exchange of
Criminal Offender Record Information.

(a) The Commiitee shall regulate the participation by
all state and local agencies in any interstate system for
the exchange of criminal offender record information, and
shall be responsible to assure the consistency of such
participation with the terms and purposes of this Act.
The Committee shall have no authority to compel any
agency to participate in any such interstate system.

(b) Direct access to any such system shall be limited to
such criminal justice agencies as are expressly designated
for that purpase by the C‘ommittee Wherg any such 5ys-

Cﬂmmmce sha!l !xmn the numbt:r and placement of sugh
terminals to those for which adequate security measures
may be taken and as to which the Committee may im-
pose appropriate supervisory regulations.

11. Rights of Access and Challenge,

(a) Each individual shall have the right to inspect
criminal offender record information located within this
state which refers to him. If an individual believes such
information to be inaccurate or incomplete, he may request
the agency having custody or control of the records to
purge, modify or supplement them. Should the agency
decline to so act, or should the individual believe the
agency's decision to be otherwise unsatisfactory, the in-
dividual may in writing request review by the Council.
The Council, its representative or agent shall, in each case
in which it finds prima facie basis for complaint, conduct
a hearing at which the individual may appear with counsel,
present evidence, and examine and cross-examine witnesses.
Wrilten ﬁndings aﬂd :ﬂnclusiuns shail be issued Shuuld
plElE or m!sleadmg. the Cauncll shal! order lt m bg ape
propriately purged, modified or supplemented by an ex-
planatory notation. Each agency or individual in the state
with custody, possession or control of any such record
shall promptly cause each and every copy thereof in its
custody, possession or control to be altered in accordance
with the Council's order. Notification of each such de-
letion, amendment and supplementary notation shall be
promptly disseminated by the Committee to any indivi-
duals or agencies to which the records in question have
been communicated, as well as to the individual whose
records have been ordered so altered,
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(b) Agencies at which criminal offender records are
sought to be inspected may prescribe reasonable hours
and places of inspection, and may impose such additional
restrictions, including fingerprinting, as are reasonably
necessary both to assure the record’s security and to verify
the identities of those who seek to inspect them.

12. Appeal.

Any individual or agency aggrieved by any order or
decision of the Committee or Council may appeal such
order or decision to the [trial court] in the county in
which he is resident or in which the Council, the Com-
mittee, their representative or agent issued the order or
decision from which the individual or agency appeals. The
court shall in each such case conduct a de novo hearing,
and may order such relief as it finds 1o be required by
equity,

13, Civil Liability. :

(a) Any person may institute a civil action for damages
or to restrain any violation of this Act, or both. Should it
be found in any such action that there has occurred a
willful violation of this Act, the violator shall, in addition
to any liability for such actual damages as may be shown,
be liable for exemplary damages of not less than one
hundred and not more than one thousand dollars for each
such violation, together with costs and reasonable attorneys’
fees and disbursements incurred by the person bringing
the action,

(b) If, in any civil action alleging the publication or
dissemination of criminal offender records, it is found that
the 'pfovisiﬂns nf this Aa:t or r’.\f any reguiaﬁons issu:d
na!lﬂ,ﬂ af sutb remrds have bezn vn:lated, ihg vmlatur
shall not be entitled to claim any privilege, absolute or
qualified, as a defense thereto.

14, Criminal Penalties.

Any person who willfully requests, obtains or seeks to
obtain criminal offender record information under false
pretenses, or who willfully communicates or seeks to
mmmunicale criminsl aﬁencjer rezmd infﬂrmaﬁan to any

any membgr. gﬁ’lcer, emplﬂyce or agem of t.he Cﬂmmmgz,
the Council or any participating agency, or any person
connected with any research program authorized pursuant
to Section 9, who willfully falsifies criminal offender
record information, or any records relating thereto, shall
for each such offense be fined [not more than five thousand
dollars, or imprisoned in the state penitenfiary not more
than two years, or both], Any person who knowingly,
but without eriminal purpose, communicates or secks to
communicate criminal offender record information except
in accordance with this Act shall for each such offense be
fined [not more than one hundred dollars, or imprisoned
not more than ten days, or both].

15, [Authorization of Appropriations.]
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The committee heard first from Thomas Madden,
General Counsel of the Law Enforcement Assist-
ance Administration, who described the funda-
mental balance to be struck in these policy determi-
nations: -

Mr. Chairman, in your consideration of the right of

privacy and criminal justice information systems it is

important that you develop legislation which strikes a

of the criminal justice system and the constitutional

rights of citizens affected by this information.

Part of s citizen's right of privacy is lost through engage-

ment in criminal activity, By law or by custom in each

state the facts of an individual's arrest, trial and convic-

tion are all matters of public record. Law enforcement

agencies maintain police blotters or arrest books which

are generally open to the public. Grand jury indictments

and records of court proceedings are available to the

public in state and local courts,

Legislation must be developed which elearly defines the

degree io which a citizen’s right to privacy should be

further modified by contact with the criminal justice

system, particularly where an arrest does not lead to a

conviction.

Madden identified the primary issues involved in

developing Federal or state legislation as follows:

(a) the administration of the privacy legislation
and the noncompliance sanctions in the legis-
lation, ,

(b) the types of information to be covered;

(c) the types of criminal justice agencies to be
covered;

(d) the use of criminal justice information for
law enforcement purposes;

(e) the non-criminal justice use of criminal jus-
tice information;

(H) accuracy and timeliness of information;

(g) access by the press;

(h) access by individuals for the purpose of re-
view and correction;

(i) sealing and purging; and

(j) security.

Mr. Madden identified five essential types of

criminal justice information:

1. arrest information,

[

criminal record information,

correctional or release information,
criminal intelligence information and
criminal justice investigative information,

Eal i

L

He stated that different privacy standards are
necessary to deal with the collection, dissemination
and use of each type of information, and he later
discussed the issue of non-criminal justice use of
criminal justice information in terms of these classi-
fications. He explained that it is generally afresd
that intelligence information should not be made
available for any non-criminal justice use or t0 any
non-criminal justice agency except for natiomal
defense purposes or the protection of individuals
whose lives are in imminent danger. He said that
investigative and correctional or release informm-
tion should be similarly restricted, with the addi-
tional possible exception of use essential to effective
rehabilitation.

There are, however, according to Madden, legiti-
mate non-criminal justice uses for criminal record
information and arrest record information. He sug-
gested that such uses include consideration in the
processes of licensing or hiring for certain sensitive
positions, but went on to state that only uses author-
ized by statute or executive order pursuant to stat-
ute should be permitted. He stressed that a distinc-
tion should be made between arrest records that do
not include dispositions and criminal record infor-
mation.

Another issue of major concern is the accuracy
and timeliness of criminal justice information. Mr,
Madden observed that the best protection of an indi-
vidual’s privacy may simply be to insure that any
information maintained in a criminal justice infor-
mation system is accurate and that dispositions are
recorded in a timely manner so that information
disseminated will be an accurate reflection of an
individual’s criminal history. He said:

Legislation should require that every item of inforrmition

entered in a system is checked for accuracy and com

pleteness before entry, and that inaccurate, incomiplete,

unclear, or ambiguous data should riot be entered im g

eriminal justice information system. Legislation should

require that steps be taken to assure that systematic
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common thread was the vesting of most of the rule-
making authority in a board or council. He ex-
pressed concern that the legislation provided few
guidelines and possibly delegated greater discretion
in the central agency than is constitutionally per-
missible.

A second common provision, which Mr, Murray
felt was extremely critical, was the grant to the cen-
tral agency of authority to control participation in
interstate information systems. He said:

Unless that central systern has the authority to regulate
and therefore to prohibit in appropriate instances the
connection between a given locality and an interstate sys-
tem, I think that state will find that it may be faced with
a conglomerate that will very likely violate all of the
basic principles that the central information system
would normally try and expect to put in place.

On the issue of non-criminal justice use of crimi-
nal justice information, Mr. Murray noted a pro-
liferation of statutes authorizing dissemination of
information to non law-enforcement agencies and
stated:

In iny view, the only rational way of approaching this
problem of distribution of eriminal history information
outside of the criminal justice system is to start off with
a comprehensive view of what is meant by the notion of
rehabilitation and what it is we as a state or a society
expect to accomplish by punishing an individual who
has been convicted of a crime. On the one hand, we are
likely to say that that individual, having paid his debt,
as it were, ought to be restored to full membership in
the society. But, on the other hand, wherever the
activity in which that person engages somehow or other
has some slight degree of delicacy or sensitivity attached,
we immediately throw up barriers because of a prior
conviction. I think, if we are to bring any degree of
semblance of order to the system, we should first decide
what are really the legitimate impediments caused by
conviction, We should then decide what areas of activity
truly are imperiled if a person participates who has a
prior criminal history, and then some sort of a circle
drawn around that area of activity and only in the case
of licensing or emplovment in that particular limited
arca should there be authority to use a prior conviction
as a bar to participation.

Capsulizing the especially thorny problem of

chusetts statutes and the criminal intelligence information, Murray com-
Mr. Murray noted that a mented:
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I suszpect that criminal intelligence information is per-
haps the most serious aspect in terms of potential in-
formation daimage of all the items of information col-
lected with the data banks of this sort.

At least in the instance of criminal history information.
one has the option of going back to the police blotter or

at the correctional institution to verify whether or not

this individual did, in fact, get arrested, was, in fact,

convicted, and was, in fact, received in an institution.

Intelligence information, however, by virtue of its very

nature, is very often less than complete, very often not

verified, very often not verifiable.

Murray expressed the opinion that each of the
criminal justice information bills considered in this
seminar hearing had failed adequately to deal with
the problems of collection, maintenarce and dis-
semination of this type of information, and he rec-
ommended that these matters be dealt with and not
postponed or ignored. Mr. Murray expressed strong
support for the inclusion of a provision such as that
in the Iowa statute which imposed a duty upon the
court to report disposition information.

The next witness was Mr. Edward J. Kelly,
Chairman of the Jowa State Bar Association’s Spe-
cial Committee on Traffic Records and Criminal
Information Systems. He opened by stating his dis-
position in favor of the Iowa statute’s vesting the

statute within a commission as opposed to a single
individual:

This commission, as you will be interested in knowing,
iz composed of two senators selected by the lieutenant
governor of the state as the presiding officer; two mem-
bers of the House of Representatives, selected by the
speaker of the house; a judge serving in the District

at large not engaged in any law enforcement activity
whatsoever, selected by the governor; and one law en-
forcement official selected by the governor and the
director of public safety.

That gives a board of nine persons charged with the
administration and responsibility of this act. We have
felt in Iowa that that's a better solution than that sug-
gusted by the other panelists because then you bring
to bear the opinions and judgments of a cross-section
of the community.

Kelly pointed out that the security of data main-

=
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tained by law enforcement units is a ticklish prob-
lem in rural communities where caretaking of infor-
mation is less sophisticated than in urban areas, and
stressed the need for development of safeguards,
especially as technological advances increase the
flow of information.

Chairman Quinn questioned Kelly about the pri-
vacy implications of newspaper data banks contain-
ing criminal history information and the following
discussion ensued:

Kelly: My own personal judgement is that if the news-

paper wants to go the expense of keeping a file on you

and me, that's their responsibility. They have a right to
do that.

Q: How about private organizations setting up their

own information systems, simply going to public records

and collecting arrest and other criminal history records
information, and selling it to employers?

Kelly: I know of nothing in the law that prohibits you

from setting up a corporation and buying the necessary

hardware and putting on that hardware the information
not it brings on libel or slander or causes you liability
is another question.

At another point, Kelly stated that he felt there
was no need to differentiate between manual and
computerized systems as far as controls and sanc-
tions are concerned.

Strong opposition was voiced in response to the
suggestion of one attendant that a Federal agency
should be created and charged with responsibility
for mandatory collection of all records maintained
on individuals and for centralization of this infor-
mation so that an individual could go to one source
to find out about records kept about him. The con-
sensus seemed to be that the potential dangers in-
volved in aggregation of information outweighed
the benefit of convenience for the individual,

Mr. Richard Harris, Director of the Virginia
State Planning Agency, was the fourth and final

 witness to testify.

He highlighted several areas of concern he felt
must be addressed by legislation regulating collec-
tion and use of criminal justice information:

1. Proper and sufficient justification must be
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demanded for the collection and storage of
criminal justice data.

2. In turn, controls must be imposed on the
storage of this data in the system as well as
its dissemination and use.

3. A distinction must be made as to the type
and classification of information within the
system.

4. Provisions must be made for verification of
the information collected and stored and for
its destruction when obsolete.

5. Questions about an individual’s access to his
own records with review and correction of
inaccurate or incomplete information must
be answered.

6. Finally, a determination must be made as
to where authority should rest for monitoring
the operating procedures of criminal justice
information systems at the Federal, state, and
local levels.

With regard to the issue of control, Harris stated
that, notwithstanding the expenditure of Federal
of actual operation and maintenance is at the state
and local level and therefore the majority of control
should also remain at the state and local level.

Harris emphasized that questions of manage-
ment techniques and cost effectiveness should not
be separated from those of privacy and security, and
the ftelationship among these issues should be
addressed by any legislation drafted. He also dis-

- cussed the issue of the individual's right to review

criminal justice records:

In addition to keeping general administrative records,
we feel that agencies operating such criminal justice
data systerns must be required to maintain records iden-
tifying the source of information and to whom it was
disseminated. Such a transaction log is useful for at

ment for the challenging at taxpayers’ expense and to
engage in the expense of litigation and administrative
procedures over his particular challenge, assuming for
the moment that it occurred? What is going to be the
cost-effectiveness of that procedure? Do we have the
funds at Federal, State or local levels to provide for that
kind of procedure?

Undue burdens should not be placed on the individual
by requiring him to seek out the agency responsible for
an inaccurate entry. This requirement should rest with
the operating agency, as does the responsibility for keep-
ing the data complete, accurate, and up-to-date.

On the other hand, the individual must bear some of
the administrative costs of his access and possible chal-
lenge to deter unnecessary eniry and challenges. It seems
to me that there is potential, looking at it from the other
side, for disruptiveness on the part of individuals or
organizations if they have unlimited rights of challenge.

The discussion centered next on the question of

a possible distinction between criminal history files
maintained by different branches of government.

Quinn: We've been talking about criminsl history files,
and 1 wonder whether any member of the panel diz-
tinguishes between criminal history files kept by the
executive branch apencies and those kept by the judicial
branch of government, and what relationship, if any,
there should be between them.

Harris: Well, my answer is that the criminal history
data maintained at the State level should be one set of
eriminal history data, and it should have within it all
the data that’s needed by the various divisions of the
criminal justice system with the right of each to draw
upon those elements of criminal history of the particular
individual applicable to their function.

Murray: There is a need for contributicns from all
elements of the system. The police may supply to your
agency the information that an individual has been ar-
rested, but it would certainly be preferable to get in-
formation about the ultimate disposition from the court
than to get it from the police. Similarly, business about
the release of the individual should come from the cor-
rectional side.

An attendant raised a question concerning the

least three reasons. It will notify the individual con- effect of the separation of powers doctrine on an
cerning who received that information about him. It will information system involving the judicial with the -
assist the data bank in easy retrieval of records dis- executive branch. Chairman Quinn responded that '

s;éminated and, from a management standpoint, it will LT ae awlofad D e eoanhiicatte ot s .
allow monitoring of the usage of active files. no problem existed in 1}4515533111153&5 at present, but
o ] , ) L that the Supreme Judicial Court had been asked
Provisions must also be made for the cost of such re- ) Sy e . _ i
view and possible chaflenge. Are we to have some fund whether legislation creating a single computer bank
set up, as we do for indigent defendants, to provide pay- to hold all the data of court persomnel, court
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records, court information, and executive depart-
ment information would be cosstitutional. The
Court had responded in the negative on the basis
of the separation of powers doctrine. An attendant
noted that one interesting point made in the opinion
was the suggestion of a need for a fourth branch of
government related to information services.
Mr. Harris stated that at the outset there must be
a clarification of the type of data to ¢ contained in
a system, and that the content would depend upon
the primary use for which the information is col-
lected and stored. He continued:
For example, the term “criminal justice intelligence in-
formation” must be distinguished from “criminal justice
information.” A chief difference between the two terms
is that the latter is specifically oriented to przsent crimi-
nal justice activity while the former is retained for pos-
sible future use. That is, criminal justice information is
maintained for general criminal justice agency use and

taining to an individual; whereas, “intelligence” infor-
mation is specifically oriented to law enforcement agency
use and maintained for possible future apprehension and
surveillance.
In the intelligence community, analysis is what is done
to produce intelligence. What you collect is not in-
telligence; what you collect is information. It is the
analysis of the information that makes it intelligence.
This difference should lead legislative drafters to con-
sider another difference: that intelligence informaiion
may not be as fact-oriented and verifiable as criminal
justice information. These two considerations may not
be true in every case, but are representative.
Thus, provision must be made for the collection and
storage of intelligence information, with strict controls
placed on its dissemination, and under no circumstances
should this type of information be disseminated to non-
criminal justice agencies or to private industry.
Access to criminal justice information systems by non-
criminal justice agencies and especially private industry
must not be allowed, unless by specific statutory autho-
rity, If good reason can in fact be provided for allow-
ing certain non-criminal justice agencies access to certain
data for specific reasons, stringent restrictions and re-
gulations must be mandated in the legislation.

been disseminated from a criminal justice data

bank, it is impossible for the disseminating agency

or data bank to maintain direct control over the
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information, He stressed the need for insurance of
necessary controls, while recognizing that absolute
control is a practical impossibility. While prohibi-
tion of direct dissemination of printed information
or records is one of the most meaningful controls
over secondary dissemination, according to Harris,
differing translations, unreliability of verbal com-
munications, possible infringement on an individ-
ual’s right of review and the impediment placed on
law enforcement make this approach impractical.
He suggested that one practical solution might be
to require the return of all document copies, printed
transmittals, and original correspondence to the
original sender, with stiff penalties for secondary
dissemination and non-compliance.

Harris briefly outlined several steps taken in the
State of Virginia in response to the need for control
in the production of personal data and the safe-
guarding of the individual right to privacy:

The Governor's office has concluded that the executive
branch must formulate definitive policies relating to in-
formation privacy and security. A full-fledged effort to
develop these policies within the next month is now un-
derway, The Governor's cabinet has initiated a special
project o aid in the development of an executive policy
that ~.:if (1) provide an inventory of existing automated
information systems in state agencies and of the present
practices of those systems relative to information privacy
and security; (2) survey the needs of operating agencies,
operating constraints and considerations posed by each
that might be adapted by an agency to cope with all
aspects of privacy and security.

In the legislative branch, two separate study resolutions
passed at the 1974 General Assembly will result in the
presentation of privacy and security legislative proposals
at the 1975 session.

Senate Joint Resolution 10 directed the Virginia Ad-
visory Legislative Council to study and report “on all
aspects of the problems involving personal privacy and
liberty in the use of computers.” The Commission has
been charged to “study the experience of other siates
and make a recommendation concerning the establish-
ment of a privacy and security council in the Com-
monwealth of Virginia.” The VALC has established a
committee to study computer privacy and security, which
is now well into its examination of public and private
personal information systems.
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Senate Joint Resolution 63 created a “Comprehensive
Criminal Justice Information System Task Force" under
the direction of th: Virginia State Crime Commission.
The Task Force has been directed to “make a full and
complete study of all mafters relating to the exchange,
collection, storage, security, privacy, and use of infor-
mation in the Virginia criminal justice system” and to
“make recommendations as to the development and im-
plementation” of an integrated criminal justice infor- R
mation network. The Task Force has been concentrating

heavily on security and privacy controls in the formula-

tion of its recommendations.

This concluded the testimony of Mr. Richard
Harris. Following a brief summary by Chairman
Quinn of the various issues raised, the session was
adjourned.
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CHAPTER 3

RECORDS

The Chairman of the mock legislative hearings
on public employee records was Eric Plaut, M.D.,
Deputy Commissioner of the Department of Mental
Health from the State of Indiana, Committee mem-
bers included Jerry T. Pierce, State Senator from
Oklahoma, and Joan Vollmer, Deputy Commis-
sioner of Personnel for the State of Tennessee. Wit-
nesses before the committee included Gary D.
Bearden, Director of the Bureau of Manpower
Information Systems of the U. S, Civil Service Com-
mission, Harry B. Douglas, Jr., Coordinator of
Equal Employment Opportunity for the State of
Florida, and Sheldgn Maim Econnmist fmm the
Df State County and Mummpal Emplﬂyaes!

Materials sent to all Seminar participants in
advance of the meeting included the issue paper
reprinted below:
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Frequently, personnel records contain collections of in-
formation acquired from many sources and unknown to
the individual employee or applicant for employment. This
information, often widely shared among officials of the
employing organization and with other organizations. is
used for a variety of personnel management purposes and
lo answer queries from creditors, law enforcement
agencies, private investigators, recruitment agencies, and
prospective employers. These varied uses, in the absence
of good information management practices, can con-
stitute a substantial threat to the personal privacy of the
mdmdusls abom whnm psrsnnnel recnrds are mamtamed

carry gut their rea;pons;blhhgs cﬁct;uvely, at th: same
time, they must take all steps necessary to protect the per-
sonal privacy of current or prior employees and applicants.

APPLICABLE PRINCIPLES

Five fundamental principles for handling personal in-
formation in the files of any record-keeping organization
are gaining wide acceptance:

1. There must be no personal data record- -keeping opera-
tion whose very existence is secret.

. There must be a way for an individual to find out what
information about him is in a record and how it is
used.

3. There must be a way for an individual to prevent
information about him that was obtained for one pur-
pose from being used or made available for other pui-
poses without his consent,

4. There must be a way for an individual to correct or
amend a record of identifiable information about him-
self.

5. Any organization creating, maintaining, or disseminat-
ing records of identifiable personal data must ensure the
reliability of the data for the intended use and must take
precautions to prevent misuse of the data.

ISSUES

Because it is difficult to specify in advance, and for all
time, which items of information may be required to sup-
port personnel management processes, the personal privacy
of individuals who are the subjects of personnel records
cannot be protected simply by proscribing the collection of
certain types of data. Nor will data security safeguards
alone accomplish the task since the key issues ace policy
issues: who shall be authorized to use which information
for which purposes; under what circumstances: and with
what restrictions on further use, disclosure, er dissemina-
tion? What is needed, in short, is a well-planned, coordi-
nated program of personnel information management based
on the five principles set forth above. In addition, for a

L]
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PRIVACY SAFEGUARDS FOR
SUBLIC EMPLOYEES' RECORDS

personnel information management program tc be effective,
it is essential that the responsibility for setting and en-
forcing necessary safeguards rests with top management,
that the effectiveniess of the safeguards are monitored and
periodically evaluated by an audit group, and that sanctions
are imposed when procedures are violated,

For state and local government employers, the basic
principles, operating rules, audit obligations, and sanctions
could be established by legislation, executive orders, or
agency regulations. It is probably advisable to treat em-
ployee privacy considerations separately through one of
these devices rather than within the framework of pri-
vacy legislation applicable to general government data
banks, In employer-employes matters, government's in-
volvement with the individual goes beyond the relationship
of the constituted governing authority to the citizen, There-
fore, special treatment in the application of privacy prin-
ciples is justified. In addition, the kinds of records kept
and the services and benefits offered to employees by a
gaovernment will be basically uniform.*

In any event, once the ground rules have been set,
whether by legislation or administration actions, detailed
procedures should be developed for controlling the ac-
quisition, retention, and dissemination of information con-
cerning public employess. For the information manage-
ment program to be most effective, the procedures for
collecting, maintaining and disseminating information must
be standardized and well documenied. Detailed procedures
tell users how they are to treat information and give audi-
tors a standard for evaluating user performance.

ideal]y. the d:tailed npersﬁng pmc:dures shuuld mak:

to pravnde ‘about thems:!v:a, ‘which items they may refuse
to provide, and the purpose for which the information is
requested. They should provide for a designated point at
which user requests for information are received and rnro-
cessed. The procedures should also specify how long infor-
mation is to be retained; who is allowed to see or to
change it and under what circumstaneces; the security pro-
cedures to be adopted to control access to it; and the me-
thods to be used for verifying the gecurm‘;y and timeliness
of information.

The matter of unqualified access to records by the in-
dividual involved does raise guestions, For example, should
he have full aceess to medical information, or information
supplied in confidence to the employer or prospective em-
ployer? Further, access to employee records by others in
the employing organization requires careful analysis, de-

* It can be argued that in the private zector legislation to regulate
employee fecords would be difficult to implement since the configura-
tion of employee records will vary widely in accordance with the
nature of the business, the size of the organization and the scope of
employee services or benefits provided.
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pending upon the variety of services or benefits available
through the emplcyvar and the relationship of the informa-
tion to employee performance. For instance, who should
be able to see whether an employee has taken out a loan
or mortgage, has life insurance, or Fas had checks returned
for insufficient funds? To whom are performance evalua-
tions relevant or a list of employee activities or club
meinberships?
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ILLUSTRATIVE
LEGISLATION

Also sent to Seminar participants in advance was
an illustrative draft bill concerning the protection
of public employee rights of privacy, which served
as a basis for the Committee’s deliberations and is
reprinted in full below:

A BILL

To protect the constitutional rights and privacy of in-
dividuals who are employed by government and about
whom personal information has bteen collected for per-
soucel management purposes.

TrrLe 1—Dectaration OF PoLicy: DEFINITIONS

Findings And Declaration Of Policy

SEC, 101. The personnel management missions that are
a part of any large government organization require a
substantial output of information about individuals and
about agency operational programs. This information is
required for such purposes as:

1. Determining eligibilty of individuals for employment.
2, Determining physical and mental fitness of individuals

for the work required.
3. Setting occupational standards and developing per-
sonnel management policies.

Evaluating personnel management programs.

Maintaining morale and discipline in the work force.

Processing grievances and appeals.

Determining entitlement to and amount of employment

and retirement benefits,

Government agencies must assure that the personnel
management system contains operational and personal in-
formation necessary to earty out the above purposes ef-
fectively, while at the same time taking all the steps
necessary to protect the privacy of individual applicants,
employees, and retired persons about whom information
is maintained, _

These agencies must strive to protect the privacy of in-
dividuals by controlling the disclosure and use of identify-
ing numbers and indentifiable personal information and
assuring the security and accuracy of all steps in the in-

el

dividual is compromized, that individual is compromised.

Definitions
SEC. 102. For purposes of this Act— .
(1) “"Automated system” means an information system
that utilizes electronic computers, central information
storage facilities, telecommunication lines, or other auto-
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matic data processing equipment used wholly or in part
for data collection, analysis, or display, as distinguished
from a system in which such activities are performed
manually.

(2) “Dissemination” means the transmission of infor-
mation, whether orally, in writing, or by automated media.

(3) “Personal information” includes all data that (a)
describes anything about an individual, such as indentify-
ing characteristics, measurements, test scores; (b) indicates
things done by or to an individual, including, but not limit-
ed to, records of financial transactions, or medical treat-
ment; or (c) affords a clear basis for inferring personal
characteristics or things done by or to an individual, in-
cluding, but not limited to, the record of his presence in
a place, attendance at a meeting, or attendance at some
type of service institution,

(4) “Personnel management” means the process of
managing personnel programs involving the organized col-
lection of past, present and projected information about
operations and personne] for the purpose of planning and
controlling those programs.

(5) “Statistical and research purposes” means a use
which will not have a direct effect on any specific individual
and the principal output of which is based on aggregate
data,

TiTLE I — CoLLecTion AnND DisseMINATION OF
PERSONNEL INFORMATION UseD For
PERSONNEL MANAGEMENT
Collection of Personal Information

S8EC. 201. The commissioner of civil service will prescribe
the basic personal information that shall be collected and
used in each personnel management function or process,
in accordance with the provisions of this Act.

Each department and agency that wishes to obtain ad-
ditional personal information beyond the basic information
prescribed by the commissioner will be required to justify
its need for the additional information.

Justifications of such additional personal information
must be based on the following criteria:

(1) Items of personal information sought must be re-
lated to specific personnel management processes that are
authorized by statute, executive order, or regulation.

(2) The relationship between th: information sought
and the personnel management purzisc to be served must
be demonstrated.

(3) The procedures to be employed in collecting, pro-
cessing, storing, safeguarding, using, releasing, dissemi-
nating, and disposing of personal information must be
described and must conform with civil service policies and
regulations relating to protection of individual privacy.




Personal information needed for personnel management
purposes will not be obtained by surreptitious methods or
by means that cannot be disciosed to the individuals in-
volved.

Storing, Safeguarding, Processing
Personal Information

SEC. 202. Agencies shall take adequaie precautions to
prevent unauthorized access to personnel management
records containing personal information.

This section pertains to records maintained in manual
filing systems as well as those in aufomated systems,

This section requires agencies to set up reasoriable com-
binations of physical security, administrative controls, and
technical safeguards to prevent unauthorized access to
personal information records, to provide for audits, to
permit investigations when unauthorized access does occur,
and to identify officials responsible for security of the
records,

The agencies shall maintain, among employees respon-
sible for safeguarding and using personal information
records & privacy-conscious environment through continual

. training, audits and test-runs of security measures, and
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enforcement of rules.

Management Purposes
SEC. 203. Personal information in personnel records of
agencies shall be disseminated to other agencies for
authorized personnel management purposes only on a
need-to-know basis.

An agency shall disseminate personal information to
represenfatives of other agencies only when they are
identified and authorized or certified by agencies to
receive it.

An agency shall release personal information to another
agency only after determining that the safeguards of the
receiving agency for the security of information and
procedures for using the data meet the criteria of this Act,

An agency will disclose personal information only on a
need-to-know basis to management officials for personnel
management decisions, or for personnel management pro-

individual to see it.

Lists of individuals eligible for appointment or in-
service placement will not be checked or compared with
lists of individuals affiliated with or active in a political
party or a umion.

Release of Personal Information for Purposes Other
Than Personnel Management
SEC. 204. Personal information that is gathered for per-
sonnel management purposes will not be released by the
government for purposes other than personnel manage-

ILLUSTRATIVE
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ment, nor released outside normal personnel management
organizational channels cxcept with the consent of the
individual involved. When personal information is released
as required by statute or executive order, the individual
shall be notified in writing by the releasing agency.

Agencies shall release personal information only for
personnel administration or pullic policy purposes, and
not for commercial purposes or solicitation,

Agencies will release personal information in suthorized
circumstances only when it has been determined that those
receiving the information will safeguard and use it jn
accordance with the criteria in this Act.

Additional restrictions on disclosure of personal in-
formation to organizations or individuals outside the per-
sonnel management field are as stated below:

1 Information about disciplinary actions or appeals from
personnel mandagement actions that is disclosed to
individuals or organizations other than those directly
involved in litigating or settling such cases will identify
the offenses alleged and corrective actions taken but will
not identify the individuals affected without their con-
sent, until completion of all administrative proceedings
and appeals.

Information about physical or mental disorders of an
individual employee will be disclosed only with the
individual's consent and only to licensed medical per-
sonniel who are professionally qualified to understand it

3 Evaluations of individual work performance of em-
ployees will not be disclosed to officials or agencies other
than those directly involved in considering the employee
for in-service placemnent except with the consent of the
employee,

Home addresses or home telephone numbers of em-
ployees, or other information about individual employees
will not be disclosed except as required by law,
Records of legal. financial, medical, or other personal
involvements of individual employees will not be dis-
closed to individuals or organizations outside the official
personnel management field.

Use of Personal Information in Statistical
Reports and Research Studies

SEC. 205. Agencies will assure that the identity of indi-
iduals included in statistical samples or compilations in
connection with authorized studies or research projects will
not be disclosed, either by means of identifying informa-
tion or numbers or by means of statistical manipulation to
isolate data which can pertain to only one individual in
the sample,

V'hen statistical or research qestions are included in
questionnaires or forms used in personnel management
functions. the individual will be informed whether or not
responses to the questions are mandatory.
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When personal information is transferred from one
organization to another for statistical or research purposes,
the organizations concerned shall be required to comply
with the provisions of this Act.

Informing Individuals Regarding Information Required
SEC. 206. Individuals who apply for examnations, jobs,
in-service placement training, enployment benefits, retire-
ment, or other benefits or rights associated with civil
service employment will be informed:

What personal information is needed to carry out the

personnel management process involved.

2 What information will be obtained in addition to that

provided by the individual and from what sources.

That the information provided by the individual may

be checked or verified by comparison with other records

held by schools, law enforcement agencies, employers,
financial institutions, or cther organizations.

4 What measures will be taken to safeguard personal
information from unauthorized access or use.

5 That some of the information will be transferred to
other organizations and officials for actions and decisions
consistent with the purpose for which the individual
provides the information,

6 That the individual has the right to know what in-
formation is included in records that will be used in
making decisions about him or her.

—

P

Individual's Azcess to Personal Information

SEC. 207. Individuals shall be advised upon request what
information is in personnel management records about

them.

Agencies shall accept information from individuals to
correct, amend, or refute records that are inaccurate or
incomplete for the purpose of making decisions about the
individuals.

Before individuals are barred from examinations, denied
appointment, removed from the service as unsuitable for
employment, or are otherwise denied benefits based on
information in records about them, they will be afforded
an opportunity to challenge the proposed action in an
appropriate administrative proceeding. Such challenges may
be to the accuracy, reliability, completeness, or relevance
of the information on which the proposed action i3 based.
TITLE 11I—ADMINISTRATIVE PROVISIONS: REGULATIONS,

Civi.. REMEDIES: CRIMINAL PENALTIES
Administrative Provisions
SEC. 301, Any agency maintaining an automated person-
nel managzement system containing personal information
shall give public notice of the existence and character of
its system once each year. Any agency maintaining more
than one system shall publish such annual notices for all
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its systems simultancously. Any agency proposing to
establish such a system, or to enlarge an existing system,
shall give public notice sufficiently in advance of the initia-
tion or enlargement of the system fo assure individuals
who may be affected by its operation a reasonable oppor-
tunity to comment, The public notice shall specify—

(1) the name of the system;

(2) the nature and purposes of the system;

(3) the categories and estimated number of porsons on
whom the data is maintained;

the categories of data maintained, indicating which
categories are stored in computer-accessible files;

the agency’s operating rules and regulations issued
pursuant to sections 202 and 207, and the agency's
policies and practices regarding data information
storage, duration of retention of information, and
disposal thereof;

the categories of information sources;

a description of all types of use made of information,
indicating those involving computer-accessible files,
and including all classes of users and the organiza-
tional relationships among them: and

the title, name, and address of the person immedi-
ately responsible for the system,

(4)

(5)

(6)
(N

8)

Annual Audit

SEC. 302. At least once annually the commissioner shall
conduct a random audit of the practices and procedures
of the agencies which collec: and disseminate personal
information to insure compliance with the requirements
and restrictions of this Act.

Each personnel management system shall conduct a
similar audit of its own practices and procedures at least
once annually.

The results of such audits shall be made available to
the public by Iuly 1 of each year beginning on July 1|
following the first full calendar year after the effective
date of this Act,

Civil Remedies

SEC. 303, Any person aggrieved by a violation of this Act
shall have a civil action for damages or any other ap-
propriate remedy against any person, or agency responsible
for such violation provided he has exhausted the adminis-
trative remedies of section 207.

Such person may bring a civil action under this Act in
any district court for the district in which the violation
occurs, or in any district court in which such Person resides,

Criminal Penaglties
SEC. 304. Whoever willfully disseminates, maintains, or
uses infurmation knowing such dissernination, maintenance,
or use to be in viglation of this Act shall be fined not
more than $5,000 or imprisoned for not more than five
years, or both.
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Dr. Plaut opened the committee session with
comments on historical conceptions of the roles and
relationships of public employees that have resulted
in policies and guidelines for this group, which
differ from those applied to employees in the private
sector. For example, the Hatch Act and similar
State legislation have regulated the political activi-
ties of public employees, and various laws have pro-
hibited or restricted strikes by government workers.
Obviously, the relationships between governments
and their employees in these as well as other areas
are currently undergoing reevaluation and change.

Access to information about : slic employees is
an emerging issue that calls for zcial considera-
tion in a conference concerned -ith government
record-keeping. In particular, two seemingly con-
flicting questions need to be addressed:

1. Does the size and power of government require special
measures to protect public employees’ privacy when
records are maintained about them for personnel
management purposes?

2, To what extent does the public accountability of the
government employee and, in some cases, the potential
for abuse of the power delegated to him, call for
handling information about him in a different manner
from that which would be appropriate in the private
sector?

At this point the first witness, Gary Bearden of
the U. S, Civil Service Commission, was called
upon to testify. Bearden pointed out that the Civil
Service Commission, as a personnel management
agency for public employees, endorses, in principle,
legislation that:

Permits any employee to inspect his own records and

to know what information is maintained about him:

Permits an employee to supplement information con-

tained in his record;

Permits the removal of inaccurate information;

Allows the individual to challenge any information used

in an adverse action against him: and

Restricts employee record access to those who need the

information for the performance of their duties,

Existing Civil Service Commission regulations
generally reflect these considerations. However,
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they do not permit Federal employees to review
some information in their personnel records, i. e.

Medical informaticn that could have an adverse impact

on an individual, except through a physician of the

employee’s choice who may disclose and/or interpret
medical information to him;

Testing and examination material, the Vdiselnsure of

which woul’ . smpromise the competitive examining

process;

Reports of suibility or security investigations that

would disclose the source of the information; and

Supervisors’ appraisals of an employee's potential for a

future assignment, although appraisals of past perform-

ance are reviewed and discussed with the employee.

The Civil Service Commission believes that these
exceptions to the principle of direct subject access
to personnel records are justified. The draft bill
under consideration provides for no such excep-
tions. Also, legislation on public employee records
should clearly indicate whether an individual is per-
mitted actually to examine his record and make a
copy of it. If so, data identifying other individuals
should be deleted, such as lists that identify other
candidates for a competitive position. -

A bill should also specify procedures whereby an
employee may supplement his record. The addition
of large amounts of material to records in an auto-
mated system could create excessive costs and other

in the automated system could note the existence
and location of supplemental material maintained
elsewhere. " \
The questioning of the witness and the discussion
that followed focused on the following issues:
First, as provided in the draft bill, applicants for

~ public employment or related benefits should be

informed that personal data they furnish will be
verified by comparison with records of other organi-
zations such as educational institutions, law
enforcement agencies, or former employers. In re-
sponse to a comment that this type of checking, in
the absence of any reason to doubt the information
provided, implies that the applicant is guilty until
proven innocent, Bearden mentioned that verifica-
tion of qualifications is important in a competitive
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examination and evaluation process. Verification
can identify the few individuals who falsify or
exaggerate their qualifications and who thus have
unfair advantage over the majority who respond
honestly in submitting their qualifications.

There was general agreement that the information
verified should be limited to that needed to com-
pare qualifications with job requirements. Bearden
pointed out, however, that in the public sector there
are statutory requirements for information that do
not relate directly to job performance, e. g. infor-
mation reflecting agencies’ participation in equal
employment opportunity programs and statistical
data to develop profiles of the work force which
are used for a variety of personnel management
purposes.

Second, justification was seriously qucstmccd for
dcnymg a public employee access to his supervisor’s
appraisal of his potential for new responsibilities.
The Civil Service Commission believes that dis-
closure of this type of appraisal could damage an
employee’s effectiveness and his relationship with
his supervisor in cases where the latter believes that
the employee (who may be outstanding in his pres-
ent job) is not suited for a different type of position.

Third, the principle of giving an individual direct
access to his medical records is generally gaining
support; thus, there was some reluctance expressed
about requiring access through a physician. How-
ever, disagreement with this approach was slight,
as long’ as the individual has an opportunity to
comment on and/or amend information in his
record.

Fourth, the draft bill requires that an applicant
for public employment shall be informed that infor-
mation he furnishes will be transferred to others for
use consistent with the purpose for which it was
provided. To assure that information is used in
accordance w1th thls prcvxsmn, a public cmplcycr

mfcrmatmn mclcdmg notice of any crgcmzatncns
or officials who may be recipients of the data.
Fifth, concerns were expressed about the kinds
of information about individuals collected and used
in connection with suitability or full field investiga-

4

ment pDSlt!DnS Thcsc cvaluatlcns 1llustratc thc
problems associated with balancing the need for
information on which to base informed judgments
in the selection of high-level public officials with
the privacy interests of the individuals involved. Mr.
Bearden pointed out that under Civil Service Com-
mission regulations an individual is informed of the
content, but not the source, of any information
developed through a suitability investigation that is
used in an adverse action against him, e.g., infor-
mation used to deny him a particular job.

Finally, another sticky question concerns the pro-
priety of maintaining records about public em-
ployees that may serve legitimately to identify -
potential problems that could be averted by early
intervention, but that raise serious issues of privacy
and employee rights. For example, 2 police officer
may submit reports or willingly answer questions
about instances where he used force in carrying out
his duties. If such reports can be made public, can
be used to answer citizen complaints, or can serve
as the basis for a suit against the officer or his
eraployer, both the employee and the agency would
be less inclined to maintain those records in the
absence of statutory or regulatory requirements.
Again this situation raises the question of the possi-
ble need for data concerning certain categories of
public employees who have special authority that
would not be appropriate for other types of em-
ployees in either the public or private sectors,

Mr. Sheldon Mann, an economist with the
American Federation of State, County, and Munici-
pal Empolyers, testified next. He applauded an
apparently growing recognition, at least by some
public employers, of the need for legislation to pro-
tect the employee right of privacy. While acknowl-
edging that the draft bill under consideration con-
tained many of the requisite safeguards, the bill
has serious inadequacies from the standpoint of a
public employees union. He enumerated four major
criticisms of the bill:

1. In several areas the bill appears to focus on the protec-
tion of management rights rather than employee rights,
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e.g. the listing of seven purposés for the collection of
information by management.

‘The meaning and intent of numerous provisions is
clouded by vague, ambiguous [anguage, e.g. references
to “adequate” security precautions and “normal per-
sonnel management organizational channels.”

The bill makes no reference to collective bargaining
agreements and procedures which, along with civil
service policies and regulations and administrative pro-
ceedings, are important componenis of any process for
assuring employee rights. Union contracts should con-
tain employee rights clauses that include provisions for
an employee and/or his authorized representative to
have access to his personnel file. Any derogatory in-
formation included in an employee's record should be
brought to his atiention and he should have ample
opportunity to respond to and to challenge such
information.

The draft bill devotes insufficient attention to the
critical area of the type of information collected and
maintained about public employees. Only information
direttly relevant to job performance should be recorded.
In the discussion following Mann’s testimony,
general opposition was expressed to the use of psy-
chological testing and polygraphs by employers.
Then the group turned its attention to the appro-
priate roles of legislation, regulation and other pro-
cedures, such as collective bargaining, in defining
employee rights. The regulatory process provides
more flexibility than does legislation for adjusting
to changing conditions in many areas; for example,
in spelling out what information is considered job-
related and appropriately can be collected. Through
a rule-making process, proposals concerning the
kinds of data to be collected and their intended use
would be published and subject to review and com-
ment by any interested party. However, reservations
were expressed about allowing legislative language
to remain too general in this area; some participants
felt that some statutory limitations on data collec-
tion were required to safeguard employee privacy
adequately.

position on allowing public access to government
employee performance evaluations again raised the
issue of balancing public accountability with the
privacy rights of these workers. In addition to
policemen, both teachers and social workers were
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mentioned as employees who by the nature of their

The discussion revolved around the extent to which,
in either the public or the private sector, accounta-
bility should rest with the individual employee as
opposed to the employing organization and the
senior officials who have respoasibility for its over-
all performance.

Most participants believed that government
employee accountability to the public is greater and
also, in a sense, qualitatively different from that of
an employee in the private sector. However, there
was little support for public disclosure of individual
performance appraisals and general, but not total,
agreement that the responsibility for meeting agency
obligations should be focused or appointed or
elected officials who have public visibility. Increased
citizen participation in governmental affairs can
contribute to greater responsiveness by public offi-

Another question concerned the problems, in-
cluding the costs, associated with acquiring em-
ployee consent for additional uses of data originally
collected for a specific purpose. One possible ap-
proach, especially where unionized employees are
involved, is to channel requests for consent through
representatives of the employees.

Harry Douglas, equal employment opportunity
cocrdinator for the State of Florida, was then called
to testify. He endorsed the principles for handling
personal data addressed in the issue paper and
largely reflected in the draft bill. He noted, how-
ever, that modification of some provisions of the
bill would.be desirable, particularly in relation to
existing Florida law and regulations. He discussed
the State’s “sunshine” law, adopted in 1967, which
requires that meetings of public bodies in the State
be open, virtually without exception. He alto de-
scribed an older public records law under which
all public documents, except six kinds specifically
exempted, are open to scrutiny by any citizen of the
State. Currently, there is no exemption for person-
nel records of public employees, although a pending
amendment to the law seeks to establish some re-
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on the use and dissemination of some
n, including government worker perform-
1ations and some background data.
s also advanced the concept that there
) real conflict between maximum govern-
mess and the protection of personal pri-
overnment that is inhibited from engaging
wctivity and maintaining secret records is
¥ to engender public trust and coopera-
records are open, there may be an incen-
strict collection of information to that
1ecessary for a specified purpose and to
1cquisition of data of questionable veraci-
luestionable sources; the openness may
greater sensitivity to individual privacy.
a public agency is operating “in the sun-
proper official use of information is less

- acknowledged that this approach is not
w and that there are risks of both in-
ind deliberate misuse of publicly available
n about individuals, As discussed earlier,
on of making employee performance
s available to the public presents a classic
argely because of the subjective nature of
iments. Still, as noted, there is an argu-
ing public accountability of performance.
gestion that maximum openness can lead
m assurance of personal privacy incited
r discussion with various degrees of dis-
as to the validity of the concept, partic-
:re personnel records are concerned.
ated in response to an inquiry, that he
re of any instance where a public em-
Florida had been adversely affected by
are of employment-related information.
iyee does have due process rights to
enever he feels his rights have been

ncern has been expressed about the use
ion gained from public employee records

and a statutory amendment to place some limita-
tions on dissemination of data is under considera-
tion. In addition, a Court of Appeals decision,
relating to the State University system’s regulation -
of access to employee records is pending and could
affect record-keeping practices throughout the
State personnel system.

Several specific questions and comments were
raised in connection with the concept of “open”
records across-the-board, e.g.;

If examinations used for competitive placement or
promotion are disséminated publicity, the development
and validation of new tests would be very costly.

An effort to avoid unnecessary or detrimental entries to
an employee’s record could lead to a failure to record
information that should be in an’ adeguate personne)
file. Thus, it is important to define, as precisely as pas-
sible, appropriate job-related information.

A central and continually
cerns determination of the
phases of the personnel #cnt function. Some
delineation of the king: . .sounts of informa-
tion that should be collected and to whom it should
be available can be made through the legislative and
rule-making processes; however, there will always
be requests for data that will have to be handled on
an individual -basis.

The session ended with agreement among the
participants that the draft bill considered by the
group served only as a basis for discussion; it was
neither endorsed as a model nor apprapnately modi-
fied. Further discussion of privacy issues and an
exchange of relevant legislative and/or administra-
tive proposals among public personnel officials and
others concerned with public employee records is
clearly needed. The participants recommended spe-
cxﬁcally that a summary af t}us sessmn, as well as

racsurring issue con-
i+ know in various

nﬂicmls
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CHAPTER 4

STATE AND
LOCAL
GOVERNMENT
DATA BANKS

Stanley 1. Aronoff, State Senator from Ohio,
served as Chairman of the mock legislative hearings
on State and Local Government Data Banks, Wit-
Bryant, Jr., of Michigan; Assemblyman Mike Cul-
len, Chairman of the California Assembly Commit-
tee on Efficiency and Cost Control; Daniel B. Ma-
graw, Assistant Commissioner of the Minnesota
Department of Administration; and Marjorie Eltz-
roth, Executive Director of Governor’s Privacy
Commission, who substituted for Governor Francis
W. Sargent of Massachusetts.

The Committee, composed of a cross section of
State legislators, other State government officials,
and representatives of Federal government, local
government, the private sector and the press, re-
ceived in advance of the Seminar the issue paper
reprinted in full below:
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General legislation on the personal-data record-keeping
practices of state and local government agencies can be
both the starting point and the backbone of a state's efforts
to construct a comprehensive framework of safeguards for
personal privacy. Once established in general legislation,
basic individual rights as well as obligations of government
record-keeping organizations can be reaffirmed, strength-
ened, extended, or modified in other statutes and in im-
plementing regulations, Drafting such legislation, however,
is not easy. There are no models to follow, and expert
advice is not only difficult to come by but may vary
considerably.

A number of issues and options should be considered
by sponsors and drafters of general data bank legislation.
They do not pretend to be prescriptive or to exhaust its
subject, but hopefully will provide helpful insighis and
suggestions,

FAIR INFORMATION PRACTICE AND
PERSONAL PRIVACY

In drafting any data bank legislation, one should be
aware that safeguards against record-keeping invasions of
personal privacy are now widely considered to involve
much more than prohibiting unauthorized uses and dis-
closures of personal information. Guaranteeing an in-
dividual the right to see, copy, and challenge recorded
information about himself has come to be considered an
important privacy safeguard equal with the principle that
an individual's consent should be obtained before using
information about him for any purpose other than that
for which it was originally collected.

The core premise of much recent privacy legislation is
that policies and practices governing the collection, use,
and disclosure of personal information should stress ac-
curacy, judicious use and fairnzsg, and that the best way
o meet those objectives is to give the individual a signi-
ficant opportunity to participate in dctzrmmmg what is
recorded about him and with whom it is shared. Effective
general legislation, in other words, will seek to assure
adherence to at least five basic principles of fair informa-
tion practice:

1. There must be no personal data record-keeping opera-
tion whose very existence is secret.

2, There must be a way for an individual to find out
what information about him is in a record and how it
is used.

3. There must be a way fnr an individual to prsvznt in-
bciiiigﬂused or made avanlabl: t’nr nther purpos:s wuh-
out his consent,

4. There must be a way for an individual to correct or
amend a record of identifiable information about him-
self.
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5. Any organization creating, maintaining, using or dis-
seminating records of identifiable personal data must
assure the reliability of the data for the intended use
and must take reasonable precautions to prevent mis-
use of the data, :

It will be noted that these principles do not provide the
basis for determining a priori which data may or may
not be recorded and used, or why and when. However,
they do provide a basis for establishing procedures that
assure individuals, singly or collectively, the right to
participate in a meaningful way in decisions about what
goes into records about them and how that information
will be used.

INITIAL POLICY DECISIONS

There are many different ways of assuring adherence to
fair information practice principles, but the choice of
means will be influenced to a substantial degree by a
handful of initial decisions about the siruciure and cover-
age of draft legislation, For example, if one opts for a
central regulatory approach (such as a board or commis-
sion with broad oversight and rule-making authority),
detsiis mrmally deall with in stalutnry language may

ncms Thls appmscﬁ huwgvcr. can be castly (m mnney,
personnel, and delayed administrative action) and might
turn out to be more effective than legislation that, if
painstakingly drafted, would give record-keeping organiza-
tions clear gmdance on what is expected of them and
provide individuals with effective civil remedies in the
event they are injured by an organization’s failure to live
up to its obligations,

It is important to decide at the outset whether and fo
what extent proposed legislation is to cover any private
sector organizations, such as government contractors and
grantees. It appears that any stempt to reach out to the
privste sectﬁr' in general l:gislstinn can presenl majur ﬂl'lii

urgamzshcms are engaged in m,terstal: !rgnsactmnx, or
where the legislation makes a violator of any of its re-
quirements vulnerable to criminal’ prosecution, or where
private sector record-keeping organizations are already
subject to fair credit reporting legislation.

There also appears to be little reason to distinguish
between manual (paper or microfilm) records and records
in computer-accessible form. Wholly automated record-
keeping systems, i.c., systems where no paper or microfilm
record is kept at any point between data collection and
data use, seem to be extremely rare, and it appears that
there are no noteworthy differences between manual and
automated record-keeping policies and practices,

With regard to statistical-reporting and research records,
suspending the individual's access, review, and correction
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rights usually seems sensible and justifiable. The appro-
priate protection for such records is immunity from sub-
poena which assures that they will not be used to make a
determination about the individual. Moreover, permitting
an individual to make changes in a bona fide statistical or
research record about himself will usually have no prac-
tical consequence, save to risk that the record will be
rendered useless for analysis. And further, if individuals
are guaranteed access to statistical-reporting and research

tained in a way that makes them easily retrievable in
individually identifiable form, thereby increasing the risk
of misuse.

On the question of individuals v. legal entities, residents
v. non-residents, and minors and incompetents v. adults

in other statutes and in pertinent constitutional provisions
and court decisions. One approach to the scope question is
to have the legislation apply to systems of records from
which information about individuals is retrieved (rather
than retrievable) by reference to the name, number, or
some other identifying feature (such as fingerprints) as-
sociated with each individual, This would exclude all
records that are indexed and retrieved only by reference
to the name of an organization or other legal entity, but
would probably not exclude sole proprietorships and
partnerships. Hence, a preliminary study might still need
to be made of the effect of the proposed legislation on
existing statutes that mandate public disclosure of certain
information about individuals engaged in various activities
that a state regulates or otherwise monitors. *

BASIC REQUIREMENTS

Most general data bank legislation has at least five
principle parts: one establishes the individual’s right to
see, copy, review, and challenge a record about himself;
another imposes certain minimum obligations on record-
keeping organizations:; a third deals with authorized dis-
closures; a fourth stipulates the permissable exemptions;
and a fifth establishes civil remedies and criminal penalties.
Some bills also contain a sixth part establishing a central
administrative and appeals authority and, in a few cases, a
central rule-making authority.

Each of these principal subdivisions tends to have
certain recognizable features, even though the exact
language may differ from bill to bill. Each also has its
particular drafting pitfalls. The key features of each
section and some typical policy and drafting dilemmas are
briefly discussed below:

Rights of Individeals. Conceptually, this section may seem
the least complicated of all. Its principal objectives are to
guarantee each iadividual the right to establish that a
record-keeping organization does in fact maintain a record
about him; to see and copy it in a form that he can
understand (i.e., decoded if the record is kept in machine-
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readable form): to challenge the accuracy, relevance, time-
liness, and completeness of information in such a record; |
and to find out who has had access to it and for what
gests that it is extremely useful, if not imperative, to keep
clearly in mind how each of these rights will actually be
exercised.

How, for example, does an individual establish that a
record is being kept about him? Should the individual be
able to see, copy, and challenge all information in such a
record—information about his health and psychological
well-being—information pertaining to others who are also
named in the record—information provided by a jhird
party which, if disclosed, would reveal the identity of the
third party? .

Suppose the individual claims that information in the
record is inaccurate, outdated, irrelevant, or incomplete.
Whose judgment should prevail? Who should be required
to verify what? If the differences cannot be resolved, what
recourse should the individual have? What about the
period during which the record is being contested? Should
the individual be able to insert a siatement in the record
setting forth his version of the facts? How long should
such a statement be retained? Should it automatically
follow the record wherever it goes or should its existence
simply be noted in the record so that a user can request it
when needed?

Should the record-keeping organization keep an ac-
counting of all accesses and disclosures, including those
to officers and employees of the record-keeping organiza-
tion who use the records in performing their official duties?

Not all of these considerations can or should be
addressed in the statute lest they lock record-system man-
agers into particular administrative approaches or other-
wise impede the normal development of imaginative, least-

legislation of this sort, no matter how carefully drafted, is
bound to create. But all of them need to be borne in mind
in drafting the pertinent provisions,

On balance, a good drafting approach seems to be fo

" reach for statutory language that makes clear the objec-

tive of each provision and closes as many loopholes as
can reasonably be anticipated, but alse gives those who
will have to administer the statute as much procedural

as possible. This, of course, is the counsel of perfection,
but the chances that it will at least be approximated scem
far greater when a general data bank statute is drafted
with its practical administrative consequences clearly in
mind,

Obligations of Record-Keeplng Organizations. The usual
objective here is to assure that each record-keeping organi-
zation to which the legislation applies assumes a proper
share of the responsibility for seeing that fair information
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practice principles are faithfully observed. Recognizing that
an individual cannot ask to see a record that he does not
know exists, it usually contains one or more notice
pmvisions

mdmdua]s Eaked m grov;dz mfnrmatmn abuut thems&lvgs
be told why they are being asked, under what legal
authority, whether they can refuse to answer, what will
happen if they do refuse, and what uses will be made of
any information they provide. In this provision, and in
the general public notice discussed below, the data col-
lector should be prompted to be as specific as possible in
describing purposes and anticipated uses. Since simple
assurances that information will be kept confidential have
no reliable significance, they should be eschewed in favor
of statements that identify and, if possible, describe in
some detail all proposed uses.

Iﬁ addiliun to stalemsnt.s tu mdmduals at ihg time
lypn:ally r:qulres some ﬁ:rm of gencral pubhc nmlce Lhat
altests to the existence of each personal data record-
keeping system to which the legislation applies, describes
its principal characteristics, and outlines the steps an
individual must take to find out if a record is being kept
about him, what information it contains, and the pro-
cedures for challenging its accuracy, relevance, timeliness,
and completeness.

Without some form of current and widely disseminated
general ﬂl;ltite many individuais will nm knnw where snd

1]

them

Other obligations typically imposed on record- kcepmg
organizations include a requirement that they issue im-
plementing regulations (if they are public agencies); keep
an accounting of all disclosures to outside persons (except
perhaps to members of the public under public records
statutes); and maintain their records with such accuracy,
relevance, timeliness, and completeness as is necessary to
assure fairness in any decision about an individua! made
on the basis of information contained therein. The rule-
making requirement can give a record- -keeping organiza-
tion the opportunity to establish reasonable times, places,
and fees to be charged for making records available to
individuals who ask to see them, to establish special
p’rﬂcedure.s fgr apprising an indmdual of me-jical and
dnstmgumh betwgcﬁ Lh: accesses and dgst:lnsures fm‘ whu;h
a detajled accounting will be kept and those for which
some less complicated procedure will be devised, to settle
on its procedures for dealing with challenge to informa-
tion in its records and to make such other adjustments as
it may think necessary to comply fully but intelligently
with the legislation’s basic requirements,

To expect a record-keeping organization to meet some
absolute standard of accuracy totally unrelated to the uses
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to which its records are put could well be regarded as an
irresponsible, and certainly an unduly costly demand, How-
ever, it is often thought useful to require a record-keeping
r;:rganizatiun tu make certgin that’ any qurmaucn xt
as am:uratc, r:lgvam umgly, and cnmplgtg as is nm;egary
to assure that the information itself does not cause an
unfair deeisinn lé bE made Such a r:quuemem slmuld
a record are sub;ect to the same aecuracy-at-—pmntsaf,-usg
requu'ement

Where it may not suffice, and thus where some addi-

tional safeguards may be needed, is where information
from a record is disclosed to some organization or in-
dividual that is not subject to to the legislation and also
not able to guarantee that the information will not be used
irresponsible,
Conditions of Disclosure. If a State already has a consistent
and well-executed body of laws governing the transfer and
disclosure of recorded personal information, it may be
well-advised to drafi general data bank legislation that
does no more than establish an general notice requirement
and guarantee individuals the right to see, copy, and
correct their records. However, if it does seem desirable
to establish a clearly articulated transfer and disclosure
policy, a general data bank statute can be the place to
do it.

The principle that an individual’s consent should be
obtained before divulging information in a record about
him is the backbone of a responsible transfer and dis-
closure policy. Yet if that principle had to be followed
to the letter in all cases, most government organizations
and many private ones would not be able to function.
Clearly one must begin to entertain exceptions the moment
the individual consent principle is asserted. But for whom
and under what circumstances?

Generally, there are three reference points in drafting
a “conditions of disclosure™ section:

1. Existing so-called “confidentiality” statuies that for-
bid or otherwise limit certain types of disclosures.

2. Existing public record statutes that mandate certain
disclosures,

3. What one might call the “threshold requirements”
to be applied in cases where information transfers
and disclosures are not covered by an existing statute
or where existing statutes are being superseded.

The principal policy issue raised by the first two is
whgther lu amgnd the exisﬁng stalut:s. eilher by makmg nt
bank l:g;slatmn a;ei rlfnrtgnded to suprplantrur mod;fy lh;m,
or to rcafﬁrfn tbem lhrﬁugh the inscrtion of a savmgs

strued to affef:! “), T‘h: chmi:: will 1 no doubt be made
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somewhat differently in each state, although the need to
take account of existing federal requirements (such as the

turn or reaffirm existing law should not be made lightly
lest a purported “privacy” statute turn out in practice to
be a substantial stimulant to the free (i.e., without-consent)
disclosure and circulation of personal information.

The third reference point, the threshold issue, is equally
delicate because it involves the establishment of “need to
know” policies with supporting authorization and docu-
mentation requmirements. One wants to be sure to provide
for regular, day-to-day access to records by officers and
employees of the record-keeping organization who need
such pccess in order to perform their official duties.
Presumably one also does not want to impede unneces-
sarily the work of statisticians and researchers or to place
inappropriate constraints on legititaate law enforcement
access to records.

Some provision may be needed to cope with emergenicy
situations where the best interests of the record subject
would be served by permitting some outside person to have
access to a record about him and one can doubtless think
of other types of without-consent disclosure that will need
to be provided for, including, perhaps, disclosures that
facilitate legislative oversight of executive agencies.

No matter what categorical exceptions to the individual
consent principle are proposed, how requesjs for access
to records are required to be documented, and what type
of official assent is required before access to a record can
be given or information disclosed from it (should the
head of a government agency be allowed to delegate his
power to authorize certain disclosures?), there will prob-
ably be a sizeable class of transfers and disclosures for
which there appears to be no reason to suspend the in-
dividual eonsent requirement save the fact that not to do
so would create an adminisirative nightmare. Usually
these are disclosures that take place frequently, involve
large numbers of records, and are clearly necessary to the
performance of statutorily authorized government fumnc-
be to exempt the transferring or disclosing record system
from the requirement to obtain an individual's explicit
consent to each such tranafer or disclosure of information
about him, on the condition that he be told of such
“routine” uses when he is asked to provide information
about himself and that, in addition, each such use will be
clearly identified and described in the system's general
notice. However, if record-keeping organizations aré per-
mitted or required to up-date their public¢ notices periodi-
cally, some further provision may be needed to assure that
routine uses are not casually established.

Exemptions. It is likely that hearings on draft legislation
will identify fair information practice requirements other

i
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which it may z.:m advisable to exempt particular record
systems or portions of them. Indeed, it may well be
decided that whole categories of record-keeping systems,
such as on criminal justice information and public em-
ployee personnel, should be dealt with in separate, specially
tailored legislation or executive orders. If this is in fact
decided, a section on general and specific exemptions will
be necessary and a mechanism will have to be found for
making them.

One approach is to provide blanket statutory exemptions
for certain categories of records, such as those mainfained
by criminal justice agencies, and to allow agency heads to
exempt other types of records or portions of records from
specifically enumerated requirements through a public
rule-making process. Candidates for the latter type of
discretionary, requirement-specific exemptions may include
portions of records or record systems where disclosure
would very likely identify a source to whom confidentiality
was expressly promised, or where data are required by law
1o be used only for statistical reporting and research. The
key questions to be decided will include whether certain
types of records or record systems should have an exemp-
tion at all and, if so, which kind; whether the rule-making
route to obtaining discretionary exemptions should involve
a public hearing and an opportunity for court review of the
quirements exemptions should be permitted.

The answess to these questions will vary depending on
the types of records and record systems to be covered by
the statute ard the prevailing state procedures for public
rule making.

However, in all cases it should be hoped that the

exemption procedure would be one that modifies rights or
permits deviations from organizational obligations only
when it is clear that some significant individual interest
will be served or that some paramount societal interest
can be persuasively demonstrated.
Remedles. The choice between civil and criminal remedies,
or some combination thereof, is another that will obviously
vary from state to state. If civil remedies are preferred,
however, some will probably press for a liquidated dam-
ages provision along with the opportunity to recover for
actual injury, Opinion may also be divided on whether
record-keeping organizations should be vulnerable to civil
suits for privacy safeguard violations that do not result in
actual injury to an individual or for violations that do not
result from arbitrary, willful, or capricious conduct. Of
particular imporiance in fashioning a remedies provision
will be the continued existence of public records statutes
that penalize withholding rather than disclosure of per-
sonal information. Care must be taken to se¢ that con-
flicting privacy and pukiic information requirements are
reconciled.
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The commiitee received in advance and con-
sidered four bills as guides: proposed legislatior
from the States of California, Michigan and Minne-
sota, as well as the model bill of the National Asso-
ciation of State Information Systems (NASIS).
Only the Minnesota bill had been passed into law
(Minn. Stat. 1974, Sec. 15.162). The committee
was also advised of pending legislation in Massa-
chusetts and of an executive order in that State. The
bills from California, Michigan and NASIS as well
as an amended version of the Minnesota bill are
reprinted below:

CALIFORNIA LEGISLATURE—1975-76
REGULAR SESSION

ASSEMBLY MILL No. 150

INTRODUCED BY ASSEMBLYMAN CULLEN
DEeCEMBER 4, 1974
REFERRED T0 COMMITTEE ON JUDICIARY
An act to add Title 1.8 (commencing with Section 1798) to
Part 4 of Divisien 3 of the Civil Code, relating to
personal data, and making an appropriation therefor.
LEGISLATIVE COUNCIL'S DIGEST

Whl!: =xisnng law reqmrea thal any contract :mered
into by the Department of Finance, any state agency or
any consolidated data center, concerning data processing

- systerns design, programming, dncumentatmn, conversion,

and other aspects of data processing operations shall con-
tain a provision requiring the contractor and all of his staff
working under such contract to maintain all information
obtained a2 a result of such contract as confidential and
not to divulge such information to any other person or
entity, the existing law contains no general safeguards or
restrictions upon obtaining, using, or disclosing perzonal
data contained in information systems or systems of
records.

This bill does the following:

(a) Makes legislative declaration that in view of the
constitutional right of privacy it is necessary that pro-
cedures be established to govern disclosure and use of
records containing information about an individual in
identifiable form, to afford an individual of the content

«of such records, and to prohibit any recording, disclosure,
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or use of personal information not governed by such
procedures,

(b) Prohibits disclosure of personal information con-
tained in any personally identifisble record except pur-
suant to a written request by or with prior written consent
of the individual to whom the information pertains, with
specified exceptions,

(c) Requires persons maintaining such records, among
other things, to keep an accurate accounting of the date,
nature and purpose of each disclosure, and the name and
address of the person, organization, or agency, to whom
disclosure is made,

(d) Requires governmental bodies mmmammg auto-
mated personal data systems to file annusl notice with the
Secretary of State specifying, among other things, the
nature and purposc of the system and the categories of
data to be maintained, and the categories of persons on
whom data are maintained. Provides civil pemalty for
failure to file required report, o

(e) Provides cause of action for damages or for an
injunction against responsible parnesi as specified, for
noncompliance with the act.

(f) Makes it a misdemeanor for an unaﬂthnﬁ;ed per-
son to use, obtain, or attempt to use or obtain personal
mfgrmnnnn subjeet to Ih& reqmifmmt; s:t fﬂﬂh herem,

dnscluse mfatmatmn in vmlatmn hereof

(g) Exempts specified record and information systems
from the prohibitions hereof, including law enforcement
records, as specified, and certain public reeords.

(h) Determines that no relevant evidence relating to
any procedure established or required by the act is to be
privileged in any civil action for evidentiary purposes, in-
cluding discovery prﬁ::dures or other aspects of any cause
of action.

(i) Appropriates an unspecified amount of the State
Controller for allocation and disbursement to Iocal agen-
cies for costs incurred by them pursuant hereto.

Vote: %4.. Appropriation: yes. Fiscal. :ommltte: yes.
State-mandated local program: yes.

The people of the State of California do enact as follows:

Section 1. Title 1.8 (commencing with Section 1798)

is added to Part 4 of Division 3 of the Civil Code, to read:

TITLE 1.8 CALIFORNIA FAIR INFORMATION
PRACTICE ACT OF 1975

CHAPTER 1. GENERAL PROVISIONS

1798. This act shall be known and may be cited as the
California Fair Information Practice Act of 1975,
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1798.1. Recognizing that the right of privacy is a per-
sonal and fundamental right granted and secured directly
by the Constitution of the State of California, and that
the constitutional right of individuals to personal privacy
is directly affected by the kind of disclosure and use made
of identifiable information about them in a record, and
that in order to secure and protect the right to personal
privacy of individuals under the Constitution and to
enable thems to better obtain the enjoyment of such right
under Arﬁcle i Seeﬁi:m 1, of th: Constitution ﬁf the

ta.mmg mformatmn abcut, an mdmdual in ;dsnhﬁablg form
must be governed by procedures that afford the data
subject a right to know what the content of the record is
or will be, and what disclosure and use will be made of
the identifiable information in it; and [b] any recording,
disclosure, or use of personal information not governed
by such procedures must be prohibited as an unfair in-
formation practice unless such recording, disclosure, or use
is specifically authorized by the data subject or by statute.
It is therefore desirable and appropriate that the Legisla-
ture provide for such procedures in law because: The right
to privacy is a personal and fundamental right protected
by the Constitution of the State of California; the privacy
of a data subject may be directly affected by the collec-
tion, maintenance, use, and dissemination of personal
information; the increasing use of computers and sophisti-
cated information technology, while essential to the efficient
operations of government and of private industry, has
greatly magnified the potential for harm to individual
privacy that can occur from any collection, maintenance,
use, and dissemination of personal information; the op-
portunities for an individual to secure employment, in-
surance, and credit, and his right to due process, and
other legal protections may be endangered by the misuse
of certain information; and in order to protect the privacy
of data subjects identified in information asystems, it is
necessary to establish principles relating to the collection,
maintenance, use, and dissemination of information by
such systems.

Accordingly, the Legislature recognizes basic principles
of information systems and practices, pertaining to both
automated and manual systems as follown:

(a) There maust be no information systems or system of
records containing personal information whose very
existence is secret.

(b) There must be a way for a data subject to find out
what personal information about him is in a record and
how it is used.

(¢) There must be a way for a data subject to prevent
pcrmnal infarmntjan gbﬂut him ohtaingd for speciﬂed
purpﬂses mthcut lns consent or knnwl:dge )

(d) There must be a way for a data subject to correct
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or amend a record containing personal information about

(e) Any agency, organization, or individual creating,
maintaining, using, or disseminating records containing
personal information must take reasonable precautions to
ensure the reliability of the data for their intended use and
to prevent misuse of the data.

1798.2. As used in this title:

(a) The termi “organization” means an individual,
partnership, corporation, association, local public entity,
the state, or other group, however organized.

(b) The term “agency” means any office, subdivision,
braneh dmsion. or ¢ arm qf guvemmcnt in Califamia, in-
smuted govemmemal nrgn,m;at;ons in I.he State of Call-
fornia, except the federal government.

(c) The term “individual” means a natural person.

(d) The term “record” means any collection or group-
ing of personal information about a data subject that is
maintained by an organization, agency, or individual and
that contains his name, or an identifying number, symbol,
or other identifying particular assigned to the data subject.

(e) The term “information system” refers 10 a system
from which information can be retrieved by the name of
the data subject, or by some identifying number, symbol,
or other identifying particular assigned to the data subject
and includes all processing operations, from initial collec-
tion of data through all uses of the data, including outputs
from the system. Data recorded on questionnaires, or
stored in microfilm archives shall be cun;:dered part nf a
data aystem
records undr.: the contml of any argnmzaﬁnn, zem:y. or
individual frorn which information can be retrieved by
the name of the data subject or by some identifying num-
ber, symbol, or other identifying particular assigned to
the data subject.

(g) The term “statistical research and reporting system”
means an information system or a system of records
maintained for statistical research or rspnrung purpoxes
only and not used in whole or in part in making any
determination about an identifiable individual.

(h) The term “data subject” means an individual whm
name or identity is maintained in an information system, a
system of records, or a statistical research and reporting
system. '

(i) The term “personal information” includes all data
that can be associnted with identifiable individuals, and
{1] describes anything about an individual, such as identify-
ing characteristics, measurements, test scores; [2] indicates
things done by or to an individual, including, but not
Iimited to, records of financial transactions, medical treat-
ment, or other services; or [3] affords a clear basia for
inferring personal characteristics or things done by or to
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an individual, including, but not limited to, the mere
record of his presence in a place, attendance at a meeting,
or admission to some type of service institution.

(i) The term “unfair information practice® means a
failure to comply with the requirements of this act,

(k) The term “maintaining” includes collection, main-
tenance, or use,

(1) The term “disclosure” means the act or an instance
of divulging, revealing, or otherwise opening to view.

(m) The term “disseminate” means to disclose, releass,
transfer, or otherwise communicate information orally, in
writing, or by electronic or other means.

(n) The term “accounting” means to keep a complete,
accurate, and up-to-date chronology of disclosures of per-
sonal information.

CHAPTER 2, REQUIREMENTS

1798.3. No ogranization, agency, or individual shall
disclose any personally identifiable record or any personaj
information contained in such record by any means of
communication to any other organization, agency, or
individval, except pursuant to a written request by, or
with the prior written consent of the data subject to
whom the record or personal information pertains, unless
disclosure of such information or record is as follows:

(a) To those officers and employees of the organization
or agency maintaining the record who have a need for
such record in the performance of their duties.

(b) To a recipient who has provided the organization
or agency with advance adequate written assurance that
the record will be used solely as a statistical research or
reporting record, and the record is transferred in a form
that is not individually identifiable.

(c) To the State Archives of tha State of California as
a record which has sufficient historical or other value to
warrant jts continued preservation by the California state
government, or for evaluation by the Director of General
Services or the Archives or his designee to determine
whether the record has such value.

(d) To another agency or to an instrumentality of any
governmental jurisdiction within or under the control of
the State of California for a law enforcement activity if
such activity is authorized by law and if the head of such
agency or instrumentality has made a written request H
the organization or agency which maintains the record,
specifying the particular portion desired and the law en-
forcement activity for which the record is sought.

(e) Pursuant to a showing of compe|ling circumstances
affecting the health or safety of a data subject, if upon
such disclosure notification is transmitted to the Tast known
address of such data subject.

(f) To federal, state or local government when such
disclosure is authorized or required by law.

1798.4. Each organization, agency, or individual, with
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respect to each information system or system of records
under its control, shall do the following:

(a) Keep an accurate accounting of the following:

(1] The date, nature, and purpose of each disclosure of
a record, or portions of a record containing personal
information to any other organization, agency, or in-
dividual made pursuant to Section 1798.3 except sub-
divisions (a), (b), (c), and (f) of Section 1798.3 or
disclosures to the public from records which by. law or
regulation are open to public inspection or copying.

[2] The name and address of the organization, agency,
or individual to whom such disclosure is made.

(b) Retain the accounting made pursuant to paragraph
(1) for at least three years after the disclosure for which
such accounting is made.

(¢) Except for disclosures made pursuant to subdivision
(d) of Section 1798.3 make the accounting made pursuant
to paragraph (1) available to the data subject mamed
therein at his request,

(d) Inform any organization, agency, or individual
about any correction, amendment, or notation of dispute
made by the organization in wccordance with subdivision
(d) of Section 1798.5 of any record that has been dis-
closed to such organization, agency, or individual, within
two years preceding the making of such correction or
amendment of the data subject's record, except that this
paragraph shall not apply to any record that was dis-
closed prior to the effective date of this section.

CHAPTER 3, ACCESS TO RECORDS

1798.5. Each organization, agency, or individual main-
taining an information system or a system of records
containing personal information shall do each of the
following:

(a) Permit access by any data subjéect upon proper
identification to any record or portion thereof containing
information pertaining to him which is contained in any
such system and permit the data subject to review such
record and have a copy made of all or any portion thereof
in a form reasonably comprehensible to him.

(b) Permit such data subject to request correction or
amendment of a record pertaining to him; and either

[1] Correct or amend any portion thereof which the
data subject believes is not accurate, timely, or complete,
or;

(2] Promptly inform such data subject of its refusal to
correct or ‘amend such record in accordance with his
request, the reason for such refusal, the procedures
established by vhe organization, agency, or individual for
the data subject to request a review of that refusal, and
the name and business address of the official within the:
organization or agency to whom the request for review
may be taken,

(c) Permit any such data subject who disagrees with
the organization or agency's refusal to correct or amend
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his record to request review of such refusal by the official
named in accordance with subdivision (b) (2); and if,
after such review, that official also refuses to correct or
amend the record in accordance with the request, permit
the data subject to file with the organization or agency a
concise statement seiting forth the reasons for his dis-
agreement with the refusal.

(d) In any disclosure containing information about
which the data subject las filed a statement of disagree-
ment occurring after the filing of such statement under
paragraph [3], clearly note any portion of such in-
formation which s disputed. Upon request of ecither the
data subject or the recipient of the information, provide
copies of such statement. If the organizalion or agency

ments requested.

1798.6. The organization, agency, or individual may
charge the data subject a reasonable fee, not the exceed
five dollars ($5), for making copies of his record.

1798.7. Each organization, agency, or individual main-
taining an information system or system of records shall
inform each data subject whom it asks to supply infor-
mation, at the time the information is requested of the
following: -

(a) The routine or usual recipients or users of the in-
formation,

(b) The principal purpose or purposes for which the
information is intended to be used.

(c) Other purposes for which the information may be
used.

(d) Which statutes or regulations, if sny, require dis-
closure of such information.

(e) The effects on him, if any, of not providing all or
any part of the requested information.

1798.8. Every organization, agency, or individual main-
taining one or more automated systems containing personal
information shall give notice of the existence and character
of each systerh once each calendar year prior to January
31 of that calendar year, commencing with thé calendar
year 1977. Such notice shall be filed with the Secretary
of State, and shall be a permanent public record. The
secretary may establish regulations prescribing the form of
such notice to implement this subsection, and may charge
a filing fee not to exceed five dollars ($5) for each notice
filed to defray the adminisirative costs incurred pursuant
to this section. Any organization, agency, or individual
maintairiing more than one information system or system
of records containing personal information may file such
annual notices for each of its systems simultaneously, and
such notices may be combined as a single filing when ap-
propriate. In this regard, where a single system is dupli-
cated or repeated at more than one location, under the
guidance of a central office, such system may be reported as
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a single system, specifying each location where jt is
operated and where files exist which contain personal in-
formation, Any organization, agency, or individual pro-

_posing to establish a new information system or system of

records, or to change the personal information content of
an existing system, on or after the effective date of this
subsection, shall file a notice with the secretary within
ninety (20) days of establishing or changing the personal
information content of such system. Notices shall specify
each of the following:

(a) The name of the system and the name and address
of the organization, agency, or individual maintaining the
system,

{(b) The nature and purpose of the system.

(c) The categories of persons on whom data are or
are expected to be maintained.

(d) The categories of data to be maintained, including,
but not limited to, financial, personal health, education,
and property data.

Notwithstanding any other provisions of this title, every
person who fails to file a notice as required by this section
shall be liable for a civil penalty not to exceed ten thousand
dollars ($10,000) for each violation, which ghall be as-
sessed and recovered in a civil action brought in the name
of the people of the State of California by the Attorney
General or by any district attorney in any court of com-
petent jurisdiction. If brought by the Attorney General,

_one-half of the penalty collected shall be paid to the

treasurer of the county in which the judgment was entered,
and one-half to the State Treasurer. If brought by a dis-
trict attorney, the entire amount of the penalty collected
shall be paid to the treasurer of the county in which the
judgment was entered.

1798.9. The organization, agency, or individual main-
taining an information system or a system of records shall

mation is accurate, relevant, timely, and complete,
CHAPTER 4. CIVIL REMEDIES

1799. (a) Whenever any organization, agency, or in-
dividual fails to comply with any provision of this title
in such a way as to have an adverse effect on a data sub-
ject, such data subject may bring a civil action against
such organization, agency, or individual,

(b) (1) In any suit brought pursuant to the provisions
of subdivision (a), relating to refusal of access or refusal
to provide a copy of personal information to a data sub-
ject, the court may enjoin the organization, agency, or in-
dividual from withholding the personal information and
order the production to the complainant of any personal
information improperly withheld from him. In such a case
the court shall determine the matter de novo, and may
examine the personal infarmation in camera to determine
whether such information or any portion thereof may be
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withheld, and the burden is on the defendant to sustain
its action. .

(2) The court may assess against the organization, agency,
or individual reasonable attorney's fees and other litigation
costs reasonably incurred in any case under this paragraph
in which the complainant has substantially prevailed.

(c) In any suit brought pursuant to the provisions of
subdivision (a) in which the court determines that the
defendant acted in a manner which was willful, arbitrary,
or capricious, the defendant shall be liable to the com-
plainant in an amount equal to the sum of:

(1) Actual damages sustained by the complainant as a
r=sult of such refusal or failure: and

{2) The cost of the action together with reasonable
attorney's fees as determined by the court.

(d) An action to enforce any liability created under
this section may be brought in any court of competent
jurisdiction in the county in which the complainant resides,
or has his principal place of busiiess, or in which the
defendant’s records are situated, within two years from
the date on which the cause of action arises, except that
where a defendant has materially and willfully misre-
presented any information required under this section to be
disclosed to a data subject and the information so misre-
Ppresented is material to the establishment of the defendant’s
liability to that data subject under this section, the action
may be brought at any time within two years after dis-
covery by the complainant of the misrepresentation,

1799.1. For the purposes of this title, the parent of any
minor, or the legal guardian of any individual who has
been declared to be incompetent due to physical or mental
incapacity or age by a court of competent jurisdiction,
may act on behalf of such individual,

CHAPTER 5. CRIMINAL PENALTIES

1799.2, (a) Any individual who knowingly and willfully
obtains or uses, or attempts to obtain or use, personal in-
formation, and who is not authorized to use such infor-
mation under Section 1798.3 shall be fined not more than
five thousand dollars ($5,000) or imprisoned not more than
one year, or both.

(b) Any individual, or employee of an individual main-
taining a personal information system, who knowingly and
willfully provides personal information from the system
in violation of this title shall be fined not mere than five
thousand dollars ($5,000) or imprisonied for not more
than one year, or both.

CHAPTER 6. GENERAL EXEMPTIONS

1799.3. (a) The head of any organization or agency
may exempt any information system or system of records
under jts jurisdiction from any part of this title except
Section 1798.7, if such system is:

(1) Maintained by an agency or component thereof
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which performs as its principal function any activity per-
taining to the enforcement of criminal laws, including
police efforts tor prevent, control, or reduce crime, or to
apprehend criminals, the activities of prosecutors, courts,
correctional, probation, pardon, or parole authorities, and
which consists of the following:

[i] Information compiled for the purpose of identifying
individual criminal offenders or alleged offenders and con-
sisting only of identifying data and notations of arrests.
the nature and disposition of criminal charges, sentencing,
confinement, release, and parole and probation status,

[ii] Information compiled for the purpose of a criminal
investigation, including reports of informants and investi-
gators, and associated with an identifiable individual; or

[iii] Reports identifiable to an individual compiled at
any stage of the process of enforcement of the criminal
laws from arrest or indictment through release from
supervision. '

CHAPTER 7. STATE ARCHIVAL EECORDS

1799.4. (a) Each state agency record which is accepted
by the Director of Geoneral Services for storage, pro-
cessing, and servicing in accordance with provisions of the
State Administrative Manual shall for the purposes of this
section, be considered to be maintained by the state agency
which deposited the record and shall be subject to the
provisions of this section. The Director of General Services
shall not disclose such record, or any information therein,
except {0 the agency responsible for the record or pursuant
to rules established by that dagency which are not incon-
gistent with the provisions of this section.

(b) Each state agency record pertaining to an individual
which was transferred to the State Archives as a record
which has sufficient historical or other value to warrant its
continued preservation by the California state government,
prior to the effective date of this section, shall for the pur-
poses of this section, be considered to be maintained by
the State Archives and shall not be subject to the provisions
of this section.

(¢) Each state agency record pertaining to an individual
which is transferred to the State Archives of the State of
California as a record which has sufficient historical or
other value to warrant its continued preservation by the
California state government, on or after the effective date
of this section, shall, for the purposes of this section, be
considered to be maintained by the State Archives and
shall be subject to all provisions of this section except sub-
division (d) of Section 1798.4 and subdivision (b) of
Section 1798.5 and Section 1798.6.

CHAFTER 8. MICELLANEOUS PROVISIONS

1799.5. (a) No provision of this title shall be construed
to make confidential any record maintained by the state
or any local public entity or private organization which
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by law iz not confidential nor to require disclosure of any
record which by law is confidential, or exempt from dis-
closure, or the disclosure of which is prohibited by law,

(b) No relevant evidence, relating to any procedure
established or required by this act shall be privileged in
any action for evidentiary purposes including but not
limited to discovery procedures or other aspects of any
cause of action.

Sec, 2. The Intergovernmental Board on Electronic
Data Processing shall study the effects of this title and on
April 1, 1977, and April 1, 1978, transmit a report of its
findings to a seven-member commitiee to be composed of
the State Director of Finance, the Commissioner of Cor-
porations, the Commissioner of Banking, the Insurance
Commissioner, and three other members appointed by the
Governor representing the fields of education, health, and
criminal justice. This committee shall study the report of
the Intergovernmental Board on Electronic Data Pro-
cessing and transmit that report and the committee’s find-
ings and recommendations for further legislation before
June 1, 1977, and June 1, 1978,

Sec. 3, The sum of - — dollars ($———-)
is hereby appropriated from the General Fund to the
State Controller for allocation and disbursement to local
agencies pursuant to Section 2231 of the Revenue and
Taxation Code to reimburse such agencies for costs in-
curred by them pursuant to this act,

MICHIGAN

DRAFT #2
SUBSTITUTE FOR

HOUSE BILL No. 5803

A bill to provide for fair information practices; to create
a fair information practices board and preseribe its powers
and duties; to create an advisory council on security and
privacy of information and prescribe its powers and duties;
and to prescribe penalties.

THE PEOPLE OF THE STATE OF
MICHIGAN ENACT:

Sec. 1. This act shall be known and may be cited as the
“Michigan fair information act™.

Sec. 2, As used in this act:

(a) “Access" means a request for or receipt of infor-
mation, or an atlempted access,

(b) “Accurate” means complete, clear, and not am-
biguous, to the extent it will not mislead a reasonable per-
son about the true nature or import of the information.

(c) “Agency” means the state or a department, bureau,
division, board, commission, authority, state institution of
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higher education, state court, the legislature, or other
entity that is a part of state government, and includes to
the extent necessary to carry out this act an entity with
which an agency shares use of information.

(d) “Automated” means recorded, in whole or part, on
magnetic tape, magnetic disk, magnetic drum, punched
card, optically scannable paper or film, or otherwise com-
puter accessible,

(e) "Board means the fair information practices board
created in section 7.

(f) “Chief administrative officer” means the administra-
tive head of an agency.

(g) “Correction” means a change in or purge of data
and includes supplementation.

(h) “Council” means the advisufy council on security
and privacy of information.

(j) “Criminal justice agency” means an agency of the
state or a political subdivision thereof which performs, as
ils principal function, activities relating to:

(i) Crime prevention, including research or the sponsor-
ship of research.

(ii) The apprehension, prosecution, adjudication, or re-
habilitation of criminal offenders.

(iii} The use of criminal justice record information.

(k) “Criminal justice intelligence information” means
background, incideni, or investigative information used
by a criminal justice agency which is not available to a
party in a contested case, but does not include criminal
justice record information or information the use of which
is specifically prohibited by law.

( 1) “Cnmmal jusnce re:ard mfnrmauon means psmns!

mgs, :nnwctmna, sentencmg, rﬁhabditatlan aﬂd rel:as:, -;ir_
other personal information pertaining to criminal proceed-
ings or- generated as a result thereof, but does not include
criminal justice intelligence information,

(m) “Data subject” means a person who is the subject
of information used by the state.

(n) “Information” or “data” means the normal and
computer art meanings of information and of data, whether
or not coded, abstracted, personal or nonpersonal, pariial
or complete, whether public record or not, and regardless
of the manner in which it is used.

(o) “Information system” means a process, means, or
method designed or used for the collection, production,
storage, use, or dissemination of information and includes,
without limitation, all manual and computerized systems.

(p) “Person” means an individual, group, association,
firm, partnership, trust, corporation, or other legal entity.

(q) *Personal information” means all information de-
scribing anything about a person, evidencing things done
by or to a person, or otherwise affording a basis from
which it is reasonably possible to identify personal charac-
teristics or things done by or to a person.
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(r) “Purge” means to cease using, seal, remove, or
destroy.

(s) “Sharing” or “sharing of information™ means allow-
ing information used by the state to be accessible to a
local unit of government, another state, or the federal
government or to any person by contract with the state.
A fee paid for copies is not a contract with the state for
this purpose.

(t) “State™ means this state and includes an agency as
defined -in subdivision (¢).

(u) “Timely information” means information recently
collected or produced or which, if not recent, remains
verifiable, reliable, and pertinent information for the use
made of it, )

(v) “Use” means collection, production, storage, dis-
semination, or the normal meaning of use, or an attempted
use,

8ec. 3. (1) A person maintaining an automated personal
information or data system in this state or concerning
residents of this state shall:

(a) Provide reasonable procedures for a data subject to
ascertain if a record is kept containing personal informa-
tion pertaining to the data subject.

(b) Allow a data subject, or in the case of a minor or
a person legally incompetent, his next of kin, parent, or
guardian, to inspect and obtain at cost, a copy of the in-
formation. Copies may be so marked or otherwise made
in a manner which will discourage or prevent improper
use, ,
(c) Provide procedures whereby the data subject may
challenge the accuracy or timeliness of the information
and by which inaccurate or untimely information may be
changed and, if change is refused, reasonable opportunity
for the data subject to supplement the information.

(d) Advise a person from whom personal information is
sought whether the person is legally required to provide the
information and, if not, what result may reasonably be
expected for failure to provide the information.

(2) A person maintaining an automated personal in-
formation or data system subject to this section shall give
public notice of the existence and character of its system
at least once before January 31 each calendar year. The
notice shall be filed with the board. A person maintaining
more than 1 system shall file annual notices for each of
its systems.

(3) A person who proposes to establish a new automated
shall file a notice with the board within 30 days of estab-
lishing the system. The notice shall contain:

(a) The name of the system and the name and address
of the person maintaining the system.

(b) The nature and purpose of the system.

(c) The categories and approximate number of persons
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on whom personal information is expected to be maintain.
ed.

(d) Categories of information to be maintained which
will be automated. . ‘

(e) Policies and practices regarding storage, duration of
retention, and disposal of information.

(f) The usual categories of information sources.

(g) The types of use to be made of information.

(h) The description of actions taken to comply with
the requirements of subsection (1),

(4) This section applies only to personal information
which is automated. This section shall not apply to a per-
son regulated under 15 U.5.C. zections 1681 to 16811,

(5) The board shall encourage compliance with this
section and recommend to the legislature changes in this
section or penalties it deems advizable, but shall not have
other powers or duties under this section.

(6) Section 20 shall not apply to this section and a
criminal penalty shall not be imposed solely for violation
of this section.

Sec. 4. Sections 5 10 18 and section 20 apply only to
information used by the state.

Sec. 5. (1) The state shall not use personal information
unless the information meets each of the following require-
ments:

(a) It is legally obtained.

(b) There is a valid public purpose for its use,

(c) It is timely.

(d) Tt is accurate,

(2) The requirement of subsection (i) shall not apply
to evidence in a criminal proceeding.

Sec. 6. (1) This act shall govern the use of information
by the state, unless otherwise provided herein.

(2) Criminal justice intelligence information is exempt
from this act, except that the responsible authority shall
require nondisclosure agreements of persons with access
to criminal justice intelligence information.

{3) Information used by the state which is not auto-
mated and is investigatory information or material com-
piled or used for regulatory purposes, except to the extent
available by law to a party to a contested case, is exempt
from this act, except that the responsible authority shall
require nondisclosure agreements of persons with aceess to
the information or material,

(4) Information used by a state corizrt or the legislature,
exclusively for purposes of internal administration, which
is not automated and is not information required to be
made available for public inspection by section 21 of Act
No. 306 of the Public Acts of 1962, as amended, being
section 24.221 of the Michigan Compiled Laws, is exempt
from this act.

(5) The board, by rule, may exempt from this act or
specified provisions of this act, except section 5, informa-
tion used by the state which is personnel information con-
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cerning a present employee of the agency, iz not auto-
mated, and is not available to a party in a contested case.

Sec. 7. (1) The fair information practices board is
created in the department of management and budget. The
powers and duties of the board shall include the power
and duty to supervise and implement this act.

(2) The board shall be composed of 8 members. Four
members shall be officers or employees of, or otherwisze
associated with, state government and 4 shall not be as-
sociated with state government. A member who is an officer
or employee of state government may designate an author-
ized representative to serve in his place, This right shall be
granted by the governor at the time of appeintment. Mem-
bers shall be appointed by the governor with the advice
and consent of the senate, The members’ terms of office
shall be for 4 years, except that of the members first ap-
pointed, 4 shall be appointed for 2 years and 4 for 4
years, respectively. On the expiration of a term, a successor
shall be appointed. The governor may fill a vacancy for
an upexpired term. A member may be removed for cause
by the governor. The members shall receive no compensa-
tion, but shall be reimbursed for actual and necessary ex-
penses incurred in the perforinance of their duties in ac-
cordance with standard travel regulations issued by the
department of management and budget, ’

(3) The board shal] elect 1 of its members as chairman.
The term of the chairman shall be 1 year.

(4) The board shall appoint a staff director, who shall .

be in the classified service, and other personnel authorized
by law.

(5) The board shall meet not less than once every 2
months at a time and place in the state determined by the
board, The governor, its chairman, or any 3 of its mem-
bers on 3 days’ notice, may call a special meeting at any
time or place in the state when deemed necessary, A
majority of the membership of the board constitutes a
quorum and all decisions of the board shall be by majority
vote of those present and voting.

(6) Meetingz of the board shall be open to the public,
except that after the meeting is called to order, the board
may vole to close a meeting, limiting attendance as it
deems necessary and appropriate, consistent with the in-
tent of this act. A closing of the meeting shall be by motion
made and adopted, with a brief statement of the reason
therefor to be made prior to the voie. The brief statermnent
shall be in writing, read aloud by the chaitinan, -»d made
a part of the record of the meeting.

(7) A record of proceedings containing substantive per-
sonal or nonpersonal information may be retained by the
board, if necessary, bui shail be treated in like manner as
if held by the agency which provided it to the board.

(8) Records not required by law to be made available
for public inspection are considered specifically exempt
from public inspection for purposes of this section.

ILLUSTRATIVE
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Sec. 8, (1) The powers and duties of the board shall
be broadly construed to allow full implementation of the
purpose and intent of this act. The powers and duties of
the board include the following:

(a) To review and decide appeals of persons relative
to rights and duties under this act.

(b) To supervise and enforce this act relating to the
use of information by the state.

(c) To conduct inquiries and investigations appropriate
to carry out its functions,

(d) To have access to information used by the state
for each of its members and its staff as it deems ap-
propriate.

(e) To make recommendations concerning fair infor-
mation practices and to report periodically to the governor,
legislature, and judiciary.

(f) To receive and act on the advice of the advisory
council on security and privacy of information.

(2) The board may promulgate rules under this act to
implement its powers and duties, pursuant to Act No. 106
of the Public Acts of 1969, as amended, being sections
24,201 to 24.315 of the Michigan Compiled Laws. Rules
of the board may:

(a) Establish requirements and procedures adequate to
assure that information subject to this act is legally
obtained, serves a valid public purpose, and is timely and
accurate,

(b) Require adequate security for information and
information systems, including nondisclosure agreements
when the board deems them necessary or advisable.

(¢) Determine criteria and procedures relative to orders
to change information and as to sealing, removing and
destroying information, whether by agency action or order
of the board,

(d) Set forth procedures for and limitations on use on
a need to know basis.

(e) Establish proceduves for notice, access, review,
change of information, and appeal, consistent with this
act,

{f) Establish procedures for and controls and limita-
tions on the use of information for research and for the
sharing of information, which may include the prohibi-
tion thereof, if necessary to carry out the intent of this
act, .
(g) Provide a data access control plan or manual, or.
both, and education programs relative to proper security
and privacy practices required by this act and rules
promulgated under it.

(h) Require adequate record keeping of use of in-
formation including, to the extent deemed necessary by
the board, records as to the source of information.

8ec, 9. (1) An advisory council on security and privacy
of information, consisting of 11 members to be ap-

o4
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() Otherwise fail to comply with this act or rules
promulgated hereunder,

Sec. 12 (1) The chief administrative officer of an agency
which uses information subject to this act is the custodian
of that information. A request for access shall be made to
the custodian or his authorized representative,

(2) Within the provisicns of this act a data subject hag
a right of access to information of which he is the subject,
Access shall include the right to view, take notes, and
receive copies, if feasible,

(3) An agency may prescribe ressonable hours, men-
ners, and places for access, and, ai the zllowance or
direction of the board, shall impose restrictions reason-
ably necessary to assure the security and privacy of the
information and to verify the identity of the person who
seeks access to the information. The board shall establish
conditions for and limitations on the use of fingerprinting
for verification of identity of the perzon.

(4) A person who is the subject of information used
by the state and who believes the information is being
used in violation of section 5 may make sworn application
to the agency having custody or control of the informa-
tion, in writing, to correct the information. The applica-
tion shall include identification as required and the basis
for the requested correction, If the agency declines or fails
to act, as requested, within 30 days after the application
is made, or the person believes a decision or action of the
agency to be unsatisfactory, he shall have the right fo
appeal, as set forth in section 15,

(5) An agency shall not charge more than its cost for
copies made and provided under this section unless other-
wise provided by law.

Szc. 13, (1) Access by a data subject includes the right
to have an attorney or other person present with him or
represent him.

(2) A minor or a person legally incompetent may be
denied access to records other than public records if
provision is made for access by a next of kin, parent,
guardian, professional, or attorney authorized by a next
of kin, parent, or guardian. The board, by rule, may
provide for similar denial of access by persons to health
and mental health records pertaining to diagnosis, treat-
ment, or prognosis.

(3) The board, by rule or on a case by case basis, may
approve access by other than normally authorized per-
sonnel, a data subject or a person specified in this section

if the board determines the access desirable to carry out

this act. Conditions, procedures, controls, and limitations
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may be set by the board, including requiring execution of
nondisclosure agreements.

Sec. 14. An agency, or combinations thereof, may desig-
nate a person or group o review requests by a dat
subject for access or change of information, A person
aggrieved by a decision of the reviewing person or group
may appeal to the board as provided in section 15,

Sec. 18, (1) Appenls from actions by an agency of the
state relating to the performance of its duties under this
act shall be to the board. The appeal shall be in writing,
sworn to, and shall specify the agency and information in
question, the date of application to the agency and known
disposition thereof, the basis for the appeal, and the
action requested of the board. The board may reject 2
frivolous appeal without hearing.

(2) Except as provided in subsection (1), the board
shall order the requested change without a hearing, stipu-
late in writing with the applicant to an order based on a
maodified request, or conduct a hearing at which the person
appealing may appear with or without counsel, present
evidence, and examine and eross-examine witnesses. Pro-
cedures shall be determined by rules promulgated by the
board consisient with Act No. 306 of the Public Acts of
1969, as amended, for hearings in contested cases. The
hoard may appoint 1 or more of its members or employees
to conduct an appeal hearing. Written findings of fact and
conclusions of law and a pertinent order shall be issued by
the board within 20 days after receipt of an appeal.
excluding extensions requested by the applicant. On proof
of a right to correction, the board shall arder the informa-
tion appropriately corrected. Notification of an ordered
correction shall be disseminated by the board to agencies
using the information in question and to the person whose
information has been ordered corrected.

See. 16. (1) The board may conduet an investigation to
determine whether a person has violated or is about to
violate sections 5 to 18 of this act or a rule promulgated
thereunder,

(2) If the board finds that this act or a rule was
violated, the board may, after notice of at least 4 days by
personal service or certified mail, hold a hearing to
determine whether a cease and desist order should issue to
restrain the action or practice which is in violation of this

- act or the rule, The board may designate | or more of its

members or employees to conduct the hearings.

(3) For the purpose of an investigation under this act,
the board or a member thereof designated by rule of the
board, may administer oaths or affirmations, and on its
own motion or on request of a party may subpoena wit-
nesses, compel their attendance, take ovidence, and re-
sui're the production of matter which is relevant to the
investigation, including the existence, description, nature,
custody. condition, and location of any books, decuments.
or other tangible things, and the identity and location of
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persons having knowledge of relevant facts, or sny other
matter reasonably calculated to lead to the discovery of
material evidence,

(4) Upon failure to obey a subpoena or to answer
questions propounded by the investigating officer and
upon reasonable notice to all persons affected thereby, the
board may apply to the circuit court of the county in
which the investigation is being conducted of the pro-
ceeding is being conducted, for am order compelling
compliance, :

(5) All proceedings under this section shall be in
accordance with Act No, 306 of the Public Acts of 1969,
as amended,

(6) After notice and hearing, the board may order a
person it finds to be in violgtion to cease and desist.

8ee. 17, A person aggrieved by a final order of the board
may appeal the order to the circuit court in accordance
with general court rules and sections 101 to 106 of Act
No. 306 of the Public Acts of 1969, as amended,

8Bec. 18, (1) On or after July 1, 1976, a request for public
récord information from the state in order to be allowed
to obtain a copy of the information shall b by name or
other personal identifier, unless otherwise approved by
the board,

(2) On or after July 1, 1976, information shall not be
issemninated at a discount cost or charge for volume, nor
in computer-accessible form, nor by blanket order, sub-
seription, or similar continuing agreement, unless approved
by the board.

(1) The board, by rule, consistent with section 21 of
Act Mo. 306 of the Public Acts of 1969, as amended.
may provide that access to persanal information used by
the state. whether or not deerned a public record, may be
restricted as the board deems mecessary and proper to
restrict or prevent uge, by other than the person who is the
subject of the information, contrary to the intent of this
act,

(4) This section dots not apply to use by authorized
personinel in carrying out their duties for the state.

8zc. 19, (1) A person may institute a civil action for
damages or to restrain a violation of this act. In an action
for damages, a person who wilfully violates this act shall
ke Jiable, in addition to any liability for actual damages
as may be proven, for exemplary damages as may be de-
termined by the court for each wilful violation, together
with costs and reasonable attomay's fees imcurred by the
person bringing the action

(2) A person shall not be subject to civil or criminal
liability under this act for denial of access to another
ably believed to be part of a pattern of clearly unreason-
able, repetitive demands for access by or on behalf of the
othe; person,
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Sex, 20. (1) The wilful violation of a provision of this
act, except as provided in section 3, shall be a misde.
meanor punishable by imprisonment for not more than i
year, or a fine of not more than $10,000.05, or both,

(2) The violation of a rule promulgated under this act
shall be a disdemesnor punishable by a fine of not more
than $500.00.

Sec, 21. This act shall be construed in a manner consist-
ent with the freedom of information provisions of Act No,
106 of the Public Acts of 1969, as amended.

Sec, 22. A person shall not have a defense of sovereign
immunity against an action brought for violation or
threatened violation of this act.

Sec. 2. This act shall become effective Fuly 1, 1975,

MINMNESOTA STATUTE
FIRST REGULAR SESSION

OFFICIAL RECORDS—COLLECTION, SECURITY
AND DISSEMINATION

CHAPTER 401
H.F.No.i014

Ar Act relating to the collectiom, security and dissemins-
subdivisions; clarifylng mecessary definltions; changing
reporting requirements; restructuring the duties of re-
sponsible nuthorities and the rights of subjects of dna:
providing for issmance of rules relating to the implemen-
talion of the act by the commissoper of administra-
tlom; providing for the establishient of a privacy
study commission; providing penslies; appropriating
money; amending Minnesota Statates 1974, Sectlos=
15162; 15.163; 15.165; 15.166; 15187; snd Chapter
15, by adding sections; repealing Minnesota Stafutes
1974, Sections 15.164 =nd 15.168.

Be it enacted by the Legislature of the Siate of Minnesot:

Section 1. Minnesota Statutes 1974, Section 15.162, is
amended to read:
15162 Collection, security and disseminaticn of records;
definitions

Subdivision 1. As used in sections 15,162 to 15.168 the
terms defined in this section have the meanings given
them,

Subd. 2. “Commissioner” means the commissioner of
the department of administration.

Subd. 2a. “Confidential data on individuals® meaps
data which is not public but is (a) expressly made cop-
fidential by law as to the individual subject of that data;
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(b) collected by a civil or criminal investigative agency ss
part of an active investigation undertaken for the purpose
of the commencement of a legal action, provided that the
burden of proof as to whether such investigation is active
or in anticipation of a legal action is ypon the agency; (¢)
data which supplies the basis for the disgnosls of the
medical or psychiatric condition of an individual as de-
termined by a licensed physician.

Subd. 3. “Data on individuals” includes all records, files
and processes which contuin any data in which an in-
dividual is or can be identified and which is kept or in-
tended to be Kept on a permanent or temporary basis.
It includes that collected, stored, and disseminated by
manvual, mechanical, electronic or any other means, Data
on individuals includes data classified as public, private or -
confidential,

Subd. 4. “Individual” means a natural person. In the
case of a minor individual under the age of 18, “individval”
shall mean a parent or guardian acting in a representalive
capacity, except where such minor individual indicates
otherwise.

Subd. 5. “Political subdivision” includes counties, muni-
cipalities, school districts and any boards, commissions,
districts or authorities created pureuant to local ordinance.
It includes any nonprofit corporation which is a com-
munity action agency organized to qualify for public
funds, or any non-profit social service agency which per-
forms services under contract to any political subdivision,
statewide systern or state agency,

Subd. 5a. “Private data on individuals” mesns data
which is not public but which by law is accessible to the
individual subjest of that data,

Subd. 5b. “Public data on individvals” mesns data
which is accessible to the public in accordance with the
provisions of section 15.17,

Subd. 6. “Responsible authority” at the state level means
any office established by law as the body responsible for
the collection and use of any set of data on individuals or
summary data. “Responsible authority” in any political
subdivision means the person designated by the governing
board of that political subdivision, unless otherwise pro-
vided by state law, With rezpect to staiewide systems,
‘responsible authority” inee-s the state official involved,
or if more than one state official, the official desigziated by
the commissioner.

Subd. 7. “State agency” means the state, the university
of Minnesota, and any office, officer, department, division,

" bureau, board, commission, authority, district or agency of

the state.

Subd. 8. “Statewide system” includes any record-keeping
system in which data on ind_siduals is collected, stored,
disseminated and used by means of a system common fo
one or more agencies of the state or more than omne of ils
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political subdivizsions,

Subd, 9. “Summary data” means statistical records and
reéports derived from data on individuals but in which
individuals are not identified and from which neither their
identities nor any other characteristic that could uniquely
identify an individual is ascertainable,

Sec., 2. Mimnesota Statutes 1974, Section 15163, is
amended to read:

15.163 Reporls vo the leglsiature
Subdivision 1. On or before August | of each year the

with the commissioner of administration, which shall be a
public record. The report shall contain the following in-
formation:

(a) The title, name, and address, of the responsible
authority.

(b) A statement of which records containing data on
individuals maintained by the responsible autherity are
classified as confidential and which are classified as private.
The responsible authority shall submit sample copies of
any forms which will, when executed, contain data on
individuals classified as private or confidential.

(¢) The purposes for which private or confidential data
on individuals is authorized to be used, collected, dis-
seminated and stored.

(d) The responsible authoritys policies and practices
regarding storage, duration of retention, and disposal of
data on individuals, including a description of the pro-
visions for maintaining the integrity of private and con-
fidental data on individuals,

Subd, 2. On or before December 1 of each year, the
commissioner shall prepare a report to the legislature
summarizing the information filed by responsible authori-
ties pursizant to subdivision 1 and notifying the legislature
of any problems relating to the administration, imple-
mentatiors and enforccment of sections 15.162 to 15.168
which might, in his opinion, require legislative action.

Sec, 3. Minnesota Statutes 1974, Chapter 15, is amended
by adding a section to read:

15,1641 Dailes of responsible authority

(a) Data on individuals is under the jurisdiction of the
responsible authority who may appoint an individual to
be in charge of each file or system containing data on
individuals,

(b) Collection and slorage of public, private or cop-
fidential data on individuals and use and dissemination of
private and confidential data on individuals shall be lienited
to that necessary for the administration and management
of programns specifically authorized by the legislature, local
governing body or mandated by the federal government.

(c) Private or confidential data on individuals shall not
be used, collected, stored or disseminated for any purposes
other than those stated to an individual at the tiine of
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collection in accordance with section 15.165 or, in the
case of data collected prior to August 1, 1975, for any
purpose other than those originally authorized by law,
unless (1) the responsible authority files a statement with
the commissioner describing the purpose and necessity of
the purpose with regard to the health, safety or welfare of
the public and the purpose is approved by the commis-
sioner, or (2} the purpose is subsequently authorized by
the state or federal legislature, or (3) the purpose is
one to which the individual subject or subjects of the data
have given their informed consent.

(d) The use of summary data derived from private or
confidential data on individuals under jurisdiction of one
or more responsible authorities shall be permitted, pro-
vided that summary data is public pursuant to section
15.17. The responsible authority shall prepare summary
data from private or confidential data on individuals upon
the request of amy person, provided that the request is in
writing and the cost of preparing the data is borne by the
requesting person. The responsible authority may delegaie
officer responsible for any central repository of summary
data, or to a person outside of its agency if the person
agrees in writing not (o disclose private or confidential data
on individuals.

(e} The responsible authority shall establish procedures
and safeguards to ensure that all public, private or con-
fidential data on individvals is accurate, complete and
current, Emphasis shall be placed on the data security

confidential data on individyals which are accessible
directly via telecommunications fechnology, inecluding
security during transmission,

Sec. 4, Minnesota Statutes 1974, Section 15,165, is
amended to read:

15165 Rights of subjects of daia

The rights of individuals on whom the data is stored or
to be stored shall be as follows:

(2) An individual asked to supply private or con-
fidential data concerning himself shall be informed of:
(I) both the purpose and intended use of the requested
data, (2) whether he may refuse or is legally required to
supply the requested data, and (3) any known consequence
arising from his supplying or refusing to supply private or
confidential data,

(b) Upon request to a responsible authority, an in-
dividual shall be informed whether he is the subject of
stored data on individuals, whether it be classified as
public, private or confidential. Upon his further request,
an individual who is the subject of stored public or private
dafa on individuals shall be shown the data without any
charge to him and, if he desires, informed of the content
and meaning of that data. After an individual has been
shown the data and informed of its meaning, the data
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need not be disclosed to him for six months thereafter
unless a dispute or action pursuant to this section is
pending or additional data on the individual has been
collected, The responsible authority shall provide copies
of the data upon request by the individual subject of the
data, provided that the cost of providing copies is borne
by the requesting individual.

(¢} An individual may coniest the accuracy or com-
pleteness of public or private data concerning himself. To
exercise this right, an individual shall notify in writing the
responsble suthority deseribing the nature of the dis
agreement. The responsible authority shall within 30 days
carrect the dala if the data is found to be inaceurate or
incomplete arad attempt to notify past recipients of in-
accurale or incomplete data, or notify the individual of
disagreement. Data in dispute shall not be disclosed except
under conditions of demonsirated need and then only if
the individual’s statement of disagreement is included with
the disclosed data. The determination of the responsible
authority is sppealable in accordance with the provisions
of the administrative procedure act ? relating to contested
cases.

Sec. 5. Minnesota Statutes 1974, Section 15.166. is
amended to read:

15.166 Tivil penalties

Subdivision 1. Notwithstanding section 466.03, a political
subdivision, respansible authorily or siate agency which
violates any provision of sections 15,162 to 15.168 is liable
to a person who suffers any damage as a result of the
violation, and the person damaged may bring an sction
against the political subdivision, responsible authority or
stale agency to cover any damages sustained, plus costs

" and reasonable attormey fees. I the case of a willful viola-

tion, the political subdivision or state agency shall, in
addition, be liable to exemplary damages of not less than
$100, nor more than $1,000 for each violation. The state
is depmed to have waived any immunity to a cause of
action brought under sections 15.162 to 15.168,

Subd. 2. A palitical subdivision, responsible authority or
state agency which violates or proposes to violate sections
15.162 to 15168 may be enjoined by the district court.

The court may make any order or judgment as may be

necessary to prevent the use or employment by any person
of any practices which violate sections 15.162 to 15.168,

Subd, 3. An action filed pursuant to this section may be
commenced in the covaty in which the individual alleging
damage or secking relief resides, or in the county wherein
the political subdivision cxist~ ~r in the case of the state,
any county.

Sec. 6. Minmesota Stptutes 1974, Section 15.167, is
amended to read:

1 Section i!ié-@i- ef seq,
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15,187 Penzlties

Any person who willfully violates the provisions of
sections 15162 1o 15.168 or any lawful rules and regula-
tions promulgated thereunder is guilty of a misdemeanor.
Willful violation of sections 15.162 to 15.168 by any
public employee constitutes just cause for suspension with-
out pay or dismissal of the public employee.

Sec. 7. Minnesota Statutes 1974, Chapter 15, is amended
by adding a section to read:
15.1671 Duties of tke commissioner

The commissioner shall with the advice of the inter-
governmental information services advisory council pro-
mulgate rules, in accordance with the rule-making pro-
cedures in the administrative procedures act which shall
apply to state agencies, statewide systems and political
subdivisions to implement the enforcement and adminis-
-tration of sections 15.162 fo 15.169. The rules shall not
affect section 15.165, relating to rights of subjects of data,
and section 15,169, relating to the powers and duties of
the privacy study commission. Prior to the adoption of
rules authorized by this section the commissioner shall
give potice to all stale agencies and political subdivisions in
the same manner and in addition to other parties as re-
quired by section 150412, subdivision 3, of the date and
place of hearing, enclosing a copy of the rules and regula-
tioris 1o be adopted.

Stc. 8. Minnesota Statutes 1974, Chapter 15, is
amended by adding a section o read:
15.169 Privacy study commisslon

Subdivisior 1. Establishment. There is hereby created
a privacy study commission consisting of six members,
three of whom shail be appointed by the committee on
commilttees, and three of whom shall be appointed by the
speaker of the house, The commission shall act from the
time its members are appointed until the commencement
of the 1977 regular session of the legislature. Any vacancy
shall be filled by the appointing power.

Subd. 2. Organization snd procedure. At its first meet-
ing the commission shall elect a chairman, a vice-chairman
and such other officers from its membership as it may
deemn niecessary. The commission shall adopt rules govern-
ing its operation and the conduct of iis meetings and
hearings, which rules are not subject to the provisions of
the administrative procedures act.

Subd. 3. Duties smd powers. The commission shall
make a comftinuing study and investigation of data on
individuals collected, stored, used and disseminated by
political subdivisions, state agencies, statewide systems and
any other public or private entity in the state of Minnesota
the commission may deem appropriate for such study and
investigation. The powers and duties of the commission
shall include, but are pot limited to the following:

(1) the holding of meetings at times and places it
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1975, Chapter 401. The commission may hold hearings at
times and places convenient for the purpose of taking
evidence and testimony to effectuate the purposes of Laws
1975, Chapter 401, and for those purposes the commission

members, issue subpoemas, including subpoenas duces
tecumn, requiring the uppearance of persons, production of
relévant records and the giving of relevant testimony. In
the case of contumacy or r+fusal to obey a subpoena issued
under authority herein provided, the district court in the
county where the refusal or contumacy occurred may,
upon complaint of the commission, punish as for contempt
the person guilty thereof.

(2) the study of all data on individuals collected, stored,
used or disseminated in the state of Minnesota including,
but not lirnited to that collecied, stored, used or dissemi-
nated by any political subdivision, state agency or state-
wide system in order to determine the standards and
procedures in force for the protection of private and
confidential‘data on individuals. In conducting such study,
the commission shall:

(1) determine what executive orders, atiorney general
opinions, regulations, laws or judicial decisions govern the
activities under study and the extent to which they are
consistent with the rights of public access to data on in-
dividuals, privacy, due process of Iaw and other guarantees
in the Constitution.

(b) determine to what extent the collection, storage, use
or dissemination of data on individuals is affected by the
requirements of federal law.

{¢) examinc the standards and criteria governing pro-
grams, policies and practices relating to the collection,
storage, use or dissemination of data on individuals in the
state of Minnesota.

(d) collect and utilize to the maximum extent prac-
ticable, all findings, reports, studies, hearing transcripts,
and recommendations of governmental legislature, and
private bodies, institutions, organizations and individuals
which pertain to the problems under study by the com-
mission,

(3) the recommendation to the legislature of the ex-
tent, if any, to which the requirements and principles of
this act should be applied to information practices in
existerice in the state of Minnesota by legislation, ad-
ministrative action or voluntary adoption of such require-
meérits and principles, and report on such other legislative
recommendations as it may determine to be necessary to
protect the privacy of individuals while meeting the legiti-
mate needs of government and sociery for information.

Sobd, 4. Office. The commission shall maintain an
office in the eapitol group of buildings in space provided
by the commissioner of adminisiration.

Subd, 5. Sapplies; staff. The commission may purchase

60

ILLUSTRATIVE
LEGISLATION

vquipment and :upplies and employ such professional,
clerical, and teciwnical assistants from the senate and house
staff as it deems necessary in order to perform the duties
herein prescribed, The commission may invite consultants
and other knowledgeable persons to appear before it and
offer testimony and compensate them appropriately.

Subd. 6. Assistance of other sgencies. The commission
may request any information including any data on in-
dividuals from any political subdivision, statewide system,

in carrying out the purposes of the act, and notwithstand-
ing any law to the contrary, such employee or agency is
authorized and directed to promptly furnish any such data
or information requested.

Subd, 7. Expense, relmbursement. Members of the

sota Statutes, Section 3.102.

Subd, 8. Penaltfes for disclosure. (1) Any member,
assistant or staff of the commission who, by virtue of his
employment or official position, has possession of, or
access to, agency records which contain private or con-
fidential data on individuals the disclosure of which is
prohibited by law, and also knowing or having reason to
know that disclesure of such data is prohibited, wilifully
discloses such data in any manner to any person or agency
not entitled io receive it shall be guilty of a misdemeanor,

(2) Any member, assistant or staff of the commission
who knowingly and willfully requests or obtains any
private or confidential data on individuals under false
pretenses the disclosure of which such person is not
entitled by law shall be guilty of a misdemeanor.

Subd, 9. Report to the legislature. The commission
shall report its findings and recommendations to the legis-
lature as soon as they are available, in any case not later
than Nlovember 15, 1976, and may supplement them there-
after until January 15, 1977. One copy of the report shall
be filed with the secretary of the senate, one copy with
with the legislative reference library. e

Subd. 10. Appropriation. There is appropriated from
the general fund the sum of $25,000 for the biennium
ending June 30, 1977, ur as much thereof as necessary, to
pay the expenses incurred by the commission. Expenses of
the commission shall be approved by the chairman or
another member as the rules of the commission provide
and paid in the same manner that other state expenses are
paid.

Sec. 9. Minnesota Statutes 1974, Sections 15.164 and
15.168, are repealed.

Sec. 10. This act is effective the day following final
cnactment,

Approved June §, 1975,
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MNATIONAL ASSOCIATION OF STATE
INFORMATION SYSTEMS
SUGGESTED GUIDELINES FOR

A STATE INFORMATION PRACTICES ACT

Ar Act to protect a person’s right to privacy and con-
fidemfislity and to prohibit the unreasonable acquisition,
se and retention of such Information by state and local
govemnments,

(Enactment Clause, as required by state law)

SECTION 1. Short Title, This Act shall be known and
may be cited as the “Information Practices Act”,

SECTION 2. Legis ative Intent.

{a) The (name of legislative body) finds and declares:

(i) That the use of information for purposes
other than those purposes to which a person
knowingly consents can seriously endanger a
person’s right to privacy and confidentiality.

(ii) That information collection methods are not
limited to political boundaries and, therefore,
it is necessary to establish a unified statewide
program for the regulation of information col-
Iection practices and to cooperate fully with
other states and with agencies of the govern-
ment of the United States in regulating such
information collection practices,

(iii) That in order to increase participation of
persons in the prevention and correction of
unfair information practices, opportunity for
hearing and remedies must be provided.

(iv) That in order to insure that information
collected, stored and disseminated about per-
sons is consistent with fair information prac-
tices while safe-guarding the interests of the
persons and allowing the state to exercise its
proper powers, a definition of rights and re-
sponsibilities must be established.

(b) It is the purpose of this act 1o establish fair in-
formation practices to insure that the rights of persons are
protected ard that proper remedies are established to pre-
vent abuse of personal information.

SECTION 3. Definitions. As used by this act, unless
the context otherwise requires, the following words and
phrases shall have the meaning ascribed to them in this
section;

(a) “Act” is the (name of state) Information Practices
Act.

(b) "Board" is the (name of state) Information Prac-
tices Board created by this act (or if there is no board as
in Option 5 infra, (b) shall read “Authority” is the (name
of state) Information Practices Authority created by this
Act.
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(c) “Individoal” is any man, woman, or child.

(d) “Person” is any individual, partnership, co-partner-
ship, firm, company, corporation, association, joint stock
company, trust, estate, political subdivision, state agency,
or any other legal entity, or their legal representatives or
agent.

(e) “Personal information” is any information that by
some specific means of identization, including but not
limited te any name, number, description, and including
any combination of such characters, it is possible to
identify with reasonable certainty the person to whom such
information pertains.

(f) “Personal information system” is any method by
which personal information is collected, stored, or dis-
seminated by any agency of this state government, or, by
any local government or other political subdivision of this
State,

{g) “Responsible authority” at the State level means
any office established by law as the body responsible for
the collection and use of any set of data on persons or
summary data. “Responsible authority” in any political
subdivision means the person designated by the governing
body (authority) of that political subdivision, unless other-
wise provided by state law. With respect to statewide
systems, those involving one or more state agencies znd
one or more political subdivisions, “responsible authority”
means the state official involved, or if more than cne state
official, the state official designated by the board.

(h) “File” is the point of collection of personal identi-
fiable information,

(i) “Purge” is the physical destruction of files, records,
or information.

(i) "Need to know” is the necessity of the person who
wishes to collect, store, or disseminate personal informa-
tion for obtaining the specific information,

(k) “Local government” (the appropriate definition for
the purposes of this act in this state).

(1) “Political subdivision” (appropriate definition for
the purposes of this act in this state),

(m) “Machine-accessible” means recorded on magnetic
tape, magnetic disk, magnetic drum, punched card, optical-
ly scannable paper or film, punched paper tape, or any
other medium by means of which information can be
communciated to data processing machines.

SECTION 4. (Name of state) Information Practices
Board. .

(Option 1 — Independent Board):

(a) There is established in the executive branch of this -

state government an agency to be known as Information

. Practices Board. The Board shall be composed of nine

persons who shall be appointed by the Governor with the
advice and consent of (name of legislative body charged
with confirmation of Governor’s appointments). One such
person shall have been actively enpaged in the management
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of information and record keeping systems in this State
government, one such person shall have been actively en-
gaged in information processing and record keeping sys-
tems in Ical government in this state, one such person
shall have been actively engaged in information processing
and record keeping systems in criminal justice or law en-
forcement, and six of such persons, at least 2 of whom
shall represent the general public, shall not be represents-
tive of any of the aforementioned activities, Initially, three
of such persons shall be appointed to serve until (term
desired for staggering); three of such persons shall be ap-
pointed to serve until (term desired for staggering); and
three of such persons shall be appointed to serve until
(term desired for staggering). As terms of appointment
expire, successors shall be appointed for terms to expire
(desired length of term) years thereafter except all mem-
bers of the Board shall serve until their respective siic-
cessors are appointed and qualified. The Governor shall
fill any vacancy by the appointment of a member for the
unexpired term of such member in the same manner as in
the making of original appointments,

(b) The Board may appoint a Director who shall serve
at the pleasure of the Board, and such other employees as
are necessary o carry out the purposes of this act. The
Board may secure by agreement such services as it may
deem necessary from any other department agency or
unit of state government, and may employ and compensate
whatever consultants and technical assistanis may be re-
quired. It is the policy of the legislature that the Board

(c) The Board shall meet at least once every three
months, and each member of the Board shall be entitled
to rcimbursement for actual and necessary expenses in-
curred in the performance of his duties,

(Option 2—Board within Existing State Department):

(a) There is established within the Department of
Administration (or other appropriate state agency) an In.
formation Practices Board.

Board shall be composed of nine persons who shall be
appointed by the Governor with the advice and consent
of (name of legislative body charged with confirmation of
Governor's appointments). One such person shall have

. been actively engaged in the management of information

and record keeping systems in this State government, one
tion processing and record keeping systems in local govern-
ment in this state, one such person shall have been actively
engaged in information processing and record keeping sys-
tems in criminal justice or law enforcement, and six of
such persons, at least.2 of whom shail represent the
general public, shall not be representative of any of the
aforementioned activities. Inmitially, three of such persons
shall be appointed to serve until (term desired for stagger-
ing); and three of such persons shall bz appointed to
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serve until (term desired for staggering). As terms of ap-
pointment expire, successors shall be appointed for terms
to expire (desired length of term) years thereafter ex-
cept all members of the Board shall serve until their
respective successors are appointed and qualified, The
Goverrior shall fill any vacancy by the appointment of a
member for the unexpired term of such member in the
same manner as in the making of original appointments,

(b) The Board may appoint a Director who shall be
an official of the Department of Administration (er other
appropriate state agency). The Board may secure from the
Department of Administration (or other appropriate
agency) such services as it may deem necessary. ’

(c) The Board shall meet at least once every three
months, and each member of the Board shall be entitled
to reimbursement for actual and necessary expenses in-
curred in the performance of his duties.

(Option 3 — Ex Officio Board)

(a) There is established an Information Practices Board.
The Board shall be composed of (e.g., the Governior, the
Attorney General, the Chief Justice of the Supreme Court,
the President of the Senate, the Speaker of the House, ar
their designees) serving ex officio.

(b) The Board may appoint a Director who shall be an
official of the Department of Administration (or other
appropriale state agency). The Board may secure from
the Department of Administration (or other appropriate
agency) such services as it may deem riecessary.

(c) The Board shall meet at least once every three
months, and each member of the Board shall be entitled to
reimbursement for actual and necessary expenses incurred
in the performance of his duties.

(Option 4 — No Board):

(a) There is established an Information Practices Au-
thority which shall be the Director of the Department of
Administration (or other appropriate state official) serving
ex officio.

‘(b) Intentionally deleted.

(c) Intentionally deleted.

End of Options

such information and acquire such technical data as may
be required to carry out the purposes of this Act, in¢clud-
ing ascertainment of the routine practices and security pro-
cedures of personal information systems in the collection,
storage or dissemination of personal information.
of complete outlines or plans of personal information
systems from responsible authorities and the submission of
such reports regarding known or alleged violations of the
Act or of regulations thereunder, as may be necessary for
purposes of this act.

(f) The Board (Authority) shall prescribe a program
of continuing and regular inspection of personal informa-
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tion systems in order to assure that information practices
are in compliance with this Act and regulations adopted
thereunder.

(g) The Board (Authority) shall investigate alleged
violations of this Act or of regulations adopted ihereunder.

(h) The Board (Authority), pursuant to procedures (of
this Act or Administrative Procedures Act), shall adopt
regulations to promote security, confidentially and privacy
in personal information systems, consistent with the pur-
pose of this Act. Without limiting the generality of this
authority, such regulation shall prescribe:

(1) limits of authority and responsibility for all per-
sons with access to personal information systems or
any part thereof; ’
methods for obtaining advice and opinions with
regard to requirements of law in the regulating of
security, confidentiality and privacy in personal in-
formation systems;
policies and precedures to insure the security of
personal information systems including the mechan-
ics, personnel, processing of information, site design
and access.
standards, over and above those required by normal
civil service, of conduct, employment and discipline
for responsible authorities and all other persons
with access to personal information systems or any
part thereof;
standards for the need to know to be utilized by
responsible authorities in determining what types
of information may be collected, stored and dis-
seminated;
standards for direct =5a indirect access to personal
information systems;
standards and procedures to assure the prompt and
complete purging of personal information from per-
sonal information systems;

a continuing program of external and internal audit-
ing and verification to assure the accuracy and com-
pleteness of personal information;

standards governing interagency use of files as long
as such use is not in violation of other statutory re-
quirements, this Act or regulations adopted there-
under. ’
standards for exempting certain files from the cover-
age of this act such as telephone number lists, mail-
ing lists, etc. intended for normai office use.

(iy The Board (Authority) shall have the duty to re-
present the State of (name of state) in any and all matters
pertaining to plans, procedures or negotiations for inter-
state compacts or other governmental arrangements re-
Iating fo the regulations of personal information systems
or otherwise relating to the protection of the person's
right of privacy.

(i) The Board (Authority) shall have the authority to

2)

(3

—tt

(4

ot

(5

.

(6}
7

.

(8)

®

(10)
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accept, receive and administer on behalf of the State any
grants, gifts, loans or other funds made available to the
State from any source for purposes of this Act or other
related privacy protection activities, surveys or programs,
subject to the several statutes and procedures of (name
of state).

(k) On or before December 1 (or other desired date)
of each year the Board shall prepare a report, or update
of the previous year's report, to the legislature and go-
vernor. Summaries of the report be available to the public
at a nominal cost. The report shall contain to the extent
feasible at least the following information:

(1) a complete listing of all personal information sys-
tems which are kept by the state and its political
subdivisions, a description of the information con-
tained therein, and the reason that the information
is kept;

a statement of which types of persenal information
in the Board’s opinion, are public records as de-
fined by (name of state) Statutes, which types of
information are confidential and which types of in-
formation are neither;

the title, name, and address of the responsible
authority for-the system and for each file and
associated procedures;

(i) the categories and number of persons in each
category on whom information ig or is ex-
pected to be maintained,

the categories of information maintained, or
to be maintained, indicating which categories
are or will be stored in machine-accessible
files.

the categories of information sources,

a description of all types of use made of
information, indicating t{hose involving ma-
chine-accessible files, and including all classes
of users,

the responsible authority’s and the Board's
policies and practices regarding information
storage, duration of retention of information,
and disposal thereof,

a description of the provisions for maintain-
ing the integrity of the information pursuant
to this Act and the regulations adopted there-
under, and

the procedures pursuant to this Act and the
regulations adopted thereunder whereby a
person can (a) be informed if he is the sub-
ject of information in the system, (b) gain
access to the information, and (¢) contest its
accuracy, completeness, portinence, and the
necessity for retaining it; and

any recommendations concerning appropriate legis-
lation.

(2)

3)

(i)

(iii)
(iv)

v)

(vi)

(vii)

4
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(Section (1) and (m) are not required if the state has an
Administrative Precedures Act.)

(1) The Board (Authority) may adopt such procedural
rules as may be necessary to accomplish the purposes of
this Act. Notice of the proposed adoption of procedural
rules shall be given in accord with subsection (m) of this
section 4, and any person may submit written statements
regarding such proposals.

(m) The Board (Authority) shall consider written pro-
posals for the adoption, amendment or repeal of Board
(Authority) regulations presented by any person, and the
Board (Authority) may make such proposals on its own
motion. If the Board (Authority) finds that any such pro-
posal is supported by an adequate statemient of reasons, is
accompanied by a petition signed by at least 500 persons,
is not plainly devoid of merit and does not deal with a
subject on which a hearing has been held within the pre-
ceding six months, the Board shall schedule a public hear-
ing for consideration of the proposal. If such proposal is
made at the Board's (Authority's) discretionn, the Board
(Authority) shall schedule a public hearing without re-
gard to the above conditions. .

No substitute regulations shall be adopted, amended or
repealed until after a public hearing has been held within
the State. At least 20 days prior to the scheduled date
of the hearing the Board (Authority) shall give notice of
such hearing by public advertisement in three newspapers
of general circulation in the State of the date, time, place,
and purpose of such hearing; give written notice to any
person in the State concerned who has in writing requestad
notice of public hearings; and make available to any per-
son on request copies of the proposed regulations, together
with summaries of the reasons supporting their adoption.

Any public hearing relating to the adopticn, amendment,
or repeal of Board (Authority) regulations under this
subsection shall be held before a qualified Hearing Officer
appointed by the Board (Authority). All such hearings
shall be open fo the public, and reasonable opportunity to
be heard with respect to the subject of the hearing shall be
recorded stenographically. The transcript so recorded, and
any written submissions to the Hearing Officer in relation
to such hearings shall be open to public inspection, and
copies thereof shall be made available to any person upon
payment of the actual cost of reproduction of the original.

After such hearing, the Hearing Officer shall make
recommendations to the Board (Authority) concerning
the proposed regulations and the Officer’s own suggested
revisions. The Board (Authority) may revise the proposed
regulations before adoption in response to suggestions
made at the hearing without conducting a further hearing
on the revisions.

Any person heard or represented at a hearing or re-
questing notice shall be given written notice of the action
of the Board (Authority) with respect to the subject
thereof.
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No rule or regulation, or amendment or repeal thereof,
shall become effective until a certified copy thereof has
been filed (in the manner provided by State Law regarding
the filing of administrative regulations).

Any person adversely affected or threatened by any rule
or regulation of the Board (Authority) may obtain a
determination of the validity of the application of such
rule or regulation by petition for review (pursuant to
appropriate State Law regarding administrative review).

SECTION 5. Local Government.

(a) The Board (Authority) shall exercise all  powers
and perform all duties as provided for in the Act with
regard to any personal information system operated, con-
ducted or maintained by such local government, other
political subdivision or combination thereof; or

(b) At the request of any local government, other
political subdivision or combination thereof in this State,
the Board (Authority) may adopt regulations to: permit
the establishment of a local information practices board
(authority); govern the aperation of such local informa-
tion practices board (autherity); and define the rule.
making and review authority of such local information
practices board (authority). Such local information prae-
tices board (authority) shall be operated by and at the
expense of such local government, other political sub-
division or combination thereof.

(c) Such local government, other political subdivision
or combination thereof may request that the Board
(Anthority) dissolve a local information practices board
(authority).

SECTION 6. Rights of Subjects of Information. The
rights of persons on whom the information is stored or
to be stored and the responsibilities of the responsible
authority shall be as follows:

(a) The purposes for which personal information is
collected and used or to be collected and used shall be
filed in writing by the responsible authority with the Board
(Authority) and shall be a matter of public record pur-
suant to Section 4.

(b) A person asked to supply personal information
shall be informed of all intended uses and of the purpose
of all intended uses of the requested information.

(¢) A person asked to supply personal information
thall be informed whether he may refuse or is legally
required to supply the requested information. He shall be
informed of any known consequence arising from his
supplying or refusing to supply the personal information.

(d) Information shall not be used for any purpose
other than as stated in clause (a) of this section unless
(1) the responsibile authority first makes an additional
filing in accordanwe with clause (a); (2) the legislature
gives its approval by law; or (3) the persons to whom
the information pertains give their informed consent,
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(e) Upon request to a responsible authority, a person
shall be informed whetber he is the subject of stored in-
formation and if so, and upon his additional request, shall
be informed of the content and meaning of the data re-
corded about him and shown the information without any
charge to him. For a six month period after sueh dis-
closure, additional disclosures shall be made at the cost
of making the disclosure. This clause does not apply to
information about persons which is defined by statute as
confidential or to records relating to the medical or
psychiatric treatment of an individual,

(f) A person shall have the right to contest the
accuracy or completeness of information about him. If
contested, the person shall notify in writing the responsi-
ble authority describing the nature of the disagreement.
The responsible authority shall within 30 days correct the
information if the data is found to be inaccirate or in-
complete and attempt to notify past recipients who have
received the inaccurate or incomplete data within the
preceding fwo years (or other desired term) of the in-
accurafe or incomplete information, or notify the person
of disagreement, The determination of the responsible
authority is appealable in accordance with (Administra-
tive Procedures Act or procedures in this Act). Informa-
tion in dispute shall not be disclosed except under comn-
ditions of demonstrated need and then only if the person’s
statement of disagreement is included with the disclosed
information.
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(2) A person has the right to be free from the storage
and continued collection of personal information no longer
utilized for any valid purpose.

(h) A person has the right to be free from the col-
lection, storage or dissemination of any personal informa-
tion collected from anonymous solirces except as exempted
by the Board (Authority) or statutes.

SECTION 7. Penallies. Civil and criminal remedies
should be established consistent with statutes and enviroh-
ment of the State.)

SECTION 8. Common Law, No existing statute or
common law shall be limited or reduced by this Act.

SECTION 9, Seversbility of Unconstitutional Provi-
sions .If any Seciion, subsection, sentence, or clause of this
Act shall be adjudged unconstitutional, such adjudication
shall not affect the validity of the Act as a whole or of any
Section, subsection, sentence or clause thereof not adjudged
unconstitutional.

lhﬁ Act and thg regulatmns pramulgated ther:undt:r shall
be liberally construed to protect the person’s right to
privacy and car’:ﬁde;miﬂiityi

eﬁ'ecnvg (desnred datc T}us dstg shuuld gllﬂw sufﬁcl:m
time for planning and implementation.).
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Supporters of some of the sample bills were
questioned at great length, and the committee
profited from diverse experiences occuring in each
of the States. After a detailed examination of the
previsions of each bill, the committee attempted to
isolate areas of consensus, However, the more spe-
cific it became, the more conflict of opinion arose.
Nevertheless, the discussions provide helpful insights
to would-be sponsors of data banks privacy legisla-
tion pertaining to State and local government,

At the outset, Chairman Aronoff outlined struc-
tural components needed in most data bank privacy
legislation:

A statement of purpose.

A definition section,

A designation of enforcement power.

A section establishing the individval’s right to see,
copy, review and challenge a record about himself.

A provision on minimum obligations of record-keeping
organizations,

F ol S

]

- 6, Conditions of disclosure and dissemination of informa-

tion.
7. Exceptions (in some bills), and
8, Civil remedies and general penalties.

Aronoff persistently emphasized the importance
of balancing privacy bills with right-to-know stat-
utes. He also consistently pointed tc subleties that
are not always immediately apparent—for example,
the precise degree of consent needed from the sub-
ject of a file before access to or dissemination of
information from the file is permitted.

The first witness, Marjorie Eltzroth of Massa-
chusetts, in reading Governor Sargent’s prepared
statement, pointed out that a wise policy demands
that government “put its own house in order” before
“pressing the fight for privacy against giant credit
bureaus, medical data banks, private educational
institutions and the like.” The first step in develop-
ing the Massachusetts approach to privacy was the
creation of an independent citizens' commission,
which met for a year and found some basic facts
about privacy in State government:

1. There are no minimum standards to insure privacy in
existing State laws because of the variance in the
statutes.

b

Administrative practices and the regulations interpret-

ing them are more uneven than the chaotic State laws.

1. Agency heads lack knowledge about what information
is contained in their computer systems while the sys-
tems managers who have that knowledge lack under-
standing of its value or importance; and

4. Virtually all computerized systems are insecure,

As a result of these findings, some minimum
standards were issued and, already, some State
agencies are overhauling their information prac-
tices.

Nevertheless, Sargent's statement emphasized,
State laws will be worthless unless and urtil the
Federal government passes privacy logislation.

In the question-and-answer period that followed,

Aronoff noted the general applicability of the Mas-
sachusetts model:
First, the State had a commission, a body to investigate
what is going on in government and report back to the
governor; secondly, an executive order was issued on the
part of the governor io speed aciion forward; and thirdly,
comprehensive legislation was deafted alorg the lines of
the HEW guidelines.*

In his testimony, Mike Cuiten of California said

that two years ago voters in his state
responded io the question of protection of individual
privacy by amending our Constitution to include privacy
as an inalienable right of all people. By that action, the
people of California provided the legisiature with a clear
message, which reflected a general dissatisfication with the
erosion of their personal privacy . . . We'd come iu the
realization that, like the bald eagle and the blue whale,
privacy was becoming an endangered species.
Too easily taken for granted, privacy was being erodcd to
the degree that it could become a memory rather than a
reality. Just as the eagle and the whale are integral parts
of our natural ecology, so is privacy an integral part of
our social ecology, and the people of California are asking
that the assault on it be halted.

With the increasing use of electronic data pro-
cessing technology in California, Cullen said, “it is
apparent that the right of an individval o privacy
is contingent upon a modern day factor; that is,
computer-related security.”

Cullen also noted that the effective universal
identifier in California is the driver’s license.

‘Refefé [74] ﬁrin:ipiés get forth in Records, Complers, gnd ihe
Rights ef Citizens, pp xx-xxi. See appendix V.
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State Representative William R. Bryant, Jr., re-
viewed the Michigan bill, which he drafted. He
pointed out that privacy legislation was a “kind of
a new hot issue, somewhat akin to consumerism,
and we are going to have to be careful we don’t do
things wrong.” He said it would affect a lot of peo-
ple, would have significant cost-related effects, and
would change State and local government con-
siderably,

Daniel B. Magraw, the final witness, summar-
ized the key points of the omnibus-type Minnesota
bill, which along with the Michigan bill had been
included in the pre-Seminar mailing of materials.
Three main sections cover:

1. A kind of Bill of Rights giving people access to

their records.

2. The promulgation of rules and regulations to
apply to State agencies and local governments,
The requirement for a report listing personal
data banks so public officials know the facts
concerning existing systems,

An interesting discovery by Magraw was that

virtually every city and county-level file in Minne-

sota is a “people” file. There seems to be no such

thing as a “nonpeople” file. In addition, about 75

percent of these files are classified as public records.

Magraw also spoke of the problem of the use
of public records, and the difficulty of telling peo-
ple in advance how a public record will be used.
If records are truly public, anyone can use them
for any purpose they wish.

Although it was not a part of the direct charge

to the Committee, several members strongly felt
that legislatures should examine and re-exainine the
need of government to collect personal data in the
ficst place. If such need exists, which specific data
are relevant and necessary?
This gets to the core of the privacy issue. Assuming
that State and local government does have the
right to collect some personal information, it was the
consensus that comprehensive omnibus legislation
covering State and local government record keep-
ing is necessary. The Committee voted issue by
issue and reached the following conclusions:

1. A bill should enunciate the five principles of fair in-

L
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formation practices recommended by the HEW com-

mittee (with one exception), to wit:

a. There shouid be no secret record keeping operation.

b, People must be able to find out what information

about them is on record and how it is used.

€. People must prevent information gathered for one

purpose from being used for another purpose with-
out consent. (Several members felt that the term
consent must mean “informed” consent. The Com-
mittee was unable to resolve whether consent was
a mandatory part of the bill, since it raised serious
cost questions and questions of practicality. At the
very least, the Committee determined that an in-
dividual should be made aware that information
collected for one purpose has been used or will be
used for anotber purpose.)

d. People must be permitted to see, amend, and cor-

rect their records.

e. Record-keeping organization must assure the ac-

curacy and reliability of data and prevent misuse.

2, The Committee was evenly split over whether an
omnibus bill should apply to the private sector as well
as to the governmental sector. For practical and politi-
cal reasons many people felt that the private sector
should be covered in separate legislation.

3. An omnibus bill should cover all information systems,
not just automated personal data systems,

4. The bill should cover all “legal persons”, not just

individuals. (The discussion was tou brief to draw a

conclusion ag to whether there was a real consensus

on this question.)

An omnibus bill should give special treatment for

statistical research records. (There was no aitempt to

define “special treatment.”)

6. An omnibus bill should include criminal offender
records. (There were strong dissents on this question.)

7. By 2 slight majerity, the Committee preferred an in-
dependent, quasi-judicial board rather than regulation
by swtulz or by aa onisiing State agency or board,
(This discussion did not go inis depth and the Com-
mittee found it difficult to avdsesy the issue without
specifics.)

8. Conflicts with Stats freedom of information acts have
to be resoived as do possible conflicis with the First
Amendment of the Constitution.

The Committee was almost equally divided as
to whether the legislature should provide an ap-
propriation to cover the cost to State and local
governments of implementing a privacy statute.

The Committee agreed, with some dissent, that
the bill should be futuristic rather than retroactive.

e



CHAPTER 5

LUNCHEON
ADDRESSES

Two pertinent addresses supplemented the pro-
gram of the Privacy Seminar. At lunch on the first
day, participants heard an address by Dr, Alan F.
Westin, Professor of Public Law and Government
at Columbia University. On the second day the
Seminar concluded with a luncheon address by
State Assemblyman William T. Bagley of Cali-
fornia. An abstract of the Westin address is printed
below followed by the text of the Bagley address:

&
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Abstract of Luncheon Address by
Alan F. Westin

The theme of this presentation is that we have left the
lecade of early alarms and empirical studies with regard
o the “computers-and-privacy” issue and have entered
he era of regulation. Moving into the regulatory mode
vill rzquire a much closer relationship and exchange of
iews between computer professionals and organizational
nanagery on the one hand, and the public policy makers
n the other. Such a new relationship must be built, in
onsiderable part, on close monitoring of the effects of
ew laws and regulations on the operations, costs, and
ecision-making processes of organizations so regulated,
nd on better informed estimates of the likely effects of
arther proposed regulations.

I. Concerning the cmergence of the “databank” issue,
general fears about increased capacities for technologi-
cal surveillance over individuals and Eroups were
voiced in the early 1960's. These increased capacities
included physical and psychological surveillance as
well as data surveillance. By the late 1960, this had
been thoroughly aired in the mass media as well as in
legal, civil liberties, and computer-industry circles,

. The early slarmg developed three basic assumptions
as to what Wwere seen as “inevitable” effects of large
organizations adopting computers in their keeping of
personal records: that it would lead to collecting
mare extensive and intrusive information about the
organization’s clients, customers, employees, or sub-
jects; that organizations with computers would ex-
change personal data more widely with other com-
puterized organizations; and that automation would
lead to the creation of more secretive or inaccessible
files on persons,

The National Academy of Sciences’ Project on Com-
puter Databanks (published in Westin and Baker,
Databanks in a Free Society, 1972) found that the
three “inevitable™ effects of automation were not yet
faking place in the real world of compulerizing
organizations. Various organizational, financial, legal
and technical constraints were keeping the existing
potterns of information collection, sharing, and
Upenness-or-secrecy in essentna!'y the same channels—
whether thoss werg in Liarmony or at odds with
privagy and due procsss claims—as had existed in
those organiz: fzonr before automation of files had
hegun,

The NAS siudy also enn:luded that a major records-
mid-pilvacy debate would be taking place today in
Armarican szgty even if the computer had not been
diopeil. This is because our society had alresdy
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. We will

become, by the 1950's, such a complex service-
oriented, and credential-based social system, and so
heavily reliant on formal records, that the stzndards
used for judging people and the procedures used for
making those decisions would have come under fun-
damental attack in the climate of social upheaval in
the 1960's and down to today, It is major challenges
o governmental and private-organization use of race,
sex, cultural conformity, sexual practices, political
activity, and similar exclusionary standards, as well as
traditionally secretive and closed decision making
practices, that is the real crux of the problem. How-
ever, the computer is clearly accenruating these issues
by increasing the speed, efficiency, and vse of auto-
mated personal data, and it is increasingly in the
setting of large, automated databases that new public
pohc:gs must be applied.

The NAS Report, along with the report of the HEW
Advisory Committee on Automated Personal Data
Systems (1973), called for regulatory action in the
mid-1970's before computer systems became so large
aiid costly, and expanded into more ill-considered
uses, that American society might not be asble to
bring them under effective and cost-bearable controls.
The findings of the NAS study and the analysis of the
HEW Report are closely paralleled by similar studies
and reports in many of the Western parliamentary
nations. Conclusions favoring regulatory action have
been reached in half a dozen of these  countries,
ranging from Sweden's National Data Protection Act
of 1973 to Briiain's policy of relying on codes of
principle rather than statute or legal rights. There
are substantial reasons why the U. §. should not
follow either the high-administrative control policy of
Sweden or the “no-law” policy of Britain,

7. Our response has been to enact both “rifle-shot” laws

such as those dealing with commercial reporling
agencies (Fair Credit Reporting Act of 1970) and
student records (the Buckley Amendments), and also
to pass omnibus statutes based on a blend of the

" HEW Committee’s “fair information practices” ap-

proach and the “Bill of Rights”" approach championed
by Senator Sam Ervin, Jr. snd the American Civil
Liberties Union. Such pursuit of boih single-area
detailed laws and jurisdiction-wide fair information
acts will be the arena of action among the states
during 197%.76,

fiezd te pay close stieation to how the general
of any Federal and State privacy
fize, This will require techni-
¢-policy experis to gather em-
money costs, efficiency costs,
otecting citizen rights, levels of

rulzs and proceds
statutes work oui in ¢
cal, legal, and gn
pirical data zbuis
effectiveness for or
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use, east of evasion, and other “implementation”
matters. Who will do this, how, and through what
mechanisms of legislative and public oversight will
be critical issues for the next faw years.

9. Several pending bills in specific areas—eriminal justice
information systems, banking privacy and credit re-
porting, omnibus bills, as well as others—ecould ex-
tend Federal regulation to State and local governments
and to the private sector.

10. Finally, computer professionals in particular must be
more forthcoming as legislative alternatives and regu-
latory rules are debated. Many desirablz protections
of individual rights can be achieved without disrup-
tion of socially vital information activities if informed
concepts are used in the regulatory action. On the
other hand, not every demand made in the name of
“privacy™ or *'personal rights” deserves to be writteni
into law as a prohibition of data uses or a limitation
on organizational information policies. A society that
wishes to pursie the Jeffersonian ideal must recall

"that he was a champion of knowledge, science, and
technological progress as much as he was of personal
liberties, and that striking the right balance betwesn
these values of a free society should still be our goal.

Luncheon Address of William T. Bagley
THE POLITICS OF PRIVACY

Today's privacy “rage” could vary well supplant and
certainly has become a sequel to the latter-day demands
for “freedom of information.” How you can protect both
the right of privaicy and the publics right to know, and
at the same time pass a bill on these subjects at the state
level, is the subject to be addressed. We will only allude
to the esoterics and then discuss in detail the practical
aspect of puiting a palatable and thus passable bill together,
Thus, the politics of privacy.

Historically, the right of prwncy evolved as a “tort"—a
civil law where something not in the public domain was
brought to the public’s attention. Even lhaugh true, an
invasion of someone’s “right of privacy,” by making
commercial usage of some private event, was held to be
a civil wrong and therefore the basis of a civil cause of
action.

Thig tort was late in its arrival into the common law,
having something of its genesis in an article by the then
Professor Louis Brandeis, 4 Harvard Law Review 193
(1890), who defined privacy as “something all men (and
we now would add women) are entitled to keep from
public curiosityl”

In those earlier days and until recently the thought of

LUNCHEON
ADDRESSES

having, or of being the subject of 'a dossier was only
accorded to the priviledged few. It was even thought of
as being desirable. But now the dossier has become
democratized, available to about almost anyone, and in
compm:n;ed profusion. Thus our concern today for the

“right of privacy” and necessary protections, but in a
vastly different sense,

By nuw, the participants nf lhis Semmar c:rtamly are

am:i of Lh: campunents ﬂf the snlutu‘;\n 1 shall nol spcnd
much time relating those elements. Briefly stated, on the
problem side of the ledger, we find a proliferation of
record-making and record-keeping, the potential end actual
linkage of different records, the obvious easy storage and
retrieval elements of computerization, the seeming authen-
ticity of “print-outs,” and, most importani, the deper-
sonalization of the record-keeping process, The answer to
the question—where is the record—is of equal importance
to what is in it. This illusory aspect, this depersonalization,
this inability to “tslk to the clerk,” all add to and
dramatize in the public mind the feeling of fear of
potential compuier abuses of the right of privacy.

Right or wrong, founded or not, we must recognize that
the fear is there in the public mind. It is our job in
government not only te prevent the possible abuses, but
also, of equal importance, to allay the public fear.

And thus we come up with “solutions” which, when put
into law, become substantive rights of citizens in this field.
Thus we propose a right of access of individuals to their
own records, a right of insertion of corrective materials.
We propose a limitation on linkage. We propose “audit-
trails” to see who is looking at us. And we propose
technological security required to Be built imto the
computer.

I would add that of equal importance or perhaps even
of more importance than any of these “rights” is the
requirem~at or the necessity for “identifying” the com-
puter. A large part of the fear would disappear and
much of the ominous aura of the computerized age would
be dispelled if we could somehow re-personalize record-
keeping. That does not mean that we are going back to
manual record-keeping. Tt does mean that we must pro-
vide a ready mechanism for finding the computer and,
specifically, for finding the named person in charge of
computer security and in charge of your record. Then a
member of the public cam talk to that person and, in the
vast majority of instances, gain satisfaction.

Aﬁd now let us tali; abmut the “pnliti‘es nf pﬂvscy

p;tfalls, md some of the pluses

NEGATIVE ASPECTS

First of all, in reference to problem areas, let us recog-
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nize the basics. In today's society, one new badgs of
authority is to carry the key to the computer—and we all
know how difficult it is to take badges away from people.
And, in that context, let us mot ry to solve all social
problems sll at once with a single omnibus piece of
legislation.

For example, let us assume that onc of us, st night,
was noted dancing on the stage of the Silver Slipper, and
assumme that this was made a matter of appropriate record.
Regardless of computerization there is not much we can
do with that kind of a record, except perhaps to assert our
right of insertion and correction by adding to the record:
“but she really is a nice lady—she's a friend of my wife
and we al} play bridge together.”

And let us also recogmize that for every “‘computer
horror story™ that we tell in an effort to propose and
propound the protection of the right of privacy, opponen
to legislation will counter with their horror stories—mnos?
of them couched in terma of cost. But recognize slag the:
you can remove these objections by aimply mot trying to
solve all the problems all at omce and by, for examiie,
climinating expensive audit trail requirements, eliminating
the requirement of prior notificaton before records are
kept or divulged, and by eliminating any prehibition agaiuzi
linkage of one computerized record with anpther, without
requiring prior consent of the subject. Under & “millen:
nium™ piece of legislation, all of these latter components
would be important; but one must recognize that by
definition the “millennium” cannot be realized in less
than one thousand years,

Let me relate some quotes from the oppoments of AB
2656 in Califormia. First of all I should state that this
was, conirary to my good advice given here, an omnibus
bill which covered not only all governmental (state and
local) computerized personal data records, but alo
covered the entirety of the privatc sector. Parenthetically,
1 have been asked, in incredulous tones, who in the world
could oppose a Bill to protect the right of privacy? Who
opposes?—just the entire public secior and the entire
private sector! That was almost literally true of the dill
in is original allencompassing form, For examgle:

The State Department of Finance objected to “excessive

costs” in the range of $10 million to $34 mjllion.

The Department of Motor Vehicles told us that they

would have to send notices, perhaps annually under the

bill, to 14 million licensed drivers in California,

Tte County of San Bernardino ssid “your bill would

mandate a nightrmare of added paperwork to current

County procedures,”

The Departmént of Justice states . . . “ay a matter of

public policy criminal justice agencies should not be

subject te its provisions,”

Comiputer Services, Rockwell Internstional . . . "this
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would be an impossible | istriction comparable to crip-
pling the interstate use of telephones, radio transmission

and aviation.” o
Forest Lawn Memorial Parks and Mortuaries . . . “this
legislation would interfere with related business activities
for which the company-owned computer is being used.”

The California Sitate University sndlcgllege System . . .
AB 2656 fails to take into account the unique educa-
#iomal furction of our University system.”

Esmt Bay Municipal Utility District  (EBMUD) . . .
“cugtomer billing should be excluded.”

Treative Socio-Medics Corp. , . . “medical records,
epedally meatal health records, must be treated as a
stparate isue from other computerized records.”
Stte Teachers Retirement System . . . “we comply
withh the irit and intent of AB 2656, and to impote
additiona? rzporting requirements would be unmecessary
and resvls in higher udministrative costs.”

Site “Teachers Retirement System . . . "o comply
with . spérit and intent of AB 2656, sad to hapos
sdditonal reporiing requirements would be unaecesiLry
and result in higheér administrative costs.”

ERW/Credit Data . . . “the alf-encompassing regula-
tiors, . . £f engsied verbatim would prove detsimental if
mol destructive io the credit industry without meaningful
bensfit to individuals in ssarch of credit”

Chlifornia Highway Pairel , . . “the sbility of this

Depactment in providing effective mrograms in crige

prevention will be deterred by passage of this bill."——etc,,

I heve to say right now that epposition from faw en-
forcement is most formidable, Therefore, the first amend-
merst which I accepted was to exclude law enforcement!

All of the above, in most abbreviated fashion imd
eliminating a large part of the response from the public
and private sector, indicates what you get for trying o
bite off more than you can chew. Again, the message is
to come up with a simple, palatable and passable picce of
legishtion—and don’t try to solve all of the social ills of
the mation in the process,

A caveat, however: please avoid the temptation of one
simple aolution—that being to close public records. Not
only would that solution be eounter-productive, but it
would alio raise the legitimate and understandable wrath
of the jousnalism fraternity,

Let me add a side thought at that point, One of ihe
greatest gllies that I had in passage of major freedom of
information bills in California was and is the California
Mewspaper Publishers Association. We must now interest
them and their counterparts in the field of protection of
privacy. Good social policy and enlighitened self-interest
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would dictate that media representatives join us in our
efforts to protect privacy.

The risk, of course, is if they do not join us in & con-
structive effort, somewhere along the line the forces that
impelled the ominous fear referred to earlier may very
well cause legislation to pass which will close otherwise
opened public governmental records!

Let me emphasize and restate that latter point. Restated,
the public’s “right to know” and a person’s “right of
privacy™ are not and should not be made »» appear to be
conflicting rights, They are, insteud, ar.d should be made
to interact as correlative responsibilities. Our obligation in
government, in final analysis, is rather simple, and that
is to make the system work. Specifically, our job here is
to weave seemingly conflicting rights and responsibilities
into a corrclative scheme where we preserve both the
public’s “right to know" and the individual's right of
privacy. On first blush that may seem most difficult. But,
and again if we choose not to c.re all social ills all at
onge, it is a rather readily attainable goal.

PosITIVE ASPECTS

On the plus side of the politics of privacy, we should
also recognize some basics, This issue, the protection of the
right of privacy, is as politically sexy as it is socially
necessary. “Everyone is for prolecting our right of privacy:
the liberals and the constrvatives, from the ADA (o the
YAF, from the Birchers lo the Bombers, all are on "our”
side. So, fist of all, recognize that we have allies—but
recognize, also, that we have to organize our allies.

There is another, perhaps subsidicry, public fear, That
is the fear of the social security pumber becoming a
universal identifier (UID). In the vernacular, the social
security number is becoming more social and lesy sscure,
Use, in the nice sense of that word, this public fear to
build a comstituency. The constituency is there but it is
not orpganized.

BUILDING A CONSITTUENCY

So let's talk zbout the mechanics of building a con-
stituency, a basic necessity toward passing a bill. We,
of course, want to and should involve the “cause” people,
Common or Uncommaon. We need and want their support
and actually should go out and help organize their sup-
port. With a litle prodding and prompting, they will
realize that this is a cause that also needs their support.

We also need (and they meed us).the computer people.
Again, a combination of those great forces for good, pro
bono publico and constructive self-interest, dictate that
the computer industry join forces to pass palatable Legisla-
tion rather than face the risk of oppasing, and ultimaucly
perhaps swallowing. the impalatable,

LUNCHEON
ADDRESSES

That latter thought, to bring in and work with the
computer people, is not at all impossible—not impalatable.
As long as you eschew the impossible, and work with
their governmenial relations people and their technical
pecple (and also play on their fears a little bit), you will
be successful in encouraging their conmstructive coopera-
tion. All of this, again, is calculated to construct a con-
stituency. Work with the Council of State Governments
who can provide both resources and guidelines for your
wotk. Alio, do not ignore local government. Some of us
at times express our desire for “home rule”, Home rule
becomies nothing more than a “homey homile” unless we
practice the art—bring in, work with, and just plain in-
clude local government and local governmental officials in
our work. Governmentally, there are many more com-
puterized personnel datz banks within the sphere of local
government than those operaied by the staie.

SIMPLIFY THE BILL

So, after all of that, let’s put a pallatible and passable
bill together, I recall at feast one old saw from law school:
Before you think great thoughts, read ihe siatute, Para-
phrasing, let me say that after you have thought all of
your great thoughts, draft and passable piece of legislation.

Therefore, my rather gratuitous but hopefully not
hollow piece of advice, as one who has been through this
but did not follow his own advice, is to put (ogether. the
following simple bill, I would start with a simple privacy
“code of ethics” which would provide guidelines and
statements of intent but not necessarily the full impact
and import of law. That's a good place to stari, I would
provide a right of access of the subjects of computerized
data banks. I would provide the right of insertion /7or-
rection1) and perhaps some "forum” to determine wi.rvher
a given item on the record should be deleted. Providing
the forum is almost as important (perhaps more so) as
providing the actual technical and somewhat ethereal right
of deletion.

Start out with just governmental records—do not try to
take on the whole world (all of the private sector) all at
once. I do not mean io demean the efforts of the social
thinkers in this fleld. Theswe efforls are most important
and, in fact, are catalytic to our being here today. How-
ever, from the practical standpoint of the politics of
privicy and in the vernacular, *you ain't gonna do it all
at onee.”

Avoid the costly items, such as a required audit trail, a
required “prior consent™ to intercomnections, a required
prohibition against linkage. These components might very
well be initially drafted into an omnibus bill, but be
ready to amend them out—guickly.

Eliminate law enforcement—I would eliminate that in
my original draft. Recognize that progress in a democratic
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society is made very slowly. Recognize also that progress
in a democratic society should be made slowly—because,
if progress were very rapid the spciety may not be very
democratic.

So the bottom line would seem to be, first in reference
fo governmental records, to provide the right of access,
the right of correction and imsertion and some control
over interconnection (if only an administrative guideline}.
There should be some comstraints on record keeping itself.
There should be some provisiom for deletion and some
provision for shutting down the record-keeping machin=.
These Iatter need not be in exact form but could yery well
be left to administraiive action, Remember, another bill
can always be pasecd.

Also recall the ubssBite necessity for re-personalization
of record keeping, “4 recommendation in this regard is
1o require both nablic - od private computerized datg banks
1o register ¥t |2t that they are pérsonalized data banks.

This is not and s suld not be construed to be a licensing

isnt. Remember, we are also interested in pro-
: - Amendnient rights. But the simple fact of
registering—with for example the Depariment of Con-
sumer Affairs or the Secretary of Staic: office—that you
are operating a persomal data bank is important in the
re-personalization process. A simpl: =ad wery non-
bureaucratic system of registration i Ve rupiied. Al
we are interested dn is 1) thatl you cpwale A computerized
personul data bamk, 1) what sphere or general area of
information is encompassed therein, 3) where is it located
(address and telephone number) and 4), most import-
antly, who—by name-—do you <all to obtain “relief.,” The
department involved need do no more chan keep a record
of that information amd make sure that an individual
citizen can make conuact with the computer—and thereby
be able to obtain the stated rights of access and correction,

All of this may sound too simple, But the fact is that
kind of bill can be passed and the basic rights with which
we are concerned can be protccted. Having done that—
having provided some bgsic rights of privacy and faving
established some type of public forum to which a citizen
can appeal—we will have done a major part of our job
in not only protecting those rights but allaying the public
fear which does exist.

All of this can be accomplished Iong before 1984,
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CHAPTER 6

CONSUMER
PRIVACY
INTERESTS |

To address adequately the subject of Consumer
Interests in Privacy required a different approach
than the mock legislative hearings used as discus-
sion vehicles for other topics during the Seminar.
The relaxed and informal approach of a panel
discussion seemed to provide the best method for
getting at the fundamental questions.

Panel moderater S. John Byington, Deputy
Director of the U, S. Office of Consumer Affairs,
was joined in the discussion by panelists Joseph L.
Gibson, general attorney for MARCOR (parent
organization of Montgomery Ward); Theodore
Jacobs, Executive Director of the Center for the
Study of Responsive Law; John Kehoe, President
of Consumer Concerns, Inc., and former Director
of the California Department of Consumer Affairs;
Kenneth A, McLean, Professional Staff Member of
the U. S. Senate Committee on Banking, Housing
and Urban Affairs; and Peter Schuck, Director of
the Washington Office of Consumers Union.

The pre-seminar materials mailed to participants
included the following issue paper, edited for in-
clusion here;
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ISSUE

PAPER

Consumer interests in privacy extend to records con-
taining personal information resulting from market place
activities such as acquiring property, services, money, in-
surance, or credit for personal or family uses, The breadth
and diversity of consumer transactions and the variety of
record-keeping practices associated with them defy easy
definition of personal privacy interests, specification of
privacy abuses, or prescription of effective remedies
against infringements of privacy.

The effective operation of the modern market place
requires the collection and appropriate use of consumer-
related data. Business decisions affecting consumers based
on inaecurate, obsolete, irrelevant and incomplete data
can seriously jeopardize the reputation and economic in-
terests of the imdividual. Misuse of information can
similarly produce adverse consequences for the individual.
Uwrtestrained access to and linkages of records on con-
sumers by busimess have enormous privacy implications.

Recogrition that consumers have certain rights of
privacy and that businesses should engage in fair infor-
mation practices prompted Congress to enact the Fsir
Credit Reporting Act in 1970. This act, however, is
limited to credit reporting agencies and thus does not
cover the full scope of consumer transactions in the
market place. The need for strengthened and broadened
protections of consumer privacy interests is receiving in-
creased altention by consumer and business groups and by
governments at the federal, state and local levels, Vitally
needed is a definition of intergovernmental roles and re-
spossibilities for oversight and regulation of record-
keeping practices in the private sector.

Accordingly, the following topics and jissues serve as a
basis for consideration of this subject.

Privacy Rights in Consumer Transactions

Great quantities of perscnally identifiable data on con-
sumérs are collected, maintained, and distributed in
today's market place primarily by companies doing busi-
ness in more than one state or country, Credit reporting
agencies, fimancial institutions, many retailers, credit card
companies, insurers, and other businesses make frequent
use of data on individuals which is typically stored in and
retrieved from computers. In this area of commerce, in-
dividuals are susceptible to—even when they do not
actually suffer fre m—invasions of personal privacy.,

What rights should consumers have regarding the col-
lection, muintenance and distribution of informgtion
pertaining to themselves?

How should those rights be protected?

How should sensitive data (such as information on
sexual habits, abuse of alcohol and drugs, emotional
problems) be treated?

Are there special problems with, and consequently the
need for special treatment of, certain types of records,
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including: medical records; telephone records, par-
ticularly of Jong-distance calls; details of travel records;
records on :odividusls’ finaneial transact’ons maintained
by fingzzial institutions?

What is the best role for the states and localities to play
in areas where the federal government is already in-
volved, such as the area covered by the Fair Credit
Reporting Act (credit, insurance, and employment trans-
actions involving information developed by consumer
reporting agencies)?
Cable Television Systems
Certain cable systems have thz capacity to survey all
residences connected to the system to determine which
program is being watched in each home, Individual sers
can also be turned on and off from a central source.

Is the most aceeptable solution federal legislation pro-
hibiting monitoring of communications entering and
leaving a citizen’s home via cable television, and for-
bidding disclosure of identifiable information about the
viewing habits of subscribers unless there is a court
order?

What role, if any, is desirable and feasible for state and

local governments?
Electronic Funds Transfer Systems

Systems are under development allowing immediate at-
point-of-sale transfer of payments from consumer to
merchant accounts and between financial institutions, The
unautharized disclosure, interception, or use of such data
could recult in severe invasions of privacy if it revealed a
clear picture of a consumer's movements, spending prefer-
ences, and personal habits. For such a system, the ade-
quacy of the customary monthly bank statement also needs
to be examined, as does the adequacy of present law on
bank liability for errors in the recording and use of
account information.

A recent federal law establishes a National Commission

on Electronic Funds Transfer. What should the Com-

mission do?

What roles are appropriate for state and local govern-

ments?
Mall Lists

There is some public concern over both gavernment
and private sector production, dissemination, and use of
mail lists,

What are the real privacy interests to be protected?

Are there material privacy abuses in the list area?

What about an “opt-out” opportunity for removing one’s

name from lists? :

Should lists developed by governmemt agencies be

treated differently from those developed by the private

sector? .



PANEL
SUMMARY

The basic issue raised during the consumer
panel discussion was the extent to which consumer
interests in privacy apply to records containing
personal information—records produced by market-
place activities such as the acquisition of property,
services, money, insurance or credit for personal
or family use. The panelists also raised the question
of whether or not an omnibus State privacy bill,
one designed to affect record keeping and access
to such State records, should apply to private sector
records, including those maintained by industry, as
well as to government records,

One panelist made two distinctions between
State and commercial inquiries into private infor-

_mation. The first was that it is economically pro-
_ hibitive for industry to collect unnecessary personal
data. Since government doesn’t have this same
economic inhibition, there is a greater probability
that government will collect more personal data
than industry. The second distinction is that anti-
trust laws and vigorous competition restrict the
interchaﬂge of persunal infﬁfmaticm betw«:en busi=
data nbtsmed by prlvate :Qmpames skﬂuld not be
included within the scope of an omnibus State bill.

Another panelist contended that government
information gathering involved the application of
different principles than commercial information
gathering and that they required radically different
approaches. For example, State or Federal govern-
ment records, with certain exceptions, are public,
whereas corporate records are generall}g_ private,

The core of the issu¢ involves the ‘question of
where most of the abuses lie. Some panelists per-
ceived greater abuses in the private secior than in
public records keeping. As an eiample of such
abuses, a panelist cited the Federal Trade Com-
mission’s (Consumer Credit Division) case against
the Retail Credit Company. This case ‘involved the
method by which information on individuals is
obtained, the frequent inaccuracy of such informa-
tion, and the unauthorized use of it. Since this
seemed to spark the greatest interest, the major
portion of the remaining discussion was devoted to
credit lending.

The panelists described two types of credit re-
ports. One is a simple report relating to commercial
transactions. It involves who you are, where you
live and by wham Yyou are Emplcyed The cher
of camplamts mvolve mvestlgatlve :eg@,rts sue,h as
those requested by life insurance companies trying
to find out what kind of person they are about to
insure.

The current structure of the credit reporting in-
dustry makes it nearly impossible to produce
accurate investigative reports. Life insurance com-
panies, for example, not only demand extensive
amounts of information about physical characteris-
tics, morals and sex life, but demand such informa-
tion at the cheapest rate, Compounding the prob-
lem, investigators, believing that a percentage of
the apples will be bad, work generally under a
quota system. That is, they must produce a certain
percentage of adverse cases. A credit company may
produce a quota of 20 to 25 reports per investiga-
tive agent per day, some of which may end up in
the “adverse” category whether or not they are
adverse in fact. In light of this, many members of
the Congress, including th¢ sponsor of the Fair
Credit Reporting Act, Senator Proxmire, helieve a
legislative overhaul of the system is overdue.

A related issue is what role, if any, the States
should play. Since different standards are probably
needed for the various States, should there be 50
different State credit reporting acts? Senator
Proxmire considers Federal legislation as setting
minimum standards for the States. An example is
the Fair Credit Reporting Act. In that case, ex-
perience of the States will be useful at the Federal
level in convincing Congress that more protective
and innovative measures can be effective and that
such measures neither disrupt the flow of credit
information for business purposes nor hurt the
economy of the States. Experience in California has
demuﬂstrated that’ the Fair Credit Repaﬁing ar:t
vance notification to the Sllb]El‘;t of a eredlt
investigation. In addition, some intrastate busi- .
nesses require protection for the consumer that the
Federal bill does not provide.
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Therefore, the States may well profit from im-
plementation of State acts like the Federal Fair
Credit Reporting Act even engaging in healthy
competition with the Federal government. Until the
unlikely time that a perfect Federal bill is developed
that would solve all the problems at once, the
States should not be preempted in this area. Innova-
tive and experimental State fair credit reporting
acts, therefore, do not constitute duplicative legis-
lation. _

While some panelists saw the profit motive of
private industry as a safeguard against abuse in
credit reporting, others saw the profit motive as
impelling private industry to seck irrelevant in-
formation. Even procedural safeguards may not
stop abuse. Perhaps some types of highly personal
information should be excluded completely by law
from the scrutiny of an investigator even though it
may bear some indirect relationship to a person’s
credit-worthiness or insurability.

A rgeent example is the Federal Home Loan
Bank Board’s proposed legislation that would pre-
vent institutions under its regulatory control from
collecting data concerning the child bearing inten-
tions of families. Such information would simply
be precluded from the permissible data that could
be used to justify credit decisions.

The current Fair Credit Reporting Act coniuins
no requirements that an individual authorize the
investigation in advance. A majority of the pane-
lists agreed that proposed amendments to this act
or any proposed State fair credit law should be
predicated upon advance disclosure and consensual
authorization of the subject, Whether such amend-
ments should proscribe obtaining certain kinds of
highly personal information is a separate issue of
some difficulty because of the problem of precisely
defining such information.

The panelists also discussed the issue of how the
caliber of credit investigators could be improved.

One panelist contended that professional licensing,

whatever the form, is not the answer, because such
licensing is often merely a means for a profession
to “cartelize” so as to create parties and avoid price
competition.
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The core of the problem is the structure of the
credit reporting industry itself, Prossures are so
great to produce large amounts of information
of a broad scope at such small cost that many
credit investigators will inevitably follow improper
practices.

In addition, there are many contributing factors.
For example, the profit motive may impel a profit
maximizing company to seek a great deal of in-
formation, perhaps of marginal value, that may
involve invasion of privacy. Another factor is that
some investigators are going to exercise a certain
amount of natural curiousity. Also, certain unde-
sirable incentives are often built into the investiga-
tion process that may havi a bearing on an in-
vestigator’s career advances. This is a basic aspect
of the Federal Trade Commission’s case against the
Retail Credit Company.

Another issue, the relationship between State fair
credit laws and the interstate commerce clause,
was also raised. Much data gathered by credit re-
porting firms is of an interstate nature.

A State couldn’t completely regulate a credit
reporting company doing business in another State.
However, 2 State could effectively regulate the
investigatory process. For example, a State could
limit the kind of personal information investigators
seek for specified purposes.

The subject of mail lists also came up. As defined
by the panelists, the basic issue regarding mail lists
concerned advance notification as to the purpose
and uses for which one’s name is on a list. Many
persons buy products or provide information with-
out realizing that their names may be sold com-
mercially as a part of a mail list. Solicitations re-
sulting from the use of such mail lists are considered
by some to be unwarranted invasions of personal
privacy. However, others viewed the receipt of
advertisements and solicitations through the mail
as constituting an extremely minor form of privacy
invasion. Most panelists agreed that the problem,
whatever its extent, could largely be cured by pro-
viding persons with advance notification as to the
potential uses of the Iist.



CHAPTER 7

SYSTEMS COST
AND THE
. ECONOMIC
IMPACT OF
'IMPLEMENTING
PRIVACY
LEGISLATION

The Chairman, Dr. Willis H. Ware of the Rand
Corporation, Santa Monica, Celifornia, intro-
duced the panel of members on systems cost and
the economic impact of implementing privacy legis-
lation. The panel members included: Robert
Caravella of the Federal Trade Commission and
formerly of the Illinois Department of Finance,
Jerry Hammett of the Ohio Department of Ad-
ministrative Services, Peter Herman of the Vermont
Department of Budget and Management, and Paul
Wormeli of Public Systems, Incorporated, Sunny-

- vale, California. A sixth panel member, Walter H.
Haase, Deputy Associate Director for Information
Systems of the U. S. Office of Management and
Budget, had been called away to confer on im-
pending Congressional passage of the Privacy Act
of 1974. Dr. Ware presented the statement of the
panel, which is summarized here,
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There are no firm data on which to base an estimate of
the cost of implementing privacy legislation. The cost wili
obviously vary significantly with the specific provisions of
any proposed measure and with the starting posturs of an
agency, especially with respect to its position on the safe-
guarding of information.

The protection of privacy obviously will involve costs,
perhaps substantial ones. However, we are not facing a
wholly unprecedented situation. There have been other

" instances where benefits to and protection of our popula-

tion have required sizable expenditures to cope wntb the
problems generated by our iechnology, e.g. fire [rateeiion
and efforts to deal with environmental poilutios, + if
the cost is ag high as several hundred million doliars per
year, the expenditure of one to three dollars per year for
each member of our population is neither formidable nor
preemplive, especially when compared to the correspanding
figure of about ten dollars per person annually for pollu-
tion controls. Thus, while we must acknowledge the impact
of the cost and strive to minimize it by carefully drafted
legislation and by technical innovation, economic con-
siderations, in themselves, should not preclude action on
the privacy front.

In considering various components of cost, it is im-
poriant to distinguish conceptually between the protection
of privacy on the one hand and computer security on the
other.

Frotection of privacy is largely concerned with assuring
that accurate, relevant, and timely information about
people is used only for stated purposes and in the best
interests of each individual. It includes giving the in-
dividuai both control over how information about him
is used and a mechanism for making corrections to the
record.

Compater securdty (or safeguarding of information in a
manual system) includes measures that:

Protect the system—including its physical hardware, its
personnel, and the data it contains—against either de-
liberate or accidental damage by a specified threat:
Protect the system against denial of use by its rightfui
owners; and,

Perhaps most important for privacy considerations, pro-
tect information against disclosure to unauthorized users
of the system. .

While the cost of computer security can, in principle,
be ascribed to privacy legislation, such an allocation repre-
sents an inappropriate cost accounting approach. Any
information systern should have safeguards against acci-
dental or malicious damage or misuse of the information
it contains, because its very existence indicates that it is
relevant and critical to the appropriate functioning of the
organization that maintains it. Thus, information sysiem
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security should be charged to the basic purpose for which
the system exists, ven though the security measures con-
tribute (o protection of privacy., In systems with well-
developed security measures, additional requirements for
privacy protection are lkely to be of modest cost, In
systems with lax security, greater levels of expenditure
obviously will be necessary,

Organizations faced with, nmplcm:nnng prwacy policies
and procedures are likely to behave in predictable ways:

First, they will sutomatically resist change in long

eatablished methods of operating and record-keeping

procedures.

Secﬂndiy. wh:n changes are reqmmd th:y wﬂ] uulm:

p:avam,ents that have beexs delayed for various reasons

and are, of themselves, desirable but have no direci

bearing on privacy protection,

As a result of these circumstances, agencies, partly for
self-protection, wili tend to overestimate costs to include:

Improvements collateral to privacy issues; and

A sizable contingency margin to deal with uncertainties

and to allow some bargaining room.

Thus, in trying to work out the particulars of a bill
with those who have responsibilities for implementation,
legislators should clearly and thoroughly snalyze and
dissect agency estimates in order to separate cosi elements
related to privacy, computer security, and/or other types
of system modifications. Once this is accomplished, it is
important to examine tradeoffs between specific provisions
of a proposed bill and the cost associated with them.
Small changes in some provisions may have significant
economic impact, while costsa may be relatively insensitive
to others,

In the following examples, cost components associated
specifically with computer security measuzes are excluded:

Cost components that could be relatively insensitive to

detailed provisions of a bill exclude thoze relsted to:

Requirements for public notice of the existence, content,

and usze of data systems; and

Personnel training, establishment of methods, adminis-

trative arrangements, and disciplinary procedures.

These requirements are fairly fundamental 1o the
establishment of a privacy program, and the expenditure
for them will occur largely only once—at the initiation of
the program.

Costs that may vary significantly—even dramatically—
dependiig on the detailed language of a legislative pro-
posal, include those related to:

Recording accesses 0 s record, Do we record all

accesses, a statistical sample of them, only those that
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are exceplions to routine uses of the data, or om¥
those that become of special interest, perhaps be-
cause some record suddenly has many accesses 1o it?

Notice of corrections that an individual makes to his
record. Do we send notice of the correction to all
past recipients of a record, all recipients within the past
two months, one year, five years, or do we only
amend the record so that all future recipients will
have the corrected data? For some systems, such as
those dealing with criminal justice information,

should we send notice of corrections to all past re-

cipients with less stringent procedures for handling
corrections in other types of systems? Do we send
corrections only at the request of the data subject
and then only to the past recipients that he specifies?

Requirements for purging records. Does this mean
actual destruction of a particular record in a com-
puterized system at & specified time? If zo, it iy likely
to be more expensive than simply blocking all dis-
semination at a stated time with aciual removal of
the record later at a more econorically-advantageous
moment.

Estimating the cost of implementing privacy legislation
is obvicusly intensified by our inability to judge accurately
the level of activity to which a record-keeping system will
have to respond.

For example, what proportion of the data subjects in a
record system will request access to their records? What
proportion of those accesses will require amendment to
records and notices to prior rcenp:ent; of information?
The experience of one organization in the consumer credit
field indicated a substantial initial impact when the pas-
sage of the Fair Credit Reporting Act provided expanded
opportunities for consumzrs to challenge their credit {iles.
The comparability of this experience to demands by data

subjects for access to state and local government records -

about themselves is difficult to estimate but it is probably
realistic to anticipate at least an initial surge of requests.

The cost of implementing privacy legislation ¢cannot be
accurately measured, particularly where there is a lack
of dependable information on the number and kinds of
record-keeping systems in a particular jurisdiction, and
the usey made of them. However, rough estimates based
on some data perfaining to the Federal scctor indicate
that the economic impact, while real, iz not unaccept-
able.

It is possible to identify specific provisions of proposed
legislation that could lead to rapid cost escalation and
others for which implementation costs could be reason-
ably determined and controlled.
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Legislators, in working with agencies on the formuls-
tion of a bill, should insist upon eost breakdowns thit
zelate projected expenditures to specific requirements of
the legislation. This approech could reveal proposed
system applications that are not directly related to
privacy concerns. Existing capabilities in information
technology are adequate to develop cost breakdowns
that are accurate enough, smrdmg 1o specific features
of a bili.

The absence of privacy legislation can entail actual
monetary as well as wocial costs, With adequate privacy
safeguards, some consolidation of record systems with
attendant economies of scale would be palaisble.

Some activities associated with implementing privacy
iegislation may be more difficult to accomplish with a
manual record-keeping system than with a computerized
one, and vice versas. Proposed legislation may have to
distinguish between treatment of records in these two
types of systems, raising additional cost considerations.

Data that have not been collected cannot be abused.
Consideration of privacy legislation provides an oppor-
tunity to review a atate or local government’s authority
for collecting personal data and to weigh the social value
of maintaining certain types of information against the
feasibility and cost of instituting gppropriate privacy
safeguards,

Similarly, the cost to safeguard record-keeping systems
will depend upon resolution of quesiions of social policy,
£.g decisions to establish socially acceptable ways of
using existing data, For example, if it is appropriste
from the standpoint of socizl policy to combine data
about welfare r:’cjipiemg with tax records to monitor
gbuse, then cost savings might bs realized throngh ap-
plying safeguards to a single systemn of Tﬂ:ﬂfdi rather
than to two separate ones.

In view of the many uncertainties surrounding economic
aspects, it may be cost-advantageous to have privacy
leginlation that authorizes substantial use of adminis-
trative rulemaking for establishing specific implements-
tion procedures, The regulatory approsch certainly
should provide greater flexibility for effecting improve-
ments identified by expen:nce thin the  legislative or
judicial routes.

Similarly, it might be wig to begin with a legislative
proposal that specifically does not attempt te 2olve all
problems involved in the protection of personal privacy
at once. Initial legislation might be regarded as a hasis
for learning, with a atipulated agreement that it will
be amended in relevant ways, as experiencz dictates.
Thus, a privacy bilt should include provisions for feed-
back of operating informiation and pericdic assessment
of the program's cost and effectiveneas as it progresses.
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During the brief period for questions and com-

ments, the following points were made:

A question from the floor inquired about the availability
of data associated with implementing the Fair Credit
Reporting Act provision that permits a consumer o
challenge information in his credit file, Replies from
the panel indicated that dependable data of this kind
are difficult to obtain, probably because of the credit
industry's sensitivity to questions about the accuracy of
their records and alzso because of the proprietary nature
of the information. It was sugeested that the Federal
Trade Commission msy have materials on the cost of
administering the Act,

In response 0 a request for reference materials that
would assist record-keeping organizations in estimating
costs related to privacy and security measures, a docu-
ment prepared as part of the IBM/State of Dlinois
Project SAFE effort was mentioned, The publication, en-
titked The Elements and Economics of Information
Privacy and Security, contains a checklist of cost con-
siderations. Possibly an interésted organization, such as
the National Association for State Information Systems,
would be willing to prepare a bibliography that puils
together documentation on cost issues from various
sources. Also, there is a need for s similar effort to
develop a set of uniform definitions of terms related to
privacy and security matters. Such a compilation would
enhance commuynication among all those involved in or
affected by privacy legislation and programs.

Another cost considerstion relates to problems that
could result ¥:m differsnt or conflicting provisions of
privycy siar ous jurisdictions, e.g. in instances
where g & Gl gy b appropriately transferred
BCTCSs Wald ks,
Conceras wiie v.xpressed that both public and private
sector oceanizations would withhold or delay new or
improved services to consumers because of the costs
of sufeguarding personal data systems, Panel members
feit that it was more likely that the costs would be
passed on to the public/consumers in the form of in-
creased taxes or, in the private sector, higher prices.
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CHAPTER 8

A STRATEGY FOR
COOPERATIVE
FEDERAL-STATE-
LOCAL PRIVACY
PROGRAMS

A panel organized from among the participants
made recommendations, which resulted from the
discussions and proceedings of the Privacy Seminar,
for a strategy pointing toward cooperative Federal-
State-local privacy programs. Serving with - Panel
Chairman Lee M, Thomas, Fxecutive Director of
were Indiana Representative Kermit Burrous;
Assistant Attorney General Alan MacDonald of
Massacliusetts; Michigan Senator Robert Vander
Laan; Howard Kaiser, Director of Data Processing
for the State of New York; Mayor Tom Moddy of
Columbus, Ohio; Freddye Petett, Administrative
Assistant to the Mayor of Portland, Oregon; Justice
Robert Utter of the State of Washington; and Cali-
fornia Assemblyman William Bagley.

Meeting in plenary session, the Seminar partici-
pants considered and ¢:-.":-2d several of the panel
recommendations. The ; -»el suggested that these
be given wide dissemination along with the working
papers and summary record of the proceedings.
The following recommendations were adopted:

77

82




O

ERIC

Aruitoxt provided by Eic:

ATICH

be forgotien or reduced
here is an overwhalming
sperative implamentation
miming among Federal,

ihould be established for

Jovernor shouid call for
ronfidentiality to provide
by executive, legislative,
wders. From such a con-
levelop its own unigque
f privacy programs,

be recognized and dealt
ate legislative programs.
sent at any Governor's
fidentiality.

ed effort by State and
5t groups fo develop a
icy issues are addressed
his effort should include
cal governments to de-
privacy in concert with

on and the provision of

the Domestic Council
rivacy and appropriate
ing bodies,



Appendix {

PRIVAGY—A PERSPECTIVE

by Alice McCarty ®

The protection of personal privacy has emerged
as a major public policy issue largely within the
past decade. A brief look backward, nevertheless,
reveals numercus insiances of earlier expressions of
concern by legal authorities and articulate spokes-
men of both the public and private sectors of our
society about the invasion of individual privacy.

As far back as 1879, Judge Thomas M. Cooley in
his Treatise on the law of Torts wrote of a person’s
“right to complete immunity: to be let alone.” An
article published in the Harvard Law Review in
1890 by Samuel D. Warren and Louis D. Brandeis,
entitled “The Right to Privacy,” has become a
classic and peraps is the most often quoted as an
example of en.y interest in this subject. The authors
were concercd about non-governmenial threats to
privacy exemplified by a new form of “record-keep-
ing” in their day — photography — and the rights
of individuals to sue if they felt their privacy had
been invaded. In 1927 Brandeis, then a Justice of
the Supreme Court, in a dissenting ion in
Olmstead v. United States wrote that “evey unjusti-
fiable intrusion by the Government upon the privacy
of the individual, whatever the means employed,
must be deemed a violation of the Fourth Amend-
ment.”

In the first half of the 20th century, the rapid
development and use of information-gathering and
surveillance devices and of such tools for personal
assessment and analysis as personality tests and
nolygraphs prompted occasional protest from public
officials, aggrieved individuals, and the press. How-

of personal privacy became a matter of widespread

concern. This fear resulted from such factors as:
Government {iemands — appropriate or not —
for more information about individuals to carry
out its planning, programming, budgeting, statis-
tical, research and analytical responsibilities;

market analysis and procedures for handling
economic transactions—involving financial insti-

# Alice McCarty i3 Director of Research . the Domestic Council
Commitice on the Right of Privacy.

card industry, and insurance organizations;

Evidence that the social security number and
other tvpe: of personal ideniifiers could be or
were used to compile, check, and cross-reference
personal data in ways unexpected by and often
unknown to the individuals involved;

The inability of individuais to determine readily
what records were kept about them, who had
access to the records and for what purposes, and
whether the records were accurate; .

The impact of modern information processing
technology with its capabilities to handle, pro-
cess, siore, manipulate and combine data in
countless ways, and at almost incomprehensible
speed.

About the same time — the mid-1960s — a
Federal proposal for a National Data Center was
abandoned after press and public outcries about its
potentiai as a first step toward George Orwell’s
1984 -— and numerous law review, journal and
newspaper articles, as well as popular books like
The Naked Society and The Privacy Invaders —
began to appear. In 1967 Alan F. Westin, Pro-
fessor of Public Law and Government at Columbia
University, published Privacy and Freedom, a de-
tailed treatment of the historical, legal, political,
and sociological aspects of privacy. This was fol-
lowed over the next few years by a number of other
studies and publications which have helped to focus
public attention on persu: . privacy issues, includ-
ing On Record: Files and Dossiers in American
Life, 1969, edited by Stanton Wheeler; Arthur
Miller's Assault on Privacy, 1971, and James B.
Rule’s Private Lives and Public Surveillance: Social
Control in the Computer Age, 1974.*

Particularly deserving of mention are two land-
mark studies completed in the early 197Cs. Data-
banks in a Free Society, ths report of the National
Academy of Sciences’ Project on Computer Data-
banks, 1972, by Alan Westin and Michael Baker,

. These and other important reference documents are included on
the Reading List (Appendix V),
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pointed out that the computer’s new capabilitics had
not yet led inevitably to major changes in or,oni-
zational patterns of information gathering, manipn-
lation or dissemination; in computerizing their files,
organizations — public and private — had general-
ly adhered to their traditional administrative policies
on the handling of data. However, computers had
brought about a dramatic expansion of information
networks with attendant implications for the in-
vasion of privacy; thus, the time had come to con-
sider new legislative, administrative and judicial
measures to define and assure rights of privacy and
due process.

The second study was sponsored by the U. S.
Department of Health, Education and Welfare and
conducted by the Secretary’s Advisory Committee
on Automated Personal Data Systems, In its report,
Records, Computers, and the Rights of Citizens,
1973, the Committee concluded that it was im-
portant to implement a concept of mutuality be-
tween record-keeping entitics and data subjects. It
recommended that record-keeping organzations ad-
here to five fundamental principles of fair informa-
tion practice — concepts that have had a major
impact on many privacy efforts since nindertaken.

During the 1965-72 period, privacy concerns
gained considerable visibility i:  ngress with con-
sideration given to proposals ¢ 1 with such sub-
jects as the regulation of F¢ data banks, sur-
veillance methods of the mi .y = Federal law
enforcement agencies, commercial credit brreaus,
census questions, unsolicited mail, and the p.:.ac
of Federal employees. During this period i‘bugrgss
enacted two major laws that addressed direcily the
question of personal privacy — the Omnibus Crime
Control and Safe Streets Act of 1968, which con-
tained provisions to limit the legal use of wiretaps,
and the Fair Credit Reporting Act of 1971. The
latter established procedures whereby an individual
can be meﬂTlEd cf the ﬂature and substancg of
repcrtmg agency arld can take action to amend hlS
record. (Amendments to strengthen the presently
limited safeguards in the Act have been introduced
in the 94th Congress.)
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The 93rd Congress has been called the “Privacy
Congress,” principally because approximately 250
biils were introduced betv:zen 1973-74, relating
both to the issues mentioned above and to others
such as + al justice information, bank records,
social se: numbers, health records, income tax
returns and telcphone communicationsg That Con-

(P L, 93 380) and the anacy Act of 1974 (PgL.
93-579).

The former, often rzferred to as the Bsz{ley
Amendments, permits parents to have ..
scl‘*ool récord% about their children (*

selves), andg shafply lnmts xhg djsclcssure of sc:hc:ol
record information to cutside parties.

Tiie Privacy Act of 1974, eflective September 27,
1975, establishes individual righ:< i agency obli-
pations with respect to personal dat.. in systems of
records maintained by Federal agencies. It requires
each agency to publish an annual notice describing
each system under its control from which irici-
mation about individuals is retrieved in identifiable
form; to meet certain conditions for disclosing
personal information without the data subject’s con-
sent; to establish procedures whereby an individual
may review and challenge information in a record
about himself; and to limit its record-keeping io
information necessary to accomplish an agency
function required by law or Presidential order.

Further, the Act places a moratorium on the
authority of Fe: :ral, State, and local government
agencies to compel an individual to disclose his
social security number unless required by Federal
or State statutes, or by Federal or State regulation
adopted nrior to January 1, 1975, in connecﬁen

\‘;ystém The Act also estibhsﬁes a anacy Pm!
tection Study Commission to review and analyze
a wide range of issues related to personal privacy,
including the need for Federal legislation applicable
to State and local government records and records
maintained by private organizations. {See Appendix
XVII for further discussion of the Privacy Act.)
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During the last Scssica of that “Privacy Con-
gress,” in early 1974, the President established the
Domestic Council Committee on the Right of
Privacy under the chairmanship of the Vice Pres-
ident. Its members are the Secretarias of the De-
partments of the Treasury; Defense; Commerce;
Labor; Health, Education and Welfare; the At-
toiney General; and the heads of 5 additional
agencies — the Office of Management and Budget,
the Civil Service Commission, the Office of Con-
sumer Affairs, the Office of Telecommunications
Policy, and the General Services Administration
The Committee’s charge is to consider and recom-
mend promipt action to assure a proper balance
between the record-keeping capacity of public and
private organizations and the individual right to
privacy. Wiretapping and electronic surveillance is
excluded from the Committee’s broad mandate since
those subjects are currently under study by the
National Commission for the Review of Federal
and State Wiretapping Laws.

To achieve its cbjectives the Committee was
made responsible within the Administration for
developing and coordinating agency views, policy
recommendations, and specific legis: tive and ad-

‘ministrative initiatives that affect the way informa-

tion about individual Americans is collected, re-

The Committee has endorsed initiztives in such
areas as military surveillance of civilian political
activities, criminal justice information, electronic
funds transfer systems, the confidentiality of tax-
payer records, Federal mail lists, customer records
in financial institutions, Federal employee rights,
and secvrity guidelines for Federal computers and
communications systems. Its staff has worked with
interagency task forces, individuals and groups
outside the Federal Government, members of Con-
gress, and Congressional Committee staffs toward
the implementation of these initiatives and others
reflected in provisions of the Privacy Act and the
Buckley Amendments. Current projects are con-
cerned with the need for a Federal policy on the
use of the Social Security number as a personal
identifier and the need for strengthened privacy
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safeguards i - omployee records, health records,
welfare records, and statistical and research data.

Other recent activities at the Federal level with
implications for personal privacy include /wo Ex-
ecutive orders to limit Agriculture Departinens and
White House access to Federal tax return irisrma-
tion and the establishment of nationzi study som-
missions on electronic fund transfers, Federal
paperwork, and the publication of human research
subjects.

Much of the concern about and action on privacy
issues has been at State and local government levels
and in the private sector. Many State statutes aind
regulations as well as local ordinances, some of
which have been on the books for many decades,
pertain to the collection, dissernination and use of
personal data. Laws concerning medical and school
records are the most common, while others deal
with criminal justice information, the use of wire-
taps and polygrapk tests, bank records, credit
transactions, and public assistance records. Min-
nesota, Utzh, and Arkansas have fair information
practice laws that limit the collection and use of
personal data maintained by state agencies, require
notice of the kinds of personal data maintained by
the State, and provide individuals an opportuaity
to review and, where necessary, correct records
about themselves. Minsesota has recently amended
its initial statute after almost a year of operating
experience. In May 197+, Oklahoma enaci-" a
statute to prohibit new usec of the Social Security
number by State agencies. More than 100 privacy-
related bills were introduced in State legislatures
during 1974, with about 85 measures proposed at
this writing in 1975,

In addition, at least seven States have established
special commissions or boards to study privacy con-
cerns within their jurisdiction and to examine the
need for new State laws or other actions to protect
personal privacy.

In the private sector, many business and social
science organizations and professional/technical

safeguard personal privacy. They have implemented
policies on record-keeping that protect their em-
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ployees, customers, or members and have sponsored
studies, conferences, and publications on various
aspects of the privacy issue. Examples include a
six-volume study on data security carried Gut at
four study sites with the support of the IBM Cor-
poration; a pational conference on the confidentiali-
ty of medical records sponsored by the American
Psychiatric Association and other health organiza-
tions; and the voluntary adoption of ccdes of con-
duct by some associations representing the informa-
tion processing disciplines.

Private organizations as well as public agencies
necessarily are devoting increasing attention to the
economic impact of modifying record-keeping
practices and applying the privacy safeguards and
security measures that are being mandated or re-
coramended through legislation and administrative
or voluntary action. A few studies and analyses of
cost issues are becoming available, including Robert
C. Goldstein’s The Cost of Privacy: Operational
and Financial Impiications of Databank-Privacy
Regulation (Boston, Mass., Honeywell Information
Systems), 1975, and a publication of the State of
Hlinois-IBM Corporation’s Project SAFFE, entitled,
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The Elements and Economics of Information Pri-
vacy and Security (Springfield, Illinois: State of
Iliinois, Project SAFE), 1974.

Every indication is that privacy issues will con-
tinue to occupy a place of prominence with the
Arierican people and that efforts to regulate the
collection, maintenance and use of perscnal data
will accelerate. At this writing, pending in the Con- °
gress az¢ aearly 100 bills concerning such issues as
criminai justice information systems, the disclosure
of data on taxpayers to third parties (including
other government agencies), investi- tory access to
bank records, and the surveillar.: Jf citizens by
military and civilian agencies. As mcutioned above,
nearly as many have been intrc-uced in the 1975
sessions of State legislatures. Privacy-related activi-
ties of private organizations continue: to expand in
anticipation of gosernmental action to control
record-keeping practices in that sector. Experience
gained under the Privacy Act of 1974 and similar
State fair information practice laws and the findings
of the Privacy Protection Study Commission un-
doubtedly will have a major impact on future legis-
lation, administration, and voluntary initiatives,
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Appe rdix 18 GLOSSARY OF FREQUENTLY
ENCOUNTERED TERMS

Personal privacy and related concepts, such
as confidentiality and data security, lack stable
definitions, particvlarly as they relate to the han-
dling of recorded information. Progress in defining
the l¢gai, technical and administrative implications
of privacy safeguards policy has been suipassed by
computer and communciations technology advances
that eradicate barriers of time and distance in infor-
mation processing. Therefore, without claiming
finality and conclusiveness of definition, this glos-
sary attempts to describe various current meanings
assigned io terms frequently encounterd in discus-
sions of personal privacy issues.

Personal Privacy: Thiz is a concept having constiiutional,
common law, and social-psychological roots. As com-
monly used, it may connote: (1) substantive rights,
stemming from specific legislative enactment and court
rulings, e.g., the physician-patient privilege, the Supreme
Court rulings on abortion and contraception, the com-
mon law remedies against malicious libel and siander,
and the misuse of an individual’s name or likeness; (2)
a value judgment, e, g.. a conviction about the extent to
which government should regulate or inquire into
private conduct; or (3) due process guarantees, e, g.,
the 4th Amendment requiremaent of warrants prior to
seizure of personal property,

Fair Iaformation Practice Principles: These are basic
premises that seek to assure thpt individuals, solely or
collectively, are able to influence when, how, and to
what extent information about them will be collected,
maintained, used, and disseminated by record-keeping
organizations, Basic premises with respect to government
record-keeping operations include the following:

An agency should collect only personal information

that is necessary for the performance of functions

authorized by law,

An agency should advise the individual of the purpose

and of any consequences of providing or not provid-
ing the information,

An agency should peiiodically give public notice of
the existence and character of sysiems of records
containing personal information.

Unless authorized to the contrary for sound public
policy reasons, an agency should permit an in-
dividual to have access to his record and to chal-
lenge its accuracy, relevance, timeliness and com-
pleteness.

An agency should adopt resiraints on the disclosure
of personal information that are condlitioned by con-
siderations of the purpose for which it: information
was collected.

An agency should maintain personal information with
such accuracy, relevance, timeliness and completeness
ay is necessary 1o assure fairmess in any determina-
tion affecting an individual’s rights and benefits.

An agency should take reasonable precautions to
assure the security and integrity of personal informa-
tion against damage, misuse, theft and loss.

Personal Information {or Personal Data): This term
often encompasses all information that describes any-
thing about an individusl, such as identifying char-
acteristics, measurements, or test scores; evidences
things done Dy or to an individual, such as records of
vices; or affords a clear basis for inferring personal
characteristics of things done by or to an individual,
such as the mere record of his ur her presence in a
place, attendance ai a meeting. or contact with some
type of service institution. /f:oher and somewhat
more restrictive definition would be any information that
is or can be retrieved from a recerd or record-keeping

identifying - ature (e.g., fingerprints) associated with
the individual to whom the information pertains,

Confidentiallly: T1.'« is a loose concespt that minimally
connotes some commiiment to withhold from unauthor-
ized users iaformstion obtained from or about an in-
dividual or Institpii. ¥~ some cases, the subject of the
information 157 seidered an unauthorized user;
in others, tv:

sifyeswe of authorized users may be
broadly descriced (“uny State agency™) or redefineable
at the discretion of the holder of the informaticn
(*whomsoever the Secretary sh.Jl designate”™). A prin-
cipal objective of recent privacy legislation has been
to give the concept of confidentiality an operational
megning, e.g., by requiring that the authorized users of
information be idsatified in a public notice or in a
statement fo dats subjects at the time of data collection,

Data Secority: This is a dezcriptive term that connofes
the degree and meens by which information and the
machines and facilities for processing, storing and trans-
mitting it are protected from loss and unauthorized
access or modification.

Data Linkage: This 2fers to the combining, cross refer-
encing, or comparison of information in two or morc
records.

Administrative Record: This iz any personal information
preserved by an organizstion for future use or reference
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that is or may be used to make a decision about the
the individual to whom it pertains.

Statistical Reporting or Research Record: This refers to
personal information maintained by an organization
solely for analytic purposes and which, therefore, is nof
used and may not be used to make a decision about
the rights, opportunities, benefits, or liabilities of the
individual to whom it pertains.
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Monday, December 16
9:00- 9:45 am.

10:00- 12 Noon

12:15- 1:30 p.m
1:30- 3:45 p.m.
4.20- 5:30 p.m.
Tuesday, December 17
9:00- 12:00 p.m.

9:00-10:00
10:15 - 11:00

11:00 - 12 Noon

12:15 p.m.
2:00 p.m.

AGENDA

Seminar on Privacy Cosponsored by the Domestic
Council Committee on the Right of Privacy and the
Council of State Governments

December 16-17, 1974

Plenary Sessions— Welcome, Discussion of Seminar Obijectives,
Orientation to Seminar Format

Mock Legislative Committee Sessions to Consider Draft Privacy
Legislation Pertaining to:
I. State and Local Government Data Banks
2. Public Employee Records
3. Crimina® Justice Information Systems.

and Government, Columbia University

Mock Legislative Sessions Resume, Concluding with Summary of Views
Expressed and Recommendations Developed

Plenary Session— Panel Discussion on Consumer '-ivacy Interests

Plenary Sassion
Eaperts fvom Legislative Se<sivns— Discussions

Panel on Systems Cose* ‘= fimpact of
Implementing Privas

Presentation of an [miplemenietion & or
Cooperative Federal-Staic- .ocal Privacy Programs

Luncheon— Speaker: Ascemblyman William Bagley, California

Adjournment
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ATTENDANCE LIST

Seminar on Privacy
Deceraber 16-17, 1974

Mavilower Hotel

Aleska _
Reprensctative Williara Park.”
Senator Bill Ray
Avrizona
M-jor Frank Kessler
‘Lucsonz Police Department
Senator John Roeder
California
Chief Deputy Attorney General
Charles A, Barrett
Larry Bolton
Legal Counsel
Office of Criminal Justice Planning
Deputy Attorney General
Michael Franchetti
Terry Hatter
Executive Assistant to the Mayor
0. J. Hawkins
Executive Direc*or
Search Group, Incoor:ated
Allen Lew
Seth Thomas
Assistant Director
Department of Justice
Jack Walsh
Supervisor
San Diego County
Delaware
Norma Handloff
Executive Director
Delaware Agency to Reduce Crime

Florida

James B. Usberhors:

State Court Administrator
Georgin

Walter Boles

Director

Georgia Crime Information Center
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Agrs Southerland, Director
Fforowitor Computer Services Division
Departmwal of Administrative Services

Fred K. Grant
Court Specialist
Law Enforcement Planning Commission

INineis
Allen Flaum
Executive Director

Governor’s Commission on Personal Privacy

Special Assistant to the Director
Bureau of the Budget

Gary McAlvey

Chairman

Search Group. Incorporated

Indiana
Reperesentative Kermit Burrous
Michael Carroll
Deputy Mayor
Indianapolis
Chir* Judge James Richards
Raymond W. Rizzo
Executive Assistant
Office of the Governor

Iown
Representative Philip Hiil

Kansas
Representative Don Everett

Representative Richard Loux

Kentucky

George A, Bell

Staff Assistant

National Association of State Budget
Officers

Council of State Governments



Dr. Jack D. Fuster

Project Direcror

State’s Crimin.! Justice Information and
Assistance Project

Richard E. 7uygers, Jr.

Director

Division for Management Systems

Charles Trigg

Assistant Director

National Association of State Information
Systems

Carl Vorlander

Executive Director

National Association of State Information
Systems

Lounisiang

Speaker E. L. Henry

Magire

Charles Acker
Director
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Maryland

Larry N. Blick

City Manager -

Jane Cerza

Special Assistant

Office of the Governor
Carl Everstine

Director

Department of Legislative Reisrence
Delegate J. Hugh Nichols
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Executive Director

Governor’'s Commission on Law Enforcement

Chad Young
Special Assistant
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Massachusetits

Nancy French
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Michigan
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Supreme Court Administrator
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New Jersey
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Director
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Dick Strader

Senate Research Staff

Roberta Colbertson
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Cabinet of the State of Virginia
Samuel A. Finz

Director
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Senator Joseph V. Gartlan, Jr.
Douglas Harman

Deputy County Executive

Bert Johnson

County Manager

Howard Middleton

Assistant City Attorney

Ben Ware
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Office of Research

Washingten
Saul Arrington
Administrator

Law and Jusiice Planning Office’

Justice Roberi Utter
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Delegate Phyllis Given

- Representative Lloyd A. Barbec
Lawrence Barish
Research Analyst
Legislative Reference Bureau

General Counsel
National Conferencs of State
Criminal Justice v  Ackiministrators

Larry Bailey

Assistant Executive Director

U. 8. Conference of Mayors

Bariara Bayly .

Execitive Aseistant to Congressman Koch

Louise G. Becker
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Congressional Research Service

Library of Congress

Robert L. Chartrand

Specizlist in Information Service .

Congressional Research Service

Library of Congress _

Stepli"a M. Daniels, Minority Counsel

Government Operations Committee

U. & House of Represcntatives

James H. Davidson

Counsel

Ciovernment Operations Committee

U. S. Senate

William R. Drake

Program Admiuisiratoz

Criminal Justice

U. §. Conference of Mayors

Ma:gery Elfin

Nationa! Wiretap Commission

Jeff=v L. Esser

Administrative Assistant

National Conference of State Criminai
Justice Planning Administrators

Ed Gallagher

MNationai Wiretap Commission

Thomas Graves

Special Assistant for Intergovernmental
Relations

Office of Management and Budet
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Nationz! Association of Counties
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Execative Director
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Executive Officer
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Staff Assistant
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Director
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Mr. Thomas Madden

General Counsel

Law Enforcement Assistance Administration
U. S. Department of Justice

Mr. Archibald R. Murray
Commissioner

Division of Criminal Justice Services
State of New York
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Representative William R. Bryant, Ir,

House of Representatives

State of Michigan
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Assembly Committee on Efficiency and Cost
Control
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Mr. Daniel B. Magraw

Assistant Commissioner

Departme:t of Administration

Stzte of Minnesota

Marjorie Eltzroth

Executive Director

Governor’s Commission on Privacy and
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Chairman

Eric Plaut, M. D.

Deputy Commissioner
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Research Diepartment
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CoNsSUMER INTEREST PANEL

Mr. S. John Byington

Deputy Director

U. §. Office of Consumer Affairs

Panelists

Mr., Joseph L. Gibson, General Attorney

MARCOR (parent organization for Montgomery
Ward & Co.) :

Mr. Theodore Jacobs, Executive Director

Center for the Study of Responsive Law

%1, Jonn Kehoe, President

“apsumer Concerns, Inc.

Sacramuento, California

(formerly Director of the Department of Consumer
Affairs, State of California)

Mr. ¥Xenneth A. McLean

Professional Staff Member

Committee on Banking, Heusing
and Urban Affairs

United States Senatle

Mr. Peter Pryor, Chairman

New York State Consum*
Protection Board

Mr. Peter Schuck

Director, Washington Office

Consumers Union

PaNEL ON SysTEMs Cost AND EcoNoMic
IMpracT OF IMPLEMENTING PRIVACY
LEGISLATION

Dr. Willis H. Ware

Corporate Research &:aff

The Rand ¢ - :

Santa Mor.: :

Mr. Robert Caravelia

Information Systems Center

U. 8. Federal Trade Commission
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Deputy Director
Department of Finance
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Mr. Peter Hesxmam
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Department of Budget and Management
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Mr. Paul Wormeli
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PREPARED FOR SEMINAR PARTICIPANTS

SEMINAR ON PRIVACY
Washington, D, C. December 16-17, 1974

BERLIOGRAPHIES

The following bibsliognphies represent compre-
hemnsive listings of reference materidls dealing with
pexsomal privacy, record keeping, and data security.
They have bexen usecd extensively in the preparation
of thisreading list.

Bibliography from: U. S, Congress. Senate. Com-
mittees on thes Judiciary. §uzbcommittee on Consti-
tutional Rights, Federal Dgio Bawks and Constity-
lional Rights: A Sy of Data Systerns on Indivi-
dudly MaZntagned by Agencies of the United States
Governmen, Volume 6. Washiregton, U. S. Govern-
ment Prireting Office,, 1974, 35E3527 p.

Hunt, M. Kathleen ol Rein Tusn, Privacy and
Securfty in Databanfe Sy sterns: An Annotated Bib-
liography, 1970-1973. Sinta Monica, the Rand
Corpomntion, 1974. 166 p,

Bibliograply from: Records, Computers, and the
Rights of Citirerss: Report of ghe Secretary’s Ad-
visory Commiities on ~Awonaled Personal Datg
Systerris, U. S, Departmrent of Health, Education,
and Weltare, Washingtony, [J.§. Government Print-
ing: Office, 1973. p. 298-330.

GENERA L REFERENCES

Aronofi, Stanly. “1984—Only 11 Years Away.”
State Govemrrent, v. 46, spring 1973: 66-75.
Assenis that expranding private and public record keeping,
fssisted by coroputerization, comtitules a threat to the
righet of privicy. Beciuse rewenpe shziing may make state
ind local govermments ehe MNyjon's “primary information
bounds™, the asthor recomumerads €hat the states “take
sfirmptive action to corme to gripy vith the problems of
recoards and data banks, ™

Assuciation for Compiting Machinery. Committee
on Commpus ters and Public policy. “A Problem-List
of Tssues Concernidng Computers and Public Policy:
Report of the Cornmitiee.” Conrzmunications of the
Association for Compautirag MacPinery, v, 17, Sept,
1974; 495-503,

Discusses some of the present and polential problems
vhich azise at the intersexction of cormputer utilization and
various aspescts ©f public palicy- The issues reviewed in-

clude Computers and Privacy, Computers and Money,
Information Services for Home Use, and Computers and
Elections.

Association for Computing Machinery, Los Angeles
Chapter. Ombudsman Committee, Privacy in Infor-
mation Systerns: Phase | Report. Los Angeles, As-
sociation for Computing Machinery, 1974. 23 p.
Report of the injtial period of the committee’s operation in
which the committee sought to familiarize itself with
published recommendations and pending legislation related
to privacy. The commitiee’s objectives are to study and
make recommendations concerning the problems of con-
formance (o proposed legislation and other recommenda-
tions for safegugrding privacy; to inform the public of its
right to privacy; and to study the responsibility of data
processing personnel in business (o protect individuals® -
privacy in their job assignments, The committee is limit-
ing its activities to areas of interest affecting the State of
California.

Canada. Department of Communications and De-
purtment of Justice. Privacy and Compufers. Ot-
tawa, Information Canada, 1972. 236 p.

Report of a Task Force on Privacy and Computers
established by the Departments of Communication and
Justice in 1971. Includes a study of the value of prive-7,
a summary of empirical studies of the present state of
information proeessing in Canada in both the public and
private seciors, and an analysis of the legal system and
the protection of privacy.

Columbia Human Rights Law Review. Winter
1972 entire volume.

Devoted to the debate on privacy. Articles include: Arthur
R. Miller, “Computers, Data Banks and Individual
Privacy: An Owerview,”” Sam J. Ervim, Ir, “The First
Amendmeni: A Living Thought in the Computer Age,”
Nicholas deB. Katzenbach and Richard W. Tome, “Crime
Data Centers: The Use of Computers in Crime Detection
and Prevention,™ Frank Askin, “Surveillance: The Social
Science Perspective,” Michael A. Baker. “Record Privacy
as a Marginal Problem: The Limits of Consciousness and
Concern,” and John P, Flannery, “Commercial Informa-
tion Brokers.”

Computer Security Handbook, Riverside, N. J.; Mc-
Millan Publishing Co., Inc., 1973.

* . .. Covers such risks as abuse of data, loss of data,
physica] hazards, equipment malfunction, software mal-
function, and human error. Each of these areas is fully
expored and detailed recommendations for implementa--
tion of proteciive measures are included.”

“The Constitutional Right of Privacy: An Exami-
93
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nation.” Neorthwestern University Law Review, v.
69, May-Juae 1972: 263-301.

Reviews State and Federal court degisions dealing with
constitutional protection of personal privacy.

Fried, Charles. “Privacy.” Yale Law Journal, v.
77, Jan. 1968: 457-93,

Examines the foundations to the right of privacy. Dis-
cusses legal rules in the social context of privacy and the
role of sanctions.

Goldstein, Robert C. The Cost of Privacy: Opera-
tinnal and Financigl Implicaifons of Databark -
Privacy Regulation. Boston Honeywell Information
Systemns, 1975. 150 p.

Discusses a model for examining resourcs requirements
md the cost impact of applying privacy regulations to
personal data systems. The study also reports on a fest of
the model on six large data banks in both public and
private organizafions, including two systems operated by
staie law enforceenent agencies.

IBM Corporation. Data Security and Data Proc-
essing: Study of Specific Aspects of Data Security.
White Plaing, N. Y., IBM Corporation, 1974, 1253
p-

A six-volume report of a study of specific aspects of data
security funded by IBM and carried out at four study sites:
lllmms TRW Systems, Inc.. and the TBM Federal Systems
Center.

Illinois, State of, and IBM Corporation. Secure
Automated Facility Environment Project. The Ele-
ments and Economics of Information Privecy and
Secuerity. Springfield, Illinois, Project SAFE, State
of Illinois, 1974, 123 p. and appendices.

Publication resulting from the activities of Project SAFE
1BM Corporation, to develop safeguards for infoermation
systems. Contains a checklist of cost considerations. This
overview from Project SAFE offers perspectives on tech-
nology, on costs ond benefits, and on ihe socisl demands
which government and industry must expect.

Levin, Eugene. “The Future Shock of Information
Networks,” Ascronautics and Aeronautics, v. 11,
Nov. 1973: 52-57.

States that *. . . we are at the threshold of a commitment
to networks of computers.

“By 1976 it will be extremely difficult to incorporate the

o4 99

necessary controls in fnancial and government computer
networks, and by 1980 it will probably no longer be

Martin, James. Security, Accuracy, and Privacy in
Computer Systems. Englewcod Cliffs, N. 1., Pren-
tice Hall, Inc, 1973. 626 p.

A definitive text (including 90 pages of checklistz and
summaries) for security management.

“Measures to Protect Personal Privacy Increases at
State Level.” Comrmenications of the Association
for Computing Mackinery, v. 16, Jan. 1973: 65-66.
Discusses two state actions favoring privacy as a funda-
mental right of citizeris: oae, the California voters’ ap-
proval of the addition of privacy to the state constitution
as an inalienable rizht; two, the Colorado Supreme Court
m:ltbe maintained.

Miller, Arthur R. The Assault on Privacy: Com-
puters, Data Banks, and Dossiers, Ann Arbor, The
University of Michigan Press, 1971. 334 p.
Discusses *. . . certain aspects of our increasingly electronic
way of life. ... Its aimn is to explore some of the ways ia
which information technology is altering basic patierns in
our daily life and to evaluate the responses being made
by the law, government, industry, and other institutions. to
the nmew forms of data handling .. . ."

Parker, Donn B., Susan Nycum and S. Stephen
Oura. Computer Abuse. Menlo Park, Calif_, Stan-
ford Research Institute, 1973. 131 p.

Considers computer abuze from the technical, legal, and
sociological perspectives, I is the “first atiemipt to docu-
ment and define the problem based on a typology of mre-
ported cases and investigation in detail of several of
them.” An appendix contains summaries of the cases (148)
collected as a data base for continuing studies of com-
puter abuse,

Parker, Richard B. “A Definition of Privacy.”
Ratgers Law Review, v. 27, 1974; 275-296.
Attempts “(1) to present and defend a definition of
privacy which explaing the close connection privacy has
with the fourth amendment, and with some of the other
amendments in the Bill of Rights; (2) to use the definition
to clarify what privacy means in other legal and non-legal
contexts; and, (3) to apply the definition to United States
v. White to illustraic how and abstract definition of
privacy can affect the anaiysis of a caze™

Pennock, J. Roland and Johm W. Chapman, ed.
Privacy. Nomos XIIl: Yearbook of the American
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Society for Political and Legal Philosophy. New
York, Atherton Press, 1971. 255 p.

A collection of papers which consider privacy from the
perspectives of philosaphy, political science, law, anthro-
pology, politics, and sociology.

Ralston, Anthony G. “Computers and Democracy.”
Computers and Autornation, v. 22, April 1973;
19-22, 40.

Discusses various aspects of the problem of balancing the
use of computers for the good of society with the ac-
companying restrictions on personal freedom. The author
concludes that “we must retain the .ope that computers
uffer us while at the same time minimizing a threat we
cannot eliminate,” _
Records, Computers, and the Rights of Citizens:
Report of the Secretary's Advisory Committee on
Automated Personal Data Sysiems., U.S. Govern-
ment Printing Office, 1973. 346 p. Also: Cam-
bridge, Mass., Massachusetts Institute of Tech-
nology Press, 1973,

Report of an HEW-sponsored committee which was asked
to “analyze and make recommendations about: harmful
consequences that may result from using automated per-
sonal dala systems; safeguards that might protect against
potentially harmful consequences; policy and practice re-
lating to the issuance and use of Social Securily numbers.”
This report discusses in depth the key issues identified, the
findings of the Committes, and their =pecific recommen-
dations and suggested action program.

Renninger, Clark R. and Dennis X. Branstad, ed.
Government Looks at Privacy and Security in Com-
puter Systems. Washington, National Bureau of
Standards, U. S. Department of Commerce, 1974,
37p. :

*. .. Summarizes the proceedings of a conference held for
the purpose of highlighting the peeds and problems of
Federal, State, and 1ocal governments in safeguarding in-
dividual privacy and protecting confidential data contained
in computer systems from loss or misuse. The Conference
was held at the National Bureau of Standards on Novem-
ber 19-20, 19737 :
Rennminger, Clark R., ed. Approaches 1o Privacy
and Security in Cornputer Systerns. Washington,
National Bureau of Standards, U. S. Department
of Commerce, 1974, 72 p. '
. .. Summarizes and contains the proceedings of a con-
ference held at the National Bureau of Standards on
March 4--5, 1974, to continue the dialog in search of ways
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o protect confidential information in computer systems.
Proposals are presented for meeling governmental necds
in safegarding individual privacy and dsta confidentiality
that were identified at a conference held in November
1973. Among the proposals are the enactment of privacy
legislation, improved computer system architecture and’
access conirols, information and security management
guidelines and the development of a systematic, balanced
approach to system security.”

“Swedens Data Act” Computer Decisions, Nov.
1973, p. 50-52.

Pertains to the act designed to protect personal informa-
tion which became cffective in Sweden on July 1, 1973.
The Act is reproduced here.

Tum, Rein. Privacy and Security in Personal In-
formation Databank Systems. Santa Monica, the
Rand Corporation, 1974. 104 p.

Classifies databank systems on the basis of a number ni
daga security related eriteria. Such aspects of personal
information a3 sensitivity and value are examined. A
sensitivity scale and a personal information classification
systern are proposed. Using a game-theoretic mode] as the
vehicle, costs and effectiveness of data proiection, a3 well
as cosis of intrusion, are discussed. The report concludes
with an analysis of implications of implementing the major
components of total protective systems.

Ware, Willis H. Data Banks, Privacy, and Society.
Report No. 5131, Santa Monica, the Rand Cor-
poration, 1973. 11 p.

Discusses new dimensions lo the problem of personal
privacy added by the advent and use of cornputer tech-
nology with reference to information needs of society, the
accessibility of personal information, and the potential for
data linkages; contains suggestions for controlling the
collection, dissemination, and use of personal data. The
author concludes with a call ‘to. action in seversl areas:
public education on the need for personal privacy, solicit-
ing the support of consumer-oriented organizations for
legislation, public participation in a debate on the implica-
tions of a fully-numbered sociely, and research on various
aspects of personal privacy,

Warner, Malcolm and Michael Stone, The Data
Bank Society: Organizations, Computers, and Social
Freedoms. London, Unwin Brothers, Lid., 1970
244 p.

Survey of governmental and private information systéms in
Great Britain, Europe, and the United States and their
implications for personal privacy; examines record
keeping in the fields of medizine, criminal justice, finance,
bankireg, credit, and local government.
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Westin, Alan F. and Michael A. Buker. Databanks
in a Free Society: Compieters, Record-Keeping and
Privacy. New York, Quadrangle Books, 1972.552 p.

Report of the Project on Computer Databanks of the
Computer Science and Engiueering Board, National
Academy of Sciences. Ti:e Proj:ct investigated "what the
vse of commputers is cctually deing to record-keeping
processes in the United Swates. nnd what the growth of
large-scale dztabanks, ooth manual and computerized,
implies for the citizen's constitutional rights to privacy
and due process.”

Westin, Alan F.. ed. /nformnation Technolegy in a
Denmocracy, Camibridpe, Mass., Harvard University
Press, 1971, 499 p.

A collection of approximuiely 50 papers relating to the
use of information technolugy in the political decision-
making process. Includes: Harold Black and Edward
Shaw, "Detroit's Social Data Bank;” Santa Clara County.
Calif., “The LOGIC Information System:" Robert R, J.
Gallati, “The New York State Identification and Intelli-
gence System:” Edward M. Brooks, 'The United Planning
Organization’s Social Databank;” Anthony Downs, "The
Political Payofis in Urban Information Systems;” and
Edgar §. Dumn, Jr. “Distinguishing Statistical and In-
telligence Systems.”

Westin, Alan F. Privacy and Freedom. New York,
Athencum Press, 1967. 487 p.

A seminal work on the implications of surveillance tech-
nologies for personal privacy.

Wheeler, Stanton, ed. On Record: Files and Dossiers
irt American Life. New York, Russell Sage Founda-
tion, 1969, 499 p.

Describes record-keeping practices in American schools,
credit agencies, business organmizations, insurance com-
panies, military and security agencies, oublic welfare sys-
tems, juvenile courts, and mental hospitils. Also includes
an examinalion of record keeping activities of the
Census Bureau and the Social Security Administration.
Younger, K., Chairman. Reperts of the Committee
on Privacy, London, Her Majesty’s Stationery Of-
fice, 1972. 350 pages,

Final report of a committee established in 1970 1o review
the need for legislation to protect “individuals and com-
miercial and industrial interests” from invasion of privacy.
The report examines the nature of privacy, complaints of
invasion of privacy, the adequacy of present law in pro-

confidential information, and the creation of a general
right of privacy.
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STATE AND LOCAL GOVERNMENT
RECORDS ON INDIVIDUALS

California, State of. Intergovernmental Board on
Electronic Data Processing. Guidelines Establish-
ing Requirements for Security and Confidentiality
of Information Systems. Sacramento, Calif., Docu-
ments Section, 1974, 74 p.

These guidelines alert management o the dangers posed
by threats to security, confidentiality, and privacy nd
suggest preventive measures to minimize possibilities of
loss, Each section, presented in checklist format, includes
i bibliography.

Curran, William J., Eugene M. Laska, Honora
Kaplan, ard Rheta Bank. “Protection of Privacy
and Confidentiality: Unique Law Protects Patient
Records in a Multistate Psychiatric Information
Systems,” Science, v. 182, 1973: 797-802.
Describes the origins, purpose, and operations of the
multistate information system, and existing procedures for
maintaining confidentiality, including the special WNew
York State protective statute.

“Integrated Municipal Information Systems: The
USAC Approach — City Hall’s Approaching Re-
volution in Service Delivery,” Nation's Cities, Jan.
1972: 10-40.

Summary of a repori prepared by the Federal Urban
Information Systems Inter-Agency Committee. Describes
the basic components of an IMIS and the steps required for
their implementation.

Kauffman, Miles P. “Welfare and the Right to
Privacy: Applicants Rights.” Res Ipsa Loguitur,
V. 25, Fall 1972: 107=113.

to exist when he becomes a welfare recipient.
McNamara, Robert M., Jr. and Joyce R, Starr.
“Confidentiality of Narcotic Addict Treatment Re-
cords: A Legal and Statistical Analysis,” Columbia
Law Review, v. 73, Dec. 1973:-1579 - 1612.

Examines the policies in handling treatment records of
nearly two hundred narcotics treatment centers in the
United States. Threats to records include overzealous law
enforecement personnel and investigators for credit report-
ing bureaus. Legal mechanisms for improved protection
of treatment records are analyzed.

National Assembly for Social Policy and Develop-
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ment, Inc. A New Look at Conjidentiality in Sociul
Welfare Services, New York, 1973. 14 p.

Presents guidelines and specific instructions to assist social
welfare agencies in formulating appropriate policy for the
protection of their clients’ privacy. Agencies are urged to
apply ithe recommendations of the HEW Sccretary’s Ad-
visory Committee Report, as outlined here, to both com-
puterized and manual files.

National Association for State Information Systems.
Information Systems Techrniology in State Govern-
ments 1973 NASIS Report. (1974, Available from
the Council of State Governments, Iron Works
Pike, Lexington, Ky., 40505) 60. p. and ap-
pendices,

“Information was sought for the first time on some of the
basic problems relating to security and privacy. The se-
curity questions had to do with physical and data security
procedures. Privacy questions were aimed at obtaining an
overview of the status of legislation and estimates of
public concern.”

Noble, Johs H,. Ir. “Protecting the Public’s Privacy
in Computerized Health and Welfare Information
Systems.” Secial Work, v. 16, Jan, 1971: 35-41.
Discusses the iﬂipar;t of automated. record keeping on the
traditional practices of social work and health profes-
sionals. Suggests guidelines by which to judge proposals
to automate existing information systems and urges support
of legislation to regulate all computerized databanks,
“Public Access to Government-held Computerized
Information.” Northwestern University Law Re-
view, v. 68, May-June 1973: 433-462,

Comment reviews existing literature on computers and
privacy, documents ways in which government computer
facilities can safeguard privacy, and evaluates chances of
success for such safeguards.

Rioux, J. William and Stuart A. Sandow. Children,
Parents, and School Records. Columbia, Md., Na-
tional Committee for Citizens in Education, 1974.
313 p.

Advocates reform of school record-keeping practices to
asstire the privacy and due process rights of students.
Contains general information, readings, relevant data about
each state, examples to substantiate the authors' position,
and suggestions for action.

Stallings, C. Wayne. *“Local Information Policy:
Confideatiality and Public Access.” Public Ad-
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ministration Review, v, 34, May-June 1974: 197-
204.

Outlines a model policy for local governments that protects

ment records. Presents a scheme for classifying various
types of information and specifying appropriate degrees of
aceess to each type, and discusses an organizational struc-
ture to regulate such access. (Summary of a larger report
prepared for the Charlotte Integrated Municipal Informa-
tion Project).

Steinberg, Joseph. “Some Aspects of Statistical Data
Linkage for Individuals.” In Data Bases, Com-
puters, and the Social Sciences. New York, John
Wiley and Sons, Intersciences Division, 1970. p.
238 - 251,

Examines evidence of concern by the Social Security
Administration regarding the possible role of the Social
Security Number in facilitating invasions of privacy. Dis-
cusses the release of Social Security data for research
purposes, viclations of statistical confidentiality. and re-
fusal of the Social Security Administration to cooperate
with proposed use of the $5N by other agencies.

U. 8. Congress. House, Committee on Government
Operations. Foreign Operations and Government
Information Subcommittee. Access to Records.
Hearings, 93d Congress, 2d session, on H. R. 12206
and Related Bills. Washington, U. 8. Government
Printing Office, 1974. 338 p.

“H. R, 12206 and related bills, to amend Title 5, United
States Code, to provide that: persons be apprised of
records concerning them which are maintained by govern-
ment agencies.” Hearings held Feb. 19, 26, April 30, and
May le, 1974,

U. S. Congress. Senate. Committee on Government
Operations, Ad Hoc Subcommittee on Privacy and
Information Systems. Committee on the Judiciary.
Subcommittee on Constitutional Rights, Privacy:
The Collection, Use, ond Compterization of Per-
senal Data. Joint Hearings, 93d Congress, 2d ses-
sion, on S. 3418, 8. 3633, §. 3116, 5. 2810, S,
2542, June 18-20, 1974, Parts I and II, Washing-
ton, U. 8. Government Printing Office, 1974, 2335
P

Hearings on a series of bills proposing controls over
government and commercial databanks in order to safe-
guard the privacy rights of individuals who are the subjects
of these information systems,
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Zastrow, Charles. “The Status of Communitywide
Social Data Banks.” Welfare in Review, v. 10,
Mar. - Apr. 1972: 32-36,

Findings from a study of the fzasibility of a community-
wide automated social information centei in Dane County
(Madison), Wisconsin conducted by its Social Planning
Agency. See discussions of confidentiality and access to
data,

PUBLIC EMPLOYEES RECORDS
“Application of the Constitutional Privacy Right to
Exclusions and Dismissals from Public Employ-
ment.” Duke Law Joursal, Dec. 1973: 1037-1082.

Gaillard, Frye. “Polyzraphs and Privacy.” The Pro-
gressive, Sept. 1974: 43-46.

Discusses the increasing use of the polygraph by business -
establishments to test applicants'/employees’ honesty,
usually for one of three purposes: (1) pre-employment
screening, (2) a periodic sampling of workers to ‘est basic
honesty, loyaity, and sdherence to company policy, and
(3) specific tests directed to solving particular thefts or
irregularities,

Miller, Herbert 5. The Closed Door: The Effect of
a Criminal Record on Employment with State and
Local Public Agencies. Washington, Institute of
Criminal Law and Procedure, Georgetown Univer-
sity Law Center, 1972. 252 p.

Indicates that an arrest record even without conviction is
a substantial handicap. Despite protective laws, juvenile
records are not confidentiality maintained; arrest records
lated vi§ Lhc FBI. The recommended solutions are an
Equal Employment Opportunity Commission order pend-
ing the enactment of federal legislation.

U. 8. Congress. House. Committee on Post Office
and Civil Service. Subcommittee on Retirement
and Employee Benefits, Right to Privacy of Federal
Employees. Hearings, 934 Congress, 1st and 2d
sessions, on H. R. 1281 and related bills. Washing-
ton, U. S. Government Printing Office, 1974. 378 p.
“H. R. 1281 and related bilis, to protect the civilian em-
ployees of the Executive Branch of the United States
Government in the enjoyment of their constitutional rights
and to prevent unwarranted governmental invasions of
their privacy.” Hearings held May 14 and 15. June 4.
1973 and April 24, August 8, 1974. Many of the concepts
discussed in these hearings are equally applicable to the
privacy rights of employees of state and local governments,
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Walsh, Timothy J. “Background Information Use
Lirnited by New Law.” Industrial Security, April
1971 4-12.

Summarizes restrictions on the use of background in-
vestigations for screening prospective employees con-
tained in the Fair Credit Reporting Act and the Gregory
vs, Litton decision.

CRIMINAL JUSTICE INFORMATION
Gallati, Robert R. J. “State Criminal Justice In-
formation Systems.” AFIPS Conference Proceed-
ings, v. 39, 1971: 303-308.

Traces the development oy the New York Siate Identifica-
tion and Intelligence System as a case study of a model
criminal identification bureau, Outlines several major
problems encountered, e.g., need for autonomy, difficulties
in data conversion, and state-of-the-art technology in
automated identification.

Gates, Andrew L. “Arrest Records—Protecting the
Innocent.” Tulane Law Review, v. 48, April 1974:
629-648.

Longton, Paul A. “Constitutional Law—Mainte-
nance and Dissemination of Records of Arrest
Versus the Right to Privacy.” Wayne Law Review,
v. 17, July-Aug. 1971.

MacDonald, Malcolm E. “Computer Support for
the Courts—A Case for Cautious Optimism.”
Tudicature, v. 57, Aug.-Sept, 1973; 52-55.
Reviews some successful applications of computer tech-
nology to court administration, such as jury selection,
criminal case docketing, scheduling, etc. Stresses the need
to proceed carefully with innovative applications, which
should reflect appropriate law and procedure, court re-
quirements, and security standards.

Mational Advisory Commission on Criminal Justice
Standards and Goals. Criminal Justice Systems.
Washington, U. §. Government Printing Office,
1973.

Presents extensive and detailed criteria for criminal justice
systems, with explanatory comments. These sixty-eight
standards fall into four categories—planning, information
systems, education, and legislation—and apply variously to
the local, state and federal levels.

Mational Council of Juvenile Court Judges. Com-
puter Applications in the Juvenile Justice System:
Proceedings of the National Symposium on Com-
puter Applications in the Juvenile Justice System,
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Atlanta, Georgia, Dec, 6-8, 1973. (Reno, Nevada,
University of Nevada) 1974, 248 p.
Describes the impact of computers on different aspects of
juvenile justice administration. Includes papers by Melvin
F. Bockelman and Malcolm E. MacDonald on privacy
and security considerations, .

New York, State of. Supreme Court. First and
Second Judicial Departments. Appellate Divisions,
The Departmental Committees for Court Adminis-
tration. Automation in the Courts: Its Impact on
Record-Making and Record-Keeping; Implications
for the Private Citizen and the Public, Symposium,
New York, November 1971,
Project SEARCH, i.e., System for Electronic Analysis and
Retrieval of Criminal Histories. (A combined effort,
initialed in 1969 by the Law Enforcement Assistance Ad-
ministration and several states, to develop a prototype
computerized criminal information system. Jpecialized
committees, merging expertise from all parts of the
country, wrote the following reports. They were published
by Project SEARCH, which recently shed its government
sponsorship. Its work continues under the auspices of
SEARCH Group, Inc., a non-profit research organization
headquartered in Sacramento, California.)
Compiiter Hardware gnd Software Considerations.
 (Technical Memorandum No. 6) Jan. 1274, 40 p.
Design of a Model State Identification Byreau. (Techni-
cal Report No, 8) Nov, 1973, 143 p. and zppendix.
Design of a Standardized Crime Reporting System.
(Technical Report No. 9) Dec. 1973, 140 p.
Designing Statewide Criminal Justice Statistics Systems—
An Examination of the Five-State Implementation.
{Technical Report No. 5) Dec. 1972, 137 p.
Designing Statewide Criminal Justice Statistics Systems—
The Demonsiration Frototype. (Technical Report No, 3)
Nov. 1970. 60 p. and appendix.
Model Administrative Regulations For Criminal Offender
Record Information. (Technical Memorandum Mo, 4)
March 1973. 67 p.
A Model Siate Act For Criminal Offender Record In-
fermation. (Technical Memorandum No, 3) May 1971,
46 p.
Preliminary Reguiremenis Analysis For Criminal Justice
—Law Enforcement Telecommunications. (Technical
Memorandum No. 7) Jan. 1974, 170 p,
Project SEARCH Security and Frivacy Publications,
{Technical Report No. 2, Technical Memorandum No.
3, and Technical Memorandum Mo, 4) May 1973,
(various pagings.)
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Security and Privacy Considerations in Criminal History

Information Systems. (Technical Report No. 2) July

1970. 57 p.

Terminal Users Agreement for CCH and Other Criminal

Justice Information. (Technical Memorandum No. 5)

Nov. 1973, 13 p.
Shappley, William L. “Branded: Arrest Records of
the Unconvicted.” Mississippi Law Journal, v. 44,
1973: 928-946.
Discusses “individual rights of privacy as constitutionally
guaranteed and as balanced against the public necessity for
retention of arrest-record data.” Reviews the statutory ap-
proach of California, Conrecticut, Ilinois, and New York.
Pertinent judicial decisions, and the current Mississippi
position.
U. S. Congress. House. Committee on the Judiciary.
Subcommittee No. 4. Security and Privacy of
Criminal Arrest Records, Hearings, 924 Congress,
2d session, on H. R. 13315. Washington, U. S.
Government Printing Office, 1972. 520 p.
Hearings held March 16, 22, 23, April 13, 26, 1972,
Explores methods of safeguarding, simultapeously, in-
dividual privacy and the needs of law enforcement officials.
U. S. Congress. House: Committee on the Judiciary
Subcommittee on Civil Rights and Constitutional
Rights. Dissemination of Criminal Justice ‘nforma-
tion. Hearings, 93d Congress, on H. R. 188, H. R.
9783, H. R. 12574, H, R. 12575, Washington:
U. S. Government Printing Office, 1974, 586 p.
Hearings held July 26, September 26, and October 1i.
1973; February 26, 28, March 5, 28, and April 3, 1974.
U, S. Congress. Senate. Committee on the Judiciary.
Subcommittee on Constitutional Rights, Criminal
Justice Data Banks. Hearings, 93d Congress, 2d
session on §. 2542, S. 2810, S. 2963, and S. 2964.
March 5-7; 12-14, 1974. 2 Vols. Washington,
U. S. Government Printing Office, 1974. 1149 p.
Examines the need for legislation “to protect the privacy
and reputations of persons whose names appear in ¢riminal
justice data banks” in light of law enforcement practices
and requirements.
U. S. General Accounting Office. Comptroller
General of the United States. How Criminal Justice
Agencies Subcommittee on Constitutional Rights,
Committee on the Judiciary, United States Senate,
Washington, General Accounting Office, 1974. 70 p.
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Summarizes findings based on an analysis of a random
sample of requests made by agencies in California,
Florida, Massachusetts, and by Federal agencies, to the
Federal Bureau of Investigation (FBI) and appropriate
state agencies,

Wormeli, Park K. “The SEARCH For Automated
Justice.” Datamation, v. 17, June 15, 1971: 32-35

Discusses the multi-state Project SEARCH (System for
Electronic Analysis and Retrieval of Criminal Histories).
This article. by the Project coordinator, details the objec-
tives, system concept, procedures, progress, and status of
the program,

RECORDS ON CONSUMERS

American Bankers Association. Réport of the Auto-
mated Clearing House Task Force. Washington,
American Bankers Association, 1974, 94 p.

An effort to establish industrywide standards for ihe elec-
tronic transfer of funds nation-wide. The American
Banking Association report recommends that a national
automated clearinghouse association be established for
continued analysis of problems and opportunities; that’
automated clearinghouses be established in each region of
the U. 5.; that action be taken to increase general under-
standing of the concept to insure full development; and
that all parties concerned step up education and marketing
research efforts.

Foer, Albert A. “The Personal Information Market:
An Examination of the Scope and Impact of the
Fair Credit Reporting Act.” Loyola Law Students
Consumer Journal, v. 11, 1974: 37-138.

Discusses a study of the personal information market in
the Chicago area to assess the impact of the Fair Credit
Reporting Act. The new law is evaluated in terms of its
“ability to cope with seven particalar abuses” present prior
to passage of the FCRA. A final section sets out and
weighs various suggested strategies for reform.

“Government Access to Bank Records.” Note. Yale
Law Journal, v. 83, 1974; 1439-1474,

¥, . . Isolates the problem of government access to one
type of third party data: checking account records main-
tained by commercial banks. It is argued that, given the
purpases of the Fourth Amendment and the changes which
have taken place in the nature of property and privacy,
individuals should be able to contest an unreasonable
search and seizure of their bank records . . . Maintains

government search of depositors’ records.
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Hendrickson, Robert, The Cashless Society. New
York, Dodd, Mead & Co., 1972.

A discussion of the increasing reliance on credit systemns
and the implications for individual freedom.

Olafson, Freya, Allen Ferguson, Jr., and Alberta
W. Parker. Confidentiality: A Guide for Neighbor-
hood Health Centers. Neighborhood Health Center
Seminar Program Monograph Series No. 1. San
Francisco, Pisani Printing Co., 1971,

A study of legal and ethical aspects of confidentiality of
patient information and records maintained by neighbor-
hood health centers. Applicable state laws in California,
Alabama, New York, and Chio are included.

Parker, Suzanne. The Electronic Funds Transfer
System. Washington, Library of Congress, Con-
gressional Research Service, 1974. 18 p.

. . . Discusses the development of the system to date as
well as those changes which are visualized. In addition,
the possible impact of the system on various segments of
the economy will be covered. Finally, discussion of the
proposals relating to how the systern should be imple-
mented and controlled will be included.”

Prism: The Sociceconomic Magazine of the Ameri-
can Medical Association, v, 2, June 1974: entire
issue.

Devoted to a comprehensive report on privacy and con-
fidentiality. The editors have attempted fo set the subject
of privacy in its social context, focusing on special medical
implications of privacy. The issue includes artizles by such
legal scholars as Senator Sam J. Ervin, Jr., Arthur R.
Miller, and Alan F. Westin, as well as suck physician con-
tributors as Alfred M. Freedman, Carmault 8. Jackson,
and Ralph Crawshaw.

“Protecting the Subjects of Credit Reports.” Note.
Yale Law Journal, v. 80, April 1971: 1035-1069.

*,, . Identifies the injuries and costs of eredit reporting and
suggests that enterprise liability and further legislation are
required for the protection of the consumer.” This article
appeared shortly after the enactment of the Fair Credit
Reporting Act.

Rule, James B, Private Lives and Public Surveil-
lance: Social Control in the Computer Age. New
York, Schocken Books, Inc., 1974. 382 p.
Discusses the use of personal information as a means of
social control. The record-keeping sctivities involved in
police record systems, vehicle and driver licensing, Na-
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tional Insurance in England, and consumer credit and the
Bankamericard systems in the United States are analyzed.
Sackman, Harold and Norman Nie, ed. The In-
formation Utility and Social Choice. Montvale,
N. I., AFIPS Press, 1970. 299 p.

A group of papers prepared for a conference sponsored by
the University of Chicago. the Encyclopedia Britannica,
and the American Federation of Information Processing
Societies. The papers address the desirable uses of mass
information utilities and the effects of direct citizen par-
ticipation upon political processes.

Stanley, David T. and Marjorie Girth, ed. Bank-
ruptcy: Problem, Process, Reform. Washington, The
Brookings Institution, 1971. 270 p.

Reviews current procedures in bankruptey in the United
States (which relate to issues of consumer record-keeping).
... “deals with the economic, legal, and personal aspects
of the subject, but its main emphasis is on bankruptey as
a governmental process—on its institutions, personnel, pro-
cedures, and financing.

Stern, Laurence C. “*Medical Information Bureau:
The Life Insurer’s Databank.” Rutgers Journal of
Computers and the Law, v. 4, No. 1, 1974: 1-41.
Reviews the background and operation of the Medical
Information Bureau, an association of life insurance com-
panies, which enables member companies to exchange
underwriting and claims information about life insurance
applicants and claimants. The author discusses the Bureau’s
relationship to the requirements of the Fair Credit Report-
ing ‘Act and other consumer privacy protection issues.

U. S. Congress. House. Commitiee on Government
Operations. Foreign Operations and Government
Information Subcommittee. Sale or Distribution of
Mailing Lists by Federal Agencies. Hearings, 92d
Congress, 2d session, on H. R. 8903 and Related
Bills. June 13 and 15, 1972. Washington: U. S.
Government Printing Office, 1972. 362 p.

Hearings on proposals to amend the Freedom of Informa-
tion Act to eliminate the dissemination of Government-
prepared lists for commercial or, solicitation use. Raises
issues which would apply to the use and distribution of
mailing lists by other public agencies and private organiza-
tions.

U. S. Congress. Senate. Committee on Banking,
Housing and Urban Affairs. Subcommittee on Con-
sumer Credit. Fair Credit Reporting Act—1973:
Hearings, 93d Congress, 1st session, on S. 2360.
October 1-5, 1973. Washington, U. §. Government
Printing Office, 1973. 993 p.

APPENDIX V

Hearings on proposed amendment of the Fair Credit Re-
porting Act. Review of the administration of the Act to
determine if additional consumer safcguards are needed.
U. S. Congress. Senate, Committec on Banking,
Housing and Urban Affairs, Subcommittee on Con-
sumer Credit. Credit Reporting Abuses. Hearings,
93d Congress, 2d session on amending the Fair
Credit Reporting Act, February 5, 1974, Wash-
ington; U. S. Government Printing Office, 1974.
54 p.

Hearings on abuse in the credit reporting industry,
prompted by the Subcommittee’s decision to table 3. 2360
in November 1973,

Urban Planning Aid, Inc. The Media Project. The
Cable Book: Community Television for Mas-

Inc., 1974, 106 p.

A handbook for *. . . groups who are trying to figure out
what it's (cable television) all about and what it's going
to mean to them and their communities.” Chapter 5 deals
with the privacy impact of cable television.
Westermeier, John T., Jr. “The Privacy Side of the
Credit Card.” American University Law Review, v.
23, Fall 1973: 183-207.

= Examines credit card use in light of the developing
right of privacy. The focus will be on the loss of privacy
that results from excluding the cardholder from the de-
cisions concerning the exchange of personal information
that is collected and maintained in the operation of the
credit card system.”

Wetterhus, Alan. “The Cashless, Checkless Society:
On Its Way?” Computers and Automation, V. 21,
Nov. 1972: 14-15, 17.

Discusses the utilization of computer systems to transfer
funds between accounts via electronic impulses, e.g.
directly from a customer's bank account to a retailer
from whom he is making a purchase. Some bankers have
expressed concern about the practicality and profitability
of these systems and questions exist about customer ac-
ceptance and invasion of persopal privacy. However, pilot
studies are under way in various locations as part of
banks® growing recognition of a need to become full
financial service institutions,

Willis, Donald S. “Who Knows You: A Look at
Commercial Data Banks.” Computers and Automa-
tion, v. 22, March 1973: 18-21.

Discusses some common commercial data banks (credit.
investigative, sales prospects) with respect to the threat
they pose to personal privacy.
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THE DOSSIER SOCIETY *

Arthur R. Miller ®

IN RECENT YEARS there has been a growing public
awareness of the effects certain data-gathering acti-
vities and applications of information technology
may have on individual and commercial privacy. At
times the debate has been conducted in emotional
terms, For example, many people, myself included
I must confess, have voiced the fear that the
computer, with its insatiable appetite for infor-
mation, its image of infallibility, and its inability
to forget anything that has been put into it, may
become the heart of a surveillance system that
will turn society into a transparent world in which
our home, our finances, and our associations are
bared to the most casual observer.!

A brief recital of some of the blessings and blas-
phemies of the new technology makes the computer-
privacy dilemma abundantly clear. In various med-
ical centers, doctors are using computers fo monitor
physiological changes in the bodies of heart patients
in the hope of isolating those alterations in body
chemistry that precede a heart attack. The quest, of
course, is to provide an “‘early warning system” so
that treatment is not delayed until the actual heart
attack has rendered the patient moribund for all
practical purpuses. Other plans include providing
everyone a number at birth to identify them for
tax, banking, education, social security, and draft
purposes. This would be done in conjunction with
the computerization of a wide range of records. The
goal is to eliminate much of the existing multiplicity
in record-keeping, and at the same time expedite
the business of society. Long range goals include de-
veloping a checkless, cashless economy, improving
the informational bases available for rational plan-
ning, providing better services to people, and pro-
moting the equitable allocation of society’s resources.

1 These remarks were originally delivered 25 5 lecture in the Priv-
acy and the Law seriea at the Univertity of Nlinois College of Law,
March 25, 1971. Reprinted with permission from University of Iili-
nolt Law Forum. Vol. 1971 No. 2, pp. 154=167.

* Professor of Law, Harvard University. The author has more fully
explored the subject matter of his address in A. Miller, The Assault
on Privacy: Compuiers, Data Banks, and Doasiers (19713, and Miller.
Personal Privacy in the Compuier Age: The Challenge o] a New
Technology In an Information-Orierged Society, &7 Mich. L. Hev.
1089 (1969).

1 Miller, The National Data Cenier and Personal Privacy, The At-
lantle, Mov, 1967, at 5357.
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We may even see the day when if a person falls ill
while away from home, a local doctor can use this
identification number to retrieve the patient’s medi-
cal history and drug reactions from a central data
bank.

On the opposite side of the ledger, the same
electronic sensors that can warn us of an impending
heart attack might be used to locate us, track our
movements, and measure our emotions and
thoughts. Experiments already are underway in the
field of telemetering and significant breakthroughs
are on the horizon, Similarly, the identification
number given us at birth might become a leash
around our necks and make us the object of con-
stant monitoring, making credible the fear of the
much fabled womb-to-tomb dossier. Finally, the
administrative conveniences provided by the high
degree of information centralization made possible
through the widescale use of computers gives those
who control the recordation and preservation of
personal diaia a degree of power over us that is
unprecedented and subject to abuse.2

Close scrutiny and evaluation of the implicaticns
of data technology and information systems on in-
dividual privacy are especially appropriate at this
time because of the clarion in all quarters for the
establishment of governmental and private data
centers. For example, the United States Office of
Education is supporting a migrant worker children
data bank, the Department of Housing and Urban
Development is sponsoring computerized municipal
information systems and building files on housing
loan applicants (with particular attention given to
those who are ineligible), and President Nixon'’s
welfare reform proposal (the Family Assistance and
Manpower Training Acts) will give the Department
of Health, Education and Welfare authority to ex-
change individualized data with state welfare agen-
cies and lead to the establishment of a national

" job applicant data bank. In other areas, we are

seeing the emergence of criminal intelligence data
centers, such as the Federal Bureau of Investiga-

"t Dombrawski v. Pfister, 180 U.S. 479, 487, 85 §. Ct. 1116, 1121
{1965).



tion’s National Crime Information Center (NCIC),
and computer based credit rating services. As we
look to the future, there is no doubt that the hypno-
tic attraction of digital record-keeping will continue
to envelope our universities, corporations, hospitals,
and banks.

Indeed, I believe that Americans today are
scrutinized, watched, counted, recorded, and ques-
tioned by more governmental agencies, social
scientists, and law enforcement officials than at any
other time in our history. Whether he knows it or
not, each time a citizen files a tax return, applies
for life insurance or a credit card, seeks govern-
ment benefits, or interviews for a job, a dossier is
opened under his name and his informational pro-
file is sketched. It has now reached the point at
which whenever we travel on a commercial airline,
reserve a room at one of the national liotel chains,
or rent a car we are likely to leave distinctive tracks
in the memory of a computer—-tracks that can tell
a great deal about our activities, habits, and as-
sociations when collated and analyzed. Few people
seem to appreciate the fact that modern technology
is capable of nonitoring, centralizing, and evalu-
ating these electronic entries—no matter how
numerous and scattered they may be.

Federal agencies and private companies are using
computers and microfilm technology to collect,
store, and exchange information about the activities
of private citizens to an astounding degree. Rarely
does a week go by without the existence of some
new data bank being disclosed. During the past
year we have read of the Department of Housing
and Urban Development’s Adverse Information
File, the National Science Foundation’s data bank
on scientists, the Customs Bureau’s computerized
data bank on “suspects,” the Civil Service Com-
mission’s “investigative” and “security” files, the
Justice Department’s intelligence bank run by that
organization’s civil disturbance group, the fact that
files on 2.6 million individuals are maintained by
the Department of Transportation’s National Driver
Register Service, the Secret Service’s dossiers on
“undesirables,” “activists,” and “malcontents,” and
the surveillance activities of the United States
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Army. These are only some of the federal govern-
ment’s data banks that have been brought to Iight;
even now only the tip of the iceberg may be visible.

By and large, these data gathering activities are
well intended efforts to achieve socially desirable
objectives. For example, in the law enforcement
field, file-building is necessary to combat organized
~rime and restore “Law and Order.” In a simiiar
vein, the FBI and the Army can justify their in-
telligence activities in terms of combating subver-
sion or quelling campus disruptions and riots in our
in times of strife. As to the information activities
of credit grantors, private investigators, and in-
surance companies, which involve considerable
snooping into an individual’s private life, it simply
is good business to know as much as possible about
a man before you lend him money, employ him,
or insure his life.

But there is a negative side to these mushroom-
ing data banks—particularly those that bear the
imprimatur of a governmental organization. Con-
sider the information practices of the United States
Army. Early last year it was revealed that for some
time Army intelligence units were systematically
keeping watch on the lawful political activity of a
number of groups and preparing “incident” reports
and dossiers on individuals engaging in a wide range
of legal protests, It must be emphasized that this
monitoring not only covered society’s “crazies” but
included such nonviolent organizations as the
NAACP, the ACLU, the Southern Christian Lead-
ership Conference, and the Women Strike for
Peace, and allegedly extended to newsmen, con-
gressmen, and a former governor who is now a

; federal judge.

Although there is considerable justification for
certain types of information collection that are
directly relevant to the Army’s duties, the develop-
ment of dossiers on people pursuing lawful social
and political activities bears little relationship to the
function of the military—even to its function during
periods of social unrest. This is especially true when
many of those being scrutinized are exiremely un-
likely to be involved in riotous condrct, and the
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seliction of suspects seems to be govemed by an
incredibly simplistic these-are-the-good-guys-and-
those-are-the~bad-guys approach. Not anly is the
Army’s frle-building difficult to justify, but it ap-
pears to have been undertaken withonrt sufficient
appreciation of the fact that the creation and cx-
posure of dossiers on people who are politically
active could deter them from excrcising: their right
to assemble, speak freely, or petition he govem-
ment.

The development of a number of other jnforma-
lionsysterns in the lawenforcement aren g pyagnifies
both the threatto personalprivacy amd the potential
“chilling effect” of informational surveillince. The
FBI's copstantly expanding National Crime Infor-
mation Center (prominently featired on the tele-
vision serdts, “The FBI””) provides state and city
police forces with immediate access tocomputerized
fles on muny people. Although it cureently only
contains data on fugitives and stolen property, plans
are beiing formulated toadd anestrecords arad other
types of information to the FBI system. Moreower,
NCIC is the keystone of an emerging imformation
network that will tie together the mation's Jaw en-
forcemaent information centers, By the ennd of 1969,
the Crime Inforpmation Center teporedly was l-
ready exchanging data with state and local police
agencies in every state except Alaska. Siate and
local 1aw enfoxcemnent surveillance swsterns also are
becoming increasingly sophisticated—several with
the aid of fuiding from the federal government wn-
der the Law Enforcement Assistnce Administra-
tion program. New York already has the essential
features of anetwork built around a single computer
center designed to store information for state and
local agncies and permit them to retxieve data
through terminals placed thraughout the seate, An
Ohio system allows 38 agencies to share its com-
puterized information amd is connected both (o
NCIC and the Ohio State Highway Patrol computer
cenater; plans are underway to tie it to comparable
systtms in Kentucky and Indiaga.

Ifa citizen knows that his conduct amd associs-
tions are Being put ““on file,” and he kenowws that
there is some possibility that the informatior might

~beused to hanss or injure him, hie may becogze

more con ceroed about the paossible cortent of that
file and Jess willing to “stick his neck out” in pur-
suit of his constitutional rights, The effect may pe¢
(to paraphrase a thought expressed by Jugjce
Brenpan in an analogous contexty to encourggre
Americans to ke¢p their mouths shut on all g
casiors,®

If we xeally take our comstitutional puaranteess
seriously, we cannot afford o stand by and alipw
them to be ckbilitated by this type of coerciym.
Chims of govemmental efficiency or the war agaipst
crime and subversion must not be allowed to jusify
every demandl for gathering personaldats, Becyyse
of the potential development of a ““record prison”
meitality, to one should be surprised if some gyg-
gest that todays surwillmce eforts contiim (he
seeds of the much dresded police state or a retyrm
to McCarthyism. Nor is it sufficient that goverp-
mental agencies assure us that sunveillarece and fje-
building are not being engaged in for repressive
purposes, Nimeteen eighty-four is a state of migd;
formany people, the appearance of sepression may
have the impact of reality.

To prevent any dowbt on the point, I persomally
do not oppose information systems of compiteriza-
tion of data. Itstrikes me as foolish to prevent the
use of a modemn techrology to cany out important -
govermmental and toregovemmicnta] operations sip-
ply because it might be abused. This is especily
truc in our compler, urbmized Socity and myss
economy, which desperately need dita for soupd
national plinming. We camnot turn the hands on the
clock back. But this does nut justify inaction. Byers
now we should recognize the strong simailarity he—
tween the difficulties that gave fise to the maulti-
faceted regulation of airlines, avtomobiles, njl-
roads, radio, and tlevision and the problems (hat
already are gederating pressure for the comprehen—-
sive regulation of data banks and computer cop-
munications.

What s fecessary at this timme is the development

e

5 LopeZ v, Utlled Sigtet, 373 U5, 427, 450. 83 5 Cr. 1381, 139008
(1946)) ¢ dissenting Opipian),

109



Q

ERIC

Aruitoxt provided by Eic:

of a framework for the protection of the public and
the superimposition of that framework on informa-
tionpractices at an early date to minimize misuse of
ae otherwise socially desirable instrument. The
problem of striking a balance between democracy
and technology has been a frequent and manage-
able chore in the past and the mation’s policy
makers should not shrink from the task in this
context.

Let us turn now to the particular tensions be-
tween contemporary data activities and privacy.
Until recently, informational privacy has been rel-
atively easy to protect for a number of reasons: (1)
large quantities of information about individuals
have not been available; (2) the available informa-
tion generally has been decentralized; (3) the avail-
able information has been relatively superficial; (4)
access to information has been difficult to secure;
(5] people in a highly mobile society are difficult
to keep track of; and (6) most people were unable
to interpret and infer revealing information from
data, '

But these protections were part of a bygone era
and are slien to our technologically based society,
The testimony elicited before several committees of
the United States Congress that have held hearings
on privacy presents an astounding, and dishearten-
ing, panorama of the ways in which the intruders in
our society, aided by the fruits of modern science,
have destroyed many of these traditional bastions
of privacy.* Revelations concerning the widespread
use of spike and parabolic microphones, a variety
of gadgets for electronic eavesdroping, cameras
equipped with modern optical devices that enable
photographs to be taken at a distance and under
adverse weather or light conditions, demonstrate
that we do mot necessarily enjoy physical privacy
in our homes or offices, on the street, or while tak-
ing communion with a maxtini. '

Now, ever increasing resort to the computer, laser
technology, and microminiaturization techniques
has begun to erode our informational privacy. Be-
cause the new technology makes it possible to in-
tegrate personal information from a variety of
souices, solicitation lists increasingly are becoming

¥
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the product of wide-rapging file investigations into
the backgrounds and finances of prospective cus-
tomers.% Personal information can be used for com-
mercial purposes, such as generating a list of con-
sumers with certain characteristics. Reader's Digest
reportedly has used computer technology to produce
amailing list consisting of its subscribvers’ meighbors,
“The approach had a kind of ‘all the neighboxs are
doing it' quality,” said one commentator. “Bu,
more significantly, the individual was pleased that
the Reader's Digest knew him and could zelate
him to others on his block.”*

It should be evident to all that we live in an in-
creasingly information based society. For example,
ever since the federal government entered into the
taxation and social welfare spheres, greater quanti-
ties of information have been sought from citizens
and recorded. Moreover, in recent years access 10
governmental or institutional largesse has increas-
ingly depended upon a willingness to divulge private
information. As recording processes have become
cheaper and more efficient, this data collection trend
has intensified and been accompanied by 2 predi-
lection toward centralization and collation. The ef-
fect is something akin to Parkinsom’s Law. As
capacity for information handling Thes increased,
there has been a tendency to engage in more ex-
tensive manipulation and analysis of recorded data,
which, in turn, has motivated the collection of
data pertaining to a larger number of variables.
The availability of electronic data storage and re-
trieval has accelerated this patterm, as is made
evident by comparing the questions on a 1970 in-

A See generally Hearings op Federal Dola Bartk: and the Bl of
Righis Before the Subcomnm, on Conmtititioreal Righis of the
Comm. on the Judiclary, 91y Cong, 1 Sess. (19);: Hearimgs on
Commercial Credit Buréaus Before a Subcorrem. of the Houn
Comm. on Government Operatlons. Y0th Cong., 2d Ses, (1968);
Hearings on Compuier Privacy Before the Subcorrin, or Adminisére
tive Praciice and Proceding of the Senate Comrez, on rhe Judiciary,
90th Cong., 2d Sess. (19681 ; Hearing: on ihe Coorrlination ared Inse-
gratlon of Government Siatisycal Program: Before the Subcornn, on
Economic Statisics of the Jojut Economilc Commn, 90th Cong, 18
Sess. (1967); Hearlngs on the Comiputer and Irvaslon of Privaty
Before o Subcomm. of the Housé Comm. on Governmer Operaion,
B9th Cong., 2Zd Sess. (1966).

5 See A. Miller, The Assdanjy on Privacy! Compeiiters, Data Banks,
and Dosers 79-85 (1971).

¢ N.Y, Tim=s, July.30, 1968 at 41, col. 1,
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come tax form with those on & 1960 form and the
siguificanlly greater incidemce of intrusive govemn.
mental, industrial, and academic questionnaires. It
is now fensible to execute and evaluate these in-
quities because of the availibility of machine pro.
cessimg. 7

[ think it is reasorable to assume that one conse-
quence of the advent of data centers and increased
computer capacity is fmat many govexnmental and
private information gathering agencies will go be-
youd eurrent levels ofinquicy and beginto ask more
complex, probing, and sensi tive questions—perhaps
into such subsjectsas agsociztipns with other people,
location and activity at different points of time and
spate, medical history, and atitudes toward yvarous
inslititions amd persons.

There are additioras] xisks lyrking in the ever-in.
credsing reliance on reorded information and third-
parly evaluations of a pexson’s past performance. As
information cumulates, the comtents of an indivi-
duals cormputerized dossier appear more and more
impressive, despite the “softness” of much of the
dats, and impart to the usexa heightened sense of
reLisbility. Coupled witt the myth of comaputer in.
fallibility, this will make it less likely that an in-
dependent evaluation willbe made or that verifica-
tion of the data vill be sought. We are beginning
to see more and more adherence to the fEle in the
credit granting, insurammee, educational, and emn-
ployment fields.

Tkmow a talented young Yady who wis emable to
gain employment for some time following gradua-
tion from college becayse potential employers were
waly of anentry in Fer uniwversity file that she be-
camme aware of afler many paimful experiences It
said: “Melinda’s mother is emotiomally wnstable.”
It tuirned out that this commient had been made by
the girk’s sixth grade tegcher, whowas meither a psy-
chiatrist mor a psycholpgist and had only met the
child's mother casually. Yet thiy damaging entry had
been preserved and had foElowed Melinda for 15
yean without anyme questioning either ity reten-
tiom or its reldabifity. Thus, not surprisingly, many
people havecome to Fee] that their success or failure
in life ultimately may tom on what other people

put in their file amd an wikmown programmer’s
ability—or irubility—to evaluate, pro<ess, and in-
texrelate information, Moverover, as things now
stand, a comaputerized file has a certain inddible
quality—an adversity ot to be overxome with
time, absent an electomic ¢raser and a compzs
sionate soul willing €o use it.

The centralizaton of information frorn wwidely
divergent souerces also creates serious problems of
information accurncy. I am 1ot really spesking of
the literal aceuracy of the input and wihat i re-
corded in the system, although that itself becomes
a £N0re setiouss problem a3 we dncrease the contemt
of dossiers and magiify the possibility of enor
Rather, I ama concexned about the risks of using
dat2 out of context, nformation can be entirely ac-
curite and suficient in one comtext arxd wholly i
complete and mislading in ancther. Consider the
fact that computerization has made it convenient o
rate an enployees eficiency and persopal habits
accordling to Concise, coneclusory caltgories such 25
“excellent,” ““fair,” or ““good” amd that oganiza-
tios often lack common traditions of appraising or
intetpreting peformance. Anyone fot coivenant
with military mimds and moxes might ke misled by
a miting of “upehuman” by the United States
Army, which might be equivalent to a xating of
“quilified” in a more demanding oxgarmization.

The problem of contextual acurcy can be il-
lustrated in terms of ome of the most dangeros
types of personal information currently pnaintiin-
ed—the unexplined and incormplete axrest record.
Isitlikely thata citizen whose file contains an entry
“arrested, 6/1/42; comvicted felny, 1/6/43;
sentenced, three wears Leavenwworth” will e given
government ermployment or be accorded. somme of thre
other societal amenjtics of moderm life? Vet ouar
subject simply’ may krave been a conscientious ob-
jector curing the Second World War. Consider the
potential effect of 2computer entry “atrested, crimi-
nal trespass; sentemced, six months,”” Withowt mores,
how will the user know that our computerized man
was simply demonstrating forx equal employment jn
the North or destgregation in the South in the
1950's and was convicted ymder 3 statuate that was
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overtumed ox appeal as an uconsititutional res-
traint on free specche?

In an en of great socia] acti-vismm on the part of
the young, with counterpoint demands from others
for “Law and Order,™ aryestsare bound to increase.
But muany of them wwill be of a serikingly different
character than what has been typical in the past.
It is mow comamon for hundreds of college demons-
trators or black miligants i be arrested in connec-
tion with one incidemt. Using r<cent experience as
a2 guide, only a small fraciion of the group will be
prasecuted, and an even smallex number convicted,
All of them, however, will Biave arrest records. Un-
less these records show disposition, their circulation
may have an impropetly prejudadial effect.

It also seems evident that the desirability of
getting at a data cerater”s exiormsious store of infor-
mation mray well offset the difiiculties of gaining
aceess to its computerized files 2nd deciphering
them, which are occasionally offtred as reasons why
machine reachble ipformation s inherently more
secure than mamually stored data. Even if we as-
sume that the cost of securing: access to comput-
erizect “din” is higher thian the <ost of dredging out
the “dirt’” in a maore traditional form of record, the
centralized quulity amd compiceness of a computer-
ized dossier creates aninceptive to invade it because
the payofd for daing so suctessiully may be suffi-
cienty large that the cost per wmit of computerized
“dirt’” acuatally will prrove to be lower than the cost
peT unit of uncompuaterized “dixt”

It should reot be forgotters thatthe risks to privacy
created by data centers lie 1ot «nly in abuse of the
systerm by those who desire to Enjure others or who
cam obtain some pexsomal advantage by doing so.
There is a legitimate fear of over—tentalizing indi-
vichalized inforrmation and then proliferating the
number of people who, by haviing access to it, also
have the caprcity to infiict darmage through negli-
geice, sloppiness, amd sheer seupidity. Unthinking
people are as capableof injurin g others by uninten-
tionally rendering a record inacurate, losing it, or
disterninating its comtents 20 wenawsthorized people,
as are petple acting out of malice or for personal
aggrandizement,

APPENDIX VI

What then is the solution? As an initial matter, "
one would hope that good judgment and self-regu-
lation on the part of the information grehering and
using communities would suffice. Those who handle
individualized data—whether it be in the context of
financial profiles ina credit bureau, student records
in a school system, medical files in-a hospital, wel-
fare lists in a govermmental agency, or personnel
data in a large corporation—have an obligation {o
guard the privacy of the human beings whose lives
are reflected in those dossiers. But we must also
come to grips with a basic fact of life concerning
computerized information systems. The only com-
pletely effective guardian of individual privacy is
the impositivn of strict controls over the information
that can be collected, stored, and disseminated. No
procedural or technical safeguard is immune from
iuman abuse or mechanical failure.

Certain types of information should not be re-
corded even if it is technically feasible to do so and
some administrative objective would be served
thereby. It has long been technically “feasible” and,
from some perspectives, “desirable” to require
citizens to carry and display passports when moving
through the country, or to require universal finger-
printing. But the United States has not pursued
these objectives because they are considered incon-
sistent with the philosophical fibre of our society.
By the same token, absent an overpowering de-
monstration that the preservation of sensitive or
highly personal information, such as medical and
psychiatric information, or dossier-type information
on those pursuing lawful political and social acti-
vities, is essential to some fundamental policy, the
scrivener’s hand should be stayed and the data per-
mitted to be |ost to man’s memory or simply re=
tained on a decentralized and highly confidential
basis.

Another form of self-regulation that seems es-
sential is limiting access to data. The hardware and
software of any system dealing with personalized
information must be designated to limit the ex-
posure of files to a limited class of people whose
access is authorized only after a careful examination
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of their need to know. Everyone making an inquiry
into an individual file must be required to identify
himself. But it must be remembered that an identi-
fication code number assigned to each user or a
magnetically coc’ed identification card can easily be
lost, stolen, or exchanged. Thus, altimately, finger
or voice prints may prove to be necessary. In addi-
tion, the system should be equipped with protector
files to record the identity of inquirers and these
records should be audited periodically to determine
whether the system is being misused by those who
have a legitimate right of access. In the same vein,
it probably will be necessary to audit the programs
controlling the manipulation of the files (0 make
sure that 1o one has inserted a secret “door™ in the
protective software or modified it so that a partic-
ular password will permit access to the data by
unauthorized personnel.

Because it is possible to move information into
or out of a computer over substantial distances by
telephone lines or microwave relays conmected to
terminals scattered throughout the country and even
beyond, it is essential that information be protected
against wiretapping and other forms of electronic

eavesdropping. This risk can be minimized by.

coding the data or using “scramblers” to garble the
information before transmission and installing com-

plementary devices in the authorized terminals to’

reconstitute the signal. These procedures also will
prevent “piggy-backing” or “infiltrating” the system
by surreptitiously attachinga terminal to an author-
ized user’s transmission line.

To insure the accuracy of computerized files, an
individual should have access to any information in
his dossier and an opportunity to challenge its
accuracy. This principle has been recognized and is
embodied in a new federal statute—the Fair Credit
Reporting Act.” This enactment is the first step
toward eliminating some of the abuses that result
from the buying and selling of personal informa-
tion by consumer reporting companies, most notably
credit bureaus. It gives us a right of access to the
files maintained on us by these organizations, pro-
vides a procedure for correcting any errors we
might find, assures us of nofice when adverse

7 Pub, L. No. $1-508, 84 Stat. 112736, 15 U.5.C. §§ 160177 (1970).
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decisions are made on the basis of a consumer re-
port, and places some restraints on the investigative
reporting conducted by these firms. Although the
act is full of loopholes, its basic philosophical
premise, that an individual has a right to see his file,
is sound and must be extended to other contexts,

Another approach might be to send a person’s
record to him once a year. This suggestion obviously
may prove expensive, some will argue that the value
of certain information will be damaged if its ex-
istence and rec~-dation are disclosed, and it might
produce a flo. of petty squabbles that would entail
costly and debilitating administrative or judicial
proceedings. Nevertheless, the right of an individual
to be protected against the dissemimation of mis-
information about him is so important that some
price must be paid to effectuate it,

Finally, the information must not be allowed to
petrify. Data that is shown to be inaccurate, or
archaic, or of little prqobative value, should be
deleted, reclassified, or its age brought to the
attention of a user of the file,

But what if self-regulation fails? Indeed, can we
afford the. luxury of waiting to find oui? It seems
clear to me that the legal profession must become
moze active in finding a solution to the computer-
privacy dilemma. Unfortunately, we cannot be too
sanguine about the existing legal structure's ability
to meet the challenge. The common law of privacy
traditionally has been preoccupied with the prob-
lems raised by the mass media and has concerned
itself with the commercial expl@ltatmn of a name or
likeness, the offensive intrusion into an individual's
personal affairs, the widespread public disclosure of
private information, and the “false light” cast on
individuals by media disclosures.g

In the constitutional law arena, recent cases
secking the expungement of files maintained by law
enforcement agencies have been largely unsuccess-
ful.” Despite strong arguments that the preservation
ﬁer. supra note 5, at 173=§9.

?See Anderson v. Sills, 56 N.J, 210, 265 A.2d 678 (1970}, revy
106 M.J. Super. 545, 256 A.Zd 298 (1969), See alio Menard v.
Mitchell. 430 F.2d 486 (D.L. Cir. 1970). Judge Gessll's opinion on
fermand in the Menard case reflicts a very balarced and sophisticated

approach to the data bank questlon. Mepard v, Mitehell, Clvil Mo,
1948 (D. D.C, June 15, 1971).
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of detailed information directly infringes the data
subjects’ right of associational privacy under the
first amendment, no relief usuvally is given because
of a judicial concern over the government’s need
to be able to deal with lawlessness. Furthermore,
any privacy action based on constitutional rights
will have to avoid the inhibiting effect of the Su-
preme Court's decision in Time, Inc. v. Hill,"
which imposes a heavy burden of proof on the
party seeking relief for an invasion of privacy.!
The effect of that case is to give the media sub-
stantial immunity from liability for invasions of

privacy in order to provide “breathing space” for

freedom of expression, Y think it is fair to say that
this decision partially aborts the common law right
of privacy’s capacity for doctrinal growth.

The judicial vineyards are not completely blighted,
however. The right of associational privacy is prob-
ably the most clearly developed of the constitu-
tional protections for personal information, Thus,
when the government attemnpts to gather data from
an individual concerning his association with a
group dedicated to the advancement of certain
beliefs, it must show that the information sought is
a subject of overriding and compelling state in-
terest.!? Closely related to associational privacy is
another type of privacy that the courts have pro-
tected—the right to possess ideas and beliefs free
from govérnmental intrusion. The leading case in
this area, Schneider v. Smith, '3 makes it clear that
espousing an unpopular idea is not a scar a person
must show upon inquiry for the remainder of his
life.

In a related field, a number of cases protect our

_ physical privacy from unreasonable searches and

seizures and guarantee us the “right to be let alone”
in what have been described as “zones of privacy.” "

0 388 U.5. 374, 87 5. Cx, 534 (1967).

11 See A, Miller, suprq niote 3, at 190-99,

i2 See NAACP v, Alabama, 357 U.S, 449, 78 8, Crt. 1163 (1958).
Ser alse Gibson v, Elorida Legislative Investigation Comm,, 372 U 5.
519, 83 5. Ct, BB (1963).

1390 U.5. 17, 88 5. Ct. 682 (1968).

14 See Stanley v, Georgia, 194 U.5. 557, 89 5 Cr. 1243 (1969);
Katz v. United Siates, 389 1.5, 147, 350 n.5, 88 5, Ct. 507, 510-11
n.5 (1967); Berger v. Mew York, 188 U.S. 41, 87 5. Ct, 1873 (1967).
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This view is exemplified by Griswold v. Con-
necticut, '> which struck down Connecticut’s at-
tempt to regulate the use of contraceptive devices.
However, a recent Supreme Court decisiop up-
holding the right of welfare authorities to terminate
benefits if they are not given access to the welfare
beneficiary’s home under certain circumstances
seems to look the other way.!'® On the plus side,
mention akso should be made of Wisconsin v. Con-
stantineau,'” which appears to have infused due
process notions into the use of information by re-
quiring that when a person’s reputation, honor, or
integrity is jeopardized by a governmental disserni-
nation of personal information, a minimal level of
procedural fairness must be satisfied. But peculiari-
ties in Conmseantinean caution us against expecting
too much from it. '

But these decisions simply represent the outer
boundaries or constitutional limits on governinental
action—they do not give us the standard for achiev-
ing the balance that is desperately needed. That will
have to come from the legislature. Legislative
activity in the computer-privacy field might take a
number of different forms. One simple and highly
desirable statutory approach would be to prohibit
governmental, and perhaps even nongovernmental,
organizations from collecting designated classes of
sensitive data. This might be reinforced by a statu-
tory requirement and computerized files be peri-
odically purged of all data that has become too
ancient to be trustworthy. Of course, any proposal
that would have the effect of impeding the govern-
ment’s information practices faces an wphill battle
in the political arena.

A somewhat different, and in many ways more
drastic legislative approach, involves requiring
computer manufacturers, users, and data networks
to employ prescribed safeguards for maintaining

the integrity of personal information. This can take

w38 U.S 479, 85 5. Ct. 1678 (1965).

1 \Wyman v. James, 400 Uy, 309, 91 5 Ct. 381 (1971). See
penerdlly Burt, Forelng Protection on Children and Thelr Farenis:
The Impact of Wiman v. James, 69 Mich. L. Rev, 1259 (1971). See
also Law Students Civil Rights Research Couneil, Ine, v. Wadmond,
401 US. 154, 91 8, Ct. 744 (1971). '

11400 U.5 433, 91 5. Ct. 507 (1971).
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the form of (1) imposing a statutory duty of care
on everyone connected with the data-handling
process, which would encourage privacy conscious-
ness; or of (2) enacting detailed privacy-oriented
technical requirements, which would have to be
followed by computer manufacturers. These would
include sophisticated protective schemes involving
access regulations, personnel controls, and mechani-
cal devices that can discriminate among users and
differentiate data on the basis of sensitivity that
would have to be complied with by handlers of
personal information.

But detailed congressional legislation is difficult
to draft and the best solution may be to give over
the task of regulation to an administrative agency
that would act as an information ombudsman or a
privacy auditor. The notion of an independent in-
formation agency is not a new one. Many of the
congressional witnesses and commentators on the
proposal to create a National Data Center, myself
included, siressed the importance of locating control
of such an organization outside the existing regula-
tory framework.!® Administrative regulation would
obviate the need to make highly detailed policy
judgments in statutory form. at what may be a
premature time. It also would guarantee that the
problem is placed in the hands of 'a watchdog
group, hopefully composed of experts drawn from
many fields, that could exercise continuing super-
vision over the data handling community.'®

A number of Congressmen already have recog-
nized the need for some controls and have intro-
duced Iegislation to protect privacy, Unfortupately,
the activity is somewhbat reminiscent of Leacock®
Man, who jumped on his horse and rode off in all
directions at once. Bills have appeared to regulate
credit bureaus, mailing list companies, the census,

18 5ee Hearings on Cﬂmpmsf Pdvnq» Beéfore tke Subicomm. on
Adminlstrative Fraclice and Procedurs of the Senate Comim. on 1A
Judjclary, 90th Cong., 2d 5Sess. (1968) (nmement of Professor
Arthur R. Miller) : Mote, Privacy and Efficieny Govemperif; Pro-
posals for a Notkonal Data Center, 82 Harv., L. Reév. 400, 404
(1968 . 5 also Ruggles, On the Needs and Valuesx of Data Banks.
in Symiposium—Computers, Data Banks, and Individual Frivacy, 53
Minn. L. Rev. 211, 218-19 (1963); Zwick. 4 Naflonal Dala Center,
in ABA, Section of Individual Rights and Rezponsibilities, Mono-
graph Ne. 1, at 32, 31 (1967).

3 This theme i8 developed in A, Miller, supra note 5, at 228-38,
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emiployee privacy, government inquiries, and psy-
chological testing. Thus far only the Fair Credit
Reporting Act, mentioned earlier has been enacted
into law. But Senator Ervin and Congressmen
Gallagher and Koch have proposed broad regula-
tion of computers and data gathering activities and
we can expec:t continued activity in this field for

thn the dust ultimately settles, I hope we shall
have struck the necessary balance. This probably
will require give on both sides. No doubt we can
coerce, wheedle, and cajole an individual into giv-
ing up part, or even all, of his informational profile,
But what price would we pay for it? Alienation,
distrust of the government, deceptive responses,
obfuscation of certain data gathering objectives (as
I think may be true of the census goal of enumerat-
ing the population), numbing of privacy values,
and an atmosphere of suspicion. Instead of the
stick, perhaps we should rely on the carrot. Govern-
mental and private planner's must reﬁne th’eir in—

files and semnty agamst lmptﬂpéi‘ dlssgmnangng
If this is done, perhaps we will feel less anprehen-
sive about yielding a little of ourselves, Few aspects
of life, even in a free society, can survive as
absolutes—and that includes privacy.

If some of my remarks seem slightly alarmist in
tone, it is because I fecl it is necessary to counter-
act the syndrome referred to by the poet e.e. cum~
minings, when he wrote “progress is a comfortable
disease.” 2 We must overcome the all-too-often
complacent attitude of citizens toward the manage-~
ment of our affairs by what frequently are astig-
matic administrators in both government and the
private sector. The very real benefits conferred by
information technology may Qpiate our awarcness
of the price that may be exacted in terms of per-
sonal freedom. It thus seems desirable to sound the
kiaxon to arouse a greater awareness of the pos-
sibility that the computer is precipitating a realign-
ment in the patterns of societal power and is be-

Hee. cummings, /00 Selected Porms B9 (paperback ed. 19%59).
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coming an increasingly important decision-making
tool in practically all of our significant govem-
mental and nongovernmental institutions. As society
becomes more and more information oriented, the
central jssue that emerpes to challenge us is how to
contain the excesses and channel the benefits of
this new form-of power.

If the concept of personal privacy is fundamental
to our tradition of individual autonomy, and if its
preservation is deemed desirable, then I feel that
the expenditure of some verbal horsepower on its
behalf is justiffied. Unless we overcome inertia,
there will be no one to blame but ourselves if some

being worn by those specially trained technicians
who have found the time to master the machine and
are using it for their own purposes, To paraphrase
the French sociologist, Jacques Ellul, that it is to
be a dictatorship of dossiers and data banks rather
than of hobnailed boots will not make it any less a
dictatorship.®!

=t J, ENlul, The Technological Socicry 434 (paperback ed. 19643,
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Appendix Vi

RECORDS, COMPUTERS, AND

THE RIGHTS OF CITIZENS *
by Willis H. Ware

IN EARLY 1972, then Secretary of Health, Educa-
tion and Welfare Elliot Richardson, created a special
advisory committee charged with amalyzing harm-
ful consequences that might result from automated
personal data systems, and which was to make
recommendations about safeguards that might pro-
tect individuals against potentially harmful conse-
quences and afford thern redress for any harm.
Since the social security number has been widely
used as a personal identifier, the committee was
also asked to examine the policy and practice re-
lating to the issuance and use of such numbers. On
July 31, 1973, the committee submitted its final
report to current H.E.W. Secretary Casper Wein-
berger, with Attorney General Elliot Richardson in
attendance. **

As a document intended for busy government
officials, this report included a summary of its
findings in the early pages. In addition, the press
conference at which it was released briefly sum-
marized its findings and recommendations; and as
one might expect, the initial press coverage high-
lighted the committee recommendations instead of
giving a careful exposition of the rationale by which
the position had been reached. To put the findings
of this committee in perspective and proper con-
text, the following discussion draws on selected
segments of the report.

The central issue of concern is the record-
keeping practices of the government and private
agencies that deal with personal information about
people. While not all such records are maintained
by computer, those that are become of special con-
cern because the concentration of information with-
in computer files at one location, and the access to
such files through remote access terminals tend to
magnify the opportunities for misuse of personal
information. Relative to the totality of the record-
keeping systems that surround each of us today, any
one individual finds himself at a significant dis-

Technical Publishing Company, Greenwich, Connecticut 06830,

** Records. Computers and the Rights of Chitens.” Report of the
Secretary’s Advisory Commitiee on Automated Personal Data Sys-
tems, DHEW Publication Number (O8)73-94, Government Printing
Office. Stock Mo, 1700-00116, for sale by the Superintendent of
Documents, U.S. Government Printing Office, Washington, D.C. 20402,
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advantage to affect the content of the records or to
limit their usage. Most of us have suffered at least
the annoyance of having to cope with a computer-
based system that, outwardly at least, appears not
to care how it has mistreated us, or worse, has
given a false impression or subjected us to harass-
ment. It is, of course, true that the computer itself
is not the culprit; rather the system designers have,
for whatever reasons, seen fit not to create humane
systems that are considerate of the data subjects
about whom information is held. Thus, in the
struggle to protect the personal privacy of the
citizen, the preferred solution would adjust the
balance of power between citizen and record system
in such fashion that the individual has the oppor-
tunity and the mechanism to contest, correct, and
control personal information held about himself.
1t is helpful to review suggestions that have been
made to deal with the matter of protecting data
subjects against harm. One proposal has been to
license and certify computer programmers and
systems designers, with the hope that such a pro-
cedure would improve the care with which record-
keeping systems are designed and operated. While
asuredly useful, it cannot of itself adequately pro-
tect data subjects against potential harm. The best
designed system in the world cannot prevent author-
ized users of the system from maliciously using the
information. More to the point, however, a certifi-
cation approach would put the responsibility for a
properly designed and controlled record system in
the wrong place. The responsibility should be upon
the organization that assembles the system, initiates
its design and operates it, not upon the technical
professionals who implement it. ’

A second suggestion is the ombudsman approach
that has been used for many years in Scandinavian
countries. Basically, the ombudsman is a spokes-
man for an individual who has been harmed; he
serves essentially as a communication channel be-
tween the person and a bureaucracy in matters of
dispute. While the concept is a useful third-party
mechanism to facilitate resolution of an argument,
it is not well-established in this country, nor is it a
sufficiently broad and powerful force to bring about



essential changes in how record-keeping systems are
designed and deterred from inappropriate behavior.

There have been many definitions of privacy, all
of which contain the common element that personal
data is bound to be disclosed and that the data sub-
ject should have some hand in deciding the nature
and extent of such disclosure. As the committee
phrased it, “personal privacy as it relates to personal-
data record keeping must be understood in terms of
a concept of mutuality.” The organization that
holds personal data must not have complete control
over it and, conversely, neither may the data
cubject—each has a stake in seeing that the infor-
mation is used properly. As part of the committee’s
definition of privacy, it was suggested that, “a
record containing information about an individual
in identifiable form must . . . be governed by pro-
cedures that afford the individual a right to par-
ticipate in deciding what the content of the record
will be and what disclosure and use will be made
of the identifiable information in it. Any recording,
disclosure and use of identifiable personal informa-
tion not governed by such procedures must be pro-
scribed as an unfair information practice unless
such recording, disclasura or use is specifically
authorized by law.” '

Thus, the committee concluded that safeguards
for personal privacy based on such a concept of
mutuality in record-keeping, requires adherence by
record-keeping organizations to certain fundamental
principles which collectively define fair mfarmatmn
practice. We proposed that:

There must be no personal-data record-keeping
systems whose very existence is secret,
There must be a way for an individual to find out

what information about him is in the record and -

how it is used.

There must be a way for an individual to prevent
information about him obtained for one purpose
from being used or made available for other pur-
poses without his consent. 7
‘There must be a way for an individual to correct
or amend a record of idenmtifiable information
about him,
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Any organization creating, maintaining, using, or
disseminating records of identifiable personal
data must assure the reliability of the data for
their intended use and must take reasonable pre-
cautions to prevent misuse of the data.

The pﬁnciples just given are c’ansidered by the

should be avaxlable to the individual, The questmn
becomes how to extend these rights to the citizen.
An obvious mechanism, and one that has been
suggested many times, is the creation of a centralized
federal agency to regulate all automated personal
data systems. Such an agency would be expected to
register or license the operation of such systems,
could establish specific safeguards as a condition of
registration or licensure, and would generally be
the watchdog over all public and private data banks.
Because systems used by the enormous number and
variety of institutions dealing with personal data
vary greatly in purpose, complexity, scope and
administrative context, an agency to regulate,
license, and control such a breadth of activity would
have to be both large-scale and pervasive. The pro-
cedures for regulation or licensing would become
extremely complicated, costly, and might unneces-
sarily interfere with desirable application of com-
puters to record-keeping. Moreover, such a regula-
tory body would be another instance of federal
government intrusion into the affairs of industry,
the citizen, and other levels of government.

Thus, the committee has proposed a solutjon that
was felt to provide the citizen with equally strong
rights, while at the same time avoiding the neces-
sity for a regulatory body. It has recommended
that there be created by legislation a code of fair
information practice applicable to all automated
personal data systems, This code would define “fair
information practice” as adherence to specified safe-
guard requirements, would prohibit violation of any
requirement as an unfair information practice,
would provide both civil and criminal penalties for
unfair information practice, would provide for in-
junctions to prevent violation of any safeguard re-
quirements and, finally, would permit both individual
and class action suits for actual liquidated and
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punitive damages. This approach, the committee is
convinced, would not impose constraints on the
application of EDP technology beyond those neces-
sary to assure the maintenance of reasonable
standards of personal privacy in record-keeping, It
would imply no new federal bureaucracy, and en-
forcement should be inexpensive at the government
level. Importantly, this approach exploits the
established legal and judicial institutions and prac-
tices of the country, and through court decisions
and judgments can provide an adaptable solution
that reflects shifts in the attitudes of society. From
the standpoint of industry, the monitoring of fair
information practice would become a matter for
the General Counsel’s office, as he is already con-
cerned with fair labor practice and other require-
ments levied by law. '

We were led to this concept by noting that
organizations operating personal automated data
systems should be deterred from inappropriate prac-
tices rather than being forced by regulation to adopt
specific practices, The most universal deterrent
seems to be financial, and thus we structured our
code and its safeguards in terms of financial penal-
ties; this is already the case in many other damage-
recovery procedures under law,

To implement such a fair information practices
code we suggest certain safeguard requirements.
One set stipulates that: ,

any organization raintaining an administrative
automated personal data system shall identify one
person immediately responsible for the system,
shall take affirmative action to inform each of
its employees about the safeguard requirements
and rules and procedures governing the conduct
of the system,

shall specify penalties to be applied to any em-

ployees who violate the safeguard,

shall take reasonable precautions to protect data

in the sysiem from anticipated threats or hazards

to the security of the system,

shall make no transfer of identifiable personal

data to another system unless such other system

also fulfills the safeguard requirements, etc.

114

119

A second set deals with the public notice require-
ment and stipulates that any organization maintain-
ing an administrative automated personal data sys-
tem must give public notice of the existence and
character of the system once each year. Further-
more, any organization “proposing to establish a
new system or to enlarge an existing system shall
give public notice long enough in advance . . . to

operation a reasonable opportunity to comment.”
Finally, a third set stipulates the rights of in-
dividual data subjects and includes such things as
any organization maintaining an administrative au-
tomated personal data system:
Shall inform an individual when asked to supply
personal data whether he is legally required or
may refuse to supply the data requested.
Shall inform an individual upon request whether
he is the subject of data in the system and, if so,
make such data fully available to him.
Shall assure that no use of individually identifi-
able data is made that is not within the stated
purposes of the system.
Shall inform an individual, upon request, about
the uses made of data about him, including the
identity of all persons and organizations involved
and their relations with the system,
Shall assure that no data about an individual are
made available in response to a demand for data
by means of compulsory legal process unless the
individual to whom the data pertains has been
notified of the demand.

- Shall maintain procedures that allow an individual
who is the subject of data in the system to con-
test their accuracy, completeness, pertinence, and
the necessity for retaining them; that permit data
to be corrected or amended when the individual
so requests, and assure when there is disagree-
ment that the individual’s claim is noted and in-
cluded in any subsequent disclosure or dissemina-
tion of the disputed data.

We regard the safeguards just outlined as a
minimum set, Whether they are exactly the proper
set of course can be debated. The important point




is that a code of fair information practice defined in
terms of certain safeguards is a viable and, so far
as can now be seen, adequate solution to the prob-
lem of protecting personal privacy.

Systems that maintain personal data in identifi-
able form are also used for statistical reporting and
research. In such applications, the identification is
usually stripped from the data and aggregated, or
statistical assessments are made. There are other
systems, usually called statistical-reporting and re-
search systems, that nmever deal with identifiable
data. For each of these, the appropriate set of safe-
guards is slightly different but, in general, acts to
the same end.

The second major issue to be considered by the
committee was that of the social security number
and its growing status as a standard universal
stated simply that we were against the use of the
social security number as a personal identifier but
excluded the supporting arguments.

_ The committee included both DP experts and a
number of individuals each responsible for the
operation of large record-keeping systems, It was
certainly understood by all that a standard universal
identifier that could be assigned to an individual
for his lifetime has positive value. Our argument
against the use of the social security number rests
partly on the fact that this number is not a good
candidate for a standard unmiversal identifier. For
example, the Social Security Administration esti-
mates that more than 4.2 million people have two
or more social security numbers; thus, the ssN is
not adequately unique. Furthermore, the ssN has
no check feature and most randomly chosen nine-
digit numbers cannot be distinguished from a valid
85N, For these and other reasons, the ssN is not
adequately reliable as a standard universal identifier.

There is 2 much more imporiant aspect than the
shortcomings of the social security number as a
potential de facte standard universal identifier.
There has not yet been a public debate on the issue
of a personal identifier nor has there been an assess-
ment of the social consequences. Moreover, there
are inadequate legal and social safeguards against
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abuse of personal information contained in auto-
mated personal data systems. In view of these
facts, we take the position that “a standard uni-
versal identifier should not be established in the
U.S. now or in the foreseeable future.” However,
we acknowledge that a standard universal identifier
does have positive social value in some circum-
stances and we would urge that the question surely

guards have been established and shown effective in
protecting the personal privacy of the individual
citizen.

Meanwhile, in order to constrain the spread of
the $sN as a de facto standard identifier, we recom-
mend that

uses of the number be limited to those necessary

for carrying out requirements imposed by the

federal government, and

that federal agencies and departments should not

require nor promote use of the SsN except to the

extent that they have specific legislation man-
dated from the Congress to do so.

To further restrict the spread of the ssN in its
identifier role, we recommend that legislation be
passed that:

Gives the individual a legal right to refuse to
disclose his social security number to any person
or organization that does not have specific
federal authority to request it.
Provides that an individual have the right to
redress if his lawful refusal to disclose his social
security number results in the denial of a benefit
or the threat of denial of a benefit.
Requires that any oral or written request made
to an individual for his social security number be
accompanied by a clear statement indicating
whether or not compliance with the request is
required by federal statute and, if so, citing the
specific legal requirement,

We have also made a number of other recom-
mendations with regard to the ssN, the net effect of
which is to restrict its use to those purposes man-
dated by federal law, to urge the Social Security
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Administration not to assign numbers to children
below ninth grade level, and to give the ssN the
status of a confidential item of information.

In the struggle to assure and protect the privacy
of the individual and to afford him redress against
any harm that might befall him through the opera-
tion of an automated personal data system, we are
convinced that adequate deterrents against abuse of
personal information can be provided through the
mechanism of a code for fair information practice.
We believe that a regulatory approach is neither
necessary nor desirable, With regard to the role
that the social security number plays in the dis-
semination of personal information and the linking
of items of personal information coming from dif-
ferent sources, we are convinced that the American
public has not yet adequately considered the impli-
cation of a standard universal lifetime identifier and
we, therefore, take the position that until such con-
scious debate has occurred, and until adequate
social and legal safeguards against abuse of perscnal

- information exist and have been shown to be effec-
tive, the ssN should be tightly constrained as to its
use.
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DATABANKS IN- A FREE SOCIETY:

A SUMMARY OF THE PROJECT

ON COMPUTER DATABANKS *

by Professor Alan F. Westin

Department of Political Science, Columbia University

Based on a summary of the Project on Computer Datz-
banks and of its report “Databanks in a Free Scciety”
published 1972 by Quadrangle Books, 3 New York Times
Company, 330 Madison Ave., New York, N.Y. 10017.

THE UNITED STATES HAS BECOME A RECORDS-
ORIENTED SOCIETY,

In each major zone of personal and civic life
(education, employment, credit, taxation, health,
welfare, licensing, law enforcement, etc.), formal,
cumulative records are assembled about each of
us by hundreds of private and government record-
keeping organizations, These personal histories are
relied on heavily by the collecting organizations in
making many decisions about our rights, benefits,
and opportunities, Informal networks for sharing
record-information among public and private or-
ganizations have become a common feature of
organizational life heavily dependent on credentials.

During the past two decades, as most government
agencies and private organizations have been com-
puterizing their large-scale files, the American pub-
lic has become concerned that dangerous changes
might be taking place in this record-keeping process.
Because of the computer’s enormous capacities to
record, store, process, and distribute data, at great
speeds and in enormous volumes, many people
have feared that far more personal data might be
assembled about the individual than it had been
feasible to collect before; that much greater sharing
of confidential information might take place among
the holders of computerized records; and that there
might be a lessening of the individual's ability to
know what records have been created about him,
and to challenge their accuracy or completeness.

The book Databanks in a Free Society (currently
being published by Quadrangle Books, a New York
Times subsidiary) is the report of the first nation-
wide, factual study of what the use of computers is
actually doing to record-keeping processes in the
United States, and.what the growth of large-scale
databanks, both manual and computerized, implies

* iei:riniéd with permission from “"Computers and Autor

January 1973, copyright 1973 by and published by Berkeley Enter-
prises, Inc,, 815 Washington 5t., Newtonville, Mass. 02160,

for the citizen’s constitutional rights to privacy and
due process. This article is a summary of the book.
The book also outlines the kinds of public policy
issues about the use of databanks in the 1970’s
that must be resolved if a proper balance between
the individual’s civil liberties and society’s needs
for information, is to be achieved.

How the Study was Cﬂndﬁeted

The book is the report of the “Project on Com-
puter Data Banks”, a three-year research study
conducted under the auspices of the Computer
Science and Engineering Board of the National
Academy of Sciences, under grants of $164,000
from the Russell Sage Foundation. The Director of
the Project was Dr. Alan F, Westin, Professor of
Public Law and Government, Columbia University,
and author of Privacy and Freedom, published in
1967. An inter-disciplinary staff of seven scholars
from the fields of law, computer science, and the
social sciences collaborated in the research. The
project received continuing guidance not only from
the Computer Science and Engineering Board but
also a special Advisory Board of 18 prominent
figures in public life whose views spanned the full
spectrum of opinion on issues of databanks and
civil liberties.* The final report of the project was
written by Dr. Westin and Mr. Michael A. Baker,
Assistant Director of the Project.and an Instructor
in Sociology at Brooklyn College of the City Uni-
versity of New York.

Sources

The major sources collected and used by the
Project include:

1. Documentary materials on computerized record
systems in more than 500 government agencies
and private organizations.

2. Detailed on-site staff visits to 55 of the most
advanced computerizing organizations, ranging
across the most sensitive fields of personal
record-keeping.

* Mames of staff and Advisory Board members appear later in this
summary.
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Bank of America

TRW-—Credit Data Corporation

Mutual of Omaha Insurance Company

R. L. Polk & Company

Massachusetts Intsitute of Technology

Church of Latter Day Saints

Office of Research, American Council on

Education

Kaiser-Permanente Health Plan

Part III has three chapters which present and
analyze the Project’s principal findings. These in-
clude an overview of what kinds of files have and
have not been computerized in advanced organiza-
liberties that are not taking place as yet; and a
description of those changes in record-keeping that
the use of computers and communication systems is
producing in these organizations.

Part IV is an analysis of the way in which the
reception of computer technology is affected by
organizational, legal, and socio-political factors,
followed by a forecast of developments in new
computer and communications technologies that are
likely to occur in the remainder of the 1970,
and an analysis of their implications for civil liberties
interests.

Part V discusses public policy choices in the
1970’ in light of the project’s findings and fore-
casts. The first chapter analyzes the larger socio-
political significance of the computer’s arrival in
the late 1950’s and 1960’s; it goes on to suggest
the basic civil Iiberties principles that ought to be
followed when seeking to safeguard citizen rights
in large-scale record systems, especially in the in-

ganizational life. The' final chapter of the report
presents an agenda for the 1970, identifying six
areas of priority for public policy and civic action.

Three appendixes to the report present: the re-
sults from the Project’s survey of organizations; an
analysis of public opinion literature on privacy and
the computer; and information about the experience
of other advanced industrial nations in dealing with
the databanks-and-privacy problem.
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High!ighis of the Report

the spread of c:umputers is fundamental!y a!termg
the balance between information policies of organi-
zations and individual rights to privacy that marked
past eras of record-keeping. Compared to what was
done in the manual era, it is said, the new capacities
of the computer inevitably lead organizations: to
collect more detailed and intrusive personal infor-
mation about individuals; to consolidate confidential
information from previously separate files; and to
share confidential personal data with government
agencies and private organizations that had not
received it before,

The Project’s findings from visits to 55 organiza-
tions with highly advanced computer applications
is that computerization is not yet having such effects
in the overwhelming majority of such orgamzatmns
For a combination of technological and organiza-
tional reasons, central databank developments are
far from being as advanced as many public com-
mentaries have assumed. Organizations have so
far failed to achieve the “total” consolidation of
their information about individuals which raised
civil liberties alarms when such goals were an-
nounced in the 1960’s by various government
agencies or private organizations.

Continuance of Policies

Further, in computerizing their ‘records on in-
dividuals, organizations have generally carried over
the same policies on data collection and sharing that
law and administrative traditions in each field had
set in the pre-computer era. Where new law or prac-
tices have evolved to protect individual liberties
over the past decade, organizations with com-
puterized systems have followed such new policies
as fuliy as those that still use manual files and pro-
cedures. Even the most highly computerized or-
ganizations continue to rely heavily on manual
record-keeping and retain in their paper files the
most sensitive personal information they possess.

Another widely held fear is that computerization
makes it more difficult for the individual to know

APPENDIX Vil

what is in the file about him, to have errors cor-
rected, or have the data erased where public policy
specifies that certain information about an in-
dividual’s past should be ignored.

The Project’s inspection of advanced systems
showed that notice to the individual about a record’s
existence, opportunity to inspect and challenge that
record, and policies as to the removal of out-of-date
or irrelevant information were not being substantially
altered by computerization. Where policies afford-
ing individuals rights of due process such as the
above had been provided in an organization prior to
computerization, those rules are being followed in
the new computerized systems as well. Where no
such rights were given, the adoption of computers
has not made the situation either worse or better.
Neither has computerization introduced impersonal
decision-making in systems where this was not pres-
ent before nor forced organizatiuns into greater

these lines were present in cﬂmputerized systems—
raising serious due process questions—they had
been carried over from the high-volume “process-
ing” of people in the manual era.

Public Misonderstanding

Over and over again, the Project’s findings indi-
cate profound public misunderstanding about the
effect of computers on large scale record systems.
To some extent, the inflated claims and proposals
of organizational managers about the capacities of
their computer systems helped to generate what
were in fact baseless concerns for privacy on the
part of the public.

Tn additioﬁ, as the Rep@rt shows With resgect to

charg&eard systems, many commentators on com-
putﬁrs and pﬁvacy issues have failgd to do adequat’c

whu:h thcy Wﬁte, and have p:ese,uted entlrely in-
correct pictures to the press and public about how
these computer systems work ‘T‘he dsnger in this the
in the belief we Have a]ready lost:
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If we assume that computer users are already
doing things that they arc not, we risk surrender-
ing without a fight the border between properly
limited and surveillance-oriented computer ap-
plications. . . . The question of what border con-
trol measures should be adopted can hardly be
understood and properly considered . . . if the
public and opinion leaders assume that the
borders have already been obliterated.

Efficiency
producing changes in record-keeping methods that

can increase the efficiency with which organiza-
tions carry out their basic decision-making about

- the people they process or serve. Computerization

is making it possible for many organizations to:
maintain more up-to-date and complete records;
obtain faster responses to inquiries about a given
individual; and make more extensive use of infor-
mation already in the files. Computers have also
made possible dramatic expansion of networks for
exchange of data among organizations that have
shared data since pre-computer days; and the crea-
tion of some large data bases of information about
people that would not have been feasible without
automation. These changes have been felt already
in police information systems, national credit re-
porting systems, charge card systems, and others.

Data-Sharing

Looking at technological trends for the remaining
years of the 1970’s, the Report forecasts that while
there will be important continued increases in com-
puter capabilities, no developments are now fore-
seeable that will alter the technological, organiza-
tional, and socio-political considerations that pres-
ently frame the databanks and civil liberties issue.
Organizations will have more flexible, reliable, and
cost-effective computer systems to use in pursuit of
departure from the computer capabilities presently
available. The most important development with
implications for civil liberties interests will be an
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increase in the ease with which data can be shared
among organizations which have computers,
coupled with a reduction in the cost of doing so.
This will make it imperative that legal boundaries
as to data-sharing are set as clearly as possible.

Augmenting the Power of Organizations

The Project concluded that the real issue of
databanks and civil liberty facing the nation today
is not that revolutionary new capacities for data
surveillance have come into being as a result of
computerization. The real issue is that computers
arrived to augment the power of organizations just
when the United States entered a period of funda-
mental debate over social policies and organiza-
tional practices, and when the traditional authority
of government institutions and private organizations
has become the object of wide-spread dissent.
Challenge of Goals

Important segments of the population have chal-
lenged the goals of major organizations that use
personal records to control the rights, benefits, and
opportunities of Americans. There is also debate
over the criteria that are used to make such judg-
ments (religious, racial, political, cultural, sexual,
educational, etc.), and over the procedures by
which the decisions are reached, especially those
that involve secret proceedings and prevent in-
dividuals from having access to their own records.

Distrust of Organizational Record-Keeping

Computers are making the record-keeping of
many organizations more efficient precisely at the
moment when trust in many large organizations is
low and when major segements of the American
population are calling for changes in values that
underly various social programs, for new definitions
of personal rights, and for organizational authori-
ties to make their decision-making procedures more
open to public scrutiny and to the review of specific
individuals involved.

Little Legislation

Despite the rapid spread of computers, there has



been little so far by way of new legislation, judicial
rulings, regulatory agency rules, or other legal
remedies defining new rights to privacy and due
process in major record systems. The Report stresses
that, because of the increased efficiency of record-
keeping and the growing intensity of the public’s
concern, the middle 1970’s is the mowment when
law-makers and the public must coniront both
long-standing and newly-raised civil liberties issues,
and evolve a new structure of law and policy to
apply principles of privacy and due process to
large-scale record-keeping.

The Report identifies six areas of priority for

policy measures under each of these that nught to
be seriously considered by policy makers.

Right of Access and Challenge

Development of laws to give the individual a
right of access and challenge to almost every file
in which records about him are kept by city, county,
state, or government agencies: At stake here is the
possibility that, denied access to records being used
for decisions about himself, the citizen is left with
“feelings of powerlessness and the conviction that
government authority is fundamentally arbitrary.”

At the very least, citizens ought to know what
record systems exist in government agencies. A
Citizen’s Guide to Files, published at every ap-
propriate level of government jurisdiction, should
“provide the citizen with a thorough, detailed and
non-technical directory of the record systems that
contain information about him, and the general
rules under which it is being held and used.”
Providing adequated due process protection in
government files, the Report suggests, is best
achieved by assuming that any individual should
be able to see and get a copy of any records used
to affect him or her personally—with the record-
keeping agency “bearing the burden of proving that
some specific public interest justifies denying
access.”

Explicit Rules

Develop of explicit laws or rules balancing con-
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fidentiality and data-sharing in many sensitive
record systems that today do not have clearly de-
fined rules: Among these would be rules governing
the provision of inforination to law enforcement
agencies from bank accounts, travel and entertain-
ment card records, airline and hotel reservation sys-
tems, etc. The Report predicts that one or two large
systems will come to dominate in each of these
areas.

This development will make the individual’s
account tecord more comprehensive and a very
inviting target for investigators of all kinds. With
that rise in sensitivity and attractivenes ought to
go legislative enactments spelling out retention
and destruction policies confidentiality rules, and

outsiders seek to obtain access for what are
asserted to be lawful and necessary purposes.

systems, the Report discusses some of the major
Administration and Congressional proposals for
national welfare reform, which generally hinge on
the availal ity of computers for massive data
storage and exchange. Several of the welfare sys-
tem proposals contain “sweeping authorizations for
data collection and sharing but almost nothing by
way of confidentiality standards and due-process
review procedures.,” The Report points out that we
may be “creating one of the largest, most sensitive,
rnd highly computerized record systems in the
nation’s history, without explicit protections for
the civil liberties of millions of persons whose lives
will be profoundly affected . . .”

Records of the Wrong Kind

Limit the collection of personal information
where a proper regard for the citizen’s right to
privacy suggests that records ought not to be main-
tained at all by certain organizations, or never
furnished for certain uses in the society: Among
the examples are the use of arrest-only records in
licensing and employment decisions, and the selling

addresses collected by government under its licens-
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ing and regulatory powers, unless the individual
specifically consents to such use.

In the case of arrest records, the Report stresses
that:

A democratic society should not allow arrest
with increasing efficiency without considering
directly the actual social impact of their use in
the employment and licensing spheres, and with-
out examining the possibility that dissemination
beyond law-enforcement agencies represents an
official stigmatization of the citizen that ought
to be either forbidden by law, or closely
regulated.

Soclal Policy

Increased work by the computer industry and
professionals within it on technological safeguards
which will make it possible to implement confiden-
tiality policies more effectively than is now feasible:
The Report notes that:

No ‘technological fix’ can be applied to the data-

bank problem. Protection of privacy is a matter

of social policy, on which computer professionals

are fellow-citizens, not experts.
But the Project calls for more research, develop-
ment and testing efforts to be undertaken by the
computer industry to see that the computer's
capacities for protection of confidentiality and in-
surance of proper citizen access are turned into
“available and workable products”. Law and public
pressure, the Report suggests, require that such
measures be taken by managers of sensitive record

lating the “user demand” to provide a practical

market for such devices and techniques.

No Extension of Use of Social Security Nomber
Reconsideration by Congress and the executive

branch of the curreni permissive policies toward

use of the social security number in an increasing
number of government and private record systems:
The Report notes that having such a number is
not a prerequisite for linking files within or between
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organizations, but notes that a common numbering
system clearly makes record linkage easier and
cheaper. Further, the Project concludes that re-
solving the critical civil liberties issues in record
keeping “will require that a minimum level of trust
be maintained between American citizens and their
government. Under these conditions, adopting the
social security number as a national identifier or
letting its use spread unchecked cannot help but
contribute to public distrust of government.”

Information-Trust Agencles

Experimentation with special information-trust
agencies to hold particularly sensitive bodies of
personal data: For example, the Report suggests
that the handling of both national crime statistics
and summary criminal histories (“rap sheets”)
might be taken away from the Federal Bureau of
Investigation and placed in an independent national
agency under control of a board that would have
public representatives as well as law enforcement
officials on it. Such an agency would have to be
established “with a clear legislative mandate to be a
‘guardian’ institution,” paying attention to civil
liberties interests as well as law enforcément needs.

Critical Period, 1973-78

The Report stressed that the next five years
would be a critical period in the reception and con-
those managed by computers, More sensitive areas
of record-keeping are being entered by many
computerizing organizations; many larger on-line
(instant access) networks are being brought into
operation; and more consolidations of presently
scattered records about individuals can be seen as

credit and financial transactions, and welfare. The
Report stresses that unless lawmakers and organiza-
tional managers develop proper safeguards for
privacy and due process, and create mechanisms for
public scrutiny and review, the record systems they

bate in American society over the way to apportion

rights, benefits, and opportunities in a credential-




oriented society, and leave organizational uses of
records to control individual features too far outside
the rule of law..
in its closing paragraphs, the Report sums up
the databanks and civil liberties problem as
follows;
If our empirical findings showed anything, they
iadicate that man is still in charge of the
machines. What is collected, for what purposes,
with whom information is shared, and what op-
portunities individuals have to see and contest
records are all matters of policy choice, not
technological determinism. Man cannot escape
his social or moral responsibilities by murmur-
ing ferbly that “the Machine made me do it.”
There is also a powerful tendency to romanticize
the pre-computer era as a time of robust privacy,
respect for individuality in organizations, and
“face-to-face” relations in decision-making. Such
arcadian notions delude us. In every age, limiting
the arbitrary use of power, applying broad prin-
ciples of civil liberty to the troubles and chal-
lenges of that time, and using technology to
advance the social well-being of the nation repre-
sent terribly hard questions of public policy, and
always will. Ve do not help resolve our current
dilemmas by thitXking that earlier ages had magic
answers.
Computers are here to stay. So are large organi-
zations and the need for data. So is the American
commitment to civil liberty. Equally real are the
social cleavages and cultural reassessments that
mark our era. Our task is to see that appropriate
safeguards for the individual’s rights to privacy,
confidentiality, and due process are embedded in
every major record system in the nation, particu-
larly the computerizing systems that promise to
be the setting for most important organizational
uses of information affecting individuals in the
coming decades,
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JUVENILE INFORMATION SYSTEMS:

A COMPARATIVE ANALYSIS *
by Michael L. Altman

Iy 1967, the President’s Commission on Law
Enforeement and Administration of Justice recom-
mended that the Department of Justice and the
States establish computer-based information sys-
tems for the purpose of “having complete and
timely information about crimes and offenders
available at the right place and the right time . . " !
Influenced by this recommendation, lured by the
millions of dollars provided by LEAA,? and assisted
by a Model Act, Model Regulations and Technical
Memoranda prepared by Project SEARCH,? a
large number of, states and local jurisdictions have
established automated criminal history systems.*

InformaﬁOn pertaining tD ]UVEH]]E recurd systems

vey mdlcates that at least twenty-sevsn juﬂSdlc—
tions have introduced some form of automation
into their juvenile courts. In addition, it is clear that
many other juvenile courts are seriously con-
templating adopting some form of automation into
their record keeping practices.

The automation of juvenile records has clearly
lagged behind the automation of adult criminal
records. The reasons for this lag are not entirely
clear for the juvenile justice system, which is com-
pelled to serve both welfara and puniti\re gﬁa]s

mfc:rmatlon than the criminal justice system. The
need to manage this vast quantity of information
would seem to have compelled the juvenile justice
system to lead the movement towards automation—
but, it hasn’t. Based upon conversations with

- * Reprinted from Computer Applications in the Juvenils Justice
System, published by the Natiodal Council of Juvenile Court Judges,

1The Challenge of Crime In a Free Society, A Report by the
President’s Commission on Law Enforcement and Administration of
Justic (1967) at p. 266.

2 Law Enforcement Assistance Adminisiration created by Title [ of
the Omnibus Crime Control and Safe Streetz Act of 1968, 42 U.5.C.
3701 (23 amended by Public Law 93-83, August 6, 1973).

SSEARCH is an acronym for Sysfem fJor Electronic Analysis and
Retrieval of Criminal Histories. The Project is located in Sacra-
mento, California, is fundsd by LEAA and has produced a number
of memoranda pertaining to automated criminal histery systems in-
cluding & Model Act (Technical Memorandum Mo, 3, May, 19713
and Model Regulations (Technical Memorandum No. 4, Mm:h m'r;)

4 The 1972 Directory of Automated Criminal Justice Informati
Sysiems, published by the United States Depanmem of Iugtk:c
repoita that a survey of the 50 sfates and 103 loeal jurlsdietions
revealed 454 separate sutomated systems,

fid. ut D-33, M4,

officials in several states, this seeming anomaly is
explained in several ways: 1) Project SEARCH
specifically excluded juvenile records from its
model act,® 2) the fear that public opposition to
automating juvenile records would jeopardize the
movement toward automation of adult criminal re-
cords, 3) the belief that automating juvenile records
might make it more difficult to preserve the historic
principle that juvenile records should be confiden-
tial, 4) the belief computers don't forget and that a
juvenile justice system exists, at least in part, so that
we can both forgive and forget, 5) the belief of law
enforcement presonnel that ]uwemles are different
and that there is not as great a need for record in-
formation pertaining to juveniles as there is for
adults and 6) the belief that the important informa-
tion pertaining to juvenile is not a summary of
previous offenses but rather background, social, and
psychological data which is much more difficult and
costly to quantify and store in an automated system.

These explanations are not entirely satisfactory
because it is often asserted that computers can be
programmed to preserve confidentiality (through
the use of access codes cr@ating a log of those who

forgf;tﬁ In ,acldltloni the natlonal practice of d1ver=
sion on the police level® would seem to indicate that
law enforcement personnel would need and want ac-
curate information quickly in order to make a diver-
sion decision as early as possible. Also, a substantial
percentage (22.6 percent) of all police arrests for
violent crime are persans whc: are under the age of

'Pmleﬂ SEARCH Technical Memorandum No. 4, Beg. 4 at pp.
8, 49 (March, 1972).

TThe notion that the use of computers can llmlt rather than
enhance risks to privacy is touted by computer salesmen and {3
accepted by Project SEARCH. See, Security and Privacy Considera-
tions in Criminal History Systems, Project SEARCH Technical Re-
port No. 2 (July, 1970). The notion is disputed by Professor Miller.
Miller, AR., The Assault on Privacy 41-53 (1971},

i Forty-nine and iwo-tenths percent of all juveniles taken into
custody by the police Ia 1972 were not referred to juvenile court but
were handled internally by the department or were refefred to
another agency. Crime in the United 5tates: Uniform Crime Reports,
Table 21, p. 116 (1973).

* Crime in the United States: Uniform Crime Reports, Table 21, p,
116 (1972).
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would seem to apply at least to that class of juve-
niles. Finally, all of the explanations offered relate
to the automation of records pertaining to identi-
fiable juveniles and do not relate to the juvenile
justice system’s need for quantitative data collected
for administrative and evaluative purposes.

Even if the explanations given for the reluctance
to automate juvenile records are not totally ade-
quate, there are a number of reasons that the
emerging movement towards automation should
to be an internal logic dictating that we automate
that information pertaining to juveniles which has
been automated in the adult system, the fact is that
many of the basic premises of the adult criminal
history system, as well as its operation, are ques-
tionable. For example, the supposed prototype auto-
mated criminal history system, the NCIC system,
has produced substantial criticism1® ranging across
the political spectrum from the American Civil
Liberties Union to Senator Barry Goldwater. Most
recently, the Governor of Massachusetts announced
that Massachusetts would not participate in the
NCIC system, “until such time as the Department of
Justice or the Congress provides sufficient guaran-
tees to safeguard individual rights and the system’s
integrity against abuse.” 11 Since one of the basic
principles of the juvenile justice system has been
to preserve the confidentiality of a juvenile’s con-
tacts with the system in order to enhance the pos-
sibility of rehabilitation and decrease the possibility
of stigma, the juvenile justice system should certain-
ly pause until it is somewhat clearer whether guto-
mation will serve or disserve the interests of privacy
and confidentiality. Stated another way, a major
premise of the juvenile justice system is that chil-
dren are different and that one of the ways that the
system should recognize that difference is by givine
children “another chance.” One way in which a
child is given another chance is by protecting his
record so that he won’t be treated as a “criminal.”

o -?EE,. Westin, A.F., Data Banks in a Free Society, 47-64 (1972).
~ UlLetter from Governor Francls W, Sargent to Attorney General
Elliot L. Richardson dated Juse 13, 1973,
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The importance of that value may require that we
not automate juvenile records (notwithstanding
some benefits produced by automation) because the
risks would simply be too great that a basic premise
of the system could be undermined.1?

A second reason that juvenile courts should pro-
ceed cautiously with respect to a decision to auto-
mate its record systems is that the juvenile justice
system, notwithstanding Gault, is premised upon a
social-welfare model. That is, the system, as ex-
pressed through its diversion, intake and disposition
mechanisms, is primarily concerned with what the
child is (or isn’t) and what he needs and not with
what he did."® In order to find out what the child
is and what he needs a detailed social history is pre-
pared and this history may include psychological
testing and evaluation. This type of information, in-
formation which in one sense distinguishes a juve-
nile from an adult court, is most difficult to com-
puterize because it is often subjective and intuitive,
not readily quantifiable and, if quantified, it often
becomes extremely misleading. The problem here
has been aptly stated by a Canadian Commission:

Computers are most efficient when dealing with
information that can be quantified and system-
ized; information that is intuitive, ambiguous, or
emotional is much more difficult to computerize.

importance in the decision-making process of the
technocrat over the humanist, the objective over
the subjective,14

#The risk of wholesale expomure of automated records iz dis-
cusged at great length by Professor Arihur Miller in The Assaulr on
FPrivacy (1971).

1#The premise that juvenile courts focus on the child and not what
he did may be validated by locking at almost any juvenlle file &nd
sexing that st most one page Is devoted to what the child did while
many pages are devoted to his “soclal history.” Moreover, I would
Huess that at most only two to five percent of all juveniles who have
contact with the juvenile justice syzstem ever ree an adjudication
hearing since most juveniles are elther diverted prior to a hearing or
plead guilty.

U Privacy and Compuiers, A Report of a Task Force estabilshed
by the Department of Communications/Department of Justles (In-
formation Canads, 1972). The importance of intuition to a ellnician
has been written shout extensively., See, Sarbin, T.R., Clindcal
Piyehology—Art or Science?, 6 Piychometric 391 (1941), A full
discussion of the debate about the clinical method appears in Meehl,
P.E., Ciinical versus Statistical Prediction (19%4).
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The problem is demonstrated by the automated sys-
tem in Worcester, Massachusetts in which the
child’s 1.Q. is reported as a raw aggregate score,
the simplest way to quantify information about in-
telligence. Aside from the question whether 1.Q.
scores should be utilized at all, reporting only the
raw score raises a number of issues: it would ap-
pear to violate Ethical Standards promulgated
by the American Psychological Association (Prin-
ciples 14) and it is necessarily misleading because
the meaning of an L.Q. score can not be understood
unless the specific LQ. test utilized is reported, the
score is interpreted, at least in terms of standard
deviations, and the relationship between verbal and
performance scores and other information that is
available about the child is explained ® so that
1.Q. can be understood in its proper context.

emerging trend towards automating juvenile re-
cords is that the records are often of poor quality,
information is often collected and not used or if used
it is questionable whether it should be used for that
purpose. The recent observations of Edwin M.

.Lemert bear repeating here: “Juvenile court re-

cords . . . are inadequate or incomplete as reports;
they are uneven in their description and analysis
of various aspects of the minor's problem and situa-
vast amount of information in juvenile records, re-
plete with numerous duplicates, which is seldom if
ever used” and further that there is a “lack of dis-
cernable correspondence between the contents of
records and recommendations made for disposition
of cases.”'? Therefore, “to grasp how decisions are
made . . . , one must ‘read between the lines’ of
records or solicit informal explanations from parties
involved.™?®

If Lemert’s conclusions about juvenile records

18 §ee, McCarthy, D., Ethical and Professional Considerations in
Reporting of Test Information 26<31 in Barnett, W.1., Readingsr in
EBsychological Testr and Measurements (1964), See alto, Anastazl,
M., Pryehelogy. Psychologisis, and Psychological Testing, 22 Amer.
Psychol. 297-306 (1967).

¥ Lemert, EM.. Records In ihe Juvenile Court in On Record:
Files and Dassiers in American Life, 355 (1969),

7 Id. at 357,

1 Jd, at 359.

APPENDIX IX

are accurate, and I can add that my observations of
records in Massachusetts, Arizona and Nevada con-
firm his statements, then a discussion of computer-
izing juvenile records, other than for routinz ad-
ministrative purposes, can not be meaningful.
Rather, the first step must be to analyze the in-
formational needs of the juvenile justice system and
the ability of the system to collect and use that in-
formation. Once such an analysis is undertaken we
can then talk about the best form of storing that in-
formation and ask whether automation serves or
disserves the information needs of the juvenile
courts.

The fourth reason that I would suggest we pause
before putting the juvenile justice system on the
“computer bankwagon” is that first there must be a
thorough examination of the laws and policies per-
taining to the confidentiality of juvenile records.
The need for such an examination before, rather
than after computers are utilized in the juvenile
courts, becomes evident from comparing the various
state laws that now exist and from analyzing recent
court decisions. The analysis that follows proceeds
from the assumption that confidentiality is a desir-
able goal of the juvenile justice system.1?

ANALYsIS O STATE LEGISLATION

Virtually every state has enacted legislation to
limit public access to juvenile court records and to
declare that an adjudication of delinquency is not
a conviction of a crime. The purpose of such legisla-
tion is to enhance the chances of rehabilitation by
reducing the risks of collateral disabilities attaching
to the disclosure of a conviction, This is a lofty pur-
pose but, as many studies have indicated,2® it hasn’t

1 The principle that juvenile records should generally be kept
confidential i3 based upon the notjon that a record i3 “organized
stigma” and that the juvenile justice system, fo accomplish its social
welfare and rehabilitative goals, must afirmatively seek to prevent or
reduce stigma from attaching or at least from being communicated,
See, Lemert, supra note 16 at pp. 373-75; Schur, Qadical Non-
Intervention 118=30 (1973); Schwartz and Skolnick, Two Studles of
Legal Stigma, 10 Social Problems 133 (1968),

D E.g, Miller, HS., The Closed Door (1972); Sparer, E,,
Employability and the Juvenile Arrest Record (1966).
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worked.?! It hasn’t worked because many employers
and educators believe that they are taking risks
when they employ or enroll a person with a record;
because many employers and educators are un-
willing to expend funds to conduct a complete in-
vestigation to determine whether the existence of a
record actually reflects upon the person’s present
qualifications or trustworthiness, and because there
are many loopholes and inadequacies in the Jaws
which seek to preserve corfidentiality and eliminate
collateral disabilities.

The inadequacy of present laws pertaining to in-
formation systems in the juvenile justice system is
indicated by an examination of the present state
laws. Perhaps the most telling revelation from such
an examination is that generally there is no formal
regulation, either by statute or rule, in'a number of

significant areas. First, there are no laws defining

the purposes for which information may legitimately
be collected and utilized. Instead, it becomes ap-
parent that the juvenile justice system assumes that
so long as a court has jurisdiction, it may collect any
and all information (no matter how private), and it
may use that information for any purpose, subject
of course to the court’s own internal and subjective
notions of relevancy, utility and the best allocations
of resources.”

Second, there are no laws éstablishing any quality
controls with regard to practices of collecting and
using information. Thus, juvenile courts are not
compelled to be introspective about their informa-
tion-gathering practices. In other words, juvenile
courts are never required to ask themselves (never
mind prove) why, in a robbery case, for example,
there is or is not a justification for expending re-
sources to collect information regarding the child's
performance in school or the degree to which his
family is functional or dysfunctional. Then, as-

1 See also, Justice Fortas' statement in In Re Gault, 387 U5, 1,
24-25 (19673, to the effect that many police departments regularly
supply record information to the Armed Services, social service
agencies, and employers.

B The assumption that businesses want, need and can use more
information i8 challenged by Ackoff, R.L., in an article entitled
Management Misinformation Systems, 14 Management Science B-147
(1967).
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suming there is a justification for collecting such in-
formation, the courts are not required to ask them-
selves how that information is relevant to a parti-
cular decision. Instead, the courts are permitted to
assume that a poor school record on a dysfunctional
family is evidence of delinquency proneness — jus-
tifying intervention. But, does evidence of a poor
school record or a dysfunctional family in fact war-
rant intervention? The answer is that we don’t
know. As Gottfredson has stated: “Despite the
painstaking studies, item analyses and validation
studies . . ., all currently available prediction me-
thods still have only relatively low predictive
power.”#* Thus, to rely upon any particular datum
or combination of data to make a judgment of
delinquency proneness will necessarily result in
gross overpredictions, The question whether, or the
extent to which, the juvenile justice system should
be permitted to overpredict raises policy questions
on one level, The policy question on the level of in-
formation systems is to what extent should the
juvenile courts be allowed to collect and store in-
formation, particularly information of a private
nature, which has a relatively low predictive power.

Third, there are no laws which presently recog-
nize that a juvenile court’s thirst for information
should be weighed against a juvenile’s right and
need for privacy. This means that the juvenile
justice system assumes that once it obtains jurisdic-
tion over a child it may collect any and all informa-
tion, no matter how “private” that information may
be, no matter whether that information is only
marginally relevant to a particular decision, and no
matter how limited the scope of that decision may
be. In addition, there is no concept of proportion-
ality with respect to information gathering. By that
I mean that the system assumes that it may gather

— irrespective of whether the child is charged with
a curfew violation or murder. In other words, the
juvenile justice system does not start from the

B Gotifredsoni, DM., Assessment and Prediction Methods In
Crime and Delinquency in The President’s Commission on Law En-
forcement and Administration of Justice, Task Force Report:
Juvenile Delinquency and Youth Crime 171, I81 (1967). See also,
Schur, E.M,, Radical Non-Intervention 4651 (1973).



premise, as I would suggest it should, that a child
has a right of privacy and that the justification for
invading that privacy — the state’s interest in in-
truding — should depend both upon the seriousness
of his misconduct and the validity of collecting the
information for a particular decision.?*

A fourth and final area which I will mention, in
which there are presently no state laws, are laws
regulating the use of computers in the juvenile
courts. The general need for such laws is the sub-
ject of Arthur Miller’s book. The Assault on Pri-
vacy, and it is a subject to which Project SEARCH
has given some attention. Certainly, juvenile courts
must address the many legal questions which arise.
The most obvious questions relate to the application
of theft laws to situations in which a person obtains
information from a computer with- uthority, the
effect of computer use upon - .vcaile’s right of
privacy and the special needs of children to be pro-
tected against the misuse of information. For pur-
poses of this paper and this symposium, however, 1
only want to emphasize that computers, in one
sense, simply provide a mechanism for storing, or-
dering and disseminating information, and meaning-
ful analysis of that mechanism or any mechanism
can only be considered in the broader context of
the purpeses of collecting and using information in
the juvenile justice system.

Now that I have outlined what subjects, pertain-
ing to juvenile information systems, are not the sub-
ject of formal regulation, I now turn to those issues
which have been attended to by the legislatures of
some states.

Only 24 states (Alaska, Connecticut, Georgia.
Hawaii, Idaho, Hlinois, Indiana, Kentucky, Kansas,
Maryland, Minnesota, Missouri, New Mexico, North

# Two recent cases suggest the concept of proportionality although
neither case arises in the juvenile court cortext. In Merrikén v.
Cressman, 42 US.L. Wk. 2203 (Gen. Law, October 18, 1973) the
court held that information could niot be collected for a zchool's
drug prevention program beeause the Information 2ought was of a
private nature and was not shown to be sufficlently relevant to the
purposes for which it would be used., See also Weniworth v, Schie-
singer, 42 U.S.L. Wk. 2271 (Gen. Law, November 27, 1973).

Dakota, New York, Oklahoma, Oregon, South
Carolina, South Dakota, Tennessee, Utah, Vermont,
Wisconsin aind Wyoming) control and limit access
to juvenile records in the possession of police.
Therefore, the decision wiether to disseminate juve-
nile records in the remaining 26 states is left to the
discretion of each police department in each state.
The laws in those states that have enacted legislation
pertaining to police ':venile records are sometimes
very general, as in  oming (§14-15.41), where
it is provided that poi:ce records on juveniles must
be kept separate from those of adults and that such
records are confidential but may be disseminated
with the consent of a judge. In Vermont (§ 663),
however, the legislation is somewhat more specific
and inspection is limited to specific agencies: the
juvenile court, an agency to which a juvenile is com-
mitted, corrections, a criminal court for sentencing,
the parole board and to other police agencies. The
Towa Code (§ 232.56), an anomaly, requires police
to keep their juvenile records open to the public.?®

Only 23 states (Connecticut, Florida, Georgia,
Hawaii, Idaho, Indiana, Illinois, Kansas, Kentucky,
Minnesota, Missouri, New Jersey, North Dakota,
Ohio, Oklahoma, Oregon, South.Carolina, Ten-
nessee, Utah, Vermont, Virginia, Washington and
Wyoming) regulate the fingerprinting and photo-
graphing of juveniles. Illinois (ch. 373 § 702-8)
prohibits police from forwarding juvenile prints and
photos to the F.B.I. and to the central state depgsi-
tory; South Carolina (ch. 15-1281.20) prohibits the
fingerprinting and photographing of juveniles with-
out judicial consent; and Florida (ch. 39.03) limits
fingerprinting and photographing to felony cases,
limits access to police, the juvenile court and the
juvenile, and requires destruction of such records
at age 21,

Only 16 states (Alaska, Arizona, California,
Colorado, Connecticut, Florida, Georgia, Indiana,
Missouri, New Jersey, Oklahoma, Oregon, Ten-
nessee, Utah, Virginia and Washington) have laws

* (Query whether an employer In Towa would have the right to
have access to the police computer to secure printouts of all
juveniles with an arrest record.
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providing for juvenile records to be destroyed.?¢
The Connecticut statute, (§ 17-72a), authorizing
destruction of records, requires the immediate
“erasure” of all police and court records if the
child is found not delinquent and the “removal” of
“all references” to the case if the child was found
dslinquent and is not chargcd With a subsequent
tion to a statute authoﬁang the s:almg of records
(Welf. and Instit. Code § 781), gives each juvenile
court the power to destroy records other than the
docket and minute book. (Welf. and Inst. Code §
826). Missouri law (title 12 § 211.32) on this
point is similar to California, while New Jersey
excludes from its “expungement” statute certain
designated serious crimes,

Six states (Alaska, Colorado, Maine, New
Mezxico, South Carolina, and Vermont) and the
District of Columbia make it a crime to improperly
disclose juvenile record information; but it is not a
crime in the other states to disclose juvenile records
to unauthorized persons. The District of Columbia
Code (§ 11-1586) makes it a crime to disclose,
use or receive juvenile record information with-
out authority; the Alaska criminal statute (ch.
47.10.090) is limited to unauthorized disclosure
by the news media; and the Maine code (ch. 15 §
2609) makes it criminal contempt to divulge
matters before the juvenile court.

Nine states (Connecticut, California, Kentucky,
New Mexico, Ohio, Oregon, Utah, Vermont and
Wyoming) provide that once a juvenile record is
sealed, the proceedings “shall be deemed never
to have occurred;” the other states have no similar
provision. The practical effect of such a provision
is to authorize a juvenile to answer an employer,

# Eleven states (Californis, Kentucky, Maryland, Messachusetts,
New Mexico, North Dakots, Ohio, South Dakoia, Utah, Vermont
and Wyoniing) have laws providing that, under cerfaln crcum-
ttances, juvenile records may be séaled. Sinces the functional effect
of sealing recotds i3 to clos them to the public and juvenlls coust
records ars theoretically cloced snyway, sealing statutes give &
juvenile little added protection, If, however, pollco records are sealed
with the court records, the effect of sealing may be bensficlal to &
juvenile. But s#e, Kogon and Loughery, Sealing and Expurigemgnt of
Criminal Records—The Big Lis, 61 J. of Crim. L. and Polics Sclence
378 (1970) in which the authors refer to sealing and expungement
siatiutes as a hoax.
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credit company, etc. that he has no record. See,
e.g., Cal. Welf. aud Inst. Code § 781. By contrast,
a jUVEnﬂE in anuther state, even lf his record is
enstence of a ]uvcmle record (a]thcugh the Cnurt
or Probation Office may have the authority to do
50) and he would in fact be required to disclose
the existence of a record in an application for public
employment which had to be signed under the
penalties of perjury. Even if local law provides that
the public :rnploygr may not deny the applicant a
job merely because he has a juvenile record (e.g.,
Mass. Gen. Laws ch. 119 § 60) it has been held
that the employer may refuse the job based, not
upon the record itself, but the underlying facts of
the case. See, Cacchiola v. Hoberman, 31 N.Y.2d
287, 291 N.E.2d -117 {1972) (concurring opin-
ian) But see, TNG v. Silpé‘r‘fuf (_';'ourt‘, 94 Cal
seen that the fallure to authm’ze a ;uvemle to deny
the existence of record, and the failure to prohibit
an employer from asking about a record, establishes
a loophole and an opportunity to deny benefits to
juveniles.?”

Only seven states (Florida, Georgia, Hawaii,
Idzho, New Mexico, South Dakota and Utah) have
laws which specifically regulate access to juvenile
records by researchers. A typical provision with
respect to research access, Georgia Code §
24A-3501, limits research to “authorized repre-
sentatives of recognized Drganizafiﬁns compiling
statistics for proper purposes” and requires judicial
approval. In Utah (§ 55=-10=-116) the law mergly
states that a judge “may” provide access to “per-
sons conducting pertinent research studies” and by
implication prohibits researchers from having
access to probation records. Compare, North
Dakota Code § 27-20-51 which does not specifically
réfer to access by researchers but does permit the
court to “disclose” records to named persons, in-
Wit Is perhaps logical to assume that states which have fully
accepted the philosophy of confidentiality would prohibit employers,
credit companies, efc. from inquiring abowt elther the existence of
a juvenlle record or the underlying facts of a juvenile offense.
Whether that would be a good philosophy in all cases iz subject to

debate. Gough, The Expungement of Adjudication Records, 1966
Wash, U.L.Q. 147, 178-86.



cluding “any other person having a legitimate in-
terest . . . in the work of the court;” presumably
this provision is designed to govern research access.

Only six states (Alaska, Colorado, Georgia,
Maine, Montana and South Carolina) have laws
which prohibit the news media from publishing the
names or photo of a juvenile. In Montana, the
limitations on publication apply only to nonfelony
charges (ch. 10-633). In Mississippi a contrary
policy exists: the name of the juvenile and the
names of his parents must be published in a local
newspaper if the juvenile is a second offender.
Georgia, Idaho, Hawaii, Iowa, Kentucky, Louvisiana,
Oregon and South Carolina) have statutes which
provide that information contained in juvenile
records is privileged. In Alaska (§ 47.10.090), the
Code expressly states that the information is
“privileged” while in states such as Connecticut
(§ 571-84) a privilege is created by implication:
“no information . . . shall be disclosed directly or
indirectly.” Some other states, such as Massachu-
setts, have laws making record information inad-
missible as evidence in court (¢ch. 119 § 60; ch.
120 § 21). The practical distinction between
privilege and evidentiary laws is that the evidentiary
rule usually applies only to “courts” and thus, a
probation officer could theoretically be compelled to
testify before an administrative agency or any other
non-court investigative agency.

Finally, a pumber of states provide that a juvenile
or his attorney have a right of access to the juve-
nile’s probation report (Colorado, Minnesota, New
Mexico, Oregon, South Carolina, Tennessee, Wash-
ington, Wyoming, Connecticut, Georgia, and North
Dakota). Although it appears to be nearly a uni-
versal practice 28 to allow the attorney for a juvenile
to inspect a probation officer’s records, most states
do not have laws which compel that result and,
therefore, the privilege of access may be denied if

= A 1963 survey reporied that two-thirds of the judges surveyed
regularly supplied probation reports to the attorneys and only five
percent never did so. Skoler, D.L. and Tenney, C.W.,, Atiorney
Represeniaiion in Juvenile Court, 4 Journal of Family Law 77,
86-87 (1964). Both the Uniform Juvenile Court Act and the Legisla-
tive Guidelines of the Childrens Bureau include rules which would
accord attorneys access to all juvenile records.
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the juvenile’s attorney and the probation office are
not on good terms,

To summarize, most states have laws which
serve as a general declaration that persons should
not be denied opportunities based upon a juvenile
record. But, most states do not have laws which
are specific enough to assure that the general legisla-
tive purpose is likely to become a rzality. However,
an examination of the laws of all ihe states reveals
many provisions which may serve as a basis for the
kinds of regulation which is needed. These are laws:

1. Regulating dissemination of police records;
2. Regulating fingerprinting of photographing;
3. Permitting or requiring the destruction of
records;
4. Requiring the sealing of records;
Making it a crime to disclose juvenile records;
6. Providing that a juvenile proceeding is “deemed
not to have occurred” once the record is
sealed; 2¢
7. Regulating access by researchers;
Regulating access by the media;
9. Creating a privilege with respect to juvenile
record information;
10. Giving juveniles or their attorneys access to
probation records.

Ln

=

The enactment of legislation in all of the above
areas does not, of course, exhaust all of the pos-
sibiliies for protecting information pertaining to
juveniles. Enactment of such legislation would,
however, provide a much firmer foundation to pro-
tect juvenile records and if combined with legisla-
tion focusing upon standards for collecting infor-
mation, referred to earlier in this section, the risk
of misuse of information would be substantially
reduced,

Analysis of Relevant Case Law
Historically, the decision to collect, retain and .

®1t has been argued that it is hypocritieal and perhaps incon-
aistent with the philosophy of the juvenile courts to permit, either
by leglslative enactment or by court ruls, a juvenile to lie by
denying that he has ever had a record when in fact a record has
existed. This argument was mede and rejected Iin T.N.G. v. Superlor
Cowrt, 4 Cal, 3d 767 (1971).

13
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elease record information has been regarded as
xclusively within the discretion of each criminal

ustice agency.’® A number of recent cases indi-

:ates, however, that the judiciary is now willing to
romulgate standards pertaining to the practice of
naintaining arrest records in certain cases. For the
nost part, those decisions have focused upon
musual facts,?* However, other cases have broadly
xamined both the law enforcement need to retain
irrest records and the harm caused by dissemina-
ion and have concluded that at least in cases where
here has been an acquittal and there has been no
dﬁrmative shﬂwing of the need to retain the fer;:ord
nf t,.hesg cases has been Either that the retention of
n arrest record without proof of a compelling state
urpose to support retention is an invasion of the
onstitutional right of privacy ® or that expunge-
nent may be an appropriate remedy to redress a
onstitutionally unlawful arrest.®

The recent cases in which courts have broadly
onstrued the right of expungement do not neces-
arily mean, however, that courts will be willing to
arefully scrutinize the legitimacy of a law enforce-
1ent purpose that is asserted in support of the
elease of a record. For example, in the recent case
f Tosh v. Buddies Supermarkets,®® the police re-
:ased the conviction records and “mug shots” of
nion organizers to a supermarket that was in the
rocess of resisting a campaign to unionize its em-
loyees. The union organizers sought an injunction
nd damages when the supermarket published the
rap sheets” on 1420 inch posters. The court
enied the claim finding a “legitimate need” for
:;i:;;‘ah v. Kennan, 39 A.2d 851 (N.J. Chan. 1944),
0 See, Hughes v. Rizzo, 282F. Supp. 881 (E.D, Penn. 1968) (police
mducted clearly illegal mass arrests to clear park of hippies—arrest
cords ordered expunged); Sullivan v. Murphy, 41 U.S.L. Wk, 2598
jen. 5/13/73) (mass arrests without probable cause during Mav
y demonstration—arrest records ordered expunged): Bilick v.
udley; — F. Supp. — (S.D.N.Y. No. 67 Ziv. 3317, 3/30/73) (mnss
rest without probable cause to break up political rally—court
cords ordered expunged).
% See, Eddy v. Moore, 5 Wash, App. 334, 487 P.2d 211 (1971);
widton v. Dill, —Colo—, 503 P.2d 157 (1972). See also, Menard
Mitchell, 410 F.2d 486 (D.C. Cir. 1970).
= Eddy v. Moore, supra.

% Menard v. Miichell, supra at 491,
=482 F.24 329 (5th Cir. 1973).

i2

the release because the supermarket could be
“better prepared to deal with” conduct which might
be threatening to customers or store employees.
Although the cases that are discussed above in-
volve adult criminal records and not juvenile
records, it is reasonable to conclude that most
courts would apply similar reasoning to a case
involving a jgvenile Indeed courts ha’v’e held that

cases where there has been an acqmttal relymg _
vpon the broad pc:hmes of confidentiality and re-
habilitation expressed in a state’s Juvenile Court
Act.Be

One very recent case, Merriken v. Cressman,
substantially extends the right of juveniles to be
protected from stigmatizing labels. In that case, the
court found that a program established by a school
district to identify potential drug abusers in the
eighth grade violated the children’s constitutional
nght of pnvacy in that the mf rmaﬂﬂn cullect:d
ne:essary use fu: drug abuse prevsntlﬂn there
were not adequate protections to assure the con-
fidentiality of the information, and the risks of
harm from mislabeling or misuse were regarded as
too significant to permit collection and retention of
the information.

In summary, although courts are just beginning
to analyze the right of criminal justice agencies to
retain juvenile records, it is likely that the courts
will at least adopt the following principles generally:
1. All records must be expunged if a juvenile has

been arrested without probable cause and the

charges are subsequently dismissed.
2. All records must be expunged if a juvenile’s case

is dismissed or there is a finding of not guilty
" ®See, In Re Smith, 63 Misc. 2d 198 (1970); Hanry v. Looney, 63
Misc, 2d 759 (1971): Coffee, Privacy versus Fareny Pairios, 51
Cornell L. Rev. 571 (1972): Gough, The Expungement of Adjudica-
tion Records, 1966 Wash, UL.A. 147, But ses, Dugan v. Police
Dept. City of Camden, 112 N.J. Super. 482, 271 Al 77 (1970)
in which the court rejected a challenge of the general right of police
to retain juvenile arrest records on the grounds that such police
fecords were not open to the public and their retention Is justified
to permit police to perform neccasary investigative and preventive

activities, 7 )
742 USL. Wk, 2203 (Gen. Law, October 16, 1973).
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disseminated and that their retention is neces-
sary for some valid law enforcement purpose.
3. All records must include the disposition of the
case.
Interestingly, only Connecticut presently has a
statute which compels compliance with the first two
principles and no states have a law to assure com-
pliance with the third.

Conclusion

Before a juvenile court begins to plan to intro-
duce automation into its record keeping practices,
for other than routine administrative matters (such
as collecting aggregate data, docket control or pro-
viding information about community placements
and programs), it is necessary to first examine the
juvenile court’s informational needs, how it collects
and uses information, how information can stigma-

ing to the confidentiality of juvenile records and
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the special problems related to reducing clinical
information to a format from which it may be
converted into an automated system. Once such an
analysis is completed, it is very likely that the con-
clusion will be that much of the information that is
presently collected by juvenile courts is irrelevant
or is not used and the most pertinent information
cannot be reduced to a computer format and re-
tain its meaning. In addition, while present laws
pertaining to the confidentiality of information are
inadequate, and appropriate amendments can be
made to substantially reduce the risk of improper
disclosure and misuse of information, the best
protection against stigmatizing children, if that is
to continue to be a primary goal of the system, is
not to collect information for purposes of creating
a record unless it is absolutely needed for purposes
which are evident. In any case, it is hoped that
we will not spend millions of dollars on hardware
and software, instead of spending it on services for
children, without at least asking ourselves why we
want the information in the first place and once we
get it how we should and can use it.
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STATE OF WASHINGTON
44TH REGULAR SESSION

Senate Joint Resolution No. 123

by Senators Goltz, Fleming, Buffington,
McDermott and Morrison

Read first time February 20, 1975, and referred to JUDICIARY COMMITTEE.

OF WASHINGTON, IN LEGISLATIVE SESSION ASSEMBLED:

THAT, At the next general election to be held in this state there shall be submitted
to the qualified voters of the state for their approval and ratification,
or rejection, an amendment to Article I of the Constitution of the state of
Washington by amending section 7 thereof to read as follows:

Article I, section 7. No person shall be disturbed in his private affairs, or his
home invaded, without authority of law. The right of privacy is hereby declared to
be a fundamental right of the people.

BE IT FURTHER RESOLVED, That the secretary of state shall cause notice of
the foregoing constitutional amendment to be published at least four times during
the four weeks next preceding the election in every legal newspaper in the state,
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1975-1976 Regular Sessions
In Assembly
January 8, 1975

Introduced by Mr. CULHANE—Multi-sponsored by-——Messrs, STRELZIN,
DIiFALCO, BREWER, GRIFFITH, MONTANO, FERRIS, GRABER, HAREN-
BERG, STOTT, LEVY, IPAMATO, BELLI BEOVI, MOLINARI, O'NEIL,
SULLIVAN, DEARIE, WALSH, SERRANO—read once and referred to the
Committee on, Commerce, Industry and Economic Development—rgtetem:e
changed to Cﬂmmrﬁee on Consumer Affairs and Protection— mittee dis-
charged, bill amended, ordered reprinted as amended and remmmllted to sald
committee—reported from said committee with amendments, ordered reprinted as
amended and placed on the order of second reading—passed by Assembly and
delivered to the Senate—recalled from Senate, vote reconsidered, bill amended,
ordered reprinted and restored to third reading.

to amend the general business law, in relation to consumer credit
reporting
The People of the State of New York, represented in Senate and Assembly, do
enact as follows:

Section 1. The legislature hereby finds and declares:

(1) The banking system is dependent upon fair and accurate credit reporting.
Inaccurate credit reports directly impair the efficiency of the banking system, and
unfair credit reporting methods undermine the public confidence which is essential
to the continued functioning of the banking system,

(2) An elaborate mechanism has been developed for investigating and evaluating
the credit worthiness, credit standing, credit capacity, character, and general repu-
tation of consumers.

(3) Consumer reporting agencies have assumed a vital role in assembling and
- evaluating consumer credit and other information on consumers,
135
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(4) There is a need to insure that consumer reporting agencies exercise their
grave responsibilities with fairness, impartiality, and a respect for the consumer’s
right to privacy.

(5) It is the purpose of this article to require that consumer reporting agencies
adopt reasonable procedures for meeting the needs of commerce for consumer
credit, personnel, insurance, and other information in a manner which is fair and
equitable to the consumer, with regard to the confidentiality, accuracy, relevancy,
and proper utilization of such information in accordance with the requirements -
of this article, ‘

In furtherance of these findings the legislature does enact this article.

§ 2. The general business law is hereby amended by inserting therein a new
article, to be article twenty-five-A, to read as follows:

ARTICLE 25-A

Falr CREDIT REPORTING ACT

Section 380. Short title,
380-n. Definftions,
380-b.  Permissible dissemination of reports.
380-c,  Preparation and/or procurement of consumer reports.
380-d.  Preparation and/or procurement of investigative consumer reports,
380-e.  Disclosures to consumers,
380-f.  Methods and conditions of disclosure to consumers.
380-g.  Procedure for correcting inaccurate, irrelevant and misleading information.
380-h.  Pablic record information for employment purposes,
380-4. Restrictions on investigative consumer reporis.
380-j. Requirements on users of consumer reports.
380-k.  Prohibited information accuracy, relevancy and obsolescence of information
in reports,
3s0-1. Civil liability for willfol non-compliance,
380-m. Civil liability for negligent poncompliance,
380-n, Jurisdiction of courts; limitation of actions.
380-0. Obtainlng information under false pretenses,
380-p.  Unauthorized disclosures by officers or employees.
380-q.  Merchant harassment.
380-r. Severability,

§ 380, Short title. This article may be cited as the fair ::redxt reporting act,

§ 380-a. Definitions. (a) The term “person” means any individual, partnership,
corporation, trust, estate, cooperative, association, government or governmental
subdivision or agency, or other entity.

(b) The term “consumer” means an individual.,

(c) The term “‘consumer report” means any written, oral, or other communica-
tion of any information by a consumer reporting agency bearing on a consumer’s
credit worthiness, credit standing, credit capacity, character, general reputation,
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personal characteristics, or mode of living which is used or expected to be used or
collected in whole or in part for the purpose of serving as a factor in establishing
the consumer’s eligibility for (1) credit or insurance to be used primarily for per-
sonal, family, or household purposes, or (2) employment purposes. The term
does not include (i) any report containing information solely as to transactions
or experiences between the consumer and the person making the report or (ii)
any authorization or approval of a specific extension of credit directly or indirectly
by the issuer of a credit card or similar device.

(d) The term “investigative consumer report” means a consumer report or
pertion thereof in which information on a consumer’s character, general reputa-
tion, personal characteristics, or mode of living is obtained through personal
interviews with neighbors, friends, or associates of the consumer reported on or
with others with whom he is acquainted or who may have knowledge concerning
any such items of information. However, such information shall not include specific
factual information on a consumer’s credit record obtained directly from a creditor
of the consumer or from a consumer reporting agency when such information was
obtained directly from a creditor of the consumer or from the consumer.

(e) The term “consumer reporting agency” means any person which, for mone-
tary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or
in part in the practice of assembling or evaluating consumer credit information
or other information on consumers for the purpose of furnishing consumer repcrts
or investigative consumer reports to third parties.

(f) The term “file” when used in connection with information on any con-
sumer, means all of the information on that consumer recorded and retained by
a consumer reporting agency regardless of how the information is stored.

(g) The term “employment purposes” when used in connection with a con-
sumer report means a report used for the purpose of evaluating a consumer for
employment, promotion, reassignment or retention as an employee.

(h) The term “merchant” means any person who receives a consumer report
or investigative consumer report from a consumer reporting agency or who provides
information to a consumer reporting agency pursuant to a contract or for a fee, or
who otherwise regularly provides information to a consumer reporting agency.

(i) The term “adverse information” means information that is likely to have
a negative effect upon the ability or eligibility of a consumer to obtain credit,
credit insurance, employment, or other benefits, goods or services.

(j) The term “use:" when discussed in cc’mnectiaﬂ with the usa Gf a consumer

report other than the sub]ect thereaf

§ 380-b. Permissible dissemination of reports. A consumer reporting agency
may furnish a consumer report under the following circumstances and no other:

(a) In response to the order of a court having jurisdiction to issue such an
order.

(b) In accordance with the written instructions and authorization of the con-
sumer to whom it relates,
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§ 380-—c. Preparation and/or procurement of consnmer reports. (a) A person
may not procure or cause to be prepared a consumer report on any consumer
unless such person has provided the consumer with clear and conspicuous written
notice of the requested procurement or preparation and the consumer has, in turn,
given a specific, dated, and separately signed written authorization for each prepa-
ration or procurement.

(b) The notice to the consumer, which is required by the preceding subdivision:
(1) must inform the consumer of the names, addresses, and telephone numbers of
any and all consumer reporting agencies that will be requested to prepare or
disseminate consumer reports about the particular consumer, and (2) must clearly
and conspicuously inform the consumer that he may request and receive from all
such consumer reporting agencies copies of any and all such consumer reports.

§ 380-d. Preparation and/or procurement of investigative consumer reports.
(a) A person may not procure or cause to be prepared an investigative consumer
report on any consumer unless such person has provided the consumer with clear
and conspicuous written notice of the requested procurement or preparation and
the consumer has, in turn, given a’specific, dated, and separately signed written
authorization for each preparation or procurement.

(b) The notice to the consumer, which is required by the preceding subdivision:
(1) must inform the consumer of the names, addresses, and telephone numbers of
any and all cousumer reporting agencies that will be requested to prepare or dis-
seminate consumer reports about the particular consumer; (2) must clearly and
conspicuously inform the consumer that he may request and receive from all such
consumer reporting agem;les ccpxes Df any and all such mvcstlgatlve consumer
thg llkely sources to be contacted in the mvestlgatmn and (4) must pmvxde a
blank copy of any standard questionnaire .or other similar form to be used in the
investigation. '

§ 380-e. Disclosures to consumers. (2) Every consumer reporting agency shall,
upon réque'st and praper identification of any consumer, clearly and accurately

¢)) all im‘nrmatmn in its files on the consumer at the time of the request;

(2) the sources of the information;

(3) the recipients of any consumer report or investigative consumer report on
the consumer which it has furnished:

(i) for employment purposes within the two-year period preceding the request,
and

(ii) for any other purpose within the six-month period preceding the request.

(b) The requirements of subdivision (a) respecting the disclosure of source of
information and the recipients of consumer reports do not apply to information
received or consumer reports furnished prior to the effective date of this article
except to the extent that the matter involved is contained in the files of the con-
sumer reporting agency on that date,
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repomng agem:y shall make the dlsclasurﬁ reqmred under sectmn three hundred
eighity-¢ during normal business hours and on reasonable notice.

(b) The disclosures required under section three hundred eighty-e shall be made
to the consumer by one or more of the following methods:

(1) in person if he appears in person and furnishes proper identification, and
in any such case the consumer shall be permitted a personal visual inspection of
his file; or

(2) by telephone if he has made a written request, with proper identification, for
telephone disclosure and the toll charge, if any, for the telephone call is prepaid
by or charged directly to the consumer. In the event the telephone call is made
after an adverse consumer /determination, the cost of such call shall be paid by
the consumer reporting agency; or

(3) by mailing a copy of the consumer’s file to him, if he has made a written
request with proper identification, at a charge for photocopying not to exceed ten
cents per page. In the event that the request for a copy of the consumer’s file is
made after an adverse consumer determination, the cost of such disclosure shall
be paid by the consumer reporting agency.

(c) Any consumer reporting agency shall provide trained personnel to explain
to the consumer any information furnished to him either by personal interview or
telephone communication, and information furnished by mail must be accom-
panied by an explanation of such information if provided in code or trade termi-
nology.

(d) The consumer who seeks disclosure by means of a personal interview pur-
suant to paragraph (1) of subdivision (b) of this section shall be permitted to be
accompanied by one other person of his choosing, who shall furnish reasonable
identification. A consumer reporting agency may require the consumer to furnish
a written statement granting permission to the consumer reperting agency to discuss
the consumer’s file in such person’s presence.

§ 380-g. Procedure for correcting inaccurate, irrelevant and misleading infor-
mation. (a) A consumer reporting agency shzall adopt reasonable procedures to
enable a consumer to correct any inaccurate, irrelevant or misleading information
in his file,

(b) If 2 consumer disputes any item of information contained in his file on the
ground that it is inaccurate, irrelevant or misleading, and such dispute is directly
canveyed to the consumer feportiﬂg agency by the consumer, the consumer re-

mfarmatmn unless it has reasonable gruunds to beheve that the dlspute 'by the
consumer is frivolous, and it shall promptly notify the consumer of the result of
its investigation and his rights pursuant to subdivisions (d), (e) and (f) of this
section. The presence of contradictory information in a consumer’s file shall not,
in and of itself, constitute reasonable grounds for believing the dispute is frivolous.

(c) Upon re-investigation the consumer reporting agency shall record in the
consumer’s file the efforts undertaken to re-investigate the dispute, including but
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not limited to the names of the person or persons conducting the re-investigation,
and the names of the persons who provided information in connection with the
re-investigation,

(d) If, after conducting the re-investigation prescribed by subdivision (b) of this
section, the consumer reporting agency finds that an item is in error or that it can
no longer be verified, it shall: (1) promptly expunge the item and otherwise correct
the file, (2) refrain from reporting the item in subsequent consumer reports, and (3)
pmmptly tmtlfy all persnns whn have recewed mformatmn regardmg thg 1tem
cnrreﬁed mfnrmatmn

(e) If, after conducting the re—mvestlgatmn prescribed by subdivision (b) of this
section, the consumer reporting agency is unable to resolve any difference still
remaining between the allegations made by its sources and the corisumer, it shall,
(1) promptly indicate in the file that the item is disputed, (2) permit the consumer
to file a statement containing the nature of the dispute; the agency may limit such
statements to not more than one hundred words if it provides the consumer with
assistance in writing a clear summary of the dispute, (3) include the consumer’s
statement of the dispute in all subsequent credit reports containing the information
in question, and (4) clearly note in all subsequent consumer reports that the item
is disputed by the consumer,

(f) Following any deletion of information which is found to be inaccurate or
the accuracy of which can no longer be verified or any notation as to disputed
information, the consumer reporting agency shall furnish notification that the item
has been deleted and include a copy of the consumer’s statement, where applicable,
in accordance with subdivision (e) of this section, to any person who has received
a consumer report within two yeays prior thereto.

§ 380-h. Public record information for employment purposes. A consumer
reporting agency ‘which furnishes a consumer report for employment purposes and
which for that purpose compiles and reports items of information on consumers
which are matters of public record and are likely to have an adverse effect upon a
consumer’s ability to obtain employment shall:

(a) At the time such public record information is reported to the user of such
consumer report, notify the consumer of the fact that public record information is
being reported by the consumer reporting agency, together ‘with the name and
address of the person to whom such information is being reported; or

(b) Maintain strict procedures designed to insure that whenever public record
information which is likely to have an adverse effect on a consumer’s ability to
obtain employment is reported it is complete and up to date. For purposes of this
subdivision, items of public record relating to convictions, suits, tax liens, and out-
standing judgments shall be considered up to date if the current public record status
of the item at the time of the report is reported.

§ 38(}4 Resﬁicﬂﬂﬁs on investiguve consumer repﬂrls. (a) Whenever a con-

information in the consumer report (other than information which 15 a matter nf
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public record) may be included in a subsequent consumer report unless such
adverse information has been verified in the process of making such subsequent
consumer report, or the adverse information was received within the three-month
period preceding the date the subsequent report is furnished.

(b) Each investigative consumer report shall be in writing, shall identify the
sources of all information contained therein, and shall be retained in the file of
the consumer to whom it relates for a period of one year following its completion.

§ 380-j. Requirements on users of consumer reports. (a) Whenever any adverse
action is taken either wholly or partly because of information contained in a con-
sumer report or partly because of information contained in a consumer report from
a consumer reportirg agency, the user taking such action shall:

(1) disclose in writing to the consumer against whom such adverse action has
been taken (i) the reason for taking such adverse action, including reference to
the particular item or items of information contained in the consumer report upon
which suck adverse action has been wholly or partly based; (ii) the name, street

address, and telephone number of the consumer reporting agency making the re-
port; and (iii) a statement of the fact that the consumer is entitled to obtain the
specific methods of disclosure of his file provided for in section three hundred and
eighty-f; and

(2) furnish a copy of the consumer report if the consumer report was written, or
furnish a copy of a summary if the consumer report was oral.

(b) Whenever credit or insurance for personal, family, or household purposes,
or employment involving a consumer is denied or the charge for such credit or
insurance is increased either wholly or partly because of information obtained from
a person other than a consumer reporting agency bearing upon the consumer’s
credit worthiness, credit standing, credit capacity, character, general reputation,
personal characteristics, or mode of living, the user of such information shall dis-
close in writing to the consumer at the time such action is taken the reason for such
adverse action, and the nature of the information.

(c) Whenever a user or potential user of consumer reports procures oOr causes
to be prepared a consumer report on any consumer, such user or potential user
shall be required to comply with the requirements of this article.

(d) Every user of a consumer report or an investigative consumer report shall
be prohibited from disseminating any such report to any other person.

§ 380-k. Prohibited information, accuracy, relevancy and obsolescence of in-
formation in reports. (a) Neither a consumer reporting agency nor a merchant shall
collect, evaluate, prepare, use or report information which is not reasonably
relevant to the purpose for which it is sought.

Neither a consumer reporting agency nor a merchant shall collect, evaluate,
prepare, use or report information relative to an arrest or a criminal conviction for
such offense, or information based on uncorroborated hearsay, or information about
a consumer’s race, religion, color, ancestry, ethnic origin, personal life style,
philosophy, or political affiliation.
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(b) Neither a consumer reporting agency nor a merchant shall collect, evaluate,
prepare, use or report information which is obsolete or which it has reason to
know is inaccurate or irrelevant.

(¢) A consumer reporting agency and a merchant shall adopt and follow reason-
able procedures designed to (1) assure maximum possible accuracy of the infor-
mation concerning the individual about whom the report relates, (2) verify the
accura:y and the relevam:y of such mformatmn and (3) exclude inaccurate and

(d) (I) EKCEPL‘ as authorized under paragraph two of this subdivision, no con-
sumer reporting agency may make any consumer report containing any of the
following items of information:

(i) bankruptcies which, from date of adjudication of the most recent bankruptcy,
antedate the report by more than fourteen years.

(ii) suits-and judgments which, from date of entry, antedate the report by more
than seven years or until the governing statute of limitations has expired, which-
ever is the longer period.

(iif) paid tax liens which, from date of payment, antedate the report by more
than seven years.

(iv) accounts placed for collection or charged to profit and loss which antedate
the report by more than seven years.

(v) records of conviction of crime which, from date of disposition, release, or
parole, antedate the report by more than seven years.

(vi) information regarding drug or alcoholic addiction where the last reported
incident relating to such addiction antedates the consumer report or investigative
consumer report by more than seven years.

{vii) information relating to past confinement in a mental institution where the
date of last confinement antedates the report by more than seven years,

(vii) any other adverse item of information which antedates the report by more
than seven years,

(2) The provisions of paragraph one of this subdivision are not applicable in
the case of any consumer credit report to be used in connection with:

(D a credit transaction involving, or which may reasonably be expected to in-
volve a principal amount of fifty thousand dollars, or more;

(i) the underwriting of life insurance involving, or which may reasonably be
expected to involve, a face amount of fifty thousand dollars or more;

(iii) the employment of any individual at an annual salary which equals, or which
may-reasonably be expected to equal twenty-five thousand dollars, or more;

(e) Na consumer reportmg agency shall issue a consumer report whlch hsts a
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sufficient information to grant credit, unless the report states that the denial was
for such reason.

§ 380.1. Civil liability for willful noncompliance. Any consumer reporting
agency or user of information which willfully and knowingly fails to comply with
any requirement imposed under this article with respect to any consumer is liable
to that consumer in an amount equal to the sum of:

(a) Any actual damages sustained by the consumer as a result of the failure;

(b) Such amount of punitive damages as the court may allow; and

(c) In the case of any successful action to enforce any liability under this
section, the costs of the action together with reasonable attorney’s fees as deter-
mined by the court. : o

§ 380-m. Civil Liability for negligent noncompliance. Any consumer reporting
agency or user of information which is negligent in failing to comply with any re-
quiremert imposed under this article with respect to any consumer is liable to that
consumer in an amount equal to the sum of:

(a) Any actual damages sustained by the consumer as a result of the failure;

(b) Such amount of special damages as the court may allow, but not less than one
hundred dollars for each item of erroneous information reported; and

(c) In the case of any successful action to enforce any liability under this section,
the costs of the action together with reasonable atiorney’s fees as determined by
the court. :

§ 380-n. Jurisdiction of courts; limitation of actions. An action to enforce any
liability created under this article may be brought in any court of competent juris-
diction, within two years from the date on which the liability arises, except that
where a defendant has materially and willfully misrepresented any information
required under this title to be disclosed to an individual and the information so
misrepresented is material to the establishment of the defendant’s liability to that
individual under this article, the action may be brought at any time within two years
after the discovery by the individual of the misrepresentation.

§ 380-0. Obtaining information under false pretenses. Any person who knowing-
ly and willfully obtains information on a consumer from a consumer reporting
agency under false pretenses shall be fined not more than five thousand dollars or
imprisoned not more than one year, or both.

§ 380-p Unauthorized disclosures by officers or employees. Any officer or em-
ployee of a consumer reporting agency who knowingly and wilifully provides in-
formation concerning an individual from the agency’s files to a person not authorized
to receive information shall be fined not more than five thousand dollars or im-
prisoned not more than one year, or both.
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§ 380-q. Merchant harassment. No merchant shall threaten any consumer with
consequences adverse to his credit standing by reason of a report to be made by the
merchant to a consumer reporting agency. Nothing in this section shall prohibit a
merchzat from reporting information to a consumer reporting agency in conformity
with this article,

§ 380-r. Severability. If any provision of this article or the application thereof
to any person or circumstances is held to be invalid, such invalidity shall not affect
other provisions or applications of this article which can be given effect without the
invalid provision or application, and to this end the provisions of this article are
severable.

§ 3. Articles twenty-five-A and twenty-five-B of such law are hereby renumbered
to be articles twenty-five-B and twenty-five-C, respectively.

§ 4. This act shall take effect on the first day of July next succeeding the date on
which it shall have become a law.
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COMMONWEALTH OF MASSACHUSETTS
House . . . + &+« « + 4« « « « +» No.3152

January 8, 1975

By Mr. Mofeason of Newton, petition of David J. Mofenson and Chester G.
Atkins for legislation to protect personal privacy by prohibiting unwarranted dis-
closure of personal hank and telephone records. The Judiciary.

In the Year One Thousand Nine Hundred and Seventy-Five.

AN ACT TO PROTECT PERSONAL PRIVACY BY PROHIBITING UNWARRANTED DIS-
CLOSURE OF PERSONAL BANK AND TELEPHONE RECORDS.

Be it enacted by the Senate and House of Representatives in General Court as-
sembled, and by the authority of the same, as follows:

SECTION 1. Chapter 166 of the General Laws is hereby amended by inserting,
after Section 15D, the foilowing section: — ,

Section 15E. No telephone company doing business within the commonwealth
shall divulge any information concerning any of its customers or subcribers to any
individual, corporation, partnership, association; or governmental entity, except as
may be required by federal law or permitted by statute of the commonwealth or
except upon presentation of a proper subpoena from a court of law, upon written
request of such customer or subscriber, or in order to arrange for collection of un-
paid bills, Any such company which violates any provision of this section shall be
liable to the customer or subscriber to whom such information relates for the
greater of the following amounts: (a) one thousand dollars, plus costs and reasonable
attorney fees; or (b) three times the amount of actual damages, if any, sustained
plus costs and reasonable attorney fees.

SECTION 2. Section 1 of Chapter 167 of the General Laws as most recently
amended by section 1 of chapter 452 of the acts of 1935, is hereby further amended
by inserting, at the end thereof, the following definition: —

“Customer”, an individual, partnership, corporation, firm, or association which
conducts any banking transaction with a bank, including, but not limited to, open-
ing and depositing or withdrawing funds from a savings or checking account, seek-
ing or obtaining a loan, mortgage, or other indebtedness, making payment upon
such loan, mortgage, or debt, or seeking or maintaining a credit card issued by a
bank.

SECTION 3. Chapter 167 of the General Laws is hereby amended by inserting,
after section 48B, the following section:—
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Section 48C. No individual, partnership, association or corporation operating a
bank or savings and loan association in the commonwealth shall divulge any in-
formation concerning any of its customers to any individual, corporation, partner-
ship, association, or governmental entity, except as may be required by federal law
or permitted by statute of the commonwealth or except upon presentation of a
proper subpoena from a court of law, upon written request of such customer, or in
order to arrange for the collection of unpaid debts. Any such individual, partnership,

to the customer to whom such information relates for the greater of the following
amounts: (a) one thousand dollars, plus costs and reasonable attorney fees; or (b)
three times the amount of actual damages, if any, sustained, plus costs and reason-
able attorney fees.

SECTION 4. This act shall take effect on January first, nineteen hundred and
seventy-six.
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CALIFORNIA LEGISLATURE
1975-76 REGULAR SESSION

Assembly Bill . . . . . . . . . HNo 1429

Introduced by Assemblyman Sieroty
(Coauthor: Senator Carpenter)

April 3, 1975

REFERRED TO COMMITITEE ON CRIMINAL JUSTICE

An et to amend Section 10145 and 10146 of the Business and Professions
Code, and to repeal Section 1917 of the Financial Code, and fo amend Sections

Division 7 of Title 1 of, the Government Code, to add Sections 904 and 1703 to
the Insurance Cede, and to amend Section 11793 of the Vehicle Code, relating to
fingncial records.

LEGISLATIVE COUNSEL’S DIGEST

AB 1429, as introduced, Sieroty (Crim.J.). Financial records: search and seizure.

Presently, the law does not provide for a special procedure to be followed when
a state or local agency seeks to examine financial records, of a customer in the
course of a civil or criminal investigation.

This bill enacts the “California Right to Financial Privacy Act.” It provides
that no officer, employee, or agent of a state or local agency, as defined, or de-
partment thereof, may request or obtain from a financial institution, as defined,
copies of financial records or information from such records on any customer ex-
cept in specified circumstances and by specified procedures, and limits the use
of financial records authorized to be received,

This bill makes a violation of the Califomnia Right to Financial Privacy Act a
misderneanor. It authorizes injunctive relief, and reasonable attorney's fees upon
successful action.

The bill requires specified persons, corporations, and licensees to authorize
specified state agencies to examine various financial records as a condition of doing
business, obtaining a license, or exercising privileges. -

It provides that neither appropriation is made nor obligation created for the
reimbursement of any local agency for any costs incurred by it pursuant to this
act.

Vote: majority. Appropriation: no. Fiscal committee: no. State-mandated Iocal
program: no state funding.
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The people of the State of California do enact as follows:
SECTION 1. Section 10145 of the Business and Professions Code is amended
to read:

10145. A real estate licensee who accepts funds from others in connection with
any transaction subject to this part who does not immediately place such funds into
a neutrai escrow depository or into the hands of his principal shall place such funds
into a trust fund account maintained by him in some bank or recognized depository
and shall retain all such funds in the account until such time as he has made a
disbursement of the funds in accordance with instructions from the principal or
principals in the transaction; provided that a real estate broker when acting as a
principal pursuant to Section 10131.1 or Article 6 (commencing with Section
10237) of this part shall place all purchase funds for real property sales contracts
or promissory notes secured directly or collaterally by liens on real property being
sold by him in a neutral escrow depository unless delivery of the note or contract
is made simultaneously with the receipt of the funds. A separate record shall be
maintained of all moneys received subject to this section and shall further indicate
the disposition thereof. Upon request of the commissioner a licensee shall furnish
to the commissioner an authorization for examination of financial records of any
such trust fund account, maintained in a financial institution, in accordance with
the procedures set forth in Section 7473 of the Government Code.

As used in this section “neutral escrow” means an escrow business conducted by
a person licensed under Division 6 (commencing with Section 17000) of the
Financial Code or by any person described by subdivision (a) of Section 17006
and subdivision (c) of Section 17006 of said code,

SECTION 2. Section 10146 of the Business and Professions Code is amended to
read:

10146. Any real estate broker who contracts for or collects an advance fee
from any other person, hereinafter referred to as the “principal,” shall deposit any
such amount or amounts, when collected in a trust account with a bank or other
recognized depository. Such funds are trust funds and not the funds of the agent.
Amounts may be withdrawn therefrom for the benefit of the agent only when
actually expended for the benefit of the principal or five days after the verified
accounts mentioned hereinafter have been mailed to the piincipal. U on request
of the commissioner a broker shall furnish to the commissioner an authorization
for examination of financial records of the trust account in accordance with the
procedures set forth in Section 7473 of the Government Code.

The commissioner may issue such rules and regulations as he deems necessary
to regulate the method of accounting, and to accomplish the purpose of the pro-
visions of this code relating to advance fees including, but not limited to, establish-
ing forms for and determining information 20 be included in such accountings.

each calendar quarter and when the contract has been completely performed by
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the licensee. The Real Estate Commissioner shall be furnished a verified copy of
any account or all accounts on his demand therefor.

Where advance fees actually paid by or on behalf of any principal are not handled
in accordance with the preceding paragraph, it shall be presumed that the agent
has violated Sections 506 and 5062 of the Penal Code. The principal may recover
treble damages for amounts so misapplied and shall be entitled to reasonable at-

7 of Title 1 of the Government Code, to read:
CHAPTER 20. GOVERNMENTAL ACCESS TO FINANCIAL RECORDS

ARTICLE 1. DECLARATION OF PoLicy

7460. This chapter shall be known as the “California Right to Financial Privacy
AEL},’Q :

7461. The Legislature finds and declares as follows:

(a) Procedures and policies governing the relationship between financiai institu-
tions and government agencies have in some cases developed without due regard to
citizens’ constitutional rights.

(b) The California Supreme Court has recognized that there is a right to privacy
under Section 13 of Article I of the California Constitution with respect to financial
records held by a financial institution.

(c) The confidential relationships between financial institutions and their
customers are built on trust and must be preserved and protected.

(d) The purpose of this chapter is to protect the confidential relationship be-
tween financial institutions and their customers and the constitutional rights of
citizens inherent to that relationship.

ARTICLE 2. DEFINITIONS

7465. For the purposes of this chapter:

(a) The term “financial institution™ includes state and national banks, state and
federal savings and loan associations, trust companies, industrial loan companies,
and state and federal credit unions.

(b) The term “financial records” means arny original or any copy of any record
or document held by a financial institution pertaining to a customer of the financial
institution, ‘

(¢) The term “person” means an individual, partnership, corporation, association,
trust, or any other legal entity organized under the laws of this state.

(d) The term *““customer” means any person who has transacted business with
or has used the $ervices of a financial institution or for whom a financial institution
has acted as a fiduciary.
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(e) The term “state agency” means every state office, officer, department, division,
bureau, board, and commission or other state agency.

(f) The term “local agency” includes a county; city, whether general law or
chartered; city and county; school district; municipal corporation; district; political
subdivision; or any board, commission or agency thereof; or other local public
agency. _

(z) The term “supervisory agency” means any of the following:

(1) The State Banking Department.

(2) The Department of Savings and Loans.

(3) The Department of Corporations.

(4) The State Controller.

(5) The Franchise Tax Board.

(6) The State Board of Equalization.

(h) The term “investigation” includes, but is not limited to, any inquiry by a
peace officer, sheriff, or district attorney, or any inquiry made for the purpose of
determining whether there has been a violation of any law enforceable by im-
prisonment, fine, or monetary liability.

ARTICLE 3. CONFIDENTIALITY OF, AND ACCESS TO, FINANCIAL RECORDS

7470. (a) Except as provided in Section 7480, no officer, employee, or agent of
a state or local agency or department thereof, in connection with a civil or criminal
investigation of a customer, whether or not such investigation is being conducted
pursuant to formal judicial or administrative proceedings, may request or receive
copies of, or the information contained in, the financial records of any customer
from a financial institution unless the financial records are described with parti-
cularity and are consistent with the scope and requirements of the investigation
giving rise to such request and:

(1) Such customer has authorized disclosure to such officer, employee or agent
of such state or local agency or department thereof in accordance with Section
7473 or

(2) Such financial records are disclosed in response to an administrative sub-
poena or summons which meets the requirements of Section 7474; or

(3) Such financial records are disclosed in response to a search warrant which
meets the requirements of Section 7475; or

(4) Such financial records are disclosed in response to a judicial subpoena or
subpoena duces tecum which meets the requirements of Section 7476.

(b) In any proceeding relating to such subpoenas, summons, or search warrants,
the castomer shall have the same rights as if the records were in his possession.

{c) Nothing in this section or in Sections 7473, 7474, 7475, and 7476 shall
require a finaacial institution to inquire or determine that those seeking disclosure
have duly complied with the requirements set forth therein, provided only that the
customer authorization, administrative subpoena or summons, search warrant, or
judicial subpoena or order served on or delivered to a financial institution pursuant
to such sections shows compliance on its face.

(d) The financial institution shall maintain for a period of five years a record
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of all examinations or disclosures of the financial records of a customer including

the identity and purpose of the person examining the financial records, the state or

local agency or department thereof which he represents, and, where applicable, a
copy of the customer authorization, subpoena, summons or search warrant pro-
viding for such examination or disclosure or a copy of the certified crime report
received pursuant to subdivision (b) of Section 7480. Any record maintained pur-
suant to this subdivision shall be available at the office or branch where the
customer’s account is located during normal business hours for review by the
customer upon request. A copy of such record shall be furnished to the customer
upon request and payment of the reasonable cost thereof.

7471. (a) Except in accordance with requirements of Section 7473, 7474, 7475,
or 7476, no financial institution, or any director, officer, employee, or agent of a
financial institution, may provide or authorize another to provide to an officer,
employee, or agent of a state or local agency or department thereof, any financial
records, copies thereof, or the information contained therein, if the director, officer,
employee or agent of the financial institution knows or has reasonable cause to
believe that such financial records or information are being requested in connection
with a civil or criminal investigation of the customer, whether or not such investiga-
tion is being conducted pursuant to formal judicial or administrative proceedings,

(b) This section is not intended to prohibit disclosure of the financial records
of a customer or the information contained therein incidental to a transaction in
the normal course of business of such financial institution if the director, officer,
employee or agent thereof making or authorizing the disclosure has no reasonable
cause to believe that the financial records or the information contained in the
financial records so disclosed will be used by a state or local agency or department
thereof in connection with an investigation of the customer, whether or not such
investigation is being conducted pursuant to formal judicial or administrative
proceedings.

(©) This section shall not preclude a financial institution, in its discretion, from
initiating contact with, and thereafter communicating with and disclosing customer
financial records to, appropriate state or local agencies concerning suspected viola-
tion of any law.

(d) A financial institution which refuses to disclose the financial records of a
customer, copies thereof or the information contained therein, in reliance in good
faith upon the prohibitions of subdivision (a) shall not be liable to its customer,
to a state or local agency, or to any other person for any loss or damage caused in
whole or in part by such refusal.

7472. Copies of financial records or the information contained therein, including
information supplied pursuant to subdivision (b) of Section 7480, which are
obtained by any state agency, local agency or supervisory agency may not be:

(a) Used or retained in any form for any purpose other than the specific statu-
tory purpose for which the information was originally obtained; or

(b) Provided to any other governracntal department or agency or other person
except where authorized by state law. If in the course of an investigation conducted
pursuant to the provisions of this chapter, an officer, employee, or agent of a state
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or local agency or department thereof, discovers financial records indicating a
possible violation of law which such agency is without statutory authority to
investigate or prosecute, the information in such financial records may, in the
discretion of the agency and unless otherwise precluded by law, be piovided to
the district attorney of the county in which such financial records were examined
or to the Attorney General.

7473. (a) A customer may authorize disclosure under paragraph (i) of sub-
division (a) of Section 7470 if those seeking disclosure furnish to the financial
institution a signed and dated statement by which the customer:

(1) Authorizes such disclosure for a perind to be set forth in the authorization
statement;

(2) Specifies the name of the agency or department to which disclosure is
authorized and, if applicable, the statutory purpose for which the information is
to be obtained; and

(3) Identifies the financial records which are authorized to be disclosed.

(b) No such authorization shall be required as a condition of doing business
with such financial institution.

(¢) Any officer, employee or agent of a state or local agency seeking customer
authorization for disclosure of customer financial records shall notify the customer
that the customer has the right at any time to revoke such authorization, except
where such authorization is required by statute.

(d) An agency or department examining the financial records of a customer
pursuant to this section shall notify the customer in writing within 30 days of such
examination. Such notice shall specify the financial records which wete examined
and the reason for such examination.

7474. (a) An officér, employee, or agent of a state or local agency or depart-
ment thereof, may obtain financial records under paragraph (2) of subdivision (a)
of Section 7470 pursuant to an administrative subpoena or summons otherwise
authorized by law and served upon the financial institution only if:

(1) The person issuing such administrative summons or subpoena has served a
copy of the subpoena or summons on the customer pursuant to Chapter 4 (com-
mencing with Section 413.10) of Title 5 of Part 2 of the Code of Civil Procedure;
and

{2) The subpoena or summons includes the name of the agency or department
in whose name the subpoena or summons is issued and the statutory purpose for
which the information is to be obtained; and

(3) The customer has not moved to quash such subpoena or summons within
10 days of service, :

(b) Nothing in this chapter shall preclude a financial institution from notifying
a customer of the receipt of an administrative summons or subpoena.

7475. An officer, employee, or agent of a state or local agency or department
thereof, may obtain financial records under paragraph (3) of subdivision (a) of
Section 7470 only if he obtains a search warrant pursuant to Chapter 3 (com-
mencing with Section 1523) of Title 12 of Part 2 of the Penal Code. Examination
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of financial records may occur as soon as the warrant is served on the financial
institution.

7476. (a) An officer, employee, or agent of a state or local agency or depart-
ment thereof, may obtain financial records under paragraph (4) of subdivision
(a) of Section 7470 pursuant to a judicial subpoena or subpoena duces tecum
only if:

(1) The subpoena or subpoena duces tecum is issued and served upon the
financial institution and the customer in compliance with Chapter 2 (commencing
with Section 1985) of Title 3 of Part 4 of the Code of Civil Procedure; and

(2) Ten days pass without notice to the financial institution that the customer

produced, before a court, the 10~day period provided for in this subdivision may
be shortened by the court issuing the subpoena or subpoena duces tecum upon a
showing of reasonable cause. The court shall direct that all reasonable measures
be taken to notify the customer within the time so shortened.

(b) (1) A grand jury, upon resolution adopted by a majority of its members,
may obtain financial records pursuant to a judicial subpoena or subpoena duces
tecum which upon a showing of probable cause, is personally signed and issued
by a judge of the superior court in accordance with Section 939.2 of the Penal
Code.

(2) Upon issuing such subpoena or subpoena duces tecum, the judge shall
order the grand jury to notify the customer in writing within 30 days of such
issuance; provided, however, that the judge may shorten the 30-day period, or
upon a showing of good cause, may extend such period beyond 30 days, but not
beyond the date on which such grand jury is to be discharged. The notice shall
specify the financal records which were examined and the reason for such exami-
nation.

ARTICLE 4. EXCEPTIONS

7480. Nothing in this chapter prohibits any of the following:

(a) The dissemination of any financial information which is not identified with,
or identifiable as being derived from, the financial records of a particular customer.

(b) When any police or sheriff’s department or district attorney in this state
certifies to a bank in writing that a crime report has been filed which involves
the alleged fraudulent use of drafts, checks or other orders drawn upon any bank
in this state, such police or sheriff’s department or district attorney may frequest a
bank to furnish, and a bank shall supply, a statement setting forth the following
information with respect to a customer account specified by the police or sheriff’s
department or district attorney for a period 30 days prior to and up to 30 days
following the date of occurrence of the alleged illegal act involving the account:

() The number of items dishonored; _

(i) The number of items paid which created overdrafts;

(iti) The dollar volume of such dishonored items and items paid which created
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overdrafts and a statement explaining any credit arrangement between the bank
and customer to pay overdrafts;
such dates;

(v) A copy of the signature appearing on a customer’s signature card;

(vi) Date account opened and, if applicable, date account closed.

(c) Subject to the limitations in Section 7472, the examination by, or disclosure
to, any supervisory agency of financial records which relate solely to the exercise
of its supervisory function. The scope of an agency's supervisory function shall
be determined by reference to statutes which grant authority to examine, audit, or
require reports of financial records or financial institutions as follows:

(1) With respect to the Superintendent of Banks by reference to Division 1
(commencing with Section 99) of the Financial Code.

(2) With respect to the Department of Savings and Loans by reference to
Division 2 (commencing with Section 5000) of the Financial Code.

(3) With respect to the Corporations Commissioner by reference to Division 5
{commencing with Section 14000) and Division 7 (commencing with Section
18000) of the Financial Code. )

(4) With respect to the State Controller by reference to Title 10 (commencing
with Section 1300) of Part 3 of the Code of Civil Procedure.

(5) With respect to the Franchise Tax Board and the Board of Equalization by
reference to the Revenue and Taxation Code relating to the enforcement and
administration of tax laws.

ARTICLE 5. PENALTIES AND REMEDIES

7485. (a) Any person who willfully or knowingly participates in a violation of
this chapter is guilty of a misdemeanor, and upon conviction shall be imprisoned
for not more than one year, or fined not more than five thousand doliars (§5,000),
or both,

(b) Any person who induces or attemipts to induce a violation of this chapter
is guilty of a misdemeanor and upon conviction shall be imprisoned for not more
than one year, or fined not more than five thousand dollars ($5,000), or both.

7486. In any successful action to enforce liability for a violation of the pro-
visions of tlis chapter;the customer may recover the cost of the action together
with reasonable attorney’s fees as determined by the court.

7487, In addition to any other remedy contained in this chapter or otherwise
available, injunctive relief shall be available to any customer aggrieved by a viola-
tion, or threatened violation, of this chapter in the same manner as such injunctive
relief would be available if the financial records concerning the customer accounts
were in his possession. In any successful action by the customer, costs together
with reasonable attorney’s fees as determined by the court may be recovered.

7488. An action to enforce any provision of this chapter must be commenced
within three years after the date on which the violation occurred.
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ARTICLE 6. MISCELLANEQUS

7490. Except as provided in Section 7473, no waiver by a customer of any
right hereunder shall be valid, whether oral or written, and whether with or
without consideration.

7491. Should any other law grant or appear to grant power or authority to any
person to violate the provisions of this chapter, the provisions of this chapter shall
supersede and pro tanto override and annul such law, except those statutes
hereinafter enacted which specifically refer to this chapter.

7492, If any provision of this chapter or the application thereof to any person
or circumstance is held invalid for any reason, such invalidity shall not affect any
other provisions or applications of this chapter which can be effected, without
the invalid provision or application, and to this end the provisions of this chapter
are severable.

SECTION 3. Section 12537 of the Government Code is amended to read:

12537. The Attorney General shall maintain a register of health care service
plans. On or before March 31 of the calendar year following the effective date of
this article and annually thereafter, each health care service plan shall register with
the Attorney General by submitting the name, organizational form and principal
place of business of the plan and the following:

(a) A form of each standard membership contract which the plan proposes to
issue, including standard forms in use on the date of submission.

(b) Copies of all advertising which the plan proposes to use.

() An authorization for disclosure to the Attorney General of financial records
of the health care service plan pursuant to Section 7473 of the Government Code.

(d) Such other pertinent and relevant information as the Attorney General may
reasonably require for the proper administration of this article; provided, however,
that

(1) Nothing in this article shall affect or modify the physician-patient relation-
ship prescribed in Section 1881 of the Code of Civil Procedure; and

(2) All information furnished under this paragraph (d) shall be kept confidertial
by the Attorney General, except to the extent that it may be produced in any
judicial or administrative proceeding and may be admissible in evidence therein.

SECTION 6. Section 12586 of the Government Code is amended to read:

12586. (2) Except as otherwise provided and except corporate trustees which
are subject to the jurisdiction of the Superintendent of Banks of the State of Cali-
fornia or to the Comptroller of Currency of the United States, every charitable
corporation and trustee subject to this article shall, in addition to filing copies of
the instruments previously required, file with the Attorney General: (i) periodic
written reports, under oath, setting forth information as to the nature of the assets
held for charitable purposes and the administration thereof by the corporation or
trustee, in accordance with rules and regulations of the Attorney General; (ii) an
authorization for disclosure to the Attorney General of financial records of the
charitable corporations pursuant to Section 7473 of the Government Code.
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(b) The Attorney General shall make rules and regulations as to the time for
filing reports, the contents thereof, and the manner of executing and filing them.
He 1mnay classify trusts and other relationships concerning property held for a
charitable purpose as to purpose, nature of assets, duration of the trust or other
relationship, amount of assets, amounts to be devoted to charitable purposes,
nature of trustee, or otherwise, and may establish different rules for the different
classes as to time and nature of the reports required to the ends (1) that he shall
receive reasonably current, periodic reports as to all charitable trusts or other
relationships of a similar nature, which will enable him to ascertain whether they
are being properly administered, and (2) that periodic reports shall not unreason-
ably add to the expense of the administration of charitable trusts and similar rela-
tionships. The Attorney General may suspend the filing of reports as to a particular
charitable trust or relationship for a reasonable, specifically designated time upon
written application of the trustee filed with the Attorney General and after the
Attorney General has filed in the register of charitable trusts a written statement
that the interests of the beneficiaries will not be perjudiced thereby and that
periodic reports are not required for proper supervision by his office.

(¢) A copy of an account filed by the trustee in any court having jurisdiction of
the trust or oiher reiationship, if the account substantially complies with the rules
and regulations of the Attorney General, may be filed as a report required by this
section.

(d) The first report for a trust or similar relationship hercafter established, unless
the filing thereof is suspended as herein provided, shall be filed not later than
four (4) months and fifteen (15) days following the close of the first calendar or
fiscal year in which any part of the income or principal is authorized or required

. to be applied to a charitable purpose. If =ny part of the income or principal of a

trust previously established is authorized or required to be applied to a charitable
purpose at the time this article takes effect, the first report shall be filed at the
close of the calendar or fiscal year in which it was registered with the Attorney
General or not later than four (4) months and ffteen (15) days following the close
of such calendar or fiscal period.

SECTION 7. Section 904 is added to the Incurance Code, to read:

904. In addition to the annual statement required to be filed pursuant to Section
900, each admitted insurer shall file an authorization for disclosure to the com-
missioner of financial records pertaining to such funds pursuant to Section 7473
of the Government Code, to be effective until the next such annual filing.

SECTION 8. Section 1703 is added to the Insurance Code, to read:

1703. Every applicant for an original or a renewal license to act as an {nsurance
agent, broker or solicitor, life agent, life analyst, surplus line broker, special lines
surplus line broker, motor club agent, or bail agent or solicitor shall, as part of
the application, endorse an authorization for disclosure to the commissioner of
financial records of any fiduciary funds as defined in Section 1733, pursuant to
Section 7473 of the Government Code.
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SECTION 9. Section 11703 of the Vehicle Code is amended to read:

11703. The department may refuse to issue a license and special plates to a
manufacturer, manufacturer branch, distributor, distributor branch, transporter, or
dealer, when it determines that:

(a) The applicant was previously the holder of a license and special plates issued
under this chapter, which license and special plates were revoked for cause and
never reissued by the department, or which license was suspended for cause and
the terms of suspension have not been fulfilled.

(b) The applicant was previously a limited or general partner, stockholder,
director, or officer of a partnership or corporation whose license and special plates
issued under the authority of this chapter were revoked for cause and never re-
issued or were suspended for cause and the terms of suspension have not been
terminated.

(¢) If the applicant is a partnership or corporation, that one or more of the
limited or general partners, stockholders, directors or offices was previously the
holder or a limited or general partner, stockholder, director or officer of a
partnership or corporation whose license and special plates issued upder the
authority of this chapter were revoked for cause and never reissued or were
suspended for cause and the terms of suspension have not been terminated, or
*hat hy reason nf tha facts and c;ircumstances touc‘hinﬁ the argﬂni;atian c@ntroi

busmess w111 l:%e dirgcted cammlled or mgwaged by u.dmdua]s who by regson @f
their conviction of violations of the provisions of this code, would be ineligible
for a license and that by licensing such corporation or partnership the purposes of
this code would likely be defeated.

(d) The applicant, or one of the limited or general partners, if the applicant
be a partnership, or one or more of the officers or directors of the corporation, if
the corporation be the applicant, or one or more of the stockholders if the policy
of such business will be directed, controlled, or managed by sych stockholder or
stockholders, has ever been convicted of a felony or a crime involving moral
turpitude. A conviction after a plea of nolo contendere is deemed to be a convic-
tion within the meaning of this section.

() The information contained in the application is incorrect.

(f) The decision of the department to cancel, suspend or revoke a license has
been entered, and this applicant was the licensee, a copartner, or an officer, director
or stockholder of such licensee.

(g) An applicant for a dealer’s license has failed to effectively endorse an
authorization for disclosure of an account or accounts relating to the operation of
the dealership as provided for in Section 7473 of the Government Code.

SECTION 10. No appropriation is made by this act, nor is any obligation
created thereby under Section 2231 of the Revenue and Taxation Code, for the
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reimbursement of any local agency for any costs that may be incurred by it in
carrying on any program or performing any service required to be carried on or
peformed by it by this act because the Legislature recognizes that during any
legislative session a variety of changes to laws relating to crimes and infractions
may be enacted that serve to cause both increased and decreased costs to local
governmental entities which, in the aggregate, do not result in significant identifiable
cost changes.
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Assembly Concurrent Resolution Mo. 192
STATE OF NEW JERSEY
Introduced July 22, 1974
By Assemblymen BURSTEIN, HYNES, MARTIN and BAER

REFERRED TO COMMITTEE ON JUDICIARY, LAW, PUBLIC SAFETY
AND DEFEMSE

A Concurrent Resolution creating a commission to study the matter of invasion
of personal privacy.

Whereas, The right of privacy of the individual is among the most sacred and
inalienable rights of man in society, and is a principle implicit in the concept of
a free and just society; and

Whereas, The privacy of the individual has become increasingly susceptible to
encroachment in modern society because of sophisticated and novel innovations
and methcds in numerous fieids of science and technology rendering existing law
inadequate in some instances to protect said privacy; and

Whereas, Many of the worst invasions of privacy in New Jersey come from insen-
sitive and intmsive actions by ]c»cal busi’nesses and State and lm:al gavemment

puhllc sc:hc:ol quest;annanre-:* and

Whereas, The privacy of the individual must be protected from the misuse of
records and computer data banks; and

Whereas, It is the duty of the legislative branch of government to inquire into and
provide remedies for any inequities that may exist; now, therefore

Be it resolved by the General Assembly of the State of New Jersey (the Senate
concurring):

1. There is hereby created a commission to consist of cight members, four to be
appointed by the President of the Senate, two to be Senators and two to be citizens
from the State at large, and four to be appointed by the Speaker of the General
Assembly, two to be members of the General Assembly and two to be citizens from
the State at large. No more than one of each group of two shall be of the same
political party, The members shall serve without compensation. Vacancies in the
membership of the commission shall be filled in the same manner as the original
appointments were made,

2. The commission shall organize as soon as may be after the appointment of
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its members and shall select a chairman from among its members and a secretary
who need not be a member of the commission.

3. It shall be the duty of said- commission to study the methods by which the
right of privacy may be invaded and the extent thereof, to investigate such invasions

" of privacy, to evaluate the justifications of such invasions, to determine the

necessity for corrective action, and to make recommendations for protective
measures and legislation as it deems desirable and appropriate.

4, The commission shall be entitled to call to its assistance and avail itself of
the services of such employees of any State, county or municipal department,
board, bureau, commission or agency as it may require and as may be available
to lt for sald purpose and to emp?ny caunsal and sur;h stenugraphlc and ::lermal
deem ne::essary, in c\rder to pe:farm ;ts dutles and as may be thhm the Timits
of funds appopriated or otherwise made available to it for said purposes.

5. The commission may meet and hold hearings at such place or places as it
shall designate during the sessions or recesses of the Legislature and shall report
its findings and recommendations to the Legislature, accompany the same with any
legislative bills which it may desire to recommend for adoption by the Legistature.

STATEMENT
The purpose of this resolution is to create a commission which shall study and
make recommendations concerning the invasion of persunal privacy and recom-

mend protective measures for the increasing encroachment in our sm:;ety upon the
privacy of the individual,
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STATE OF OKLAHOMA
An Act
ENROLLED HOUSE BILL NG. 1652

BY: MONKS and WILLIAMS of the House and PIERCE and FIINST(IN of
the Senate

AN ACT RELATING TO STATE GOVERNMENT; PROBIBITING THE USE
OF SOCIAL SECURITY NUMBERS BY STATE AGENCIES, BOARDS,
COMMISSIONS OR OTHER SUBDIVISIONS OF STATE GOVERNMENT;
PROVIDING CERTAIN EXEMPTIONS; PROHIBITING DISCLOSURE OF
INFORMATION INDEXED BY SOCIAL SECURITY NUMBERS; AND
PROHIBITING THE REQUIRING OF DISCLOSURE OF 9NE'S SOCIAL
SECURITY NUMBER FOR THE ISSUANCE OF LICENSES BY THE DE-~
PARTMENT OF PUBLIC SAFETY,

Be it enacted by the people of the State of Oklahoma:

SECTION 1. No state agency, board, commission or other unit of subdivhsion
of state government shall request or require that any person reveal his social
security number in order to obtain services or assistance, nor shall any state agency,
board, commission or other unit or subdivision of state government use, for any
purpose, numbers which correspond to the social security number of any person.
Provided that any state agency, board, commission, unit or subdivision of state
government using social security numbers for a particular purpose prior to January
1, 1974, may continue to use and require social security numbers for that purpose
only and provided, further, that the provisions of this act shall not be construed to
prohibit the use or requirement of disclosure of one’s social security number if the
use of the number is relzted to the Social Security Administration or benefits
thereunder.

SECTION 2. The Oklahoma Department of Public Safety shall not deny or
refuse to issue any license because of the failure of any person to disclose his
social security number upon applmatmn for or renewal of such license and the
Dep‘aﬂment shall ncit mdlgate in 1 any manner that the Eumlshmg DI SI!E]‘I number

SEC'I'IQH 3. Na state agency, bnarcl, commiission or cﬂhér vnit or subdlvxsmn
of state government may furpish any infermation indexed by social security
number unless required by law or specifically authorized to do so by the holder
of said social security number. Provided that this section shall not apply to a
report produced by a state agency f monetary payments made to any state
official or employee from State Treasury funds or acccunts.

Signed into law 3 May 1974.
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THE PRIVACY ACT GF 1974
PUBLIC LAW 93.-579

93RD CONGRESS, §. 3418
December 31, 1974

AN ACT
To amend tifle 5, United States Code, by silding u section 552a fo safegvard in-

dividual privacy from the misuse of Federe] records, to provide ihat individuals
be granted access to records conceroing them which are maintained by Federal
agencles, fo establish a Privacy Proiectics: Study Commission, and for oflser

pm

of Amen:a in Cﬂngrﬂ; as.sgmbled Tha g “fu*- Aet nﬂ&}' ba cnfed as the “Pﬂvar:y ﬁ“z
of 1974”,
SEc. 2. (2) The Congress finds thzj«.-

(1) the privacy of an individual is directly affected by the collection, miiin-
tenance, use, and disseminatios of perscaal information by Federal agencies;

(2) the increasing use of computers and sophisticated information technology,
while essential to the efficient operations of the Governinent, has greatly niag-
nified the harm to individual privacy that can occur from any coilection, main-
tenance, use, or dissemination of personal inforznation;

(3) the opportunities for au individual to secure employment insurance, and
credit, and his right to due process, and other legal protections are endangered
by the misuse of certain information systems; -

(4) the right to privacy is a personal and fundamental right protected by the
Constitution of the United States; and

(5) in order to protect the privacy of individuals identified in information
systems muaintained by Federal agencies, it is necessary and proper for the Con-
gress to regulate the collection, maintenance, use, and d:ssemluauoﬂ of informa-
tion by such agencies.

(b) The purpose of this Act is to provide certain safeguards for an individual
against an invasion of personal privacy by requiring Federal agencies, except as
otherwise provided by law, to—

(1) permit an individual to determine what records pertaining to him are

collected, maintained, used, or disseminated by such agencies;

(2) permit an individual to prevent records pertaining to him obtained by such
agencies for a particular purpose from being used or made available for another
purpose without his consent;

(3) permit an individual to gain access to information pertaining to him in
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Federal agency fEt‘.‘Dde, tn have a copy made of all or any portion thereoi, and to

(4) muect, mamtam, usgi or disseminate any record of identifiable personal
information in a manner that assures that such action is for a necessary and
lawful purpose, that the information is current and accurate for its intended use,
and that adequate safeguards are provided to prevent misuse of such informa-
tion; '

(5) permit exemptions from the requirements with respect to records provided
imthis Act only in those cases where there is an important public policy need for

_ such exemption as has been determined by specific statutory authority; and

(6) be subject to civil suit for any damages which occur as a result of willful
or intentional action which violates any individual's rights under this Act.
SEc. 3. Title 5, United States Code, is amended by adding after section 552 the

following new sect_on:
“8& 5523, Records maintained on individuals
“(a) DEFINITIONS.—For purposes of this section—

“(1) the term ‘agency’ means agency as defined in section 552 (&) of this
title;

“(2) the term ‘individual means a citizens of the United States or an alien
lawfully admitted for permanent residence;

“(3) the term ‘maintain’ includes maintain, collect, use, or dissemimate;

“(4) the term ‘record’ means any item, collection, or grouping of information
about an individual that is maintained by an agency, including, but not limited
to, his education, financial transactions, medical history, and criminal or em-
ployment history and that contains his name, or the identifying number, symbol,
or other identifying particular assigned to the individual, such as a finger or voice
print or a photograph;

“(5) the term ‘system of records’ means a group of any recards under the
cuntrol of any agency from which information is retrieved by the name of the
individual or by some identifying number, symbol, or other identifying particular
assigned to the individual;

“(6) the term ‘statistical record’ means a record in ¢ system of records main-
tained for statistical research or reporting purposes only and not used in whole
or in part in making any determination about an identifiable individual, except as
provided by section 8 of title 13; and

“(7) the term ‘routine use' means, with respect to the disclosure of a record,
for a purpose which is compatible with the purpcse for which it was ccllected.
“(b) CoNpITIONS OF DiscLosUrE.—No agency shall disclose any record which -

is contained in a system of records by any means of communication to any person,
or to another agency, except pursuant to a written request by, or with the prior
written consent of, the individual to whom the record pertains, unless disclosure of
the record would be-—
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*(1) to those officers and employees of the agency whirh maintains the record
who have a need for the record in the performance of their duties;

*“(2) required under section 552 of this title;

*(3) for a routine use as defined in subsection (a) (7) of this section and de-
cribed under subsection (e) (4) (D) of this section; ,

“(4) to the Bureau of the Census for purposes of planning or carrying out a
census or survey or related activity pursuant to the provisions of title 13;

*“(5) tc a recipient who has provided the agency with advance adequate
writtes assurance that the record will be used solely as a statistical research or
repenang record, and the record is to be transferred in a form that is not indi-
vitzally identifiable;

“{6) to the National Archives of the United States as a record which has
«ufficient historical or other value to warrant its continued preservation by the
United States: Government or for evaluation of the Administration of General
Services or his designee to determine whether the record has such value;

“(7) to another agency or to an instrumentality of any governmental juris-
dictiorz within or under the control of the United States for a civil or criminal
law enforcement «otivitv if the activity is authorized by law, and if the head of

mainteins the record specifying the particular portion desired and the law en-
forcrment activity for wkicl: the record is sought; .

“(8) to a person pursuant to a showing of compelling circumstances affecting
the health or safety of an individual if upon such disclosure notification is trans-
mitted to the last known address of such individual;

“(9) to either House of Congress, or, to the extent of matter within its
jurisdiction, any committee or subcommittee thereof, any joint committee of
Congress or subcommittee of any such joint committee;

“(10) to the Comptroller General, or any of his authorized representatives, in
the course of performance of the duties of the General Accounting Office; or

“(11) pursuant to the order of a court of competent jurisdiction,

*(c) ACCOUNTING OF CERTAIN DiscLosUres,—Each agency, with respect to
each system of records under its control, shall—

“(1) except for disclosures made under subsections (b) (1) or (b) (2) of
this section, keep an accurate accounting of—

“(A) the date, nature, and purpose of each disclosure of a record to any
person or to another agency made under subsection (b) of this section; and

“(B) the name and addxess of the person or agency to whom disclssure
is made;

*(2) retain the accounting made under paragraph (1) of this subsection for at
least five years or the life of the record, whichever is longer, after the disclosure
for which the accounting is made;
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“(3) except for disclosures made under subsection (b) (7) of this section,
make the accounting made under paragraph (1) of this subsection available to
the individual named in the record at his request; and

“(4) inform any person or other agency about any correction or notation of
dispute made by the agency in accordance with subsection (d) of this section of
any record that has been disclosed to the person or agency if an accounting of
the disclosure was made. :

“(d) Access To REcorps.—Each agency that maintains a system of records
shall—

“(1) upon request by any individual to gain access to his record or to any in-  Feronal
formation pertaining to him which is contained in the system, permit him and
upon his request, a person of his own choosing to accompany him, to review the
record and have-a copy made of all or any portion thereof in a form comprehen-
sible to him, except thatthe agency may require the individual to furnish a written
statement authorizing discussion of that individual’s record in the accompanying
person’s presence; ( :

“(2) permit the individual to request amendment of a record pertaining to
him and—

“(A) not later than 10 days (excluding Saturdays, Sundays, and legal
public holidays) after the date of receipt of such request, acknowledge in
writing such receipt; and

“(B) promptly, either—

“(i) make any correctivn of any portion thereof which the individual be-
lieves is not accurate, relevant, timely, or complete; or

*(1i) infornx the individual of iis refusal to amend the record in accordance
wiith Lxs request, the reason for the refusal, the procedures established by
the agency for the individual to request a review of that refusal by the
head of the agency or an 3fficer Jdesignated by the head of the agency, and
the name and business address of that official;

“(3) permit the individual who disagrees with the refusal of the agency to  Review
amend his record to request a review of such refusal, and not later than 3¢ Jays
(excluding Saturdays, Sundays, and legal public holidays) from the date on
which the individual requests such review, complete such review, and make a
final determination unless, for good cause shown, the head of the agency extends
such 30-day period; and i, after his review, the reviewing official also refuses
to amend the record in accordance with the request, permit the individual to file
with the agency a concise statement setting forth the reasons for his disagreement
with the refusal of the agency, and notify the individual of the provisions for
judicial review of the reviewing officiai’s determination under subsection (g) (1)

- (A) of this section; _

**(4) in any disclosure, containing information about which the individual has  Netationof
filed a statement of disagreement, occurring after the filing of the statement under "'
paragraph (3) of the subsz2ction, clearly note any portion of the record which is

Amendment
Fequest,
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disputed and provide copies of the statement and, ¥ *he agency deems it ap-
propriate, copies of a concise statement of the reasons of the agency for not
making the amendments requested, to persons or other agencies to whom the
disputed record has been disclosed; and

“(5) nothing in this section shall allow an individual access to any mforma=
tion compiled in reasonable anticipation of a civil action or proceeding.
“(e) AGENCY REQUIREMENTs.—FEach agency that maintains a system of records
shall— .

“(1) maintain in its records only such information about an individual as is
relevant and necessary to accomplish a purpose of the agency required to be ac-
complished by statute or by executive order of the President;

“(2) collect information to the greatest extent practicable directly from the
subject individual when the information may result in adverse determinations
about an individual’s rights, benefits, and privileges under Federal programs;

“(3) inform each individual whom it asks to supply information, on the form
which it uses to collect the information or on a separate form that can be retained
by the individual—

“(A) the authc:rity ( whether granted by statute or by executive statute, or

mfc:rmancn and whether d;sc]csure of such mformatlon is mandatory or
voluntary; _
“(B) the principal purposes for which the information is intended to be
used; ‘ :
*(C) the routine uses which may be made of the information, as published
pursuant to paragraph (4) (D) of this subsection; and :

“(D) the effects on him, if any, of not providing all or any part of the re-
quested information;

o pucaticn *(4) subject to the provisions of paragraph (11) of this subsection, pubhsb
Register, in the Federal Register at least annually a notice of the existence and character

of the systemn of records, which notice shall include—

“(A) the name and location of the system;

“(B) the categories of individuals on whom records are maintained in the
system; _

“(C) the categories of records maintained in the system;

“(D) each routine use of the records contained in the system, including
the categories of users and the purpose of such use;

“(E) the policies and practices of the agency regarding storage, re-
trievability, access controls, retention, and disposal of the records;

“(F) the title and business address of the agency official who is responsible
for the system of records; , : .

“(G) tl‘e agenc:y pm:edures whereby’ an individua] can be nmiﬁeﬂ at his
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“(H) the agency procedures whereby an individual can be notified at his
request how he can gain access to any record pertaining to him contained in
the system of records, and how he can contest its content; and

“(I) the categories of sources of records in the system;

“(5) maintain all records which are used by the agency in making any de-
termination about any individual with such accuracy, relevance, timeliness, and
completeness as is reasonably necessary to assure fairness to the individual in
the determination;

“(6) prior to disseminating any record about an individual to any person other
than an agency, unless the dissemination is made pursuant to subsection (b) (2)
of this section, make reasonable efforts to assure that such records are accurate,
complete, timely, and relevant for agency purposes;

“(7) maintain no record describing how any individual exercises rights
guaranteed by the First Amendment unless expressly authorized by statute or by
the individual about whom the record is maintained or unless pertinent to and
within the scope of an authorized law enforcement activity;

“(8) make reasonable efforts to serve notice on an individual when any record
on such individual is made available to any person under compulsory legal pro-
cess when such process becomes a matter of public record;

“(9) establish rules of conduct for persons involved in the design, develop-
ment, operation, or maintenance of any system of records, or in maintaining any
record, and instruct each such person with respect to such rules and the require-
ments of this section, including any other rules and procedures adopte: pursuant
to this section and the penalties for noncompliance;

“(10) establish appropriate admmlstratwg, technical, and physical safeguards
to insure the security and confidentiality of records and to protect against any
anticipated threats or hazards to their security or integrity which could result in
substantial harm, embarrassment, inconvenience, or unfairness to any mdxvndual
on whom information is maintained; and

“(11) at least 30 days prior to publication of inf’ormation under paragraph (4)
(D) of this subsection, publish in the Federal Register notice of any new use or
intended use of the information in the system, and provide an opportunity for
interested persons to submit written: data, views, or arguments to the agency.
“(f) AGENCY RULEs.—In order to carry out the provisions of this section, each

agency that maintains a system of records shall promulgate rules, in accordance
with the requirements (including general notice) of section 553 of this title, which
shall—

“(1) establish procedures whereby an individual can be notified in response to
his request if any system of records named by the individual contains a record
pertaining to him;

“(2) define reasonable times, places, and requirements for identifying an in-
dividual who requests his record or information pertaining to him before the
agency shall make the record or information available to the individual;
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“(3) establish procedures for the disclosure to an individual upon his request
of his record or information pertaining to him, including special procedure, if
deemed necessary, for the disclosure to an individual of medical records, includ-
ing psychological records, pertaining to him;

“(4) establish procedures for reviewing a request from an individual concern-
ing the amendment of any record or information pertaining to the individual, for
making a determination on the request, for an appeal within the agency of an
initial adverse agency determination, and for whatever additional means may be
necessary for each individual to be able to exercise fully his rights under this
section: and

“(5) establish fees to be charged, if any, to any individual for making copies
of his record, excluding the cost'of any search for and review of the record.

The Office of the Federal Register shall annually compile and publish the rules
promulgated under this subsection and agency noticcs published under subsection
(e) (4) of this section in a form available to the public at low cost.

“(g) (1) Civi. REMEDIES.—W henever any agency

“(A) makes a determination under subsection (d) (3) of this section not to
amend an individual’s record in accordance with his request, or fails to make
such review in conformity with that subsection:

“(B) refuses to comply with an individual request under subsection (d) (1)
of this section;

“(C) fails to maintain any record concerning any individual with such ac-
curacy, relevance, timeliness, and completeness as is necessary to assure fairness
in any determination relating to the qualifications, character, rights, or opportuni-
ties of, or benefits to the individual that may be made on the basis of such record,
and consequently a determination is made which is adverse to the individual; or

“(D) fails to comply with any other provision of this section, or any rule
promulgated thereunder, in such a way as to have an adverse effect on an in-
dividual,

the individual may bring a civil action against the agency, and the district courts
of the United States shall have jurisdiction in the matters under the provisions of
this subsection.

“(2) (A) In any suit brought under the provisions of subsection (g) (1) (A)
of this section, the court may order the agency to amend the individual’s record in
accordance with his request or in such oth:r way as the court may direct. In such a
case the court shall determine the matter de novo.

“(B) The court may assess against the Unitcd States reasonable attorney fees
and other litigation costs reasonably incurred in any case under this paragraph in
which the complainant has substantially prevailed.

“(3) (A) Irx any suit bmught under the prow:nons of subsactic:n (g) (1) (E)

order the prgductmn to the complaxnant of any agem:y recm‘ds lmpmperly mth—
held from him. In such a case the court shall determine the matter de novo, and
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may examine the contents of any agency records iu camera to determine whether
the records or any portion thereof may be withheld under ary of the exemptions
set forth in subsection (k) of this szction, and the burden is on the agency to sustain
its action. :

“(B) The court may asses against the United States reasonable attorney fees
and other litigation cost reasonably incurred in any case under this paragraph in
which the complainant has substantially prevailed.

“(4) In any suit brought under the provisions of subsection (g) (1) (C) or (D)
of this section in which the court determines that the agency acted in a manner
which was intentional or willful, the United States shall be liable to the individual
in an amount equal to the sum of— , ’

“(A) actual damages sustained by the individual as a result of the refusal or

_ failure, but in no case shall a person entitled to recovery receive less than the
sum of $1,000; and

“(B) the costs of the action together with reasonable attorney fees as de-
termined by the court,

“(5) An action to enforce any liability created under this section may be brought
in the district court of the United States in the district in which the complainant
resides, or has his principal place of business, or in which the agency records are
situated, or in the District of Columbia, without regard to the amount in contro-
versy, within 1wo yeirs from the date on which the cause of action arises, except
that where an 2genicy has materially and willfully misrepresented any information
required under this ¢zction to be disclosed to an individual and the information so
misrepresented is material to establishment of the liability of the agency to the in-

dividual under this sectjon, the action may be brought at any time within two years -

after discovery by the indjvidual of the misrepresentation. Nothing in this section
shall be construed to authorize any civil action by reason of any injury sustained as
the result of a disclosure of a record prior to the effective date of this section.

“(h) RiGHTs oF LEGAL GUARDIANS.—For the purposes of this section, the
parent of any minor, or the legal guardian of any individual who has been declared
to be incompetent due to physical or mental incapacity or age by a court of com-
petent jurisdiction, may act on behalf of the individual,

“(i) (1) CrRIMINAL PENALTIES.—Any officer or employee of an agency, who
by virtue of his employment or official position, has possession of, or access to,
which is prohibited by this section or by rules or regulations established thereunder,
and who knowing that disclosure of the specific material is so prohibited, willfully
discloses the material in any manner to any person or agency not entitled to receive
it, shall be guilty of a misdemeanor and fined not more than $5,000.

“(2) Any officer or employee of any agency who willfully maintains a system
of records without meeting the notice requirements of subsection (e) (4) of this
section shall be guilty of a misdemeanor and fir:2d 1t more than $5,000.

*(3) Any person who knowingly and willfully requests or obtains any record
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concerning an individual from an agency under false pretenses shal] be guilty of a
misdemeanor and fined not more than $5,000,

“(j) GENERAL EXEMPTIONS.~The head of any agency may promulgate rules,
in accordance with the requirements (including general notice) of sections 553 (b)
(1), (2), and (3), (c), and (e} of this title, to exempt any system of records with-
in the agency from any part of this section except subsections (b), (¢) (1) and
(2), (e) (4) (A) through (F), (e) (6), (7), (9), (10) (11), and () if the system
of records is—
“(1) maintained by the Central Intelligence Agency; or
“(2) maintained by an ¢;nriy or component thereof which performs as its
principal function any activity p<rtaining to the enforcement of criminal laws,
including police efforts to prevent, control, or reduce crime or to apprekend
criminals, and the activities of prosecutors, courts, correctional, probation,
pardon, or parole authorities, and which consists of (A) information compiled
for the purpose of identifying individual criminal offenders and alleged offenders
and consisting only of identifying data and notations of arrests, the nature and
disposition of criminal charges, sentencing, confinement, release, and parole and
probation status; (B) information compiled for the purpose of a criminal in-
vestigation, including reports of informants and investigators, and associated with
an identifiable individual; or (C) reports identifiable to an individual - compiled
at any stage of the process of enforcement of the criminal laws from arrest or
indictment through release from supervision.
At the time rules are adopted under this subsection, the agency shall include in
the statement required under section 553 (c) of this title, the reasons why the
system of records is to be exempted from a provision of this section.

“(K) Seeciric EXEMPTIONS—~The head of any agency may promulgate rules,
in accordance with the requirements (including general notice) of sections 553 (b)
(1), (2), and (3), (c), and (e) of this title, to exempt any system of records
within the agency from subsections. (¢) (3), (d), (e) (1), (e) (4) (@),
(H), and (I) and (f) of this section if the system of records is—

“(1) subject to the provisions of section 552 (b) (1) of this title;

“(2) investigatory material compiled for law enforcement purposes, other than
material within the scope of subsection (j) (2) of this section: Provided, how-
ever, That if any individual is denied any right, privilege, or benefit that he would
otherwise be entitled by Federal law, or for which he would otherwise be eligible,
as a result of the maintenance of such material, such material shall be provided
to such individual, except to the extent that the disiclosure of such material would
reveal the identity of ‘a source who furnished information to the Government un-
der an express promise that the identity of the source would be held in confidence,
or, prior to the effective date of this section, under an implied promise that the
identity of the source would be held in confideize;

*“(3) maintained in connection with providing protective services to the Presi-
dent of the United States or other individuals pursuant to section 3056 of title 18;

175




APPENDIX XVI

“(4) required by statute to be maintained and used solely as statistical re-
cords;

“(5) investigatory material compiled solely for the purpose of determining
suitability, eligibility, or qualifications for Federal civilian employment, military
service, Federal contracts, or access to classified information, but only to the
extent that the disclosure of such material would reveal the identity of a source
who furgished information to the Government under an express promise that
the identity of the source would be keld in confidence, or, prior to the effective
date of this section, under an implied promise that the identity of the source
would be held in confidence;

“(6) testing or examination material used solely to determine individual quali-
fications for appointment or promotion in the Federal service the disclosure of
which would compromise the objectivity or fairness of the testing or examination
process; or

“(7) evaluation material used to determine potential for promotion in the
armed services, but only to the extent that the disclosure of such material would
reveal the identity of a source who furnished information to the Government
under express promise that the identity of the source would be held in confidence,
or, prior to the effective date of this section, under an impliecl promise that the
identity of the source would be held in confidence.

At the time rules are adopted under this subsection, the agency shall include in the
statement required under section 553 (c) of this title, the reasons why the system
of records is to be exempted from a provision of this section.

“(1) (1) ARCHIVAL REcorDS.—Each agency record which is accepted L7 the
Administrator of General Services for storage, processing, and servicing in sc-
cordance with section 3103 of title 44 shall, for the purposes of this section, be
considered to be maintained by the agency which deposited the record and shall be
subject to the provisions of this section. The Administrator of General Services shall
not disclose the record except to the agency which maintains the record, or under
rules established by that agency which are not inconsistent with the provisions of
this section,

“(2) Bach agency record pertaining to an identifiable individual which was
transferred to the National Archives of the United States as a record which has
sufficient historical or other value to warrant its continued preservation by the
United States Government, prior to the effective date of this section, shall, for the
purposes of this section, be considered to be maintained by the National Archives
and shall not be subject to the provisions of this section, except that a statement
generally describing such records (modeled after the requitements relating to re-
cords subject to subsections (e) (4) (A) through (G) of this section) shall be
published in the Federal Register.

“(3) Bach agency record pertaining to an identifiable individual which is trans-

ferred to the National Archives of the United States as a record which has sufficient

historical or other value to warrant its continued preservation by the United States .

Government, on or after the effective date of this section, shall, for the purposes of
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this section, be considered to be maintained by the National Archives and shall be
exempt from the requirements of this section except subsections (e) (4) (A)
through (G) and (e) (9) of this section.

“(m) GOVERNMENT CONTRACTORS.—When an agency provides by a contract
for the operation by or on behalf of the agency of a system of records to accomplish
an &gency function, the agency shall, consistent with its authority, cause the re-
quirements of this section to be applied to such system. For purposes of subsection
(i) of this section any such contractor and any employee of such contractor, if such
contract is agreed to on or after the effective date of this section, shall be considered
to be an employee of an agency,

“(n) MAILING Lists.—An individnal’s pame and address may not be sold or
rented by an agency unless such action is specifically authorized by law. This pro-
vision shall not be construed to require the withholding of names and addresses
otherwise permitted to be made public.

*“(0) REPORT ON NEW SysTeMs.—Each agency shall provide adequate advance
notice to Congress and the Office of Management and Budget of any proposal to
establish or alter any system of records in order to permit an evaluation of the
probable or potential effect of such proposal on the privacy and other personal or
property rights of individuals or the disclosure of information relating to such indi-
viduals, and its effect on the preservation of the constitution:l principles of fe-
deralism and separation of powers,

“(p) ANNUAL REPORT.—The President shali submit to the Speaker of the House
and the President of the Senate, by June 30 of each calendar year, a -consolidated
report, separately listing for each Federal agency the number of records contained in
any system of records which were exempted from the application of this section un-
der the provisions of subsections (j) and (k) of this section during the preceding
v*i=ndgr year, and the reasons for the exemptions, and such other information as
s etas, efforts to administer fully this section.

14 :.€FECT OF OTHER Laws.—No agency shall rely on any examination con-
taired in section 552 of this title to withhold from an individual any record which
is otherwise: accessible to such individual under the provisions of this section,”

SEC. 4. The chapter analysis of chapter 5§ of title 5, United States Code, is
amended by inserting: '

“552a. Records about individuals.”
immediately below:
“552. Public information; agency rules, opinions, orders, and proceedings”,

SEC. 5. (a) (1) There is established a Privacy Protection Study Commission
(hereinafter referred to as the “Commission”) which shall be composed of seven
members as follows: o

(A) three appointed by the President of the United States,

(B) two appointed by the President of the Senate, and

(C) two appointed by the Speaker of the House of Representatives.
Members of the Commission shall be chesen from among persons who, by reason
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of their knowledge and expertisz in any of the following areas—civil rights apd
liberties, law, social sciences, computer technology, business, records management,
and State and local government—arz well qualified for service on the Commission.

(2) The members of the Commission shall elect a Chairman from among them-
selves. ,

(3) Any vacancy in the membership of the Commission, as long as there are
four members in office, shall not impair the power of the Commission but shall be
filled in the same manner in which the original appointment was made.

(4) A quorum of the Commission shall consist of a majority of the members,
except that the Commission may establish a lower number as a quorum for the
purpose of taking testimony. The Commission is authorized to establish such
committees and delegate such authority to them as may be necessary to carry out
its functions. Each member of the Commission, including the Chairman, shall have
equal responsibiiity and authority in all decisions and actions of the Commission,
shall have full access to all information necessary to the performance of their
functions, and shall have one vote. Action of the Commission shall be determined
by a majority vote of the members present. The Chairman (or a member designated
by the Chairman to be acting Chairman) shall be the official spokesman of the
Commission in its relations with the Congress, Government agencies, other persons,
and the public, and, on behalf of the Commission, shall see to the faithful execution
of the administrative policies and decisions of the Commission, and shall report
thereon to the Commission from time to time or as the Commission may direct.

(5) (A) Whenever the Commission submit any budget estimate or request
to the President or the Office of Management and Budget, it shall concurrently
transmit a copy of that request to Congress. »

(B) Whenever the Commission submits any legislative recommendations, or
testimony, or comments on legislation to the President or Office of Management
and Budget, it shall concurrently transmit a copy thereof to the Congress. No officer
or agency of the United States shall have any authority to require the: “'ommission
to submit its legislative recommendations, or testimony, or comments ¢ " islation,
to any officer or agency of the United States for approval, comments, v review,

prior to the submission of such recommendations, testimony, or comments to the

Congress. '
(b) The Commuission shall—

(1) make a study of the data banks, automated data processing programs,
and information systems of governmental, regional, and private organizations,
in order to determine the standards and procedures in force for the protection
of personal information; and .

(2) recommend to the President and the Congress the extent, if any, to
which the requirements and principles of section 552a of title 5, United States

legislation, administrative action, or voluntary adoption of such requirements
and principles, and report on such other legislative recommendations as it may
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nembers and shall select a chairman from among its members and a secretary
» need not be a member of the commission.

. It shall be the duty of said commission to study the methods by which the
t of privacy may be invaded and the extent thereof, to investigate such invasions
privacy, to evaluate the justifications of such invasions, to determine the
assity for corrective action, and to make recommendations for protective
isures and legislation as it deems desirable and appropriate.

. The commiszion shall be entitled to call to its assistance and avail itself of
services of such employees of any State, county or municipal department,
rd, bureau, commission or agency as it may require and as may be available
t for said purpose, and to emgioy counsel and such stenographic and clerical
stants and incur such traveling and other miscellaneous expenses as it may
m necessary, in order to perform its duties, and as may be within the limits
unds appopriated or otherwise made available to it for said purposes.

. The commission may meet and hold hearings at such place or places as it
\l designate during the sessions or recesses of the Legislature and shall report
indings and recommendations to the Legislature, accompany the same with any
slative bills which it may desire to recommend for adoption by the Legislature.

STATEMENT

‘he purpose of this resolution is to create a commission which shall study and
ie recommendations concerning the invasion of personal [ ivacy and recom-

id protective measures for the increasing encroachment in our society upon the
-acy of the individual.
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STATE OF OKLAHOMA

An Act
ENROLLED HOUSE BILL NO. 1652

BY: MONKS and WILLIAMS of the House and PIERCE and FUNSTON of
the Senate

AN ACT RELATING TO STATE GOVERNMENT; PROHBIBITING THE USE
OF SOCIAL SECURITY NUMBERS BY STATE AGENCIES, BDARDS,
COMMISSIONS OR OTHER SUBDIVISIONS OF STATE GOVERNMENT;
FROVIDING CERTAIN EXEMPTIONS; PROHIBITING DISCLOSURE OF
INFORMATION INDEXED BY SOCIAL SECURITY NUMBERS; AND
PROHIBITING THE REQUIRING OF DISCLOSURE OF ONE'S SOCIAL
SECURITY NUMBER FOR THE ISSUANCE OF LICENSES BY THE DE-
PARTMENT OF PUBLIC SAFETY.

Be it enacted by the people of the State of Oklahoma:

SECTION 1. No state agency, board, commission or other unit or subdivision

of state government shall request or require that any person reveal his social
security number in order to obtain services or assistance, nor shall any state agency,
board, commission or other unit or subdivision of state government use, for any
purpose, numbers which correspond to the social security number of any person.
Provided that any state agency, board, commission, unit or subdivision of state
government using social security numbers for a particular purpose prior to January
1, 1974, may continue to use and require social security numbers for that purpose
only and provided, further, that the provisions of this act shall not be construed to
prohibit the use or requirement of disclosure of one’s social security number if the
use of the. number is related to the Social Security Administration or benefits
thereunder.

SECTION 2. The Oklahoma Department of Public Safety shall not deny or
refuse to issue any license because of the failure of any person to disclose his
social security number upon application for or renewal of such license and the
Department shall not indicate in any manner that the furnishing of such number
is mandatory or required for the issuance of such license or any renewal thereof.

SECTION 3. No state agency, board, commission or other unit or subdivision
of state government may furnish any information indexed by social security
number unless required by law or specifically authorized to do so by the holder
of said social security number. Provided that this section shall not apply to a
report produced by a state agency uf monetary payments made to any state
official or employee from State Treasury funds or accounts.

Sign ! into law 3 May 1974.
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THE PRIVACY ACT OF 1974

PUBLIC LAW 93--579
93RD CONGRESS, $. 3418
December 21, 1974

AN ACT

To amend title 5, United States Code, Iy arding a section 552a to safeguard in-
dividual privacy from the misuse of Feiersd records, to provide that individuals
be granted access to records concerainy, them which, are maintained by Federal
agencies, to establish a Privacy Frefection Study Crmmission, and for other
purpases.

Be it enacted by the Senate and Heoiiz oy Repic:omtatives of the United States
of America in Congress assembled, Thei vy ,\ct roay be cited as the “Privacy Aot
of 1974”, -

Sec. 2. (a) The Congress finds that -

(1) the privacy of an individual is directly ~ifected oy the collection, main-
tenance, use, and disseminatica of gersutal informatica by Fedein! agencies;

(2) the increasing use of compnters and sophisticated information technoligy,
while essential to the efficient operations of the Government, has greatly mag-
nified the harm to individual privacy that can occur from any collection, inain-
tenance, use, or dissemnination of personal inforination;

(3) the opportunities for an individual to secure employment insurance, and
credit, and his right to due process, and other legal protections are endangered
by the misuse of ceriain information systems; -

(4) the right to privacy is a personal and fundamental right protected by the

(5) in order to protect the privacy of individuals identified in information

systems maintained by Federal agencies, it is necessary and proper for the Con-
gress to regulate the collection, maintenance, use, and dissemination of informa-
tion by such agencies.

(b) The purpose of this Act is to provide certain safeguards for an individual
against an invasion of personal privacy by requiring Federal agencies, except as
otherwise provided by law, to— '

(1) permit an individual to determine what records pertaining to him are
collected, maintained, used, or disseminated by such agencies;

(2) permit an individual to prevent records pertaining to him obtained by such
agencies for a particular purpose from being used or made available for another
purpose without his consent;

(3) permit an individual to gain access to information pertaining to him in



I“ederal agency records, to have a copy made of all or any portion thereof, and to
correct or amend such records;

(4) collect, maintain, use, or disseminate any record of identifiable personal
information in a manner that assures that such action is for a necessary and
lawful purpose, that the information is current and accurate for its intended use,
and that adequstz safeguards are provided to prevent misuse of such informa-
tion;

(5) permit exemptions from the requirements with respect to records provided
in this Act only in those cases where there is an important public policy need for
such exemption as has been determined by specific statutory authority; and

(6) be subjec* to civil suit for any damages which occur as a = It of willful
or intentional @.ion which violates any individual’s rights unde. .is Act.

following new secticn:
“§ 552a. Records maintained on individuals
*“(a) DEFINITIONS.—For purposes of this section—

*(1) the term ‘agency’ means agency as defined in section 552 (e) of this
title;

“(2) the term ‘individual means a citizens of the United States or an alien
lawfully admitted for permanent residence;

“(3) the term ‘maintain’ includes maintain, collect, use, or disseminate;

“(4) the term ‘record’ means any item, collection, or grouping of information
about an individual that is maintained by an agency, including, but not limited
to, his education, financial transactions, medical history, and criminal or em-
ployment history and that contains his name, or the identifying number, symbol,
or other identifying particular assigned to the individual, such as a finger or voice
print or a photograph;

“(5) the term ‘system of records’ means a group of any records under the
coentrol of any agency from which nformation is retrieved by the name of the
individual or by some identifying number, symbol, or other identifying particular
assigned to the individual;

“(6) the term ‘statistical record’ means a record in a system of records main-
tained for statistical research or reporting purposes only and not used in whole
or in part in making any determination about an identifiable individual, except as
provided by section 8 of title 13; and

*(7) the term ‘routine use’ means, with respect to the disclosure of a record,
for a purpose which is compatible with the purpcse for which it was coilected.
“(b) ConpiTIONS OF DISCLOSURE.—No agency shail disclose any record which -

is contained in a system of records by any means of communication to any person,
or to another agency, except pursuant to a written request by, or with the prior
written consent of, the individual to whom the record pertains, unless disclosure of
the record would be—
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*(1) to those officers and employees of the agency wki: h maintains the record
who have a need for the record in the performance of their duties;

“{2) required under section 552 of this title;

“(3) for a routine use as defined in subsection (a) (7) of this section and de-
cribed under subsection (e) (4) (D) of this section;

“(4) to the Bureau of the Census for purposes of planning or carrying out a
census or survey or related activity pursuant to the provisions of title 13;

“(3) to a recipient who has provided the agency with advance adequate
vttt assurance that the record will be used solely as a statistical research or
renccting record, and the record is to be transferred in a form that is not indi-
¢+, illy identifiable;

"(6) to the National Archives of the United States as a record which has
«fficient historical or other value to warrant its continued preservation by the
United States Government or for evaluation of the Administration of General
Services or his designee to determine whether the record has svch value;

*(7) to anothcr agency or to an instrumentality of any governmental juris-
diction within cr under the control of the United States for a civil or criminal
law enforcement o7t ¥ the activity is authorized by law, and if the head of
the agency or instremeriaity has made a written request to the agency which
maintai.is the record speciiying the particular portion desired and the law en-
forc.ment activity for wiiich the record is sought; _

*{8) to a person pursuant to a showing of compelling circumstances affecting
the health or safety of an individual if upon such disclosure notification is trans-~
mitted to the last known address of such individual;

“(9) to cither House of Congress, or, to the extent of matter within its
jurisdiction, any committee or subcommititee ihereof, any joint commiitee of
Congress or subcommitiee of any such joint committee;

“(10) to the Comptroller General, or any of his authorized representatives, in
the course of performance of the duties of the General Accounting Office; or

“(11) pursuant to the order of a court of competent jurisdiction.

“(c) AccouNTING OoF CERTAIN DiscLosURES.—Each agency, with respect to
each system of records under its control, shall—

“(1) except for disclosures made under subsections (b) (1) or (b) (2) of
this section, keep an accurate accouniing of—

“(A) the date, nature, and purpose of each disclosure of a record to any
person or to another agency made under subsection (b) of this section; and

“(B) the name and address of the person or agency to whom disclosure
i3 made;

“(2} retain the accounting made under paragraph (1) of this subsection for at
least five years or the life of the record, whichever is longer, after the disclosure
for which the accounting is made;

164

169

Q

ERIC

Aruitoxt provided by Eic:



Q

ERIC

Aruitoxt provided by Eic:

“(3) except for disclosures made under subsection (b) {7) of this scction,
make the accounting made under paragraph (1) of this subsection available to
the individual named in the record at his request; and

*“(4) inform any person or other agency about any correction or notation of
dispute made by the agency in accordance with subsection (d) of this section of
any record that has been disclosed to the person or agency if an accounting of
the disclosure was made.

“(d) Access To REcorps.—Each agency that maintains a system of records

shall—

*(1) upon request by any individual to gain access to his record or to any in-
formation pertaining to him which is contained in the system, permit him and
upon his request, a person of his own choosing to accompany him, to review the
record and have'a copy made of all or any portion thereof in a form comprehen-
sible to him, except that-the agency may require the individual to furnish a written
statement authorizing discussion of that individual’s record in the accompanying
person’s presence; ,

“(2) permit the individual to request amendment of a record pertaining to
him and—

“(A) not later than ]0 days (excluding Saturdays, Sundays, and legal
public holidays) after the date of receipt of such request, acknowledge in
writiniz such reccipt; and

“{B) prompily, either—

“(i) make any correction of any portion thereof which the individual be-
lieves is not accurate, relevant. lirsely, or complete; or

(i1} inform the individual of its rzinsal to amend the record in accordance
with his request, the reason for the refusal, the procedures established by
the agerey for ihe individual o reguest a review of that refusal by the
head of the agency or an nfiicer designated by the head of the agency, and
the name and business address of that official;

*(3) permit the individual who disagrees with the refusal of the agency to
amend his record to request a review of such refusal, and not later than 3¢ Jays
(excluding Saturdays, Sundays, and legal public holidays) from the date on
which the individual requests such review, complete such review, and make a

final determination unless, for good cause shown, the head of the agency extends

such 30-day period; and if, after his review, the reviewing official also refuses
to amend the record in accordance with the request, permit the individual to file
with the agency a concise statement setting forth the reasons for his disagreement
with the refusal of the agency, and notify the individual of the provisions for
judicial review of the reviewing officiai’s determination under subsection (g) (1)

- (A) of this sectioﬁn;

*“(4) in any disclosure, containing information about which the individual has
filed a statement of disagreement, occurring after the filing of the statesizni under
paragraph (3) of the sub::ction, clearly note any portion of the record which is
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disputed and provide copies of the statement and, i/ .hie agency deems it an-
propriate, copies of a concise statement of the 1. suns of the agency for not
making the amendments requested, to persons or other agencies to whom the
disputed record has been disclosed; and

“(5) nothing in this section shall allow an individual access to any informa-
tion compiled in reasonable anticipation of a civil action or proceeding.
“(e) AGENCY REQUIREMENTS.—Each agency that maintains a system of records

shall— :

“(1) maintain in its records only such information about an indwvidual as is
relevant and necessary to accomplish a purpose of the agency required to be ac-
complished by statute or by executive order of the President;

“(2) collect information to the greatest extent practicable directly from the
subject individual when the information may result in adverse determinations
about an individual’s rights, benefits, and privileges under Federal programs;

“(3) inform each individual whom it asks to supply information, on the form
which it uses to collect the information or on a separate form that can be retained
by the individual—

“(A) the authority (whether granted by statute, or by executive statute, or
by executive order of the President) which authorizes the solicitation of the
information and whether disclosure of such information is mandatory or
voluntary;

“(B) the principal purposes for which the information is intended to be
used;

**(C) the routine uses which may be made of the information, as published
pursuant to paragraph (4) (D) of this subsection; and

(D) the effects on him, if any, of not providing all or any part of the re-
quested information;

D cation “(4) subject to the provisions of paragraph (11) of this subsection, publish
Register. in the Federal Register at least annually a notice of the existence and character
of the system of records, which notice shall include—

*(A) the name and location of the system; :

“(B) the categories of individuals on whom records are maintained in the
system;

“0) the ‘categories of records maintained in the system;

“(D) each routine use of the records contained in the system, including
the categories of users and the purpose of such use;

“(E) the policies and practices of the agency regarding storage, re-
trievability, access controls, retention, and disposal of the records;

“(F) the title and business address of the agency official who is responsible
for the system of records; :

“(G) the agency procedures whereby an individual can be notified at his
request if the system of records contains a record pertaining to him;

.
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“(H) the agency procedures whereby an individual can be notified at his
request how he can gain access to any record pertaining to him contained in
the system of records, and how he can contest its content; and

“(I) the categories of sources of records in the system;

*(5) maintain all records which are used by the agency in making any de-
termination about any individual with such accuracy, relevance, timeliness, and
completeness as is reasonably necessary to assure fairness to the individual in
the determination;

*(6) prior to disseminating any record about an individual to any person other
than an agency, unless the dissemination is made pursuant to subsection (b) (2)
of this section, make reasonable efforts to assure that such records are accurate,
complete, timely, and relevant for agency purposes;

*(7) maintain no record describing how any individual exercises rights
guaranteed by the First Amendment unless expressly authorized by statute or by
the individual abont whom the record is maintained or unless pertinent to and
within the scope of an authorized law enforcement activity;

“(8) make reasonable efforts to serve notice on an individual when any record
on such individual is made available to any person under compulsory legal pro-
cess when such process becomes a matter of public record;

*(9) establish rules of conduct for persons involved in the design, develop-
ment, operation, or maintenance of any system of records, or in maintaining any
record, and instruct each such person with respect to such rules and the require-
ments of this section, including any other rules and procedures adoptec pursuant
to this section and the penalties for noncompliance;

“(10) establish appropriate administrative, technical, and physical safeguards
to insure the security and confidentiality of records and to protect against any
anticipated threats or hazards to their security or integrity which could result in
substantial harm, embarrassment, inconvenience, or unfairness to any individual
on whom information is maintained; and ’

*“(11) at least 30 days prior to publication of information under paragraph (4)
(D) of this subsection, publish in the Federal Register notice of any new use or
intended use of the information in the system, and provide an opportunity for
interested persons to submit written data, views, or arguments to the agency.
*“(f) AGeNcy RULEs.—In order to carry out the provisions of this section, each

agency that maintains a system of records shall promulgate rules, in accordance
with the requirements (including general notice) of section 553 of this title, which
shall—

“(1) establish procedures whereby an individual can be notified in response to
his request if any system of records named by the individual contains a record
pertaining to him;

“(2) define reasonable times, places, and requirements for identifying an in-
dividual who requests his record or information pertaining to him befoie the
agency shall make the record or information available to the individual;
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“(3) establish procedures for the disclosure to an individual upon his request
of his record or information pertaining to him, including special procedure, if
deemed necessary, for the disclosure to an individual of medical records, includ-
ing psychological records, pertaining to him;

“(4) establish procedures for reviewing a request from an individual concern-
ing the amendment of any record or information pertaining to the individual, for
making a determination on the request, for an appeal within the agency of an
initial adverse agency determination, and for whatever additional means may be
necessary for each individual to be able to exercise fully his rights under this
section: and

“(5) establish fees to be charged, if any, to any individual for making copies
of his record, excluding the cost'of any search for and review of the record.

The Office of the Federal Register shall annually compile and publish the rules
promulgated under this subsection and agency noticcs published under <ubsection
{e) (4) of this section in a form available to the public at low cost,

“(g) (1) CiviL REMEDIES.—Whenever any agency

*“(A) makes a determination under subsection (d) (3) of this section not to
amend an individual's record in accordance with his request, or fails to make
such review in conformity with that subsection;

“(B) refuses to comply with an individual request under subsection (d) (1)
of this section;

“(C) fails to maintain any record concerning any individual with such ac-
curacy, relevance, timeliness, and completeness as is necessary to assure fairness
in any determination relating to the qualifications, character, rights, or opportuni-
ties of, or benefits to the individual that may be made on the basis of such record,
and consequently a determination is made which is adverse to the individual; or

“(D) fails to comply with any other provision of this section, or any rule
promulgated thercunder, in such a way as to have an adverse effect on an in-
dividual,

the individual may bring a civil action against the agency, and the district courts
of the United States shall have jurisdiction in the matters under the provisions of
this subsection. -

“(2) (A) In any suit brought under the provisions of subsection (g) (1) (A)
of this section, the court may order the agency to amend the individual’s record in
accordance with his request or in such othsr way as the court may direct. In such a
case the court shall determine the matter de novo.

“(B) The court may assess against the United States reasonable attorney fees
and other litigation costs reasonably incurred in any case under this paragraph in
which the complainant has substantially prevailed.

“(3) (A) In any suit brought under the provisions of subsection (g) (1) (B)
of this section, the court may enjoin the agency from withholding the records and
order the production to the complainant of any agency records improperly with-
held from him. In such a case the court shall determine the matter de novo, and
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may examine the contents of any agency records in camera te determine whether
the records or any portion thereof may be withheld under any of the exemptions
set forth in subsection (k) of this scction, and the burden is on the agency fo sustain
its action. :

“(B) The court may asses against the United States reasonable attomey fees
and other litigation cost reasonably incurred in any case under this paragraph in
which the complainant has substantially prevailed.

“(4) In any suit brought under the provisions of subsection (g) (1) (C) or (D)
of this section in which the court determines that the agency acted in a manner
which was intentional or willful, the United States shall be liable to the individual
in an amount equal to the sum of— )

“(A) actual damages sustained by the individual as a result of the refusal or
failure, but in no case shall a person entitled to recovery receive less than the
sum of $1,000; and

“(B} the costs of the action together with reasonable attorney fees as de-
termined by the court.

“(5) An action to enforce any liability created under this section may be brought
in the district court of the United States in the district in which the complainant
resides, or has his principal place of business, or in which the agency records are
situated, or in the District of Columbia, without regard to the amount in contro-
versy, within two year: from the date on which the cause of action arises, except
that where an #gency has materially and willfully misrepresented any information
required under this section to be disclosed to an individual and the information so
misrepresented is material to establishment of the liability of the agency to the in-

dividual under this section, the action may be brought at any time within two years -

after discovery by the individual of the misrepresentation. Nothing in this section
shall be construed to authorize any civil action by reason of any injury sustained as
the result of a disclosure of a record prior to the effective date of this section.

“(h) RIGHTS oF LEGAL GuarpIaNs,—For the purposes of this section, the
parent of any minor, or the legal guardian of any individual who has been declared
to be incompetent due to physical or mental incapacity or age by a court of com-
petent jurisdiction, may act on behalf of the individual.

“(i) (1) CrIMINAL PENALTIES.—AnY officer or employee of an agency, who
by virtue of his employment or official position, has possession of, or access to,
agency records which contain individually identifiable information the disclosure of
which is prohibited by this section or by rules or regulations established thereunder,
and who knowing that disclosure of the specific material is so prohibited, willfully
discloses the material in any manner to any person or agency not entitled to receive
it, shall be guilty of a misdemeanor and fined not more than $5,000.

“(2) Any officer or employee of any agency who willfully maintains a system
of records without meeting the notice requireni.tz of subsection (e) (4) of this
section shall be guilty of a misdemeanor and fit2d not more than $5,000.

“(3) Any person who knowingly and willfully requests or obtains any record
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concerning an individual from an agency under false pretenses shall be guilty of a
misdemeanor and fined not more than $5,000.

“(j) GENERAL EXEMPTIONs.—The head of any agency may promulgate rules,
in accordance with the requirements (including general notice) of sections 553 (b)
(1), (2), and (3), (c), and (e) of this title, to exempt any system of records with-
in the agency from any part of this section except subsections (b), (¢) (1) and
(2), (&) (4) (A) through (F), (e) (6), (7), (9), (10) (11), and (i) if the system
of records is—

“(1) maintained by the Central Intelligence Agency; or

“(2) maintained by an s+ .; or component thereof which performs as its
principal function any activity p.rtaining to the enforcement of criminal laws,
including police efforts to prevent, control, or reduce crime or to aporehend
criminals, and the activities of prosecutors, courts, correctional, probation,
pardon, or parole authorities, and which consists of (A) information compiled
for the purpose of identifying individual criminal offenders and alleged offenders
and consisting only of identifying data and notations of arrests, the nature and
disposition of criminal charges, sentencing, confinement, release, and parole and
probation status; (B) information compiled for the purpose of a criminal in-
vestigation, including reports of informants and investigators, and associated with
an identifiable individual; or (C) reports identifiable to an individual compiled
at any stage of the process of enforcement of the criminal laws from arrest or
indictment through release from supervision.

At the time rules are adopted under this subsection, the agency shall include in
the statement required under section 553 (c) of this title, the reasons why the
system of records is to be exempted from a provision of this section.

“(K) SpEcIFIc EXEMPTIONS.—The head of any agency may promulgate rules,
in accordance with the requirements (including general notice) of sections 553 (b)
(1), (2), and (3), (c), and (e) of this title, to exempt any system of records
within the agency from subsections (c) (3), (d), (e) (1), (e) (4) (@),
(H), and (1) and (f) of this section if the system of records is—

“(1) subject to the previsions of section 552 (b) (1) of this title;

“(2) investigatory material compiled for law enforcement purposes, other than
ritaterial within the scope of subsection (j) (2) of this section: Provided, how-
ever, That if any individual is denied any right, privilege, or benefit that he would
otherwise be entitled by Federal law, or for which he would otherwise be eligible,
as a result of the maintenance of such material, such material shall be provided
to such individual, except to the extent that the disclosure of such material would
reveal the identity of 'a source who furnished information to the Government un-
der an express promise that the identity of the source would be held ia confidence,
or, prior to the effective date of this section, under an implied promise that the
identity of the source would be held in confidence;

*(3) maintained in connection with providing protective services to the Presi-
dent of the United States or other individuals pursuant to section 3056 of title 18;
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“(4) required by statute to be maintained and used solely as statietical re-
cords;

“(5) investigatory material compiled solely for the purpose of determining
suitability, eligibility, or qualifications for Federal civilian employment, military
service, Federal contracts, or access to classified information, but only to the
extent that the disclosure of such material would reveal the identity of a source
who furnished information to the Government under an express promise that
the identity of the source would be held in confidence, or, prior to the effective
date of this section, under an implied promise that the identily of the source
would be held in confidence;

“(6) testing or examination material used solely to Jetermine individual quali-
fications for appointment or promotion in the Federal service the disclosure of
which would compromise the objectivity or fairness of the testing or examination
process; or

“(7) evaluation material used to determine potential for promotion in the
armed services, but only to the extent that the disclosure of such material would
reveal the identity of a source who furnished information to the Government
under express promise that the identity of the source would be held in confidence,
or, prior to the effective date of this section, under an impliecl promise that the
identity of the source would be held in confidence.

At the time rules are adopted under this subsection, the agency shall include in the
statement required under section 553 (c) of this title, the reasons why the system
of records is to be exempted from a provision of this section.

“(1) (1) ArcHIVAL Recorps.—Each agency record which is accepted b the
Administrator of General Services for storage, processing, and servicing in ac-
cordance with section 3103 of title 44 shall, for the purposts of this section, be
considered to be maintained by the agency which deposited the record and shall be
subject to the provisions of this section. The Administrator of General Services shall
not disclose the record except to the agency which maintains the record, or under
rules established by that agency which are not inconsisient with the piovisions of
this section.

“(2) Each agency record pertaining to an identifiable individual which was
transferred to the National Archives of the United States as a record which has
sufficient historical or other value to warrant its continued preservation by the
United States Government, prior to the effective date of this section, shall, for the
purposes of this section, be considered to be maintained by the National Archives
and shall pot be subject to the provisions of this section, except that a statement
generally describing such records (modeled after the requirements relating to re-
cords subject to subsections (e) (4) (A) through (G) of this section) shall be
published in the Federal Register.

'“(3) Each agency record pertaining to an identifiable individual which is trans-

ferred to the National Archives of the United States as a record which has sufficient

historical or other value to warrant its continued preservation by the United States .

Government, on or after the effective date of this section, shall, for the purposes of
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this section, be considered to be maintained by the National Archives and shall be
exempt from the requirements of this section except subsections (e) (4) (A)
through (G) and (e) (9) of this section.

“(m) GOVERNMENT CONTRACTORS.—When an agency provides by a contract
for the operation by or on behalf of the agency of a system of records to accomplish
an agency function, the agency shall, consistent with its authority, cause the re-
quirements of this section to be applied to such system. For purposes of subsection
(i) of this section any such contractor and any employee of such contractor, if such
contract is agreed to on or after the effective date of this section, shall be congidered
to be an employee of an agency.

“(n) MAILING Lists.—An individual's name and address may not be sold or
rented by an agency unless such action is specifically authorized by law. This pro-
vision shall not be construed to require the withholding of names and addresses
otherwise permitted to be made public,

“(0) REPORT ON NEW Systums.—Each agency shall provide adequate advance
notice to Congress and the Office of Management and Budget of any proposal to
establish or alter any system of records in order to permit an evaluation of the
probable or potential effect of such proposal on the privacy and other personal or
property rights of individuals or the disclosure of information relating to such indi-
viduals, and its effect on the preservation of the constitution:.l principles of fe-
deralism and separation of powers.

“(p) ANNUAL REPORT.—The President shali submit to the Speaker of the House
and the President of the Senate, by June 30 of each calendar year, a-consolidated
report, separately listing for each Federal agency the number of records contained in
any system of records which were exempted from the application of this section un-
der the provisions of subsections (j) and (k) of this section during the preceding

5~ vear, and the reasons for the exemptions, and such other information as
it efforts to administer fully this section.

{¢* =*FECT oF OTHER LAWs.—No agency shall rely on any examination con-
taired in section 552 of this title to withhold from an individual any record which
is otherwise accessible to such individual under the provisions of this section.”

Sec. 4. The chapter analysis of chapter 5 of title 5, United States Code, is
amended by inserting:

5524, Records about jndividuals.”
immediately below:
“352. Public information; agency rules, opinions, orders, and praceedings”.

SEC. 5. (a) (1) There is established a Privacy Protection Study Commission
(hereinafter referred to as the “Commission”) which shail be composed of seven
members as follows: -

(A) three appointed by the President of the United Siates,

(B) two appointed by the President of the Senate, and

(C) two appointed by the Speaker of the House of Representatives.
Members of the Commission shall be chesen from among persons who, by reason
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of their knowledge and expertisz in any of the “~llowing areas—-civil rights and
liberties, law, social scierices, computer technology, business, records management,
and State and local government—ate well qualified ‘or service on the Commission.

(2) The members of the Commission shall elect a Chairman from among them-
selves.

(3) Any vacancy in the membership of the Commission, as long as there are
four members in office, shall not impair the power of the Commission but shall be
filled in the same manner in which the original appointment was made.

(4) A quorum of the Commission shall consist of a majority of the members,
except that the Commission may establish a lower number as a quorum for the
purpose of taking testimony. The Commission is authorized to establish such
committees and delegate such authority to them as may be necessary to carry out
its functions. Each member of the Commission, including the Chairman, shall have
equal responsibility and authority in all decisions and actions of the Commission,
shall have full access to all information necessary to the performance of their
functions, and shall have one vote. Action of the Commission shall be determined
by a majority vote of the members present. The Chairman (or a member designated
by the Chairman to be acting Chairman) shall be the official spokesman of the
Commission in its relations with the Congress, Government agencies, other persons,
and the public, and, on behalf of the Commission, shall see to the faithful execution
of the administrative policies and decisions of the Commission, and shall report
thereon to the Commission from time to time or as the Commission may direct.

(5) (A) Whenever the Commission submit any budget estimate or request
to the President or the Office of Management and Budget, it shall concurrently
transmit a copy of that request to Congress. _

(B) Wienever the Commission submits any legislative recommendations, or
testimony, or comments on legislation to the President or Office of Management
and Budget, it shall concurrently transmit a copy thereof to the Congress. No officer
or agency of the United States shall have any authority to require the " “ommission
to submit its legislative recommendations, or testimony, or comments c.© . islation,
to any officer or agency of the United States for approval, comments, or review,

prior to the submission of such recommendations, testimony, or comments to the

Congress. :
(b) The Commission shall—

(1) make a study of the data banks, automated data processing programs,
and information systems of governmental, regional, and private organizations,
in order to determine the standards and procedures in force for the protcction
of personal information; and :

(2) recommend to the President and the Congress the extent, if any, to
which the requirements and principles of section 552a of title 5, United States
Code, should be applied to the infarmation practices of those organizations by
legislation, administrative action, or voluntary adoption of such requirements
and principles, and report on such other legislative recommendations as it may
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determine to be necessary io protect the privacy of individuals while meeting
the legitimate needs of government and society for information.

(c) (1) In the course of conducting the study required under subsection (b)
(1) of this section, and in its reports thereon, the Commission may research, ex-
amine, and analyze—

(A) interstate transfer of information about individuals that is undertaken
through manual files or by computer or other electrcnic or telecommunications
means;

(B) data banks and information programs and systems the operation of which
significantly or substaatially affect the enjoyment of the privacy and other per-
sonal and property rights of individuals;

(C) the use of social security numbers, license plate numbers, vniversal
identifiers, and other symbols to identify individuals in data banks and to gain
access 1o, integrate, or centralize information systems and files; and

(D) the matching and analysis of statistical data, such as Federal census data,
with other sources of personal data, such as automobile registries and telephone
directories, in order to reconstruct individual responses to statistical question-
naires for commercial or other purposes, in a way which results in a violation
of the implied or explicitly recognized confidentiality of such information.

(2) (A) The Commission may include in its examination personal information
activities in the following areas: medical; insurance; education; employment and
personnel; credit, banking an4 financial institutions; ciedit bureaus; the commercial
reporting industry; cable television and other telecommunications media; travel,
hotel and entertainment reservations; and electronic check processing.

(B) The Commission shall include in its examination a study of—

(i> whether a person engaged in interstate commerce who maintains a mail-
ing list should be required to remove an individual’s name und address from
such list upon request of that individual;

(i) whether the Internal Revenue Service should be prohibited from trans-
fering individually indentifiable data to other agencies and to agencies of State
governments;

(iii) whether the Federal Government should be liable for general damages
incurred by an individual as the result of a willful or intentional violation of the

provisions of sections 552a (g) (1) (C) or (D) of title 5, United States Code;
and _

(iv) whether and how the standards for security and confidentiality of records
required under section 55Za (c) (10) of such title should be applied when a re-
cord is disclosed to a person other than an agency.

(C) The Commission may study such other personal information activities neces-
sary to carry out the coagressional policy embodied in this Act, except that the
Commission shall not investigate information systems maintained by religious or-
ganizations,

(3) In cenducting such study, the Commission shall—
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(A) determine what laws, Executive orders, regiilations, directives, and
judicial decisions govern the activities under study and the extent to which they
are consistent with the rights of privacy, due process of law, and other guaran-
tees in the Constitution; .

(B) determine to what extent governmental and private information systems
affect Federal-State relations or the principle of separation of powers;

(C) examine the standards and criteria governing programs, policies, and
practices relating to the collection, soliciting, processing, use, access, integra-

(D) to the maximum extent practicable, collect and utilize findings, reports,
studies, hearing transcripts, and recommendations of governmental, legislative
and private bodies, institutions, organizations, and individuals which pertain to
the problems under study by the Commission.

(d) In addition to its other functions the Commission may—

(1) request assistance of the keads of appropriate departments, agencies, and
instrumentalities of the Federal Government, of State and local governments,
and other persons in carrying out its functions under this Act;

(2) upon request, assist Federal agencies in complying with the requirements
of section 552a of title = nited States Code;

(3) determine what spccific categories of information, the collection of which
would violate an individual’s right of privacy, shculd be prohibited by statute
from collection by Federal agencies; and

(4) upon request, prepare model legislation for use by State and local gov-
ernments in establishing procedures for handling, maintaining, and disseminat-
ing personal information at the State and local level and provide such technical
assistance to State and local governments as they may require in the preparation
and implementaticu of such legislation.

(e) (1) The Commission may, in carrying out its functions und. = 1is section,
conduct such inspections, sit and act at such times and places, hold such hearings,
take such testimony, require by subpena the attendance of such witnesses and the
production of such books, records, papers, correspondence, and documents, ad-
mirister such oaths, have such printing and binding done, and make such ex-
penditures as the Commission deems advisable. A subpena shall be issued only
upon an affirmative vote of a majority of all members of the Commission, Subpenas
shall be issued under the signature of the Chairman or any member of the Com-
mission designated by the Chairman and shall be served by any person designated
by the Chairman or any such member. Any member of the Commission may ad-

(2) (A) Each degartment, agency, and instrumentality of the executive branch
of the Governmen: i authorized to furnish to the Commission, upon request made
by the Chairman, such information, data, reports and such other assistance as the
Commission deems necessary to carry out its functions under this section. When-

I
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ever the head of any such department, agency, or instrumentality submits a report
pursuant to section 552a (o) of title 5, United States Code, a copy of such report
shall be transmitted to the Commission.

(B) In carrying out its functions and exercising its= ~owers under this section, the
Commission may accept for many such departme zency, independent instru-
mentality, or other person any individually indentifiuuic data if such data is neces-
sary te carry out such powers and functions. In any case in which the Commission
accepts any such information, it shall assure that the information is used only for
the purpose for which it is provided, and upon completion of that purpase such
information shali be destroyed or returned to such department, agency, independeat
instrumentality, or person from which it is obtained, as appropriate.

(3) The Commission shall have the power to—

(A) appoint and fix the compensation of an executive «irector, and such ad-
ditional staff personnel as may be recessary, without regard to the provisions
of title 5, United States Code, governing appointments in the competitive
service, and without regard to chapter 51 and subchapter 111 of chaptsr 53 of
such title relating to classification and General Schedule pay rates, bui st rutes
not in excess of the maximum rate for GS-18 of the General Schedule under

¢+ section 5332 of such title; and

The Commission may delegate any of its functions to such personnel of the Com-
mission as the Commission may designate and may authorize such successive re-
delegations of  h functions as it may deem desirable.

(4) The C+  ssion is authorized—

(A)t .o ~mend, and repeal rules and regulations governing the manner
of its op...ations, organization, and personnel;

(B) to enter into con:-tts or other arrangements or modifications therect,
with any government, asy department, agency, or independent instrumentality
of the United States, or with any person, firm, association, or corporation, and
such contracts or other arrangements, or modification: thereof, may be entered
into without legal consideration, without performance or other bonds, and with-
out regard to section 3709 of the Revised Statutes, as amended (41 U.S.C.5):

(O) to make advance, progress, and other payments which the Commission
deems necessary under this Act without regard to the provisions of section 3648
of the Revised Statutes, as amended (31 U.S.C.529); and

(D) to take such other action as may be necessary to carry out its functions
under this section.

(f) (1) Each [the] member of the Commission who is an officer or employee of
the United States shall serve without additional compensation, but shall continue to
receive the salary of his regular position when engaged in the performance of the
duties vested in the Commission,
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shall receive per diem at the maximum daily rate for GS-18 of the General Schedule
when engaged in the actual performance of the duties vested in the Commission.

(3) All members of the Commission shall be reimbursed for travel, subsistence,
and other necessary expenses incurred by them in the performance of the duties
vested in the Commission.

(g) The Commission shall, from time to time, and in an &nnual report, report to
the President and the Congress on its activities in carrying out the provisions of this
section, The Commission shall make  final report to the President and to the Con-
gress on its findings pursuant to the study required to be made under subsection (b)
(1) of this section not later than two years from the date on which all of the mem-
bers of the Commission are appointed. The Commission shall ccase to exist thirty
days after the date on which final report is submitted to the President and the
Congress.

(k) (1) Any member, officer, or employee of the Commission, who by virtue of
his employment or official position, has possession of, or access to, agency records
which contain individually identifiable information the disclesure of which is pro-
hibited by this section, and who knowing that disclosure of the specific material is
so prohibited, willfully dis:loses the material in any manner to any person or agency
not entitled to receive it, shall be guilty of a misdemeanor and fined not more than
$5,000. (

(2) Any person who knowingly ard willfully requests or obtains any record con-
cerning an individual from :he Commission under false pretenses shall be guilty

Sec. 6. The Office of Management and Budget shall—

(1) develop guidelines and regulations for the use of agencies in implement-
ing the provisions of section 552a of title 5, United States Code, as :dded by
section 3 of this Act; and

(2) provide continuing assistance to and oversight of the implementation of
the provisions of such section by agencies.

Sec. 7. (a) (1) It shall be unlawful for any Federal, State or local government
agency to deny to any individual any right, benefit, or privilege provided by law
because of such individual’s refusal to disclose his social security account number.

(2) the provisions of paragraph (1) of this subsection shall not apply with respect

(A) any disclosure which is required by Federal statute, or
(B) the disclosure of a social security number to any Federal, State, or local
agency maintaining a system of records in existence and operating before
January 1, 1975, if such disclosure was required under statute or_ regulation
adopted prior to such date to verify the identity of an individual.
(b) Any Federal, State, or local government agency which requests an individual
to disclose his social security account number shall inform that individual whether
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that disclosure is mandatory or voluntary, by what statutory or other authority such
number is solicited, and what uses will be made of it.

Effective date. SEc. 8. The provisions of this Act shall be effective on and after the date of
enactment, except that the amendments made by sections 3 and 4 shall become
effective 270 days following the day on which this Act is enacted.

Apprapriation, Sec. 9. There is authorized to be appropriated to carry out the provisions of
section 5 of this Act for fiscal years 1975, 1976, and 1977 the sum of $1,500,000,
except that not riore than $750,000 may be expznded during any such fiscal year.

Approved December 31, 1974,

LEGISLATIVE HISTORY:
HOUSE REPORT No. 93-i416 sccompanying H.R. 16373 (Comm. on Government Opera-
tions.)
SENATE REPORT No. 93-1/83 (Comm. on Government Operations),
CONGRESSIONAL RECORD, Vol. 120 (1"74):
Wov. 21, considered and passed Senate.
Dec. 11, considered and passed House, amended, in lieu of H.R. 16373,
Dec. 17, Senate concurred in House amendment with amendments,
Dec. 18, House concurred in Senate .mendments.
WEEKLY COMPILATION OF PRESIDENTIAL DOCUMENTS, Vol. 11, No. I:
Jan. 1, Presidential statement.
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DY wWIOIE W. Farsuins™

THE PRIVACY AcT has been a subject of discus-
sion ani' controversy since its inception in 1974
heariigs vefore the House Subcommitiee on Foreign
Operations and Government Informativz. It has
been praised as a major step toward restoring citizen
confidence in government, as a needed brake on the
data-gathering appetite of Federal agencies, and as
a welcome incentive to improve the efficiency of
Fzderal agency record-keeping practices. It has been
denounced as an obstacle to the exposure of ele-
ments in the society (including miscreant bureau-
crats whose activities ought not to be shielded
from public view, as a gratuitous constraint on the
development of new record-keeping applications of
computer and telecommunications technology, and
as an administrative nightmare that promises to dis-
rupt the normal operations of government and cause
a permanent hemorrhage in the administrative bud-
get of the Executive branch.

Despite these sharply contrasting expectations,
however, both advocates and opponents of the Act
~ have recognized from the beginning that its success
or failure will depend in large measure on the spirit
and skill with which it is administered.

When the Privacy Act took effect on September
27, 1975, the protection of personal privacy and
the efficient management of government programs
became inextricably entwined with administrative
concerns. Line management — that is, agency heads
and pmgrsrn msnagers —_ bécame dﬁrectly res-
pham:e with the Act‘s requ;remems Aggncy
practices that affect the collection, handling, and
disclosure of information about individuals are now,
by and large, a matter of public record. The indi-
vidual citizen is in most cases guaranteed the right
to see, chailenge, and correct information in a
record that an agency maintains about him for pro-
gram purposes.

From now on agency proposals to establish or
substantially alter a system of records about in-
"% Caroks W. Parsors, formerly Amociate Exccutive Director of the

Domestic Council Committee on the Right of Privacy, Is Executive
Director of the Privacy Protecilon Stody Commission.

dividuals will be scrutinized with a view to striking
an acceptable balance between management needs
for recorded personal information and the individual
citizen’s interest in limiting the content, character,
and circulation of such information about him.

To understand this major shift in Federal policy
on personal-data record keeping and to compre-
hend its various practical implications, one must
bear in Tind the intent of the Privacy Act. One
objective, clearly, is to allay public anxiety about
the possibility of illegal, unauthorized, and surrepti-
tious disclosures ard exchanges of personal infor-
mation among Federal agencies themselves and
between Federal agencies and other types of record-
keepmg organizations at other lev:ls of government
and in the private sector.

Another equally clear objective js to assure res-
ponsible, fair, safe, and cost-cfi:tive use of auto-
mated information processing technologies in the
performarice  f personal data record-keeping func- .
tions in gov:.ument. Still another — the one with
thie potential for the most far-reaching consequence
of all — is to induwc Federal agencies to behave in
ways that reassure the individual citizen that the in-
formation he disdosce vhout himsalf will indeed be
used in a fair #0as manner. As the now
familiar HEW: ropo’r on computers and privacy
points out, it is ¢hiziocteristic of present day Ameri-
can society for an individua) . be asked to

give information about himself to large and relatively

faceless institutions, for handling and use by s&anggr_a—s

unknown, unseen and, all too frequently, unresponsive.

Sometimes the individusl does not even know that an

organization maiatains a record about him, Often he

may not see it, Tiuch less contest its accuracy, control

its dissemination, or challenge its use by others . . . .*

This situation, the report suggests, may be the
principal source of public concern about the pro-
tection of personal privacy — far more important
than the seemingly voracious organizational appetite
for personal information — and it is the situation
to which the Privacy Act is centrally addressed. By
making the personal data record-keeping functions

s Records, Computers, and the Rights of Citizens, see appendix V.
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of government tangible — that is, open to public
scrutiny — and by affording the individual an op-
portunity to affect those functions when he needs
to do so on his own behalf, the Act, if administered
in the proper spirit, should go far toward relieving
the troubling sense of opacity and remoteness that
has surrounded government record-keeping prac-
tices in the past.

REQUIREMENT OF THE ACT

The Office of Managerr..nt and Budget has issued
guidelines to Federal agencies on implementation of
the Privacy Act’s requirements. These guidelines,
which are -available to interested members of the
public,* contain a detailed explanation cof each of
the Act’s agreements. What follows here is only a
brief summary of its principal features,

The first thing to be noted about the Act is that
it applies exclusively to the handling of Federal re-
cords about individual citizens of the United States
and aliens lawiully admitted for permanent resi-
dence. Morcover, it applies only to such records
when they are maintained by an Executive branch
agency in a system of records.

“Executive branch ageney”, as defined in the Aect,
means any executive denartment, Government cor-
poration, Governt.icat-controlled corporation or
other establishment in the executive branch of the
Federal Government, including the Executive Office
of the President or usay 1:- .t regulatory
agency, but specificaliy excluding - .y Congressional
entity (such as the General Accounting Office) or
any agency of the Judiciary. A “system of records”
as defined in the Act, means

a group of any records under the control of any ageney

from which information is retrieved by the name of the

individual or by some identifying number, symbol. or
other identifying particular assigned to the individual.

Within this scope of application, the Act requires
each agency to do four basic things from which a
range of other more specific requirements then flow
logically:

f'Sénﬂ 75¢ to the Superintendent of Documents, U, 8. Governiment
Printing Office, Washington, D.C.
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First, it requires the agency to assure that any personal
information it maintains in a system is both germane
and necessary to the performance of a function the
agency is required to perform by statute or Executive
order;

Second, it requires the agency to publish in the Federal
Register an annual notice that details such items as the
name and location of each system the agency maintains,
the types of records in the system, and the kinds of
individuals to whom the records pertain, the policies
and practices of the agency rogarding storage, refriev-

title and business address of the agency official responsi-
ble for the system;
Third, it requires the agency to gstablish vaﬁgu; types
of procedures—including those that allow an individual
to review and challenge a record about himselfﬁsa that
when a record in one of the agency’s systems is used to
make a decision about an individual, it will be as ac-
curate, complete, timely, and relevant as is necessary to
assure that the record itself is fiot the cause of an unfair
decision; and
Fourth, it requires the agency to observe asglain n’}inie
mum restrictions on disclosure or dissemination inciud-
ing keeping an accounting of such.
Several points should be noted about these re-
quirements.

First, the Act strongly reaffirms the principle that
agenicy functions (at least to the extent they are
supported by systematic record keeping about in-
dividuals) should be limited to those clearly autko-
rized by statute or Executive order.

Second, the universality of the requirements to
issue an annual public notice on each system of
records an agency maintains cannot be overem-
phasized. No Federal agency system of records (as
defined) is exempt. A guiding principle to which
the public notice provision is directly responsive is
that in a democratic society no government agency
should maintain a record-keeping system on indi-
viduals without at least making the existence of
the system a matter of public record.

Third, in the vast majority of cases the steps an
agency takes to assure the accuracy, relevance,
timeliness, and completeness of a record about an
individual shall include procedures that give the
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individual an opportunity to confront the record in
question. With certain exceptions an agency must

tains about him and permit him to challenge its
content through a process established by the agency
in accordance with the informal rule-making re-
quirements (including general notice) of Section 553
of the Administrative Procedure Act -— that is,
notice of rule making and at least 30 days to receive
and consider comment from interested members of
the public.

Fourth, it is important to note that the “condi-
tions of disclosure™ section does not require an
agency to make sny of the disclosures the section
authorizes, and in that sense should not be inter-
preted as contravening any existing, more stringent
<iatutory srohibition on the disclosure of personal
infpomation. It is a set of minimum standards that
operates in the context of other constraints on
agency behavior, and one that in several instances
gives agency heads and program managers the
option of fashioning their own extremely tight dis-
closure policies. The “need-to-know” standard with
respect to internal agency dissemination of a re-
cord, for example, can be drawn narrowly, and the
decision whether or not to permit cz:lain disclosures
of records, even once they are established as
“routine” disclosures, is to a large extent a dis-
cretionary matter for each agency.

Many other provisions must be considered in as-
sessing the Act’s likely practical effects. One pro-
vision, for example, narrows the circumstances
under which an agency may record information
about an individual’s pelitical and religious beliefs,

Several provisions stipulate or imply establish-
ment of administrative and technical safeguards to
assure that the Act's requirements will be con-
sistently met, One feature of the Act that needs to
be understood is the opportunity it provides to
exempt systems of records from certain of its
requirements. The Privacy Act places the responsi-
bility for assuring faithful and effective compliance
with it¢ various requirements squarely on agency
heads and program managers. Under the Act the

decisions and actions of these officials are sub-
ject to court review. However, there is no inter-
departmental review function or appeals board or
other centralized arrangement for deciding when a
program function cannotf be carried out effectively
if the record-keeping systems that serve it have to
meet all of the Privacy Act's requirements. Some
legitimate investigative activities, for example,
would be totally frustrated if the individuals being
investigated had immediate access to all the records

being kept about them.

The solution to this dilemma is found in the pro-

viz.ons wherein an agency may seek an exemption
from certain specified requirements for certain spe-
cified types of record-keeping systems through a
public rule-making process that gives interested
individuals and groups an onportunity to express
their views and, if necessary. ' engage the agency
in a publir; debate on the proposed exemption at
issue. :
Agency responsibility and acconn¢ability for com-
pliance with the Act’s reguirements are also re-
flected in the approach taken to remedies. Criminal
penalties are provided for willful concealment of the
existence of ~ - “ records x5 well as for
unauthorized personal information.
But the nr ...a8 are the rights of an
individual to . . uctions, to bring suits zad, in
some insiances, .. :cover damages frons an agency
that fails to treat his record properly.

Challenges and Opportunities

One of the most difficult near-term tasks will be
the achievement of a sufficient degree of coordina-
tion among the various managemernt functions
necessarily involved in the implementation of the
Act. These include (in addition to the wide variety
of program functions whose information bases are
the Act’s principal concern) the records manage-
ment policy function itself, the EDP operations and
planning function, the personnel management and
training function, budgeting, facilities and services
procurement, legal counsel, and whatever other
information policy functions mzy be directly or
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g
administration of the Freedom of * miplion Ac
and with the handling of classified informasion.

Second, because of the centrality and deti! ¢
the annual public notice requirement, and because

'of the substantial criminal and civil penalties for

willfully failing to comply with it, agencies have had
to undertake a full-scale inventory of their personal
data holdings. For at least some agencies this bas
precipitated a searching review of their need for the
personal information they maintain, the cost of
collecting and maintaining it, and the way in which
their various holdings are distributed. The result
should be a heightened awareness of the role of
personal-data record-keeping policies and practices
lead to some interesting developments in the
methodology of information policy-making, includ-
ing some needed work on cost-accounting and
budgetary implications of agency record-keeping
practices.

Third, it is clear tha' .7~ provisions of the Act
requiring agencies to peruat an individual to have
access to a record about himself will raise some
practical questions about the organization of record-
keeping functions, including the cost and control
consequences of varying degrees of decentralization,

And fourth, one can probably expect to see a
certain amount of attention focused aver the next
few years on the incentives that exist or might he
developed within agencies to assure that agency
officials and employees comply with the spirit as
well as the letter of the Act.

On the study and research side, the empirical
value of the Act's various documentation require-
ments, and niost notably of its public notice require-
m:nt, are obvious. To the extent that records and

in which government programs actually operate, the
Privacy Act will produce an unprecedented wealth
of raw material for the student of government
organization and management.
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Federal experience under the Act will also be of
suhsiania) and continuing interest to law makers
2ad sdministrators at the State and lonal level and
(o organizaiines in ¢2 private sector. Section 5 of
tlie Act establishes a two-year. independent, Privacy
Protection Study Comimission to consider whether
the Congress should entertain similar legislation
affecti~g State and local government and the private
sector. Through its study and review of a wide
range of public and private records systems, and its
analysis of their impact on individual liberties, insti-
tutional relationships, property rights, and stand-
ards of professional ethics, the Commission will
make general recommendations and propose
changes in laws and regulations. Meanwhile, how-
ever, one can continue to expect considerable atten-
tion to be paid to the issue in State Legislatures.

Ideally, a systematic means will gradually be
developed for appraising the effectiveness of the Act
both as a protection: for individual citizens and as a
device for improving the quality, organization, and
utility of the information that government agencies
collect and maintain about people. Is it meaningful,
in practice, to speak of obtaining an individual’s
voluntary assent to the collection aind disclosure
of information about him in a government record?
Does a policy of allowing individuals to interact
with records about them lead to improvements in
the accuracy, timeliness, and relevance of infor-
mation in the records? Is it possible to make explicit
and codify the uses that are made of recorded infor-
mation within an organization or are the patterns
of circulation and use so various and unstable as
to defy systematic exposition?

To what extent can the concepts, requirements,
and administrative mechanisms in the Federal Pri-
vacy Act be usefully applied in other non-Federal
and non-governmental settings? Can one find alter-
native approaches in State government and the
private sector which lock different, but do at least
as good a job of assuring that records about people
are handled in ways that adequately protect their
important right to personal privacy?



These are all intriguing and important questions.
And the Privacy Act of 1974 should help us to
address them with much greater confidence than has
he-etofore been possible.
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