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Foreword

The Federal Information Processing Standards Publication Series of the National
Bureau of Standards is the official publication relating to standards adopted and promul-
gated under the provisions of Public Law 89-306 (Brooks Bill) and under Part 6 of 'Title
15, Code of Federal Regulations, These legislative and executive mandates have given the
Secretury of Commerce important responsibilities for improving the utilization and man-
agement of computers and automatic data processing systems in the Federal Government,
To carry out the Secretary’s responsibilities, the NBS, through its Institute for Computer
Sciences and Technology, provides. leadership, technical guidance, and coordination of
government efforts in the development of guidelines and standards in these areas,

The subject areas of personal privacy, data confidentiality and computer security are
of the greatest national interest. The Secretary of Commerce has identified the efforts

required to provide solutions to technical problems encountered in these areas as personal ‘

objectives in the Department’s overall program,

Data confidentiality and computer security are dependent upon the application of &
balanced set of managerial and technological safeguards. Within the context of a totai!

security program, the NBS is pleased to make these Guidelines for ADP Physical Secuuty
and Risk Management available for use by Federal agencies.

RUTH M. DAvis, Director
Institute for Computer Sciences
and Technology

Abstfact

This publicativn provides guidelines to be used by Federal urganizations in strue-
turing physical security programs for their ADP facilities, It treats security analysis,
natural disasters, supporting utilities, system reliability, procedural measures and
controls, off-site facilities, contingency plans, security awareness and security audit.
It contains statistics and information relevant to physical security of computer data
and facilities and references many applicable publications for a more exhaustive treat-
ment of specific subjects.

,Keywords: ADP security; computer reliability; contingency plans; Federal Information
Processmg Standard; fire safety. natural disasters; physical security; risk analysis;
gecurity audit; security awareness; supporting utilities.
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Federal Information
Processing Standards Publication 31

1974 June
ANNOUNCING THE

GUIDELINES FOR AUTOMATIC DATA PROCESSING
PHYSICAL SECURITY AND RISK MANAGEMENT

Federal Information Processing Standards Publications are issued by the National Bureau of Standards pursuant
to the Federal Property and Administrative Services Act of 1949 as amended, Public Law 898-306 (79 Stat. 1127),
and as implemented by Executive Order 11717 (38 FR 12315, dated May 11, 1973), and Part 6 of Title 15 CFR
(Code of Federal Regulations).

Name o{ Standard. Guidelines for Automatic Data Processing Physical Security and Risk Man-
agement,

Category of Standard. ADP Operations, Computer Security.

Explanation; These guidelines provide a handbook for use by Federal organizations in structuring
physical security and risk management programs for their ADP facilities. This publication dis-
cusses security analysis, natural disasters, supporting utilities, system reliability, procedural meas-
ures and controls, off-site facilities, contingency plans, security awareness, and security audit. It
contains statistics and informatien relevant to physical security of computer data and facilities and
references many applicable publications for a more exhaustive treatment of specific subjects,

Approving Authority. Department of Commerce, National Bureau of Standards (Institute for
Computer Sciences and Technology).

Maintenance Agency, Department of Commerce, National Bureau of Standards (Institute for Com-
puter Sciences and Technology).

‘Cross Index. - None. -

Applicability, These Guidelines are intended as basic reference document and a checklist for gen-
eral use throughout the Federal Government to evaluate computer security and plan physical se-
cutity programs in ADP systems, '
1 .

Implementation. As new ADP systems are developed and current systems improved, these Guide-
lines should be utilized. Each organization should analyze its requirements for protection of data
and processing facilities and implement the recommendations found in these Guidelines commen-
surate to its calculated risk. Depending upon differing operational requirements, facilities will re-
quire various levels of security protection. These Guidelines should assist the installation of man-
aget's in making, and justifying essential security decisions. :

Specifications. Federal Information Processing Standard 31 éFIPS 31), Guidelines forr Automatic
Data Processing Physical Security and Risk Management, (affixed).

Qualifications. The statistics and recommendations provided in these Guidelines are based upon
data and information supplied from many sources within the government and private sectors and
1‘éfi§ct curient practive and technologies. As new knowledge téchﬁiqueg. and equipments become
available in the future, these Guidelines will need to be modified accordingly. As experiences are
gained through use and application of these Guidelines, a basis for security standards may be es-
tablished, In this regard, comments and critiques concerning applications exgerienc‘e will be wel-
comed. These should be addressed to the Associate Director for ADP Standards, Institute for Com-
puter Sciences and Technology, National Bureau of Standards, Washington, D ¢ 4

1
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Where to Obtain Copies of the Standard. .

a1, Copies of this publication are available from the Superintendent of Documents, U8, Govern-
ment Printing Office, Washington, D.C. 20402 (SD Catalog Number C13.52:81), There is g 25 per-
cent discount on quantities of 100 or more. When ordering, specify document number, title, and
SD Catalog Number, Payment may be made by check, money order, coupons, or deposit account.

b. Microfiche of this publication is available from the National Technical Information Service,
U.S. Department of Commerce, Springfield, Virginia 22151. When ordering refer to Report Num-
ber NBtS-FIPS-PUB-31 and title. Payment may be made by check, money order, coupons, or deposit
account,
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Action Summary

~ The essential recommendations from this publication are summarized here to show
the scope of these guidelines and to provide a quick overview of action items in establish-
ing, implementing and maintaining a physical security program in an ADP facility.

I. Organize The ADP Physical Security Program

Assign responsibility for ADP Physical Security and establish a task force to prepare a
plan for the ADP security program.

Perform a preliminary risk analysis to identify major problem areas and select in-
terim security measures as neededto correc’t major problem areas.

II. Conduct A Risk Analysis

Estimate potential losses to the ADP facility and its users from (1) physical destruc-
tion or theft of physical assets; (2) loss or destruction of data and program files; (3)
theft of information; (4) theft of indirect assets; and (5) delay or prevention of com-
puter processing.

Estimate the probability of occurrence for potential threats and their effect on the

ADP facility in terms of the fi.re classes of loss potential.

Cornbine the estimates of loss potential and threat probability to develop an annual

loss expectancy.

Select the array of remedial measures which effects the greatest reduction in the an-

nual loss expectancy at the least total cost. Remedial measures will include: (1) changes

in the environment tc reduce exposure; (2) measures to reduce the effect of a threat;

(3) improved contrcl procedures; (4) early detection; and (5) contingency plans.
[II. Determine Local 1atural Disaster Probabilities

Evaluate the fire safety of the ADP facility (building location, construction, occupancy

and housekeeping) and provide required fire detection: and extinguishment, and possibly

a trained fire fighting brigade,

Evaluate the exposure to flooding from internal and external sources. Where needed,

provide flood protection for the building relocate ADP hardware, reroute plumbing

lines and provide water damage/flood-control equipment (pumps, tarpaulins, etc.)

Evaluate resistance of the building to wind and water damage if exposed to hurricanes,

tornadoes or other high winds,
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IV. Initiate A Security ‘Program

Prepare a plan and a schedule for implementing selected remedial measures. _

Prepare and maintain a policy and plans handbook to include: (1) an ADP physical
security policy statement; (2) mandatory secyrity procedures; (3) security guidelines
for system design, programming, testing, and maintenance; (4) contingency-pl;ms‘;,

(5) "security indoctrination materials; and (6) a security audit program.

V. Protect Supporting Utilities S,

Estimate the number and duration of electric power transients, undervoltage condi-
tions and power interruptions and their annual loss expectancy. Install appropriate
protective equipment such as: voltage regulating transformers, dual power feeders,
uninterruptible power supplies, on-site power generators and ADP power isolation )
circuits.

Estimate annual-loss expectancy from air conditioning failures considering required
operation schedules, annual profiles of local temperature and humidity, and an esti-
mated number and duration of air conditioning failures. Where necessary, increase
reliability with redundant equipment, provide for emergency use of outside air and
augment maintenance capability to decrease mean time to repair.

Estimate the annual loss expectancy from teleprocessing circuit failures. Where cost is
justified, increase reliability with redundant communications circuits and augment repair -
facilities to decrease the duration of interruptions. Software should be designed to min-

imize the impact of errors caused by comraunications failures.

Determine if ADP operations could be interrupted by the failure of other supporting
utilities such as water, natural gas. steam, elevators or mail conveyors. If necessary,
take steps to increase reliability and decrease the mean time to repair.

VI. Optimize Computer Reliability

Perform a failure analysis to estimate the number and duration of significant hard-

ware failures and their impact on ADP operations. Estimate the annual loss expectancy

from delays in performing urgenc ADP tasks. Where cost is justified, increase system !
reliability by adding peripherals. multiple configurations. etc. Review maintenance fa- i
cilities. Record and analyze all hardware failures in order to identify failure trends

promptly and optimize preventive maintenance.

VII. Provide Physical Protection

Identify critical ADP areas including the computer room, data control and conversion
area, data file storage area, programmer’s area, forms storage area, maintenance area,

and mechanical equipment room, and then provide adequate physical protection and
access control.

Protect against theft, vandalism, sabotage, espionage, civil disorder and other forced
intrusions with improved lighting and intrusion detection systems, with physical bar-
riers at doors, windows, and other openings, and with guards as required.

Control access to critical areas and ADP facilities with conventional or electronic door
locks; supervision by guards or receptionists over movement of people and materials;
administrative procedures (sign-in logs, identification cards or badges, property passes
and shipping/receiving forms) ; and other regulations.

VIII. Add Internal Procedural Security

Determine potential targets for fraud, theft or misuse of resources by analyzing the
work flow and the nature of ADP tasks performed. Incorporate procedures which will
minimize exposure to loss. Such procedures may include (1) requiring cooperation be-
tween two individuals to perform critical tasks; (2) performing additional checks and
beuads comparisons; (8) formalizing standards for high risk operations; and (4) in-
dependent quality control checks.
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Designate critical positions in ADP management, system programming, program li-

brary control, input/output control, exception processing, applications programming,

data base management, quality control internal audit and hardware maintenance and -~
require appropriate pre-employment screening.

Train and supervise all ADP personnel to assure understanding of, and compliance
with, internal controls.

Implement centrol and record keeping procedures for job initiation, scheduling ard dis-
tribution of output to prevent unauthorized processing.

Control access to physical data files to assure that data integrity is maintained, storage
media are protected, custody of data files is traceable and their unauthornzed use is
prevented. Manual and automatic audit trails should be utilized.

Establish policy and procedures for program and data file retention to satisfy require-
: ments for (1) back-up operation; (2) compliance with applicable statutes and regula-
' tion; (3) audit and management review of operation; (4) statistical analysis of opera-
tlons and (5) resolution of data integrity problems.

| Implement programming, testing and documentation standards which satisfy require-
j ments for (1) audit capability; (2) automated acceptance testing; (8) control pro-
; gram maintenance; (4) quality controls on input data; and (5) non- dependence on an
E individual’'s knowledge of systems and programs.

IX. Plan For Contingencies

Compile a set of back-up plans which accommodate the expected range of emergency
-events requiring back-up operation. The objective of such contingency plans is to pro-
tect users of the ADP facility against unacceptable loss. Document performance spe-
cifications. operation instructions and technical requirements (system hardware and

software, program and data files, and preprinted forms) for each emergency opera-
tion

Select and periodically use an emergency back-up off-site ADP facility. Participate in
g establishing their security program.

f Provide protection for the source documents, input and output data and programs
? while using the off-site facility and in transit.

E Establish procedures to assure that (1) current copies of reeded back-up materials
; are retained at a secure off-site location; (2) adequate time is available from compat-
x ible off-site ADP facilities; and (3) back-up personnel will be available if needed.

i

Plan for reconstruction of the 'ADP facility following destruction including specifica-
tions of (1) floor space (quantity, live load rating, location, etc. by functional use) ; (2)
partitions, electric power service, air conditioning, communications, security, fire
safety, etc.; and (3) ADP hardware, office equipment and supplies.

Coordinate ADP emergency plans for fire, flood, civil dlsorders, etc. with the Facility

, Self-Protection Plan to ensure life safety. limit damage, minimize disruption to ADP
| operations, and expedite repair.

X. Develop Security Awareness

Determine the security training requirements for the ADP staff, senior management,
building staff, etc.

; Select and implement appropriate security awareness techniques such as (1) training
; lectures and seminars; (2) posters; (8) orientation booklets; (4) amendments to job
| descrlptnons making employees responsnble for secunty, (6) publicity for local se-
‘ curity incidents, as well as others occurring at similar installations; and (6) rewards
for employees who prevent breeches in security.

Establish and publicize punitive measures,

7
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X1. Audit Physical Security

[stablish an internal audit team with representatives from the agency’s audit, build-
ing safety and security, ADP, and users’ organizations.

Develop an audit plan and schedule which systematically validates all critical security

and emergency meusures.

State in the audit report which nieasures require improvement or replacement. Use a
check sheet (proplem description, responsibility for action. action required and follow-
up) for each major deficiency to assure prompt resolution.

1. ADP Security Analysis

1.0. Introduction

The word security when applied to automatic
data processing (ADP), is often taken to mean
pretection against wrongful disclosures or al-
ternatively as protection against an aggressive
attack on an ADP facility. However, Webster*
defines secure as *. .. not likely to fail or give
away; firm; strong; stable . . .”. These are cer-
tainly desirable characteristics for an ADP fa-

_cility and they are included in the broader .

meating of security that' this handbook ad-
dresses. It is intended to assist ADP managers
and supporting agencies in defining specific
ADP physical security requirements, developing
and implementing seund physical security pro-

grams, and establishing and conducting audits .
of these programs. Those who are users of ADP -

facilities can avail themselves of this handbook
to evaluate the security of those facilities, to
participate effectively in security planning and
to plan for adequate back-up. A Federal ADP
facility exists to support the accomplishment
of the missions of its parent agency and other
users. The objective of the physical security
program is to see that all reasonable steps have
been taken to prevent situations which would
interfere with mission accomplishment, in other
words, to operate an ADP facility that is “not
likely to fail.”

1.1. Scope

The scope of the handbook is defined in detail
in section 1.2, but generally speaking, it is con-
cerned with physical effects or situations which
affect the ADP facility. Measures to achieve
controlled accessibility, a term defined in the
“Controlled Accessibility Bibliography” [46]!
as the use of technological measures of hard-

¢ Wobater's Neow World Dietionary, 1957, ‘I'he World Publish.
ing i‘po.. Cleveland.

' Flguges i benckets indieate Hternture references in Ap.
pencix B it the end of this handhook. :

ware and software in a computer system to pro-
tect data against unauthorized access, have
been excluded from this handbook. Privacy and
confidentiality are defined as concepts which
have to do with the nature of the data and who
is authorized to have access. It should be under-
stood, however, that it is difficult to place rigid
boundaries on the various aspects of ADP se-
curity. A given measure will often achieve more
than one objective. More than one discipline or
function often will be required to deal effec-
tively with a particular requirement, and so it
is important to take a broad view of the sub-
ject during the study and planning stages.

The term ADP security planner is used liere
as a convenient title for the person(s) respon-
sible for ADP security planning, but this should
not be taken to mean that any one person can
be expected to be competent in every area. In-
deed, at each appropriate point sources of spe-
cial knowledge are recommended. The manager
of an ADP facility will derive the most from
this handbok if he designates security as an
on-going operational function, and provides ade-
quate staff and budget to support the function.

The procedure suggested here for developing
and implementing a physical security program
can be summarized as follows:

¢ Analyze risk as the basis for development

of a security policy.

o Select and implement appropriate security
measures to reduce exposure to losses.

® Develop contingency plans for back-up op-

- eration, disaster recovery and emergencies.

o Provide indoctrination and training for
personnel.

¢ Plan and conduct continuing tests and au-
dits and adjust security measures and con-
tingency plans as needed.




1.2. Threats to ADP Operations

This handbook deals with the threats to ADP
property and capital equipment and the physi-
cal hazards to continuing operation as outlined
below:

Unauthorized access by people to specific
areas and equipment for the purpose of com-
mitting acts such as theft, arson, vandalism,
tampering, circumvention of internal controls,
or improper physical access to information.
These controls may include physical barriers
such as fences or partitions, locked doors, re-
ceptionists or guards at control points, elec-
tronic devices such as closed circuit television
and intrusion detectors, administrative pro-
cedures such as restricted access, and special
identification badges.

Measures to minimize interruptions to data

processing operations caused by ADP hard-
ware failures, These measures may include
introduction of redundancy in critical por-
tions of the hardware configuration, preventive
maintenance, and close monitoring and analysis
of the causes of hardware failures.
- Failure of supporting utilities including elec-
tric power, air conditioning, communications
~ circuits, elevators or mail conveyors. Provec-
tive measures may include redundancy of criti-
cal elements, close monitoring or performance,
physical protection against tampering or nat-
ural disasters and provision of means for
prompt repair.

Natural disasters including floods, wind-
storms, fires and earthquakes. Countermeas-
ures include ‘careful selection of the site for
the APP building, details of building design

and construction and provision of means to-

protect against the effects of emergencies.
~ Protection against human errors through ef-
fective use of training, supervision and con-
trols to minimize errors.
Nonavailability of key personnel guarded
against by eross-training for critical positions.
Neighboring hazards such as close proximity
to chemical or explosive operations, airports,

high erime aréas or the like. Protection may in-
clude site selection, building design features, ex-
clusion of such hazards from the ADP facility
building and emergency planning.
~Tampering with input, programs, or data
_files for fraudulent purposes. In addition to
physical access controls, internal controls and
procedures (which may also protect against
errors) are used to deter or detect such tam-
pering. , , ,
Compromise of data through interception of
acoustical or electromagnetic emanations from
ADP hardware. Countermeasures include iso-
lation of ADP hardware from potential loca-
tions of interception equipment, shielding of
ADP hardware or the room in which it is lo-
cated and filtering of power lines. (It is not

FIPS PUB 31

within the purview of this handbook to deal.
with interceptions through wiretapping or other
compromise of data communications circuits.)

Of course, not every ADP facility will be
faced with all of these threats. The impact of
a given threat may depend on the geographic
location of the ADP facility (earthquakes), the
local environment (flooding), the potential value
of property or data to a thief (blank check
stock or information of value to a commodities
speculator), or the perceived importance of the
agency to activists and demonstrators or sub-
versives,

1.3. Risk Analysis

Experience has shown that a quantitative
risk analysis will produce the following benefits:

e Objectives of the security program are di-
rectly related to the missions of the agency.

e Those charged with selecting specific secu-
rity measures have quantitative guidance
on the amount of resources which it is
reasonable to expend on each security
measure.

e Long range ple.nners will have guidance in
applying security considerations to such
things as site selection, building design,
hardware configurations and procurements,
‘software systems and internal controls.

o Criteria are generated for designing and
evaluating contingency plans for back-up
operation, recovery from disaster and deal-
ing with emergencies.

e An explicit security policy can be gen-
erated which identifies what is to be pro-
tected, which threats are significant and
who shall be responsible for execution, re-
view and reporting of the security pro-
gram,

For all these reasons, it is recommended that
the ADP facility management begin develop-
ment of the security program with a risk analy-
sis. A suggested procedure is outlined in the
sections which follow. :

1.3.1 Loss Potential Estimate

The first step of the risk analysis is to esti-
mate the potential losses to which the ADP
facility is exposed. The objective of the loss
potential estimate is to identify critical aspects
of the ADP facility operation and to place a

~ dollar value on the loss estimate. Losses may

result from a number of possible situations:

Physical destruction or theft of tangible as-
sets. The loss potential is the cost to replace
lost assets and the cost to the user of delayed
processing.
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Loss of data or program files. The loss poten-
tial is the cost to reconstruct the files either
-from back-up copies if available or from source
documents and possibly the cost to the user of
delayed processing.

Theft of information. The loss potential here
is difficult to quantify. Consider for example
information gathered, collated and then pub-
licly -disseminated which affects marketplace
activity. Knowledge of such information prior
to dissemination would give a trader an ad-
vantage over others who would in effect sus-
tain a loss equal to the trader’s gain. Although
the agency itself would sustain no direct loss
it clearly would have failed in its mission. In
some cases information itself may have market
value as, for example, a proprietary software
.package or a name list which can be sold,

Indirect theft of assets. If the ADP system
is used to control other assets such as cash,
items in inventory or authorization for per-
formance of services, then it may also be used
to steal such assets. The loss potential would
be the value of such assets which might be
stolen before the magnitude of the loss is large
- enough to assure detection, -

Delayed processing. Presumably every appli-
cation has some time constraint on it and
failure to complete it on time will cause a loss.
In some cases it may be relatively easy to esti-
mate the potential loss. For example, a failure to
process payment checks promptly would prevent
the exercise of a prompt payment discount
under a procurement contract. Likewise, delays
in an inventory system may lead to idle man-
power at a warehouse, with secondary losses
to recipients of materials stored at the ware-
house, such as the cost of idle labor at a con-
struction site. In other cases the loss potential
may not be as obvious as, for example, a delay
in issuing paychecks. Sometimes it may be
helpful to use the daily operating cost of an
agency as a rough rule-of-thumb estimate of
the cost of delayed processing in those situa-
tions where a delay would more or less halt
operations of an agency.

It should be noted that the loss experienced
will in general increase with the duration of
the delay. Therefore it is important to establish
the maximum “no loss” delay time and an esti-
mate of the median time to reconstruct the
ADP facility after total destruction. Delay loss
estimates, where losses are significant, should
then be made for a range of dela"f{‘ durations
between these two bounds. Generally three oy
four such representative durations will be ade-
quate to establish loss trends.

The estimate of physical destruction loss po-

tential is quite straightforward. The ADP se-
curity planner with the help of the building
manager and procurement division should con-
struct a table of replacement costs for physical
assets of the ADP facility. This will usually

include the following:

The building itself.

Special equipment installad to support the
ADP facility such as air conditioning, elec-
tric power distribution, raised floor.

ADP hardware and other special equipment
such as decollators, microfilm processors,
keypunches.

Supplies and materials such as magnetic
tapes, disk packs, forms, ribbons.

Office equipment such as desks, chairs, file
cabinets, shelves, typewriters.

Preparation of this tabulation, broken down
by specific areas, with help to identify areas
needing special attention, While the contents
of the typical office area may be valued at $6
to $10 per square foot, it is not unusual to find
that the contents of a computer room are worth
$500 to $2000 per square foot. The estimate
will also be helpful in planning for recovery in
tshzf event of a disaster as described in section

The remaining four loss potential types listed
above are dependent on the characteristics of
the individual data processing tasks performed
by the ADP facility. The ADP security plan-

- ner should review each task to establish which
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losses it is exposed to and which factors affect
the size of the potential loss. Undoubtedly, he
will want to call on users to help make these
estimates, since it is unlikely that he will be
aware of all loss factors.

In order to make the best use of time, the
ADP security planner may want to do some
kind of rdpid, preliminary screening in order
to identify the tasks which appear to have sig-
nificant loss potential. For exaple, he might
construct a table of preliminary estimates like
the following very simple example:

task  Run e e Sensitive ks Co No Gost
?'\Yr:r‘sne 'lf“l‘f‘rre sti‘ggggn enbs‘;tae %)2{{ trolled géikiy
P 16/D Easy No Yes Cash Oneday
Q Online VeryDiff. No No None 2hours
R 25/D Difficult Yes No Cash 8hours
§ 20/W UsesPfilesNo No None Oneweek
T 0.6/D VeryEasy Yes No Inggn; 4 days
e

“1




In this example task P runs 1.5 hours per day,
has files tha{ are easy to reconstruct, has no
sensitive data, but does have proprietary data,
controls cash and appears on first inspection
to be able to be delayed up to one day without
significant cost. In actual practice, the ADP

security planner wouid provide much more de-

" Threat

tail: what files are used and why they are easy .

or difficult to reconstruct, what data is pro-
prietary and how much cash is processed.

Having made the above analysis, he can
then draw these initial conclusions:

Loss Exposure

Loas of Theft of Theft of Delayed
Task Data - Info, Assets Processing
Q es No No FExtreme
R Yes Yes Yes Modeiate
) No Yes Yes Moderate
T No Yes Yes Low
b No No No Very Low

Notice that on a judgmental basis, he has re-
arranged the tasks in descending order of sen-
sitivity. Tasks Q and R should probably receive
early attention and detailed evaluation. Task S
appears to have a low loss potential and prob-
ably will require litle more than confirmation
of the preliminary appraisal.

Having made a preliminary screening to
identify - the critical tasks, the ADP security
planner should seek to quantify their loss po-
tential more precisely with the help of user
representatives familiar with the critical tasks
and their impact on other activities. He should
think about what could go wrong and how
losses could occur, under the assumption that
if something can go wrong that it will, The
fact that a given task has never been tam-
pered with or used for an embezzlement is no
agsurance that it never will be. At this stage of
the risk analysis, the ADP security planner
“should assume the worst, Later he will under-
take to estimate probability of occurrence, but
at this point he wants to identify all of the sig-
nificant potential losses so that each of them
will be addressed by the security program.

1.3.2, Threat Analysis

The second step of the risk analysis is to
evaluate the threats to the ADP facility.
Threats and factors which influence their rela-
tive importance have been outlined in section
1.2, Details of threats are given in the chapters
which follow and, to the extent it is available,
general information about the probability of oc-
currence is given. These data and the applica-
tion of common sense should be used by the
ADP security planner to develop estimates of
%he probability of occurrence for each threat

ype. } A o

While tiie overall risk analysis should be
conducted by the ADP security planner, others
cah contribute to the threat analysis and their

11
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help should be solicited. The following is a list
of threats and suggested sources of help in
analyzing them:

Refer to
section

2.1

Sources of
Information

Building fire mar-
shal and local fire
department

Army Corps of
Engineers
National Earth-
quake Information
Center

National Oceanic
and Atmospheric
Administration and
local National
Weather Service
Office

Building' engineer
and local public
utility

Building engineer
and air condi-
tioning vendor
Federal Tele-
communications
System, building
and local telephone
company

Hardware vendors
and Federal Supply
Service

Building manager,
security director
and the Office of
Federal Protective
Service Man-
agement, GSA.
Hardware vendors
and the Office of
Federal Protective
Service Man-
agement, GSA.
System Design, In-
ternal Audit and
Personnel Division

Fire

Flood 2.2

Earthquake 2.3

Windstorm 24

Power Failure 31

Air Condi-
tioning Failure

3.2

Communica- 33

tions Failure

ADP Hardware
Failure

4.0

Intruders,
Vandals, etc.

6.0

Compromising

5.2
Emanations :

Internal Theft

6.0
or Misuse

1.3.3. Annual Loss Expectancy

The third step in the risk analysis is to com-
bine the estimates of the value of potential
loss and probability of loss to develop an esti-
mate of annual logs expectancy, The purpose is
to pinpoint the significant threats as a guide
to the selection of security measures and to
develop a yardstick for determining the amount
of money which it is reasonable to spend on
each of them. In other words, the cost of a
given security measure should relate to the
loss(es) against which it provides protection.

14
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To develop the annual loss expectancy, one
can construct a matrix of threats and potential
losses. At each intersection one asks if the
given threat could cause the given losz. For
example, one might decide that fire, flood and
sabotage do not cause theft-of-information
losses but that in varying degrees all three
result in physical destruction losses and losses
due to delayed processing. Likewise internal
tampering could cause an indirect ‘“eft of as-

sets. In each case where there can oe signifi- .

cant loss, one multiplies the loss potential by
the probability of occurrerce of the threat to
generate an annual estimate of loss,

As an example of a loss expectancy estimate,
consider the simplified case where there are
three ADP tasks in which loss could result
from delays in completed processing as follows:

| Delay Duration
I3
Task One Hour Four Hours Eight Hours One Day

Further assume ‘that the annual probability of
each such delay duration resulting from elec-
tric power failures have been estimated to be
0.75, 0.31, 0.10 and 0.09 respectively. One could
conclude that the annual loss expectancy from
electric power failure would be:

0.75 x $3,000 + 0.31 x $21,000 + 0,10 X

$67,000 + 0.09 X $260,000 — $38,860 per

year.

The cost of power failures is relatively easy
to estimate since both probability of occurence -

~ and effect on operations can be quantified with

some precision. Air conditioning and communi-
cations failures also fall into this class, Quan-
tifying fire losses is a different matter. One
might deal with them by considering several
degrees of severity and a number of loss types
as shown in figure 1. The probabilities of oec-
currence come from the estimate of inherent
fire safety in section 2.1 and the dollar losses
are from the estimates of loss potential in see-

A - - $10,000 $ 45,000 i i i ) e avnlied ¢
% T 5 5000 12000 50000 tlonh1.3.1].{A sigulgr techn:lque can be 3ppli;g@lﬁo
0 $3,000 16,000 45,000 180,000 earthquakes, floods, windstorms and similar
TOTAL $3.000  $21,000  $67.000 3260000 natural disasters,
Fire Description
Minor Flre Major Fire Total
in ADP Area in Bldg. Loss Fire
Occurrence
Probability 0.10 0.05 0005
Bullding Damage $10,000 $100,000 $3,700,000
ADP Hardware 50,000 10, 2,100,000
3 _ | General Bquip. 5,000 - 285,000
gf Supplies, ete. 10,000 - 180,000
=h | Task D—Delay . - 85,000
£" | Task B—Delay 5,000 7,000 100,000
2 |Task F—Delay 12,000 20,000 250,000
| File- Reconstruct 5,000 .- 7 85.000
Total potential 1088 «oooeene. 97,0(}0 187,000 6,688,(!00
Annual 1088 meveeee e nane $ 9,700 $ 6,850 $ 8842

Krause 1. Bstimating fire loss.

~ Human acts are more difficult to project since
there is no easy way to estimate probability
of occurrence. However, one can probably est:-
mate potential losses with acceptable accuracy
and so pinpoint critical threats. For example,
congider fraud via program tampering. An ex-
amination of tasks which disburse funds might
reveal the following:

Expe%teg ‘P%ggfnm

Tusk Dollars pef Csele (hext gznr%omhu)
J $20,000,000 ]
K 200,000 28
L 5,000,000 10

If one assumed that a 1% theft would definitely
be detected and also that the embezzler would
not attempt to insert a wrongful program
change more often than once in ten changes,
one could draw these conelusions:

Task Potential Theft Fraud Expectation Bst. Loss
d $200,000 0.8 $100,000
K 2,000 2.8 8000
L 50,000 1.0

50,000
§155,000
Siich conelusions might appear improbable.
Perhaps the asstimptions are not valid. The

12 9
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judgment factor plays a large part in arriving
at these conclusions; repeated attempts may
serve to sharpen one’s judgment in such mat-
ters., As a result of iterative analyses, one
might arrive at an annual loss for J of $10,000,
or twice that of K, and for task L a loss equal
to that for K or $5,000; the revised annual loss
potential for the three tasks then would be only
$20,000.

The key point is that in attempting the esti-
mate, & cf;arer picture of the critical exposures
and reasonable criteria emerges. It now be-
~ comes obvious that task K is just as critical as
task J because, even though it disburses only
one hundredth as much money per cycle, the
program is still in a fluid state and therefore
more subject to compromise. Because a quanti-
tative effort has been undertaken, the proba-
bility of occurrence of each threat and its effect
on the ADP facility have been examined re-
alistically. :

Clearly this is not an exact science. Indeed,
it is quite likely that one will have to reappraise
threats and losses more than once, concentrat-
ing on the areas initially identified as most
critical, before the loss expectancy estimate
reaches a satisfactory level of confidence. In
some cases it may not be feasible to generate
more than a rough estimate; however, the
value of disciplined thinking about, risk will be
ample reward for the effort to deal with it in
a quantitative way.

1.34. S‘eleciing’ Remedial Measures

When the estimate of annual loss has been
completed, ADP management will have a clear
picture of the significant threats and critical
ADP tasks. The response to significant threats
can take one or more of the following forms:

Alter the environment to reduce the proba-
bility of occurrence. In an extreme case this
could lead to relocation of the ADP facility to
a less exposed location. Alternatively, a haz-
ardous occupancy adjacent to or inside the ADP
facility could be moved elsewhere.

Erect barriers to ward off the threat. These
might take the form of changes to strengthen
the building against the effects of natural dis-
asters, suboteurs or vandals. Special equipment
can be installed to improve the quality and
reliability of electric power. Special door locks,
guards and intrusion detectors canh be used to
control access to critical areas. o
~ Improve procedures to close gaps in controls.
These might include better controls over opera-
tions, more rigorous pre-hire screening or
standards for programming and software
testing.

Early detection of harmful situations permit
more rapid response to minimize damage. Fire
ot intrusion detectors are both typical ex-
amples,

- Roving guard patrol
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Contingency plans permit satisfactory accom-
plishment of agency missions subsequent to
a damaging event. Contingency plans will in-
clude immediate response to emergencies to
protect life and property and to limit damage,
maintenance of plans and materials needed
for back-up operation oft-site and maintenance
of plans for prompt recovery following major
damage to or destruction of the ADP facility,

The criteria for selecting specific remedial
measures are that the annual cost of the re-
medial measures shall be less than the reduc-
tion in expected annual loss which they bring
about and that the mix of remedial measures
selected shall be the one having the lowest total
cost.

The first criterion simply says that there
must be a cost justification for the security
program—that it returns more in savings to
the ADP facility than it costs. This may seem
obvious but it is not uncommon for an ADP
manager to call for a security measure without -
first analyzing the risks. His experience and
judgment tell him that some particular action
is desirable, While this might seem to ohviate
the need for risk analysis, what it 1really
amounts to is recognition of a possibly serious
but unquantified loss potential. It would be
more appropriate for the ADP manager to
factor his judgment into a quantified risk
analysis.

The second criterion reflects the fact that a
given remedial measure may often be effective
agninst more than one threat. To illustrate:

REMEDIAL MEASURES

THREATS

Flre

InternallBxternal
theft theft

HurrlJthotuue
eane

Fire detection systein

Loss control team X

AR

pandid
- e

Intrusion detectors
Personnel screening
On-site power

~ generator
Back-up plan

band MMM M ;

X

Since a given remedial measure may affect
more than one threat, the least cost mix of
measures probably will not be immediately ob-
vious., One possible way to make the selection
is to begin with the threat having the largest
annual loss potential. Consider possible reme-
dial measures and list those for which the an-
nual cost is less than the expected reduction in
annual loss. (Precigion in estimating cost and
loss reduction is not necessary at this point.)
If two or more remedial measures would cause
a loss reduction in the same area, list them all
but note the redundancy. Repeat the process
for the next most serious threat and continue
until reaching the point where no cost justifi-
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able measure for a threat can be found. When
the cost of a remedial measure is increased
if it is extended to cover an additional threat,
the incremental cost should be noted. At this
point one has a matrix of individual threats and
remedial measures with estimates of loss re-
ductions and costs and thus an estimate of the
neltl saving, which can also.be shown graphi-
cally:

THREATS
REMEDIAL .
MEASURE A B C D
J 20*| 9i11 | 10{0|10 4[118 218|—8
K 20*{15{ 6 | 12/0{12 (0] 8 4(2| 2
* Same effect. o . - T

For each threat, the estimated loss reduc-
tion, the cost of the remedial measure and the
net loss reduction have been given (in that
order). By applying remedial measure J to
threat A at a cost of $9,000, a loss reduction
of $20,000 can be expected (a net saving of
$11,000). Furthermore remedial measure J will
reduce the threat B loss by $10,000 at no addi-
tional cost and the threat C loss by $4,000 at
an added cost of only $1,000. Finally, though,
it appears that it would cost more than it would
save to apply J to threat D. Therefore J would
not be implemented for D, The net loss reduc-
tion from J could he expressed as:

J(AB&C) =11 + 10 + 3
== $24,000

The table indicates that J and K have the same
. reduction effect on threat A. Since K costs
more than J, it might, at first glance, be re-
jected. However,

K(AB,C&D) =5+ 12 + 6 + 2

= $25,000
and
ZA4 422 40+ 2

== $29,000

Therefore, while J and K are equally effective
on threat A, K appears to be more effective
than J on the other threats, but further check-
ing shows that their combined use results in
the greatest overall net loss reduction.

By going through the process just described,
using preliminary estimates for cost and loss
reduction, the ADP security planner can test
various combinations of remedial measures,
This will enable him to identify the subset of
remedial measures which appears to be the most
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effective. At this point the ADP security plan-
ner should review the estimates for the can-
didate subset and refine them as necessary to
establish confidence in the tentative choices. In
marginal situations this might cause a change
of the optimum subset. However, by iterating
the process as required, the ADP security plan-
ner will finally reach the point where he can
recominend a given group of remedial meas-
urrs with considerable confidence. And, almost
as important is the ability to defend the re-
jection of remedial measures which cannot be
cost justified.

If all of the above procedures have been
followed, the following will have been estab-
lished and documented:

e Significant threats and probabilities of oc-
currence.

e Critical tasks and the loss of potential re-
lated to each threat on an annual basis,

o A list of remedial measures which will
yield the greatest net reduction in losses,
together with their annual cost.

With this information at hand ADP manage-
ment can move ahead with implementation of
the physical security program. Since the analy-
sis of remedial measures will have identified
those with the greatest impact, relative priori-
ties for implementation can also be established.

1.4. Implementing the Security Program

In section 1.3 the use of a risk analysis has
been described as the basis for developing an
ADP security program. Implementation of the
program will depend on local conditions and
the practical constraints of time and budget,
but it may not always be clear just where to
begin. The following is a brief outline of a pro-
cedure which should be generally applicable.

¢ Preliminary planning. Establish an ADP
security study team to prepare an ADP secu-
rity program consisting of detailed task de-
scriptions for the next three tasks, a budget
and schedule and responsibility assignments.

o Perform a preliminary risk analysis to
identify major problem areas.

o Select and implement urgent “quick fix”
security measures as needed,

¢ Perform and document a detailed risk
analysis for review and approval

~ o Based on the approved risk analysis se-
lected, cost justify and document action plans
with budgets and schedules for security meas-
ures, contingency plans, training and indoetri-
nation plans and test and audit plans.

1%




o Carry out the approved action plans.

e Depending on the results of tests, audits
and changes in mission or environment, repeat
the detailed risk analysis and subsequent steps
on a regular, at least annual, basis.

The action plans should include adequate
d](m(tilmentation. The documentation might in-
clude:

s A security policy statement which provides
general guidance and assigns responsibilities.

o A gecurity handbook which describes in
detail the security program and procedures and
the obligations of ADP personnel, users and
supporting personnel. :

o ‘Technical standards for system design,
programming, testing and maintenance to re-
flect security objectives.

¢ Contingency plans for back-up operations,
disaster recovery and emergency response.

s Booklets for ADP staff indoctrination in
security program requirements.

Depending on the normal practice of the
ADP facility, these documents may be com-
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pletely separate items or may be included in
ocher documents. For example, emergency re-
sponse plans for the ADP facility might be
included in the agency’s Facility Self-Protec-
tion Plan. Similarly, technical security stand-
ards could be added to existing documents.

The final point to be made is the importance
of continuing audit and review of the security
program. A major effort will be required for the
Initial risk analysis but once it has been com-
pleted a regular review and updating can be
done much more quickly. By evaluating changes
in agency mission, the local environment, the
hardware configuration and tasks performed,
the ADP security planner can determine what,
if any, changes shoula be made in the security
program to keep it efiective.

1.5. Supporting Documents

There are a number of Federal documents
relating generally to ADP security which will
be helpful to security planners. These, as well
as a number of other useful references, are
listed in the bibliography in Appendix B. It is
suggested that this list be consulted by plan-
ners early in their assignment in order to be
able to take advantage of the extensive fund of
knowledge they represent. ‘

2. Anticipating Natural Disasters

2,0. Introduction

This chapter deals with fire, flood, windstorm
and earthquake. These events all tend to have
the same basic effects on ADP operations:
physical destruction of the facility and its con-
tents and interruption of normal operations.
They also represent a threat to the life safety
of the ADP staff. In the sections which follow,
protective measures and factors for evaluating
exposure are presented. Planning for emergency
response is discussed in Chapter 8—Contin-
gency Planning.

2.1, Fire Safety

Experience over the last two decades has
demonstrated the sensitivity of ADP facilities
to fire damage and disruption of operations,
For example, a parts warehouse which included
a $1 million computer system was totally de-
stroyed by a fire. The building, almost 0.8 sq
mi (two hectares) in size, was of non-com-
Lustible construction and had neither sprin-
klers, interior fire partitions nor fire curtains.
Furthermore, the huilding was located just out-
side the municinal fire district, presumably be-

cause of the low tax rate. The fire evidently
started when an electric spark ignited a flam-
mable solvent being used to remove floor seal-
ant. Although the structure, contents and com-
puter system were completely destroyed, the
company’s emergency procedures called for
storage of magnetic tapes in fire-rated vaults
and they were recovered intact. As a result,
and with a major effort on the part of the hard-
ware vendor, a new computer system was op-
erating at an alternate site four days later.
This episode highlights the value of close at-
tention to both fire safety and contingency
planning. A number of such major losses have
involved noncombustible huildings. In those
cases where vital tapes had been safeguarded
and the computer hardware was relatively un-
complicated, rapid recovery was possible, often
in a matter of days. However, it seems likely
that if a large computer configuration is de-
stroved or if back«uP records are inadequate,
recovery would be a lengthy process that could
take many weeks or months, N

" Fire safety should be a key part of the ADP
facility physical security program and should
include these elements:
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¢ Location, design,. construction and main-
tenance of the ADP facility to minimize
the exposure to fire damage.

* Measures to insure prompt detection of and
response to a fire emerg ncy.

¢ Provision of adequate means to extin-
guish fires and for quick human interven-
tion,

¢ Provision of adequate means and personnel
to limit damage and effect prompt re-
covery,

Each of these points is discussed in the sub-
sections which follew. ‘A comprehensive treat-
ment of the subject of fire prevention and con-
trol is also the subject of the Fire Protection
Handbook [21). To quote from the handbook
itself, it *“. . . constitutes an authoritative en-
cyclopedia on tire and its control and is designed
to serve both as a textbook for those learning
the science and as an independent reference
book . . .”. It includes fire contro] considera-
tions in building design und construction, tables
of the fire hazard properties of several hundred
materials, and an engineering handbook on
hydraulic properties, in addition to the other
topics on fire control one would expect in such
a handbook.

2.1.1. ADP Facility Fire Exposure

_ The first factor to consider in evaluating the
fire safety of an ADP facility is what fire expo-
sure results from the nature of the occupancy of
nearby buildings and the ADP facility building.
Generally speaking the degree of hazard as-
sociated with a given occupancy depends on
the amount of combustible materials, the ease
with which they can be ignited and the likeli-
hood of a =:arce of ignition. The following oc-
cupancies have been found to be particularly
hazardous: building under construction; cloth-
ing and textile processing; chemical, plastic,
paint and petroleum processing; electric appli-

< ance assembly; foundries; paper manufactur-
-ihg; and storage and warehousing operations.

The inherent hazard of an occupancy can also
be evaluated in terms of the probable severity
of a fire as a function of the heat potential
(fuel load) of the contents. This relationship
can be expressed approximately as follows:

_Fitel Londing Potentinl fleat
(Buuisalent pounds Relense Kilo- Fire Sevepity
of wood per ealorles per square (duration in
souare foot) centimetor) hours)
5 1 05
10 22 1
20 48 2
80 85 8
. 110 6
70 152 0

A typical office with metal furniture and
storage cabinets will have fuel loading rang-
ing from 5 to 15 pounds per square foot (11 to
33 kcal/em®). A storage room for paper forms
and boxed punched cards, or a magnetic tape
library, will have fuel loads of 50 to 80 pounds
per square foot (110 to 175 kcal/cm ‘).* The
severity of a fire and its effect on the structure
and contents will depend on the rate at which
temperature rises and the duration of the fire.
Thus if the fuel load is so configured and stored
as to retard ignition and combustion of, My ex-
ample, paper records in metal file cabinots,
temperature will rise relatively slowly. If the
same fuel load were in the form of reels of
magnetic ‘tape stored in relatively open racks
the temperature could be expected to rise rap-
idly but the fire would be of brief duration.

The second fire safety factor is the design
and construction of the building. There are five
basic types of construction:

* Fire-Resistive—The structure of the build-
ing—framing, floors, walls and roof—is
constructed of noncombustible materials
which are insulated to protect against loss
of strength as a result of a fire.

® Heavy Timber—Exterior walls are non-
combustible with a 2-hour rating and col-
umns, beams, floors and roof are heavy
timber, Because of the slow burning char-
acter of heavy timber, it will be superior
in performance to noncombustible,

® Noncombustible—The structure is non-
combustible, but lacks protection against
the effect of heat on the structural mem-
bers. The difference is this: while a fire
in a noncombustible building will not draw
fuel from the structure itself, the heat
from the fire may cause the structure to
collapse. A classic example of a noneom-
bustible building fire was a transmission
plant in Michigan. Although the structure
itself did not contribute any fuel to the
fire, the asphalt on the roof provided
enough fuel to completely destroy the
building,

¢ Ordinary Construction — Ordinary con-
struction is the same as Heavy Timber ex-
cept that the dimensions of the timber
portions of the structure are too small to
qualify as heavy timber,

* NFPA computes fuel lond based on a heat of combustion
of 8000 WTH per pownd ; n representutive vafue for wood of
paper, Magnoetie tape s ronghly twiee ns combustibie as '\\‘003.
%0 that 40 th of magustie tape wonld have an 80 1b fuel 10ad.
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e Wood Frame—This is the typical residen-
tial construction using two inch (5 cm)
1l:)hickd framing and one inch (2.5 cm)
oards.

To summarize the above simply, and ignor-
ing design features which can increase fire re-
sistance, one can construct the following table:

) Approximate Fire
Type of Construction lassification
Fire Resistant 2 or 3 hours
Heavy Timber 1 plus hours
Noncombustible 1 hour
Qrdinary Construction Less than 1 hour
Wood Frame Minutes

The actual performance of a building will
depend not only on the type of construction,
but on design details such as:

e Fire walls which in effect divide a struc-
turg into separate buildings with respect
to fires.

Fire rated partitions which retard the
spread of a fire within a building.

Fire rated stairwells, dampers or shutters
in ducts, fire stops at the junetion of floors
and walls and similar measures to retard
the spread of smoke and fire within a
building.

Use of low-flame-spread materials for floor,
wall and ceiling finish to retard propaga-
tion of flame.

To summarize, the four basic fire safety fac-
’;oas and their effects can be tabulated as
ollows :

Factor

Bftect
Occupancy Probability of a fire occurring
Fuel load Intensity and duration of a fire

Construction Type

i , Resistance to structure damage
Construction Detalls

Confinement of a fire

It shouid be understood that this discussion
has been much simplified. However, considera-
tion of these factors by the ADP security plan-
ner as they apply to an existing or projected
ADP facility will help him to determine the
amount of attention he should pay to fire safety.
He will want to seek the assistance of a quali-
fied fire protection engineer in evaluating the
inherent fire safety of the ADP facility and
identifying hazards. A detailed discussion will
be found in “Building Firesafety Criteria” [13].
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The July, 1973 fire at the U.S. Military Per-
sonnel Records Center, Overland, Mo., was an
unfortunate demonstration of the result when
well tested fire safety design criteria are dis-
regarded in overemphasizing protection against
other risks. Lack of sprinkler protection, in-
adequate access to the fire site and related de-
sign deficiencies seriously hampered fire fight-
ing and in the end resulted in much more
damage to records than would have resulted
from the operation of sprinkler heads.

The third factor in fire safety is the way in
which the building is operated. It should be
understood that the inherent fire safety of a
building can be rendered ineffective by careless
operation. This includes: fire doors propped
open; undue accumulation of debris or trash;
careless use of flammable fluids, welding equip-
ment and cutting torches; substandard electric
wiring ; inadequate maintenance of safety con-

‘trols on ovens and boilers; and excessive con-

centration of flammable materials. ADP facili-
ties, for example, have a particular hazard from
the accumulation of lint from card and paper
operations. The ADP physical security program
should strive, in coordination with the building
maintenance staff, to identify and eliminate
such dangerous conditions. Furthermore, it
should be understood that this must be a con-
tinuing effort and a consideration in the assign-
ment of security management responsibilities.
The security audit plan should include verifica-
tion of compliance with established standards.

Specific guidance for the construction of
ADP facilities will be found in chapter 2 of
“Fire Protection for Essential Electronic Equip-
ment” [9]. This document, hereafter referred
to as RP-1, has been adopted by the GSA for
all GSA facilities under GSA Order PBS
5920.4B with certain minor modifications.

2.1.2. Fire Detection

Despite careful attention to the location, de-
sign, construction and operation of the ADP
facility, there is still the possibility that a fire
can start. Experience has shown repeatedly
that prompt detection is a major factor in
limiting fire damage. Typically a fire goes
through three stages. Some event, such as a
failure of electrical insulation, causes ignition.
An electrical fire will often smolder for a long
period of time. When an open flame develops,
the fire spreads through direct flame contact,
progressing relatively slowly, with a rise in the
temperature of the surrounding air. The dura-
tion of this stage is dependent on the com-
bustibility of the materials at and near the
point of ignition. Finally the temperature
reaches the point at which adjacent combusti-
ble materials give off flammable gases. At this
point the fire spreads rapidly and ignition of
nearby materials will result from heat radia-
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tion as well as direct lame contact. Because of
the high temperatures and volumes of smoke
and toxic gases associated with this third stage,
fire fighting becomes increasingly difficult and
often people cannot remain at the fire site.

Given the objective to discover and: dea] with
a fire before it reaches the third stage, one
can see the limitation of fire detection which
depends on detecting a rise in air temperature.
It is for this reason that RP-1 requires that
the areas in which electronic equipment is in-
stalled be equipped with products-of-combus-
tion (smoke) detectors. Such detectors use
electronic circuitry to detect the presence of
abnormal constituents in the air which are
usually associated with combustion,

To be effective in providing prompt detection
the following points should be considered in
designing a fire detection system:

® The location and spacing of detectors
should take into consideration the direc-
tion and velocity of air ilow, the presence
of areas with stagnant air, and the loca-
tion of equipment and other potential fire
sites. Note that detectors may be required
under the raised floor, above the hung
ceiling and in air conditioning ducts as
well as at the ceiling. It may also be wise
to put detectors in electric and telephone
equipment closets and cable tunnels.

® The design of the deiection control panel
should make it easy to identify the de-
tector which has alarmed. This implies
that the detectors in definable areas (for
example, the tape vault, the cast end of
the computer room, etc.) should be dis-
played as a group on the control panel. In
other words, when an alarm sounds, in-
spection of the control panel should indi-
cate which area or zone caused the alarm.
Generally, and preferably, each detector
will include a pilot light which lights when
the detector is in the alarm state. In some
cases it may be determined that there
should be a separate indicator light at the
control panel for each detector. It is also
important to see that the alarm system it-
self is secure. Its design should cause a
trouble alarm to sound if any portion of it
fails, or if there is a power failure. Steps
should be taken to assure that the system
could not be deactivated readily, either
maliciously or accidentally. In a recent case
of suspected arson in a tape library it ap-
peared that the smoke detection system
had been turned off,

¢ Meaningful human response to the detec-
tion and alarm systems is necessary if
they are to be of any value. This means
that the fire detection system should be

designed to assure that someone will al-
ways be alerted to the fire. Typically, we
expect that the computer room staff will
respond to an alarm from the ADP facility
alarm system. A remote alarm should also
be located at another point in the building
which we expect will be manned at all
times, such as the lobby guard post, se-
curity center or building engineer’s sta-
tion, This provides for back-up response
and response when the computer area is
not. occupied. If there is any possibility
that the remote alarm point will not be
manned at all times, a third alarm point
should be located off-site, typically at the
nearest fire station or location of the fire
brigade for the facility.

* [’roper maintenance is essential to the fire
detection system, The nature of smoke de-
tectors is such that nuisance alarms may
be caused by dust in the air or other fac-
tors. Thus there is a tendency to reduce
sensitivity in order to eliminate nuisance
alarms, with the result that detection of
an actual fire may be delayed. To insure
proper operation, it is important to see
that qualified personnel (a vendor repre-
sentative or building engineer) verify cor-
rect operation at the time of installation
and at least once each year thereafter.
Furthermore, each rault condition should -
be corrected immediately. Unfortunately,
there is a common tendency to turn off the
fire detection system or silence the alarm
bell, creating the danger that there will be
no response if a fire should occur.,

In addition to alerting personnel to the pres-
ence of a fire, the detection equipment can be
used to control the air conditioning system.
There is some support for the view that upon
detection, air handling equipment should be
shut down automatically to avoid “fanning the
flames” and spreading smoke. This may not be
the best plan, as nuisance alarms will result in
needless disruption. A preferred technique may
be to cause the system to exhaust smoke by
stopping recirculation and switching to 100%
outside air intake and room air discharge. As
a rule this can be done by adjustment of air
conditioning damper controls and theiy inter-
connection with the fire detection system, How-
ever, it imay be necessary to modify the air
conditioning system. More details will be found
in section 8.2,

2.1.3. Fire Extinguishment
Fire extinguishment is accomplished in four
ways:
¢ portable or hand extinguishers operated by
agency personnel in an effort to control the
fire before it gets out of hand.
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o hose lines used by professional fire fighters
to attack the fire with water.

automatic sprinkler systems which release
water from one or more sprinkler heads
when the airr temperature reaches the de-
sign temperature of the head which range
from 135-280 °F (57-138 °C).

volume extinguishment systems using HA-
LON-1301* which fill the room with a gas
that interferes with the combustion proc-
ess.

A review of the history of fires involving
electronic equipment and the effectiveness of
each of these extinpuishment devices has led
the Federal Fire Council to establish a number
of requirements for extinguishment in Chap-
ter 3 of RP-1. .

First, at least one carbon dioxide extin-
guisher of 15 pounds (6.8 kg) capacity or more
and one 214, gallon (9.5 1) plain water ex-
tinguisher shall be located within fifty feet (15
m) of each piece of equipment. These extin-
guishers are intended to.be used by ADP fa-
cility personnel for immediate fire fighting.
Given prompt detection and response by prop-
erly trained personnel and freedom from gross
fire hazards in the computer area, portable
extinguishers will be effective for controlling
most fires quickly.

To insure effectiveness of portable extin-
guishers, several points must be considered.
Extinguishers should be placed in readily ac-
cessible locations, not in corners or behind
equipment. Each location should be marked for
rapid identification; for example, a large red
spot or band can be painted on the wall or
around the column above the point where each
extinguisher is mounted. It is important to
have all extinguishers inspected. (See ‘Port-
able Fire Extinguishers” [44].) Each extin-
guisher should have an inspection tag affixed
to it on which the inspector signs his name
and gives the inspection date. In addition to
the required extinguishers, it may be wise to
provide five pound (2.3 kg) carbon-dioxide ex-
tinguishers in areas principally staffed by per-
sonnel unable to lift heavy objects. Experience
indicates that such personnel can deal effec-
tively with minor equipment and trash fires if
ltilghter extinguishers are made available to

em.

The second RP-1 requirement is that com-
puter areas be equipped with automatic sprink-
lers and, unless building construction is fire
resistive or noncombustible, that the entire
building shall be so equipped. Portions of the
building which are not protected by sprinklers

¢ [TALON— 1301 i2 a terin applied to bromotriflueromethnne,
a halogenpted extinguishing agent.
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and which cannot be reached easily with hose
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lines from the exterior should have standpipes
and inside hose systems. The automatic sprink-
ler system is the preferred extinguishment sys-
tem for a number of reasons, but the ADP
facility manager may be concerned that in-
stallation of gprinklers will expose the ADP
facility to serious water damage. If the worst
thing that could happen to an ADP facility
were to spray water on the hardware, it would
make sense to omit sprinkler protection, but it
isn't: the worst is a structural collapse of the
building. In an effort to provide effective ex-
tinguishment without damaging side effects,
one might consider a HALON-1301 deluge sys-
tem. Carbon dioxide {CO,) systems represent
a significant .life safety hazard and their use
cannot be recommended. The characteristics of
automatic sprinklers and HALON-1301 are
compared below:

HALON:
1301

Automatic
Sprinklers

Extinguishment

o e

Water cooling and |Chemieal inter-
mechanism smothering of fire | ference with com.
site, bustion process.
Reliability- Very high: limited | Very high: limited
by reliability of by reliability of
water supply. detection system.
Effectiveness Very high. Very high if effec-
tive concentration
is achieved at
fire site.
Life safety None. Some danger {f
hazard concentration
. greater than 1095,
Side effects Prompt cooling and | No side effects if
cleaning of air by |effective; otherwise
water spray with | corrosive toxie de-
nttendnnt damage |composition
to contents. products.

Approx. cost to | $1.00/sq. £t. new | $0.50/cu. ft. of pro-

install huilding, $3.004/ }tected volume. -
sq. ft.. retrofit.
Discharge Afr temperature |Detection system

controlled by ¢ (or auto. recycle)

Minutes and 85 to
$20.

or manual.

Hours and 40% of
installed cost.

Time and cost to
refurbish after
fire

Because of its lower cost, proven effectiveness
and inherent safety, the automatic sprinkler
is the preferred fixed extinguishment system in
most cases. HALON-1301 appears to be better
suited for the initial fire attack at critical
points, such as a tape or disk storage area or
a room housing one-of-a-kind hardware or at
points which cannot be covered effectively by
a sprinkler system, e.g., under a raised floor oy
in a cahle tunnel.
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Automatic sprinkler systems offer a feature
which should be included in the fire safety sys-
tem. Devices called flow sensors are available
which can be insert:d into the sprinkler pipes
to detect the flow oy water. These flow alarms
should be located at the source of water and
at each major branch in the piping and should
be connected to a fire alarm panel. When a fire
causes a sprinkler head to open and discharge
water, an alarm will be sounded alerting per-
sonnel to the emergency. This feature can be
of real value during hours when work areas
are unoccupied, as the security force is alerted
immediately to sprinkler operation and can
shut off the water flow as soon as the fire is
extinguished. To make this easy to do, the
sprinkler system piping should be configured
to supply the computer area from a single
point and equipped with a shut-off valve which
is located in an easily accessible point. All
sprinkler system shut-off valves should have
supervisory switches attzched which will sig-
nal the fire alarm panel if a valve is closed.
This is important because there have been
. many cases where fires were not defeated be-

cause sprinkler control valves had been left
closed inadvertently. In some cases it was sus-
pected that valves were closed deliberately.

The gas extinguishment systeins also have
features which con’ '*:*r to more effective and
reliable quenching. Pres.ure sensors are used
to detect a significant loss of gas and to signal
a trouble alarm. Systems are normally installed
so that there is a delay of up to a minute be-
tween the initial alarm and release of the gas.
With carbon dioxide systems, this allows the
area to be clear of personnel, because of the
serious hazard to life when the gas is dis-
charged. With HALON systems, the delay per-
mits the actual discharge of this rather ex-
pensive quenching agent to be overridden
manually when there is no fire oy when the fire
is quenched easily by using portable extin-
guishers,

If fire extinguishing equipment is to remain
effective, it must have regular maintenance by
properly qualified personnel. “Fire Extinguish-
ing Equipment” [11] is a useful guide to ex-
tinguisher equipment inspection and mainte-
nance. The ADP security planner should work
with the Building Manager and Fire Marshal
to insure that an effective maintenance pro-
gram is in effect. The bibliography lists a num-
ber of standards, guidelines and recommenda-
tions from the National Fire Code published by
ggﬁ National Fire Protection Association [22-

2.1.4 Fire Fighting
The discussion of extinguishment has
stressed the value of prompt, effective fire
fighting, With regard to who should do this
fire fighting, the ADD facility manager should
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consider local conditions carefully to determine
the most practiciil approach to meet this in-
dividual problem. Some ADP fucilities are lo-
cated within large industrial complexes which
either employ their own professional firefight-
ers, have highly trained industrial fire brigades
or are located in close proximity to a municipal
fire department composed of professional fire-
fighters., Conversely, some facilities may be
situated in remote locations where response by
professional or highly trained firefighters is de-
layed or perhaps nonexistent because of travel
distance. Obviously, the best arrangement is
one which results in immediate response by
professional firefighters in time of need. How-
ever, when this is not feasible, other alterna-
tives must be explored—particularly when one

considers the high value of equipment usually

housed within ADP facilities.

In all probability, the enlightened ADP fa-
cility manager will want to establish a first line
of defense against fire involvement between
the time of notification of and response by pro-
fessional or highly trained firefighters, and
will incorporate this as part of the Facility
Self Protection Plan. Every plant, regardless
of size, needs personnel who are knowledgeable
and trained in fire safety. Any practical and

-effective organization for fire protection must

be designed to assure prompt action immedi-
ately at the point where a fire breaks out. This
usually necessitates every organizational unit
or area of a plant having a nucleus of key em-
ployees who are prepared through instruction
and training to extinguish fires promptly in
their incipient stage. Such individuals become
knowledgeable in specialized fire protection and
the systems applicable to the facility in ques-
tion: how to turn in an alarm, which type of
extinguisher to use for which type of fire and

how to use it. Further, such individuals can

serve as on-the-job fire inspectors, constantly
seeking out and reporting and correcting con-
ditions that may cause fires. They can help en-

sure that fire fighting equipment is properly

located and maintained, that storage does not
cause congestion which could hamper fire fight-
ing, and that general housekeeping is main-
tained at a reasonably high level to minimize
fire risk. . ‘
Should a decision be made to establish an
ADP facility fire brigade organization, refer-
ence should be made to the NFPA “Industrial
Fire Brigades Training Manual” [27]. This
document will serve as a useful guide in or-
ganizing and training a fire brigade. The ADP
fire brigade should consist of a fire captain, a

deputy fire captain and several fire fighters on -

each operating shift. Large ADP facilities
should consider more fire fighters to’ ensure
adequate coverage. All other members of the
facility staff should vacate the premises during

fire involvement,
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Designated fire fighters should receive train-
ing each year in extinguishing actual fires
using extingujshers of the type located in the
computer area. in addition, they should under-
stand the operation of fire detection equipment,
alarms, sprinklers and any other fire safety
equipment. To maintain competence, the fire
brigade should meet regularly, perhaps at two
or three month intervals, for brief training
sessions. The fire captain should review any
new equipment or procedures. He might also
lead a discussion about how to deal with a
hypothetical fire situation with questions like:
What equipment should be turned off? Where
is the nearest extinguisher? Other nearby ex-
tinguishers? Would there be any difficulty in
getting at the fire site? Who is notified and
how?, He should also ask for discussion of
newly-observed fire safety problems. Undoubt-
edly the building fire marshal and the local fire
department can and will contribute to the
training program with training materials and
facilities and with advice.

Because of the special characteristics of ADP
hardware and the desire to avoid disruption to
operations, it is important for fire fighting
and loss control measures to be carefully struc-
tured. ADP management and systems and op-
erations supervisors should participate with
the fire marshal and fire captains in develop-
ing guidelines for decisions to power down
hardware, shut off air conditioning and take
related steps. All fire control measures must be
coordinated with the fire department serving
the ADP installation. There should be site
visits to familiarize the fire department with
normal and emergency entrances, electric
power switches, hoses and portable extinguish-
ers, sprinkler control valves, location of covers
for equipment, exhaust fans and ventilation
controls, combustibles storage, building con-
struction and characteristics, and other perti-
nent items. Unique ADP hazards such as the
susceptibility of disk and drum surfaces to

contamination and the presence of underfloor-

electric outlets should be pointed cut.
Emergency planning is presented in more
detail in Chapter 8.

2.2. Flood

The discussion of automatic sprinklers in the
preceding section may have left the impression
that water damage can be dismissed as a sig-
nificant threat to ADP facilities. While it is
true that the damage resulting from operation
of one or two sprinkler heads will be minor
and certainly preferable to the smoke and heat
damage of a major fire, flooding is quite a
different matter. The water may be contami-
nated with dirt, oil or chemicals. Buildings
may be damaged or even destroyed,
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T'ropical storm Agnes which swept through
Pennsylvania in June, 1972, caused severe
flooding. Newspaper accounts reported that
hundreds of computer systems were submerged
in mud and water. The resulting damage ap-
peared to depend largely on location and the
reported time to recover ranged from two days
to two months. The Pennsylvania Bureau of
Management Information Systems reported its
large computer submerged in six feet of water.
The entire reserve supply of certain forms used
weekly, 456 million in all, was lost by another
computer facility, leaving only a one week
supply on hand. A number of computer centers
lost card data files which were not.backed up.

This experience points up two things. First,
if an ADP facility is located in a basement in a
low lying area, disruptions from flooding are
almost inevitable. Second, careful planning for
back-up operation can greatly reduce the time
required to restore normal operations after an
emergency.

Executive Order 11296 was issued in August
1966 in response to growing concern about
flood-related losses in Federal buildings but to
insure optimum use of flood plains by Federal
"agencies. In summary this Executive Order
requires executive agencies to evaluate flood
hazards when locating new facilities, adminis-
tering funds to support facilities, evaluating
future use of Federal facilities to be disposed
of, or when planning land use so as to “pre-
clude the uneconomic, hazardous, or unneces-
sary use of flood plains . . .”. Where practical
and economically feasible, it requires that
flood-proofing measures be applied to existing
structures.

Flood hazard information is available pri-
marily from the Army Corps of Engineers, the
Tennessee Valley Authority and also from the
Departments of Agriculture, Interior, Com-
merce, Housing and Urban Development and
from the Office of Emergency Planning. State
and local agencies may also have information
available about past floods. Basic guidelines
are presented in “Flood Hazard Evaluation
Guidelines for Federal Executive Agencies”
[54]. These guidelines point out that there are
three types of flood areas where flooding can
be hazardous. First are riverine flood plains
where floods are due to heavy rainfall or snow-
melt runoff or to obstruction of a narrow chan-
nel. Second are coastal flood plains bordering
on a body of standing water where floods can
result from high tides, wind-driven
tsunamis (large waves caused by undersea

- earthquakes) or from a combination of these
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effects. Finally, debris cones, deposited at the
base of a mountain by mountain streams, are
subject to flash flooding. If it appears that the
ADP facility is located in any of these areas,
one must give consideration to flood expasure.
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In evaluating the exposure to natural flood-
ing, the ADP security planner should first
examine the rules and regulations issued by his
agency under Executive Order 11296. Next he
should examine such evaluations of flood haz-
ard as may be available for his own building
or other nearby Federal buildings. These
should help to determine the need to look more
closely at the exposure. The information avail-
able will ¢ften allow the ADP security planner
to estimate the probability of flooding to sev-
eral levels. By examining the building layout,
he can then estimate the probable effect on
operations from damage or destruction of con-
tents, interruption of electric power and com-
munications, lack of access to the building, and
the like. By relating these effects to the risk
analysis, he will be able to estimate flood-
related losses as a basis for cost justification of
flood protection measures.

In addition to the overall effect of natural
flooding, one should examine the flood damage
potential from all causes. The first step is to
evaluate the location of the ADP facility within
the building. The basement is potentially the
least desirable location since surface water
from heavy rain or fire fighting water may
collect in the basement. Drains can be equipped
with backwater or check valves to prevent
back up. Electrically driven sump pumps and
ejector pumps may be provided.to augment
gravity drainage. However, in an emergency
situation these may all prove ineffective. Dur-
ing a fire on an upper floor, the pumps and

drains may be overwhelmed since fire fighting

hose streams can easily pump a thousand or
more gallons of water per minute into the
building. Furthermore, it is possible that debris
from the fire area may clog drains and pumps.
Electric power for sump pump motors may be
interrupted by a fire or hurricane—putting
them out of service just when tliey are most
needed. The ADP security planner should at-
tempt to balance the physical protaction offered
by a basement location against the exposure
to flooding and make a judgment about the net
exposure. If the ADP facility is located in the
basement and the flooding exposure is signifi-
cant, it may be prudent to consider these
countermeasures:

L Sqmp pumps (one or more) driven by gas-
oline motors for emergency use.

® Drains equipped with check valves.

© If surface water flooding is a significant
threat, a supply of sandbags can be kept
on hand to be used to construct a dike
quickly. Heavy duty adhesive tape may be
adequate to seal low lying exterior doors.
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® It may be possible to install masonry curbs
around the ADP area to divert flood water.
This will help only with minor flooding but
may be worth the effort.

These measures will be helpful where the
exposure is modest or comes primarily from
internal sources. For existing facilities having
a significant exposure to external flooding, full
scale flood proofing may be required. Excellent
guidance will be found in “Flood-Proofing Reg-
ulations” [61]. This document is in the form
of a model building code and provides guidance
for minimizing flood-related hazards of build-
ing occupancy and for protecting structures
against flood damage.

Flooding may also result from plumbing
leaks. As a part of the threat evaluation, the
ceiling above the ADP facility should be in-
spected for plumbing lines and for holes.
Ideally no pipes should be routed over ADP
hardware areas; where this is unavoidable,
easily accessible shut-off valves should be pro-
vided. Likewise, chilled or condenser water
pipes which suport air conditioning units in-
side the ADP area should have shut-off valves
which can be used to isolate a leak. Major
water lines should be instrumented to detect
abrupt loss of pressure—a sign of catastrophic
failure—to alert the building engineer and,
perhaps, shut off pumps automatically so as
to limit the amount of water which can escape.
All holes in the floor slab over the ADP facility
should be plugged with cement or similar ma-
terial. Many buildings include so called wet
columns. These are structural columns with
adjacent vertical plumbing lines usually re-
ferred to as risers. As a rule one can identify
a wet column because the walls enclosing it
will be larger than most columns to allow space
for the pipes. Since wet columns represent an
increased exposure to leaks or flooding it would
be preferable to exclude them from ADP areas.
When this is unavoidable, each column should
be checked to insure that any leakage will
drain freely to the floor below.

Almost all computer rooms are equipped
with a raised floor to provide a protected space
for inter-cabinet and power cables (and often
as a supply air plenum for the air conditioning
system). If water collects under the raised
floor, there is a danger that these cables will be
affected. Inter-cabinet cables with connectors
at the ends only should be highly water resist-
ant. However, power cables often plug into
receptacles located on the floor, risking short
circuiting and corrosion. Where possible, re-
ceptacle boxes should be raised up from the
floor at least eight to ten em. and the wiring
enclosed in unbroken rigid conduit. It is also
desirable to provide positive water drainage

with floor drains spaced about six meters
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apart. This is particularly important in new
construction where the floor slab under the
raised floor has been depressed to bring the
raised floor flush with the surrounding floor.
This eliminates the need for ramps but, with-
out positive drainage in the depressed slab
area, it is obvious that substantial amounts of
water could collect under the raised floor, Not
only would cables be submerged but each inch
of water will add about five pounds per square
foot to the live load, leading in extreme cases
to structural damage or collapse.

An increasing number of ADP facilities are
now stockpiling plastic sheeting to protect
ADP hardware in an emergency. Several cases
have been reported where the prompt use of
such sheeting has protected hardware against
leakage from broken plumbing or fire fighting
on upper floors. Because of the modest cost
and assuted effectiveness of this countermeas-
ure, it can be recommended highly.

2.3. Earthquake

Earthquakes represent a threat to ADP op-
erations for two reasons. First, an earthquake
- may cause structural damage or collapse of the
ADP facility building, interruption of electric
or communications circuits, loss of utilities and
other direct effects. Second are the more wide-
spread effects on the community : disruption of
transportation, food supplies and other vital
services. As a result, many of the ADP staff
may be unable to report for work and support-
ing services may not be available.

Assessing the probability of an earthquake is
not easy because of the relatively short re-
corded history of earthquakes in the United
States, Figure 2 shows the number and in-
tensity of known earthquakes and figure 3 is a
seismic risk map based on these data. Note that
the latter map merely indicates the probable
severity, not probability of occurrence. On-
going Federally-sponsored research is expected
to lead to the ability to forecast long term
probability and possibly even actual occur-
rence. However, until such techniques become
available it seems prudent for ADP facilities
located in Zone 3 regions to assume that an
earthquake which could disrupt operations for
at least a week will occur at 50 to 100 year
intervals. Furthermore, ADP facilities within
about five to ten miles of major faults should
probably assiime total destruction of the fa-
cility with about the same probability of oc-
currence. ,

There are two types of potential counter-
measures. The first is to select a building with
high resistance to earthquake damage and so
located as to be protected against damage from
neighboring buildings. Locations which shuuld
be avoided include hillsides, land fill areas,
waterfront areas, fuel storage areas, tall struc-
tures (such as buildings, radio towers or trans-
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mission lines) which might fall on the ADP
facility or underground fuel transmission lines.
One should bear in mind that the majority of
the damage from the San Francisco earth-
quake was caused by the subsequent conflagra-
tion which raged uncontrolled from the lack of
fire fighting water. For this reason considera-
tion should be given to using sway bracing,
flexible joints, ete. to make the sprinkler sys-
tem earthquake resistant and to provide a re-
liable on-site water supply. :

Beyond preventive measures such as these,
the ADP security planner may wish to safe-
guard the agency mission by including off-site
operation in the ADP facility contingency plan.
In this case he must be careful to select loca-
tions which are sufficiently separated so as not
to be affected by the same earthquake. Con-
sideration should also be given to the location
and construction of the facility used to store
back-un files, documentation and the like in
order t. assure that these materials will be
undamaged and accessible following an earth-
quake. Valuable guidance in risk analysis and

.remedial measures will be found in “Building

Practices for Disaster Mitigation” [59].

2.4. Windstorms

Windstornr- inurricanes and tornadoes all
represent ;-otencial threats to an ADP facility.
Hurricanes are characterized by high winds
and heavy rain resulting in structural damage,
flooding -and in many cases loss of elec¢tric
power. Of 148 major electric power interrup-
tions in the United States reported during the
period 1954 to 1966, 17 were attributed to hur-
ricanes—an average of 1.3 per year. In 1970,
Hurricane Celia was reported to have affected
some 50 data processing facilities (some quite
seriously) in the Corpus Christi area. Power
was off for as much as 36 hours. ,

A study of hurricane frequencies based on
occurrences during the period 1886-1970, re-
ported in “Atlantic Hurricane Frequencies
Along the U.S. Coastline” [48], will be helpful
to the ADP security planner in evaluating the
exposure of his facility. Results of the study
{or high probability areas are summarized be-
ow:

Annual
Probability )
(Percent) Locations -
16 Fort Lauderdale, Florida
15 Palm Beach, Florida
14 Brazoria County, Texas
13 Lafourche Parish, Louisiana

13 Mobile, Alabama-Pensacola, Fla.
13 Key West, Florida

12 Chambers County, Texas
11 Carteret County, North Carolina
Matagorda County, Texas
Franklin Parish, Louisiana

St. Bernard Parish, Louisiana

DO O




BEST COPY AVAILABLE

FIPS PUB 31

S—

Nn‘ \lnlr.\

‘9961 ybnosyz saw3S Pas} ayr fo sayonbyavs Swivwvg g TVANJ

— —

L - B

AIARAS D113Q0IO ANV L1SVO)D
NOILYUISINIWAY S3D1A83S IDONIIDS IVINIWNOWIAND
1D13N) ¥3INID NOILYWIOANT INVADHINY I TYNOILYN

A

2 . % ,.:.\w

[ w3
1ae100-wr
n\-'

\‘ -
) rw... "

LTy veeres

. ey

AS 03N4WOD

996! HONOYHIL

~ — e // wx |S3LVIS QILINN 3HL 4O SINVNOHLYVI 02.0<i<£
BYWYH N N . . 3
C 3 i B .. A B : Syx3yL i 0 _
. }- } : SO i ,.
| m _ v ssim \ © i X .
‘ 1 '
‘\v ~v9 ” ” »Mw et _, !
[ ) e : __ ; Ty ! wow
T f S :
. k) 3 S ° @ r\ | .. “ ‘” i N ! .~
y . ® _.. : - z wHv S ® By
’ o g ‘ 7 <..%o e /.\ ps
.,\R\\. M % R 87 .
ﬂ\."m’ o) 3._ ) 5 : : o o ; .

o~ ' . g SNYX
ua‘w L4 ' .% mw..) . : ~
‘s ~ v A eh M - Y4 N* t s ,w ” 0103
nﬂ.,./fw * » Loan . / R | -
3 J.MOq_w\! ‘ mr U ¢ .o N .
o Bl 111,
s.v_.z,sﬂ\ QN0 9 P . ® B
vl . @ P RS
o0 nx?? o » vmor .
L € . ] ® Lo
ST - . . b _
.x. = . HOVW . . : 0im
L .&”n_a ® - . \
,. 1 a L) i . - Y a s
“ i o Siw : o i ! -
RIS o P Y e + - - + -
¥ * - i J .
Y .&nmnn - b F K ;
2, .- 0 R .
K t.n N .OA e ;.nr‘ - . | . NN
81 . - .H- -
4 g 5 ( » _ a ;N . . :
e, gl@e ® . P _ Lo, o ‘
. S 3 L . . . .. e i
: { 4 e .w
. s - s . . °
Ng .
: 3 hﬂfao N o . v Z
H v L v 4 ‘- —_— ‘). 1 w "
3 . o \
. - v . a e Te
X ' * . &
. - S 7 O -
- ’ - ) - . - ! . . e .\ . !
. < an P &9 - . - Y o~




0s/62
-35303 papsus) Y3 fo dvy ysry MuUSIS g TUADIL

(SOBISN/VYSSI) SAPMIS WIS |EUORIPPE UO Paseq ‘6961 W1 Paseajds dey (8) “sTuawanowr punob jeauoziey
1 pue [e21113n 3|Gisia ‘saanssyy ‘abewep 1836 ‘szop 1sabaej tubisap poob 1o sBuip|ing o3 abewep a|qeiapisuod ‘1sabie] puodas ‘ubisap poob 30 sbuipling 01 abewep 3ybijs “33aj(eeus Ixau 1ubisap
,», poob 30 sbuipping 03 abewep 3|qi6yBau ‘s10p 1S3jjELS 1SMO]|0}) SE PaLiyap ale pue ‘sayenbyied Suibewep J0 $32ua11n520 ised Juasa1das SIOP 3y ; “suone|nbas pue sapod buipjing Aueuws o3ul
paiesodiodul pue ‘ZG6L-8v61 U! Pajiduwod deyy () '€ au0Z 1Se0D 153M B Ul SB § AU0Z 15e0) Ise3 ue ul Apuanbaiy se und20 03 Paldadxa 3q Jou pinom abewep axenbyrses sofews “Ajjeniose

parjdiul S1 3)e2s-3u) LOLILIOD Of "SUORIPUOD 1ed1sAyd (B30} JAPISUOD JOU OP INQ ‘s30UIA0.d pue s3amanas 216010a6 Jofew pue sa)enbylies ;0 30ULINIIO [ENIDL I LO PaIseq e sdew
ay} -piezey unay-6uo) 3yl 3o eap: ybnoa e Ljuo amb ued sdews Yons ‘sajeIg PAIIUN Y UI SIUBAS DNULSISS JO A01S1Y Pap10331 119Ys AfaAIR]31 Y] JO asnedag sdewd 3S1 DIWSIAg

"1E61 30 3jedg A | 4182 PIYPPON

*$9u0Z ~NoeA Ay
01 s8uies SuuBisse w1 PIIPISUOD JOU Sem JUOZ YIE ul SAYenbylied SuiBewep
30 32uaN330 30 Louanhazy Jqeqoad ayy Aayde menbylies Yyum pajeresse
2Q 0} ParaNaq $32uIA03d pue $3n1INsYS 21301093 solews jo uonesapisuod pue
12523134 LIRS 3O DUIPING SANENbYLIEd ISAY YlIm PIJLDOSSR SIISURW o W I
2y} pue saxnenbylied Suiewep JO LONNQLISIP UMOUY 3} LO Paseq st dews sIyf

‘31835 o W'IN 243 30 J3yBiy pue LA Ansudlur o} Spuedsassed TaBewep soley - £ INGZ
‘3RS o W'IN Y} 1O 1A AUSUAW 0) SPUDUSDSI0D ‘dBewep NeIPOW - 2 INOZ
N ARG W AW o
\ 1A PUB A SIISUBUL O} SPUOJSIII0D 'SPUOIS O'T
/ uey) 1316333 spouad |BJUBWEPUN} 3 SIININLLS O}
\ «\, \W,N, afewep asned Aew saxenbyliea Juelsip adewep souny ~ 1 INOZ
AL
& dBeusep ON - 0 INOZ

.//mwb<ﬁm A31INN JHL O dVYW NSIE DIWSIIS

26

BEST COPY AVAILABLE

FIPS PUB 31




FIPS PUB 31

Other localities on the Gulf and Florida
coasts have probabilities in the range of 4%
to 8%. The probabilities for Atlantic coast
areas not listed above range from 7% to zero.
If the ADP facility is in or near the high prob-
ability localities, the ADP security planner
should give careful consideration to the threat
from hurricanes. _

Apart from measures to protect against
flooding and electric power failure, described
elsewhere in these guidelines, one should con-
sider the resistance of the "ADP facility build-
ing to wind damage, particularly windows
broken by wind-driven debris or damage from
falling trees, utility poles and the like. A “walk-
around” inspection of the building should be
adequate to identify potential trouble spots.
Since ample warning is usually available,
thought should be given to stockpiling plywood
or similar materials for temporary protection
of exposed windows and doors.

The occurience of tornadoes by state during
the period 1953 to 1969 is depicted in figure 4.
There was an average of 642 tornadoes per
year. The mean number per 10,000 square
miles per year is tabulated below for the high
incidence states:

tornado incidence by state and

BEST COPY AVAILABLE

Tornadoes/

State 10,000 Sq. Mi./Year
Okiahoma 8.5
Kansas 6.0
Indiana 6.0 .
Massachusetts b4
Florida 4.9
lowa 4.5
Nebraska 4.3
Missouri 4.3

For all other states the incidence is less than
four. There is some evidence to suggest that
tornadoes tend to reoccur in some relatively
limited areas. Therefore one should not base an
estimate of occurrence probability on the gross
figures given above. Rather, if the ADP fa-
cility is located east of the Rocky Mountains,
the ADP security planner should consult with
local authorities of the nearest Natjonal
Weather Service office for information about
the past record for the location of the ADP
facility.

area 1953-1969
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FIGURE 4. Tornado incidence by State (1069-1969).




During a recent tornado in Georgia a water
main above the computer room of a data proc-
essing facility ruptured and caused extensive
flooding and the building evidently was badly
damaged. Rapid reconstruction of the computer
room in a nearby company building and hard
work by the ADP staff and vendor engineers
were major factors in rapid recovery. An effec-
tive data base management system and central-
ized administration of it, were also important
factors. Some work was performed at off-site
facilities and a week later work was back to
the normal schedule at the temporary location.

Even if there is no damage to the building

FIPS PUB 31

itself, an ADP facility may lose electric power
because of a nearby tornado. During 1954 to
1967 there were ten major electric power in-
terruptions reported to be caused by tornadoes
and seven more to be caused by high wind.

To summarize, historic data should give a
good indication of the probability of occurrence
of hurricanes, tornadoes and high winds.
Where the probability warrants the effort, the
ADP security planner should give attention to
measures to protect against building damage,
flooding and clectric power failure and should
see that the contingency plan has the capability
to meet such situations satisfactorily.

3. Supporting Utilities

3.0, Introduction

Every ADP facility is dependent on support-
ing utilities: electric power, air conditioning
and often others such as communications cir-
cuits, water supplies and elevators for its
operation. The ADP security planner should
consider the probability of occurrence and the
effect of breakdowns, sabotage, vandalism and
such accidents as fire, flooding and the like on
these utilities. He can then relate the effects to
the needs of the ADP facility as established by
the risk analysis. This chapter discusses the
factors affecting such events and measures to
guard against them.

3.1, Electric Power

Electric power as it affects ADP operations
has two significant characteristics: quality and
reliability. Quality is used here to refer to the
absence of variations from the normal wave-
form which are too small to be recorded by the
local electric utility company but, depending on
the ADP hardware, are large enough to affect
operation of ADP hardware. Typically the
ADP hardware rectifies the alternating elec-
tricity. filters and voltage-regulates the result-
ing direct current and applies it to the ADP
circuitry. The filtering and regulation cannot
be expected to eliminate voltage variations be-
yond a reasonable runge. If line voltage is 907r
or less of nominal for more than four milli-
seconds, or 120% or more of nominal for more
than 16 milliseconds, one can expect exces-
sive fluctuations in the DC voltage applied
to the hardware circuitry. The effect on the
cireuitry is difficult to predict since it will
depend on the amount and duration of the
fluctuation and the state of the hardware, One
may expect to find logie errors, erroneous data
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transfers or, in extreme cases, damage to hard-
ware. Such things are usually obvious immed-
jately, while other effects can go unnoticed
until much later, if ever.

" These power line fluctuations, usually re-
ferred to as transients, can be caused by light-
ning strikes. Their probability of occurrence is
dependent on the number of thunderstorms,
the spacing between substations and the use of
underground, as opposed to overhead, distribu-
tion lines. Figure 5 shows the incidence of
thunderstorm days in the United States. Ex-
perience has shown that there will be approxi-
mately one lightning induced transient at an
ADP facility for every three thunderstorm
days, with a somewhat higher rate in rural
areas and about one third as many in urban
areas where distribution lines are under-
ground.

Utility company transients are more difficult
to predict but it is not unusual to find a tran-
sient every morning at about 7:30 a.m. when
energy demand begins to build up and power
factor correcting equipment is switched off-
line. As a rule, such transients will not affect
ADP operations, but cases have been reported
where major problems were experienced every
morning.

Internally generated transients will depend
on the configuratinn of power distribution in-
side the building and the percentage of total
load represented by the largest single switching
load. The effects of internal transients can be
minimized by isolating the ADP hardware
from other building loads. Ideally the computer
area power distribution panels should be con-
nected directly to the primary feeders and
should not share step-down transformers with
other loads, particularly high horsepower mo-
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are observed—for the
United States.

FIGURE b. Thunderstorm days.

tors. A typical power distribution system is
shown in figure 12,

This discussion has outlined the causes and
effects of power line transients, but it is diffi-
cult to develop good estimates for frequency
of occurrence from abstract considerations.
Fortunately, equipment is available which en-
ables one to measure the actual occurrence of
transients. Typically the device will include a
strip chart recorder and electronic circuitry
which will cause even brief or minor transients
to be permanently recorded. By comparing the
times when transients occurred with the con-
sole log records of abnormal operation one can
usually determine the number of disruptive
transients in a given time period and often the
cause of the transient. Such measurements
should be made for at least a month and some
ADP facilities do so continuously. However,
there are two pitfalls. First galvanometer re-
corders will not respond to brief transients and
so display only the line voltage trend. For this
reason they will not be helpful in dealing with
transients. Second it is important to see that a
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qualified electrical engineer supervises meas-
urements closely. If the measurements are to
e useful, they must be carefully made, intelli-
gently interpreted and correlated with other
inputs. Discussions with representatives of the
local electric utility will also be helpful in
understanding the causes of observed tran-
sients.

The second basic quality of electric power—
reliability—has to do with the number and
duration of occasions when the line voltage de-
parts from nominal for periods too long to be
considered transients. One may observe sus-
tained undervoltage (brownout) or actual fail-
ure (blackout). Brownouts are a result of load
near to or equalling generating capacit‘fr, In
extreme cases the public utility will deliber-
atelv reduce line voltage by a maximum of 8%
to stretch the generating capacity to meet de-
mands. As a last resort they may actually
disconnect a portion of the load, a procedure
referred to as “load shedding,” but which, for
affected customers, is a blackout. In addition,
blackouts may result from windstorms, floods
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and similar causes noted in Chapter 2, from
failures of electric system equipment or, in
rare cases, from human error.

The famous Northeast blackout of 1965 re-
vealed basic defects in the systems and pro-
cedures for power pool management. Hope-
fully, the measures since taken to increase the
reliability of the national electric system make
a repetition unlikely. Nonetheless, certain prob-
lems remain, e.g., the inherent reliability of
generating equipment, particularly very large
units; and .new probems are arising, e.g., en-
vironmental protection measures, which make
new construction to meet growing demand a
lengthy process. The probability of occurrence
of a blackout will depend on both random fail-

ures at a more or less constant rate and the

need for load shedding which depends on the
amount of reserve generating capacity. Each
factor must be evaluated separately.

During the first half of 1967, fifty-two sig-
nificant random power failures in the United
States werc reported by the Federal Power
Commission (FPC) [10]. It seems reasonable
to assume that this is a representative sample
and that similar failures will occur at the same
rate in the future. Less widespread or less
significant events are not centrally reported
—events such as transformer breakdowns, lo-
cal accidents severing electric lines and other
mishaps. There is no way to predict the fre-
quency or imminence of these random or near-
random events.

The same FPC report suggests that the du-

ration of randomly caused blackouts is about
as follows:

: Percent of Cumulative

Duration Total Total

9 - 15 minutes 6 6
15 - 30 minutes 369- 42%
30 - 60 minutes 187 60~
1- 2hours 14 4%
2. 4 hours 10% 84%
4. 8hours 8% 92
8-16 hours 677 98 %
16 or more hours 2% 1007

The probability of loss of service due to
blackouts or load-shedding by the local utility
can be foreseen to some extent by becoming
familiar with its generating capacity, its re-
serves and, possibly, its current reliability and
maintenance situation. If the reserve capacity
is 207 of peak load, the probability of load
related blackout is very small. As reserve ca-
pacity approaches the capacity of the largest
single generating unit, the probability of a
blackout rises rapidly and an even lower re-
serve capacity represents a precarious situa-
tion, Current information in this and related
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areas can be obtained from FPC reports and
the National Electric Reliability Council [22].

By considering all these factors, one can esti-
mate the effect of power transients and failures
with some confidence. By referring back to the
risk analysis, he can then estimate the cost of
these transients and blackouts to the ADP fa-
cility. This cost estimate is then used to cost-
justify protective measures. Of course, one
should be careful to take into consideration
projected growth in particularly sensitive ap-
plications such as real-time or teleprocessing
in projecting future loss potential.

With a reasonable estimate of potential
losses, the ADP security planner is in a posi-
tion to evaluate candidate countermeasures on
a cost-performance basis. There are a number
of possible measures which address one or
more quality problems at a range of cosis. In
the discussion which follows, general price
ranges are included and will be stated in terms
of kilovoltamperes (KVA) of load. While these
prices will be helpful for preliminary analysis,
they should be used with caution and final deci-
sions should be based on accurate estimates.

As a part of the analysis of protective meas-
urcs, the ADP security planner should obtain
an accurate tabulation of these types of loads:
the ADP hardware including data transmission
devices, data conversion equipment, air condi-
tioning equipment, normal and minimal light-
ing and other equipment essential to emergency
operation such as boilers, power doors, etc.
He should make a “one-line” diagram of the
electric power distribution arrangement for the
building, particularly for the loads given above,
down to the individual breaker panel level.
These data are necessary to evaluate possible
remedial measures to be described.

If the major loss is expected to come from
internally generated transients, a rearrange-
ment of the power distribution may effectively
solve the problem. No useful cost guidance can
be given since it will depend on the particulars
of the specific situation.

In some cases it may be economically feasible
to connect the building to more than one utility
feeder via transfer switch. Thus if one feeder:
fails, the building load (or by splitting the
main bus bar only critical loads) may be trans-
ferred to the alternate feeder. This technique

{i of greater value if the two feeders connect to

different substations. Since dual feeders only
protect against localized blackouts, they are of
limited value but one may in some situations
find the cost justifiable. o

A voltage regulating transformer (VRT)
will provide significant protection against mi.
nor long-duration transients (4 milliseconds or
more) and brownnuts at a cost of about $100
to $200 per KV A of load. However, VRT’s will
not protect against brief, high-intensity tran-
sients or actual power failures.
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At a cost of $200 to $300 per KVA, one can
install a motor-alternator (motor-generator)
set which includes an energy storage flywheel,
as shown in figure 6. Such a configuration will
protect very effectively against transients and
power failures up to about 15 seconds in dura-
tion. While reliability is quite high, one must
allow for regular maintenance, particularly of
bearings. It will be necessary to provide a spe-
cial room for the equipment because the acous-
tic noise level is quite high and thie floor load-
ing may be above normal.

A number of vendors now offer what are
referred to as uninterruptable pov’er supplies
(UPS). The typical UPS consists of a solid

state rectifier which keeps a battery charged .

and drives a solid state inverter. The inverter
synthesizes alternating current for the com-
puter. A simplified block diagram is given in
-figure 7,

In effect, the UPS simulates the motor-fly-
wheel-generator set with the battery acting as
a huge flywheel. Depending on the ampere-

A.C. Input
Alternator

Quren 5 ;
&)
Q:)

-\

AC.
Motor

/ Speed |
Flywheel | Control
Y
To Computer .

Loods

hour capacity of the battery, the UPS can
support its load for as long as 45 minutes
without input electricity. At the same time, it
will filler out transients and compensate for
brownouts. The cost for a UPS is in the range
of $700 to $900 per KV A plus installation and
site preparation costs, such as added air condi-
tioning and floor reinforcement.

To provide extra capacity, to clear load faults
and to protect against a failure of the UPS,
one can insert a static transfer switch between
the UPS and the computer loads as shown in
figure 8. The control circuitry for the static
switch can sense an over-current condition and
switch the load to the prime power source
without causing a noticeable transient.

When the total load exceeds 100 KVA or so,
it may be economically feasible to use multiple,
independent UPS unics as shown in figure 9.

‘Since each unit has its own disconnect switch,

it can be switched off line should it fail for any
reason.

Motor & Flywheel
« ; Speed

Alternotor
Speed

Qutput Fails —/
/ _

Typicol

FrauRe 6. Typical motor-alternator set with flywheel energy storage.
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A.C. Solid State D.C. - Solid State A.C.Ou'put’
In—..put Rectifier Inverter To Computer

Loads

~2_ Battery For
Energy Storoge

NIl

FIGURE 7. Simplified block diagram of an uninterruptable power supply.

-
I Syne.
) signal

Solid Stote Solid State

|
— Rectitier ; > Inverter |
l
I

Battery — | Control

, L e J
; Solid State/u

Transfer
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FIGURE 8. UPS with transfer switch.
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A.C. Input A.C. Output to
—tn P # —9 N0-Y —p
v.PS ! 4' ! Computer Load
|
L- Cont
U.R.S.#2 —" ‘
|
i
L {cont.
——— U.PS. #3 r—oTt,v
| ]
[}
L~ Cont.’

FIGURE 9. Multiple independent UPS units.

Finally, if the risks analysis has shown a
major loss from power outages beyond 30 to 45
minutes, one can install on-site generation, as
shown in figure 10 at a cost of about $100 per
KVA plus installation and site preparation.
The prime mover may be a diesel motor or a
turbine. When the external power fails, the
control unit starts the prime mover automat-
ically which in turn brings the generator up to
speed. At this point, the UPS switches ovar
to the generator. Barring hardware failures,
the system will support the connected load as
long as there is fuel for the prime mover. Note
that the generator must be large enough to
support other essential loads such as air condi-
tioning, minimum lighting, etc., as well as the
UPS load.

There are many variations on the configu-
rations shown here. If it appears that one or
more of these measures can be cost justified.
one should seek expert help in determining
optimum performance specifications and the
best overall solution to the problems of inte-
gration into the building power distribution
before deciding on a particular configuration.
Furthermore, one must remember that in addi-
tion to the rough cost guidelines given above,
one must allow for any special installation
costs, the cost of the floor space required for
tne equipment, the cost of any needed altera-
tions to the air conditioning for the space, the

cost for eguipment maintenance and the cost
of additional electric energy which will be
disripited by the equipment. Because of these
complex cost factors, the analysis is a lengthy
proceax, It is hoped that the discussion here
wili pr- wde enough information to perfiit the
ADP security planner to determine if a de-
tasled analysls is warranted. A helpful discus-
sion of {IPS systems will be found in “Con-
sultants Guide to Uninterrupable Power Sup-
ply S . «ma"™ [57].

In the event of a fire, flooding or other
emerge ~y, It is important to be able to shut
off electrie power quickly, easily and selective-
ly. First, one can use the power-off switch on
the individua! unit. However, one should re-
rembe, that the power cable and circuitry up
to and including the built-in power-off switch
ave gtill erergized. These can be de-energized
by manuul,y tripping the branch circuit break-
er at the distribucion panel. To do this easily
and efectively, several conditions must be met.
Distribution panels should be located in the
computer room and access to them must be un-
obstructed. It is not uncommon to find distri-
bution panels hidden by other equipment or
otherwise difficult to reach. Individual circuit
breakers must be clearly marked so that one
can quickly and accurately determine which
circuit hreaker is associated with each hard-
ware unit. Finaly, one can disconnect all power




from computer room loads except for room
lighting. While this can be accomplished by
throwing the necessary disconnect switches,
they may be located some distance from the
computer room. To avoid this problem, RP-1
[9] requires that a master control switch be
located near the console and just inside each
principal entrance to the computer room
which, when depressed will disconnect power
to all electronic equipment. NFPA Standard
No. 75 [34] requires that power to ventilating
equipment be disconnected as well, but it is
suggested that this not be done without first

l__—__—_'—_—l

l Alfernafor}

Control
' :
AC. l
input = | ;.f
L e e
*Onﬂonol
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considering the factors given in section 3.2,

While these master control switches per-
form a vital emergency function, it is obvious
that their inadvertent operation will be ex-
tremely disruptive. For this reason it is im-
portant to see that they are clearly marked
as to function and physically designed to re-
quire deliberate effort to operate them. Figure
11, shows one solution to this problem. The
master control switch shown in the figure is
inside a plastic box located about six feet (2.0
m) above floor level. Accidental or careless op-
eration appears to be highly unlikely.

On-site
Fuel Supply

ey

\ Prime Mover

*  To Critical
U.P, s. —
Computer Loods

To Other

Critical Loads

FIGURE 10. UPS with on-site generation.

FIGURE 11. Plastic box to protect master control switch against inadver.ent operation.
Photograph courtesy of Shell Oil Company

]
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A one-line diagram of a typical building
power distribution system is shown in figure
12 to clarify the preceding discussion. Begin-
ning at the top, we see that power flows
through a series of step down transformers,
disconnect switches and overcurrent protective
devices (fuses) until it reaches the individual
" distribution panels. Each panel has a number
of circuit-breaker protected branch circuits to
which individual hardware units are con-
nected. This basic configuration can be modi-
fied in a number of ways to enhance quality or
reliability. First one could take pains to iso-
late ADP circuits from equipment which gen-
erate transients, e.g., high horsepower motors.
The greater the distance from the ADP facility
to the substation, the greater the probability
of a feeder failure, all other things being equal.
If feeder failure appears to be a signicant
threat, one can usually arrange for a second
feeder (ideally from a different substation) to
be run to the ADP facility. A transfer switch
which can be either manual or automatic is
used to switch the step down transformer from
the primary feeder to the back-up feeder in the
event of a failure. Alternatively, one might
isolate critical building loads, e.g., ADP bus
bar, ADP air conditioning, emergency lighting,
security hardware, and supply them through
a completely separate power distribution sys-
tem. In this case only the critical load need
be switched to the back-up feeder. This ar-
rangement insures isolation, and the cost of
the back-up feeder is reduced since it does not
have to carry the entire building load. This
mt::y have a major impact on the cost justifi-
cation.

With the help of the building manager or
engineering staff, the ADP security planner
should check these points about the power dis-
tribution system: :

(a) Electric wiring conforms to the require-
ments of the National Electric Code [55],
NFPA No. 75 [34] and RP-1 [9].

(b) Procedures are established in coordina-
tion with the building manager to insure that
electrical maintenance work is coordinated
with ADP operations to avoid inadvertent
shut-off of computer room, air conditioning or
communications power. It may be desirable to
label sensitive disconnect switches “up stream”
of the computer room, but not in such a way
as to flag them for a saboteur.

(c) All electric power distribution equip-
ment is adequately protected physically
against accidental damage or sabotage. Pro-
tection may include such things as control over
access to electrical equipment rooms and clos-
ets, barriers to protect utility poles and ex-
terior transformer pads against damage by
vehicles and avoidance of proximity to fire
hazards.

In summary, the appropriate steps should
be taken to assure that the quality and relia-
bility of electric power will satisfy the needs
of the ADP facility. Depending on the risk
unalysis and cost factors these measures may
include changes to the power distribution sys-
tem configuration, dual feeders, devices to filter
out transients, uninterruptable power supplies,
devices to compensate for brownouts, on-site
generators and physical protection against
tampering, sabotage or accidents. In addition,
the wiring should conform to applicable
codes and be properly integrated with the fire
safety program.

3.2 Air Conditioning

Properly conditioned computer room air is
important for three reasons. First the elec-
tronic circuitry requires fairly close tempera-
ture limits to minimize erratic operation. High
temperatures (above about 30°C) may cause
permanent damage to ADP hardware. Second,
humidity control is required to assure proper
operation of tabulating card devices and tape
drives. Excessive humidity may cause cards to
swell and feed erratically. Very low humidity
often leads to static electricity buildup which
can affect tape handlers, line printers and
sometimes the ADP hardware itself. Finally,
it is important that the room air be free of
contamination which may be corrosive, con-
ductive or large enough to cause disk drive
head-craches.* To the extent that controls over
temperature, humidity or contaminants fail,
ADP operations may be hampered or hard-
ware damaged. In extreme cases it may be
necessary to suspend operations until the situa-
tion can be corrected. Furthermore, if the
computer room is a part of a building-wide
air conditioning system, smoke from a fire else-
where in the building may be introduced into
the computer room.

In order to properly assess the exposure to
these potential hazards, the ADP security
planner should review the air conditioning sys-
tem for the ADP facility with the building
manager. Figure 18 shows a typical air condi-
tioning system in diagrammatic form. The
heart of the system is the air handling unit
(AHU) through which computer room air is
circulated by a fan. The function of the AHU
is to provide temperature and humidity control
and air filtering. To refresh the room air, out-
side air is drawn in through a louver in an
exterior wall and mixed with return air. In ad-
dition, there may be an exhaust fan as well.

* One type of humidifier operates hy atomizing water wnd
injecting ft into the nlr stream. Thix type should not be used
In- hard water ureaxr beenuse minerals in the water wil' be
deposited on the ADDP® hardware,




Connection to Local Utility Feeder

Separate or Alternate
Connection to Utility S?. )
ep-down

Feeder :\,I/- Transformer
Disconnect
Switch
Overcurrent
Protection

Main Building Bus Bar

FIPS PUB 31

Transfer 1
Swiitch

Master Control
Switch

Trede$ "o

E\"‘ | ADP Bus Bar

A G
Individuol ' —“l—__'.
ADP Units ,‘..__T_m _nT—’
—r [ e — >
| |
| |
| |
‘—— —---—J

Typical Distribution Panel

FIGURE 12, Simplified one-line dingram of power distribution.

Aar
ot




FIPS PUB 31

Heat to
Air

5§ 1

NN

Heot ™!  Heogt
Exch. 7 puergp
?
Exterior é %rCUL
ump
Walls % "

(Filter

L1/

-
Outside P 8_"3"
Ar—

I

Air Hondling Unit

f Ducts \'\

Reheot
Cooling

Control
Dampers

7
/
é
.
7

Heat to Room Air

¢ 4

Computer Room

\

lthll
coo ol YXYYY!

Supply <~
Air

b
VIIP L, 777475,

Exhoust }
Air

ADP
Hardware

F1GURE 18, Cross-sectional schematic diagram of a typical air conditioning system.

36

1




Air flows through ducts, usually made of sheet
metal, and proportioning is controlled by mo-
torized dampers. To perform its function, the
AHU needs a supply of water or steam for hu-
midification during periods of low humidity,
and some way to exhaust the heat removed
from room air. This latter is done by connect-
ing the AHU with some kind of heat pump (a
chiller, direct expansion unit, etc.) by means
of a refrigerant (e.g., chilled water) circulated
by a pump. Likewise, the heat pump must have
some means to dissipate the heat, usually a
cooling tower or condenser.

The actual arrangement of system elements
will depend on its size and local conditions.
For example, a typical residential window air
conditioning unit will combine all the functions
except humidification into a single unit. Quite
often computer rooms make use of so-called
packaged air conditioning units which perform
all functions except air intake and exhaust and
heat exchange. In large buildings it is quite
common to use one or a few heat pumps to sup-
port building comfort air conditioning as well
as computer room AHU’s. From this discus-
sion one can see that there are many different
devices which can fail with different conse-
quences to ADP operations. The major failure
modes, their effect and possible countermea-
sures are tabulated below in general terms.

Effect

Faflure

Outside air
damper or fan.

No outside air. but
usually not eritical.

Countermeasures

Multiple outside
air sources.

AF U fan. Nu air circulation. | Multiple AHU's,
. Temperature rises.
AHU humidity Loss of humidity |Mnltiple AHU's,
control. control. Critical if
outside air shu-
midity s very high
or low.
AHU temperature | 1'emperature riges, | Muitiple AHU's.

control,

Circulating
pumps.heat pump
or heat exchanger,

Multiple units in-
terconnected so
affected unit can
he taken off line.
Use outside air,
and even floor
fans. temporarily.

Temperature rises,

To minimize the effects of failures, one can
use multiple units, interconnected to permit
affected units to be taken off line or to permit
outside air to be used in an emergency. As an
example, consider the situation where the com-
puter room requires 50 tons of cooling, the bal-
ance of the building requires 100 tons for
comfort air conditioning and a chilled water
system is to be used. Two different system con-
figurations are tabulated below:
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Redundant

Three 50 ton chillers

Three chilled water
circulating pumps

Three 20 ton computer
room AHU’s

While the simple system will meet the need,
the failure of any single piece of equipment
will probably require ADP operations to be
halted within a few minutes to a half hour.
The redundant system will be somewhat more
expensive but failure of a given unit can be
accommodated. If one or two chillers or circu-
lating pumps fail, the computer room can still
be supported by reducing or cutting off the
comfort air conditioning to the balance of the
building. If a computer room AHU fails, oper-
ations can probably be continued by reducing
the heat load. This can be done by reducing-
lighting and turning off the least important
ADP hardware.

Both as an emergency procedure and as nor-
mal energy conservation, outside air can be
used for cooling if the temperature and hu.
midity are low enough. How high the tempera-
ture of the outside air may be and still be
effective for cooling depends on three things:
the maximum allowable room-ambient or
equipment intake temperature (either or both
may be specified), the amount of heating that
takes place in the uir-handlers and ducts and
the degree to which outside air (as opposed
to recirculated warm air) may be used. Most
of the existing air conditioning installations do
not allow for an intake of only outside air,
although in some cases it may be feasible and
cost effective to modify the ducts and venting
to permit this.

Assuming a 100% intake of outside air and
exhaust of room air, there can be a tempera-
ture rise of up to 15 °F (8 °C) between the
temperature at the intake to the air handling
units and the warmest spot in the computer
roorn. If, therefore, the maximum allowable
temperature in the computer room is to be 90 °
F (32 °C), then the highest temperature at
which outside air may be used would be on the
order of 75 °F (24 °C). However, this should
be determined for each installation, based on
its equipment specifications and air condition-
ing configuration.

In extreme emergencies it may be possible to
use floor fans to exhaust computer room air to
other parts of the building. ;

To evaluate the inherent system reliability,
one should consider the factors already dis-
cussed, past failures and the estimated time to
repair. This latter will depend on the availa-
bility of spare parts and qualified service per-
sonnel. The building engineering staff will be
able to help with this estimate and with con-

Simple
One 150 ton chiller
One chilled water
circulating pump

One 50 ton computer
room AHU
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sideration of alternate means of increasing
reliability. It is also desirable to keep one or
more temperacure-humidity recorders to moni-
tor performance. Assuming normal operation,
such records should be reviewed each week to

. discover erratic or inadequate performance,

identify the cause and institute corrective ac-
tion. One recorder should ks kept in a fixed,
central location to permit week-to-week com-
parisons. Additional fixed units may be desir-
able for computer rooms in excess of 1,000
square feet (100 m.’). Finally, if problems are
encountered with even temperature distribu-
tion, it may be helpful to have an additional
recorder for spot checking.

Since computer hardware is relatively sensi-
tive to dirt and corrosion, the source and filter-
ing of the outside air is important. When air
intake louvers are located at ground level,
there is a danger that excessive dust or dan-
gerous fumes will be ingested. In one case a
skunk near an air intake louver was disturbed
by a maintenance worker who was cutting the
grass. The resulting odor forced the total evac-
uation of a three story building! Further, it

* is important to see that filters are adequate

and that they are inspected regularly and
cleaned or replaced as needed.

Because the air conditioning system is used
to move air within the building, it is important
to be able to predict and control its operation
during a fire. Referring to figure 13 one can
see how the air conditioning system can be
used to exhaust smoke from a computer room
by closing the return air damper and fully
opening the intake and exhaust dampers. Since
prompt smoke removal will limit damage and
permit fire fighting, such an arrangement is
preferred to a complete shut down of air condi-
tioning. However, if smoke will be forced into
other parts of the building or ducts will be sub-

PRESSURE RELIEF DAMPER

SENSING DEVICES TO 870
FAN IN CASE OF FinE S’é

jected to high temperatures, then shut-down
is required and can be included as a part of the
functions of the master contirol switch de-
scribed in section 3.1.

Figure 14 shows a typical building air con-
ditioning system. Return air and fresh air are
mixed at the top floor of the building, passed
through an AHU and then distributed to each
floor of the building via the main supply duct.
It can be seen that with such a system, smoke
from a fire on the first floor would be quickly
distributed throughout the building unless fire
dampers were provided. Furthermore, the duct
work may provide an avenue for the spread of
a fire. In a recent ADP facility fire, air condi-
tioning ducts were routed along the basement
ceiling and then up through holes in the floor
slab to a first floor computer room. When a
fire started in packing materials stored in the
basement, these ducts quickly failed and heat
and flames entered the computer room. Ex-
tensive damage was done to hardware and
supplies. For these reasons, air conditioning
systems should conform to NFPA Standard
No. 90A [28] as required by RP-1 [9]. Figure
14 illustrates a number of these requirements
which can be briefly summarized as follows:

Where ducts pass through fire walls they
are equipped with automatically operating
fire doors.

Fire dampers are required at fire rated
walls which are intended to restrict the
spread of the fire, at openings in vertical
shafts and.other similar points.

Smoke and heat detectors properly located
in the duct work and emergency shut
down controls are required to protect the
ssi'stem against smoke or high temperature
air.
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NFPA Standard No. 90A [28] also requires
that ducts, filters and o‘her parts be noncom-
bustible, that elsctrical wiring and equipment
conform to the ('ational Electric Code ([55]
and that in general the air conditioning system
not defeat building features intended to limit
the spread of a fire. The Standard also includes
criteria for determining if the system can be
used safely for smoke removal as has been
suggested above for the computer room. The
key factors are the ability of the system to
handle high temperature gases and the effect
on life safety objectives. In summary, it is im-
portant for the ADP security planner to un-
derstand the operation of the building air con-
ditioning as it effects fire safety, and to
identify the corrective actions needed to pro-
vide protection for the ADP facility. In section
3.1 it was asserted that emergency electric gen-
erating equipment should have enough capa-
city for minimum lighting and air conditioning
as well as for the ADP eauipment. It follows
that the efticiency of the air conditioning sys-
tem then effects not only its own cost of opera-
tion, but also the size and cost of emergency
generators. The power required to operate
ADP air conditioning is substantial, being
on the order of 409 to 76% of the power re-
quired by the ADP equipment, lighting and
other loads. This says that for every kilowatt
of load removed in an emergency, the power
input requirement is reduced by roughly one-
and-one-half kilowatts.

Few ADP air conditioning systems were de-
signed with energy costs and unavailability
and the requirement for backup electric gene-
rators as significant design constraints. This
may be one of the reasons it is quite common
to find computer rooms operating at 72-75 °F
(22-24 °C) and 50% RH and consequent dew-
points of 52-556 °F (11-13 °C), while the chilled
water used for cooling may be supplied at
42 °F (6° C). Therefore, the chilling units are
constantly extracting water from the air. Not
only does this reduce the cooling efficiency and
require considerably more energy, but even
more energy will be required to add water back
into the air to bring the relative humidity back
to 650%, generally done by injecting steam
(which in turn counteracts the cooling). In ex-
isting installations, energy savings may be ac-
complished by lowering the relative humidity,
by lowering the computer room temperature
(particularly when recirculated air is being
chilled) or by raising the temperature of the
chilled water (where the savings appear in re-
frigeration-compression costs). In new facili-
ties, the need for emergency electric generators
and increased fuel costs can be factored into
the original design to achieve an optimum
solution.

None of these suggestions should be under-
taken without a thorough evaluation by heat-
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ing and air conditioning specialists through
GSA or the building engineer for privately
owned facilities. Equipment manufacturers
should be consulted if one anticipates lowering
the relative humidity significantly, such as to
below 35% RH, because of the possibility of
static electricity problems,.

3.3. Communications Circuits

Increasingly ADP systems are making use of
communications circuits for rapid data entry
and output, It is important to see that the re-
liabiliy and integrity of the communications
circuits satisfy the requirement of the ADP fa-
cility. Figure 15 shows a representative tele-
processing equipment configuration. A specific
teleprocessing system may use any one or more
of the elements shown in figure 15, As a rule
there will be some identifiable hardware unit or
units (referred to here as the message proces-
sor) which' acts as the interface between the
computer and the circuits to the individual
terminals. Circuits may be hardwired DC cir-
cuits or may use modems as shown in the
figure, A terminal may be “stand alone”, using
either a leased line or the dial-up network for
access. It may be one of several terminals
(usually at several locations) which share a
multi-drop leased line or one of several low
speed terminals (usually at the same location)
which share a high speed leased line via a con-
centrator. Typically the configuration has been
selected to minimize the total direct cost taking
into account the cost per minute of dial-up
calls, monthly charges for leased lines of WATS
lines and lease or capital costs of terminals,
modems, etc. However, the cost of delays re-
sulting from communications failures may be
significant and provide justification for the di-
rect cost of measures to increase reliability. If
the risk analysis has indicated a significant loss
potential from delayed processing, the ADP se-
curity planner should attempt to estimate the
rate and duration of failures and look for re-
medial measures which can be cost justified,
The following are some of the potential failure
modes:

One channel of the message processor, one
local modem or one telephone circuit to the
local central office fails, The result is one chan-
nel out of service until the failed element is
repaired and, if the channel was in operation
at the time of the failure, one incompleted
message transmission. If access is via the dial-
up network, remote terminals can still access
the ADP system, although there may be in-
creased waiting time during busy periods. If
access is via leased lines, only the remote ter-
minal(s)* connected to the failed circuit will
be affected. A message processor circuit failure
cannot be overcome until the unit is repaired

#* Note that fullure of a multldrop or concentrator clreuit
will nffect more than one terminal,
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unless there are space circuits one of which can
be quickly substituted for the failed circuit.

In general it should be relatively easy to re-
place a failed modem with a stand-by unit. Re-
pair of a circuit to the local central office will
probably be completed within a few hours in
most cases but the risk analysis may indicate
the need for one or more spare circuits.

The entire message processor, all circuits to
the local central office or the central office
itself may fail. Any of these result in cutting
off all remote terminals and messages being
transmitted. A message processor failure is
probably the most likely of the three and the
repair time may be quite protracted. The ADP
security planner should consult with the ven-
dor, review the past history of the unit and
attempt to estimate the probable failure rate,
and mean time to repair. If the risk analysis
supports the cost and it is technically feasible,
one may elect to install multiple units which
share the common traffic load so that the fail-
ure of a single unit will not be catastrophic. By
consulting with representatives of the local
telephone company or Federal Telecommunica-
tions System, the ADP security planner can de-
termine the practicability of installing a sepa-
rate set of circuits to another central office.
While the probability of the simultaneous fail-
ure of all circuits to the central office is quite
low, it is not zero. In June, 1973 it was reported
.that thieves had cut the telephone cable leading
into a central burglar alarm station. They then
broke into and robbed several of the protected
premises before the cable could be repaired.
This points up the potential exposure to sabo-
tage or vandalism, Cables are also exposed to
construction excavation, ice storms, utility pole
knock-down, manbole explosions, floods, dam-
age from fires inside the building and earth-
quakes.

Failure of a circuit from the local central of-
fice to a remote terminal or of the terminal
itself or its modem. This is the least critical
failure since it affects only one terminal and
does not impinge on ADP operations. The time
to recover from a circuit failure will usually
be a few hours for a leased line. Terminal or
modem repair time will depend on availability
of vendor service support. Based on an estimate
of the expected failure rate of the terminal and
modem and the mean time to repair, the ADP
security planner and the terminal users can
project the associated loss potential and so de-
termine if standby equipment can be cost justi-
fied. Unless there are many terminals at the
remote location or the application is particu-
larly time-sensitive, standby equipment prob-
ably will not be justifiable.

This outline analysis of failure modes leads
to several points which *he ADP security
planner should consider:
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Dial-up versus leased lines, As a rule one ge-
lects leased lines when the amount of traffic
reaches the point where leased lines are less
expensive than dial-up toll charges or condi-
tioned lines are required because of the data
transmission rate, Leased lines lack the inher-
ent re]iabi]it‘y and flexibility of the dial-up net-
work. The time urgency of some user applica-
tions may justify the cost of additional leased
or dial-up lines for back-up. However, it will
be necessary to provide the hardware (line
switching), software and operating procedures
to make full use of back-up lines, Finally, dial-
up exposes the system to foreign terminals.

At the same time he is investigating the re-
liability and mean time to repair of communi-
cations circuits, the ADP security planner
should examine means to restore communica-
tions at an alternate site in the event of a
catastrophe. The ADP security planner should
also consider alternate means to process user
input and output, e.g. use of other remote ter-
minals or on-site input-output devices, This in-
formation is a vital input to the development
of the back-up planning described in Chapter 8.

The ADP -securit‘\: planner should examine
the way in which the teleprocessing softwi.r
handles failures. The key points are:

® Recognition of a failure and generation
of]helpful diagnostic messages at the con-
sole,

Proper handling of interrupted messages
particularly as they may affect file updates

Software flexibility to accommodate a
failed channel and the reassignment of
users to alternate channels or terminals

Alternate software to accommodate back-
up modes of entry and output.

Finally one should examine the security of
communications circuits. Terminal boards and
other equipment should be located in locked
rooms to which access can be controlled. Cables
should be so routed as to protect them against
physical damage, preferably by placing them in
rigid conduit. Procedures should be established
to coordinate telephone system changes and
repairs. Care should be taken to show the loca-
tion of underground cables accurately on ADP
facility site drawings and to assure that subse-
quent excavations are properly planned and su-
pervised to avoid cutting cables by mistake.

Communications circuits are also subject to
more subtle tampering. A 1971 newspaper re-
port* describes alleged sabotage of a system by

Sy

¢ <System Snhatagel by Phone”, Computerteartd, p. 1, De-
comber 15, {071,
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a group of strikers. According to the report,
computer polling commands were tape recorded
and then transmitted via the dial-up network
.to renmote terminals. The result was to prevent
subsequent polling of the terminals by the com-
puter. Twenty-five terminals were affected for
nearly a month. This episode suggests the pos-
sibjlities for what might be called software
sabotage, The ADP security planner should re-
view communications software and procedures
and if there is significant exposure to tamper-
ing, identify modifications which will reduce
the exposure, insure rapid discovery and mini-
mize potential damage.

Wire tapping; message intercept, alteration
and forwarding; access by an unhauthorized
user via the dial-up network and other aspects
of controlled accessibility are not included in
this handbook,

3.4. Other Supporting Utilities

Electric power, air conditioning and commu-
nications are clearly vital to ADP operations,
but other utilities may also be required for
normal operations. These are some possibili-
ties which should be examined:

Water supply. Because water is probably re-
quired by the air conditioning system and the
heating plant, the loss of water pressure may
halt operations. A temporary loss of water for
drinking and fire fighting purposes probably
will not interfere with operations immediately.
Water may also be required for processing of
microfilm or other photographic media.

Elevators, particularly in high rise buildings,
may be important for the movement of people,
data and supplies. It is unlikely that all eleva-
tors will fail simultaneously except in the event
of an electric power failure. However, if it is
essential to keep one elevator operating, one
must provide an on-site generator which may,
of course, also be required for the ADP hard-
ware.

In some large facilities internal mail convey-
ors or pneumatic tubes may be used to deliver

source documents or output, It is likely that
hand delivery can be substituted, if necessary,
but the ADP security planner should verify
this and also consider if urgent material in
transit at the time of the failure might be
trapped in the equipment.

In a few cases, building heating or air con-
ditioning may be supported by steam generated
outside the building. If this is the case, the
ADP security planner should investigate the
reliability of the source and the effect of a
failure to determine the possible need for alter-
nate sources or for special provisions in the
contingency plan,

Building heating or air conditioning may de-
%end on natural gas supplied by a public utility.

he considerations are much the same as with
an external steam source, If an uninterruptible
supply is found to be important, the risk analy-
sis may provide cost justification for an on-site
back-up supply.

To analyze these and related matters and to
examine the cost and feasibility of counter-
measures, the ADP security planner should
seek qualified professional help from the build-
ing manager and other technical specialists
available to him,

Because of the interrelationship of heating,
air conditioning and electric power, a number
of recent buildings have made use of what is
referred to as a total energy system (TES),
Stated simply, a TES integrates these elements
into a single system to provide all three func-
tions. Typically electric power is generated on
site and exhaust heat is used for building heat-
ing. It has been reported that the overall cost
can be less than separate systems and one has
the advantage of control over the source of
energy. This means that reliability and quality
can be tailored to specific user needs, For these
reasons, it is worthwhile to consider a TES
where planning a new facility, but the ADP
security planner should apply the same stand-
ards for quality and reliability as he would to
conventional systems and be sure that ADP
facility requirements will, in fact, be satisfied.

" .

4, Computer System Reliability

4.0. Introduction

Without question, computer reliability is
fundamental to ADP operations, However,
computer reliability does not always receive
adequate attention, often because responsibility
for it is not clearly assigned. This chapter in-
troduces three basic areas-—reliability of ex-
isting computer systems, maintenance man-
agement, and procurement of new systems——
and suggests ways to deal with them.
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4,1 Computer System Reliability

The typical computer is composed of many
interconnected units which perform the func-
tions necessary to complete assigned data pro-
cessing tasks, In the simplest situation, the
computer performs a single task and so would
probably be configured to use the minimum
number of hardware elements re(lluired by the
task. Thus, the failure of any element would
halt operations. In the more typical multi-task
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environment not all tasks will use all the re-
sources of the computer, and so a failure will
not necessarily prevent completion of all tasks.
Most computers use an operating system to
control the job stream and to allocate memory
and peripheral devices to individual jobs. De-
pending on its features, the operating system
will detect failures as indicated by hardware
alarms, attempt to localize and define the fail-
ure, notify the console operator and adjust its
control of the job stream to maximize the num-
ber of tasks which can continue to be executed.

Of course, failure of the central processor
control logic will usually halt operations. (Note,
however, that a failure might go undetected
and could disable hardware which controls
access.) Likewise the failure of one-of-a-kind
peripheral units will interrupt all tasks which
use them. Thus failures may permit all tasks to
be performed but at a lower throughput rate,
may prevent the performance of some tasks or
may completely halt operations,

In order to understand the impact of hard-
ware failures on the reliability of ADP opera-
tions, the ADP security planner should conduct
a system failure mode study by examining the
impact of each signiticant hardware failure. He
can do this by noting the computer system re-
sources required by each of the applications
identified by the risk analysis as time critical.
If the system is at all complicated, he will prob-
ably want to consult with staff members re-
sponsible for the hardware and operating sys-
tems ]and the vendor’s technical support per-
sonnel,

The typical ADP procurement will include
standards of performance demonstration re-
quired for acceptance of a system. Review of
the acceptance test documentation will often be
helpful to the ADP security planner :n estimat-
ing system rcliability of an existing installa-
tion and identifying units most likely to fail.

The objective is to use the failure mode
analysis, the loss potential of urgent tasks,
and estimates of failure rates and repair times,
for projecting future losses to the ADP facility
from hardware failures. The projection will
permit the ADP security planner to identify
those hardware units where failures will be
most critical to operations as the basis for the
cost justification of remedial measures, as a
guide for development of a contingency plan
and as an aid in future procurement decisions.

If the analysis shows a significant loss poten-

tia! from hardware failures, the ADP security’

planner can consider the following alternatives:

¢ Incorporate one or more additional units
of a given type beyond the minimum required
to perform the stated task load to permit con-
tinued operation in the event of the failure of
a unit when the unualysis shows it to bhe eritical,
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o Alternatively, eliminate a critical periphe-
ral unit and substitute an alternate technique
or procedure, In other words it may be possible
that the savings in operating cost resulting
from use of a specialized input device might be
outweighed by the exposure to losses caused
by its failures,

® Take steps to reduce failures and speed-
up repairs as described in section 4.2.

¢ Install two or more computers which as a
group can handle the normal work load, If one
computer fails, only the least critical tasks will
be interrupted.

¢ Install two (or, indeed, several) identically
configured computers so that either system can
perform all assigned tasks. While this approach
(dual or multiple computers) will be difficult to
cost justify in most cases, it may be the only
acceptable solution for extremely critical or
high risk missions.

4.2, Management of Hardware Maintenance

Apart from optimizing the system configu-
ration in terms of achieving established reli-
ability goals, it is important to establish ade-
quate policy and procedures for management
of hardware maintenance. Effective mainte-
nance management should include these activi-
ties:

¢ Determine the optimum schedule and scope
of preventive maintenance; arrange for on-
going supervision to reduce failures to an ac-
ceptable level, if possible. As & rule, provisions
for preventive maintenance will follow the ap-
plicable Federal Supply Schedule but can be
modified by mutual agreement between the
vendor and the government,

e Report and perform statistical analysis on
hardware failures so as to detect significant
failure trends and take remedial measures on
a timely basis, This implies that ADP Opera-
tions Branch must report all system failures in
enough detail to permit the technical staff to
determine the cause of the failure. One ADP
facility uses the following procedure: When-
ever the system goes down regardless of the
agparept reason, a System Incident Report
(SIR) is prepared by Operations. The SIR form
calls for full information including the time of
day, system status, tasks and jobs in the sys-
tem, diagnostic messages, availability of core
dumps and the like. The form also provides
spaces for information about routing of the
SIR and the final disposition of the incident.
At the same time, the incident is added to a
log of unresolved incidents by ADP Technical
Services Branch. When the incident appears to
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be caused by hardware, a vendor representative
is notifled immediately. When the cause is soft-
ware or unknown, the SIR is passed to the
Current Systems Branch for disposition. When
the cause of the incident has been discovered,
the appropriate agencies take corrective ac-
tion as needed. The SIR is completed, copies
with supporting documents are disseminated
to appropriate functions, and the log entry is
closed out. This or a similar procedure will
insure that problems are discovered and dealt
with effectively and that the needed informa-
tion about system operation is retained.

At regular intervals, the ADP staff member
assigned responsibility for system reliability
should analyze these reports to identify unfa-
vorable trends. Careful maintenance of mean-
ingful, detailed reports can be of great value,
Without them an unfavorable hardware trend
may go unobserved for an unnecessarily long
period of time and identification of the cause
may be further delayed while specific informa-
tion is being acquired, Full use should be made
of error reporting features available in the op-
erating system,

¢ Remedial maintenance should also receive
continuing attention. The analysis of loss poten-
tial associated with hardware failures may
show that efforts to reduce the mean time to
repair may be particularly cost effective. Pro-
visions for remedial maintenance are specified
in the applicable Federal Supply Schedule but,
where the need can be supported by an analy-
sis, the ADP facility may elect to arrange for

on-site maintenance personnel or stock piling .

of critical spare parts,

4.3 Reliability Considerations for New Systems

It is not unusual to find that inherent system
reliability receives little detailed consideration
in the design of a new system. Paragraph 101-
32. 402-7 of the Federal Property Management
Regulations [15] defines data system specifica-
tions in part as including “. . . a description
of the data output and its intended uses, the
data input, the data files and record content,
the volumes of data, the processing frequen-
cies, timing and such other facts as may be
necessary to provide for a full description of
the system.” What is suggested here is that
“such other facts” should properly include a
consideration of reliability. ,

The typical Federal Supply Schedule {F'SS)
will call for a System Effectiveness Ratio
(SER) (operating time divided by operating

time plus failure down time) of 90%. It is likely
that the system designer accepts this figure for
throughput estimates with the realization that
work load and run time estimates are of compa-
rable accuracy. Experience suggests that an
SER of 90% will be acceptable for the typical
batch mode operation but on-line service re-
quires an SER of at least 95%. If the ADP
system is jnvolved in life support in any way,
a much higher figure is probably required, The
ADP security planner should look closely at the
characteristics of the planned and likely future
work load to test the validity of the system
reliabiliy assumptions, Notice that the SER is
roughly equivalent to mean time between fail-
ures (MTBF) dividled by MTBF plus mean
time to repair (MTTR). Thus if 160 hours are
scheduled for a week (20 eight-hour shifts)
one could have eighteen hours of down-time
and still achieve a 909 effectiveness ratio. If
the nature of the projected work load would
make this much down-time unacceptable, addi-

‘tional consideration of reliabilggr is in order.

The measures already described for existing
systems (dual systems, redundancy within a
system and accelerated repair) apply to new
systems as well, but it may be easier to apply
the first two during system design than after
installation.

In cases where the ADP hardware has had
significant use elsewhere, it may be possible
to get more realistic figures for MTBF and
MTTR from the vendor. In such cases, the re-
liability analysis will be benefited even if it is
not appropriate to include reliability figures as
contractual requirements, This will be particu-
larly true in the cases where the reliability of
a system appears to be marginal based on a
90% SER but corrective efforts cannot be cost
justified easily, If credible vendor-supplied esti-
mates indicate that a higher ratio will, in fact,
be achieved, one might conclude that system
reliability will be acceptable,

Finally one should note that SER does not
indicate the duration of hardware failure inter-
ruptions. Continuing the example above, one
might have one 18-hour interruption per week,
six 3-hour interruptions or any other combina-
tion limited only by the response time of serv-
ice personnel. For this reason, the ADP secur-
ity planner should attempt to determine the
likely distribution of interruption durations
and examine the implications on performance
of urgent tasks since six 3-hour interruptions
might not cause any significant loss, but a single
18-hour interruption could be quite serious.
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5. Physical Protection of ADP Facilities

5.0. Introduction

This chapter addresses the requirements for
physical protection of the ADP facility which
can be thought of as the process of permitting
access to the facility by authorized persons
while denying access to others. It is helpful to
think about the problem in three dimensions:
the roles of people, e.g., computer room opera-
tor, ADP programmer, vendor representative;
the criticality of specific areas, e.g., the sur-
rounding grounds, public areas inside the build-
ing, mechanical equipment rooms, the tape li-
brary; and the time of day, e.g., normal busi-
ness hours, computer room second and third
shifts, periods when the ADP facility i3 unoc-
cupied. The objective of the physical protec-
tion plan is to establish go/no-go criteria for
all combinations of these three dimensions and
then provide measures to implement them. In
other words for each class of individual, the
times for which access is permitted is stated
for each specified area. To develop these go/no-
go criteria, the ADP security planner should
conduct a systematic and comprehensive an-
alysis of the threats to which the ADP facility
is exposed, the physical characteristics of the
building which houses the ADP facility and the
organization and mission of the ADP facility.
.Since the physical protection and controls over
access by people will cost money to implement
and operate and may represent some impedi-
ment to work flow, it is important to try to
achieve the optimum level of protection . . .
neither inadequate to achieve stated security

goals nor needlessly expensive or cumbersome.

Likewise it is important to have balanced pro-
tection against all determined risks. A senior
bank officer recently observed that there was
a tendency to build . . . steel doors in paper

walls,”* a very graphic description of unevenly.

applied security measures. For just such rea-
sons the effort to determine protection needs
on a realistic basis is well worth the effort.

5.1, Determining Protection Requirements

The first step in the determination is to
evaluate the potential threat to the ADP fa-
cility from outsiders. Since one is dealing with
human motivation there is no easy way to be
qualitative. However, one should attempt to
make a reasonable determination for each of
the classifications which follow. Specifically,
consider how both the ADP facility and build-

¢ ~IBM, Security Test Sltes Vie on Software Strength*'.
Camputerieorid, p,o 1, June 13, 1973,
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ing tenants will appear to attackers. While
determining the likelihood of attack, one should
also estimate the likely level of effort the
wrongdoer might be willing to exert to achieve
his goal.

Common criminals. The concern here is with
theft of government property. Would a burglar
be likely to think there is valuable property in
the building? This might include office ma-
chines, firearms, drugs, cash, personal posses-
sions or any other items subject to easy resale
or useful for other criminal activities.

Activists. Is the agency active (or thought
to be active) in fields which are controversial?
Might the building be thought of as a desirable
symbolic target at which to direct attention
getting demonstrations. An activist group
forced entry at a midwestern research labora-
tory’s ADP facility with the intention of de-
stroying magnetic tape data files for research
projects of which the group disapproved. No
employees were present at the time and the
activists did not damage any of the hardware.
A number of tapes were said to have been
erased and punched cards and the like were
thrown on the floor. The group was not dis-
covered during the break-iit but revealed them-
selves at a press conference a few days later.
The research laboratory is said to have in-
creased its patrol force coverage and given
consideration to intrusion detectors subsequent
to the break-in. While damage was estimated to
be no more than $100,000 this episode points
up the importance to safeguarding an ADP
facility against intrusion.

Espionage agents. Does the ADP facility hold
or process data which could be of value to an
outsider prior to its public release such as eco-
nomic activity, future allocations of Federal
funds or sensitive personal information?

Vandals. Is the ADP facility located in an
area where vandalism is prevalent?

The second step in the analysis is to define
and tabulate areas within the facility for con-
trol purposes. The tabulation should include
a statement of the location, function, access
requirements (what people at what times), and
criticality (contents or activities which may be
targets for wrongdoers) for each area. Of
course, details will depend on the specifics of
the building but these are typical examples of
areas which should be considered:

Public entrance and lobby

Loading dock

Spaces occupied by other building tenants
ADP facility reception area

ADP input/output counter area
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ADP data conversion area

Tape library

Systems analysis and programming areas

Computer rooms

Communications equipment rooms

Air conditioning and other mechanical or
electrical equipment spaces

At this point it will be worthwhile to conduct
a complete survey of the ADP facility and its
environs to determine exposures, to verify se-
curity measures already in place and to deter-
mine from first hand inspection the state of
current practice. GSA provides the following
instructions for a physical security survey of a
facility (exclusive of internal ADP areas) :

3.1.1. Instructions for th¢ Facility Physical Security
Survey

A. Obtain a current floor plan which depicts
all areas within the facility to include all
access points and any adjacent areas belong-
ing to the facility, such as parking lots and
storage areas.

B. Begin the survey at the perimeter of the
facility and note the following:

1. Property line to include fencing, if any,
and type. Condition, number of openings
as to type and use, and how secured. Are
f.here any manned posts at the property
ine,

2. Outside parking facilities. Is this area
encloses’ and are there any controls? Is
the parking lot controlled by manned
posts or are devices used?

3. Perimeter of facility. Note all vehicular
and pedestrian entrances and what con-
trols are used, if any. Check all doors—
number, how secured, any controls or de-
vices, such as alarms or key card devices.
Check for all ground floor or basement
windows—how secured; screening, bars,
etc.,, and vulnerability. Check for other
entrances such as vents, manholes, etc.
Are they secured and how ? Check for fire
escapes—number and location and acces-
sibility to interior of facility from fire
escape (windows, doors, roof). How are
accessways secured?

4. Internal security. Begin at the top floor
or in the basement. Check for fire alarm
systems and devices noting the type, loca-
tion, and number. Where does the alarm
annunciate? Check telephone and elec-
trical closets to see if they are locked.
Are mechanical and electrical rooms
locked or secured? Note any existing
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alarms as to type and number. Where do
the alarms annunciate? Determine num-
ber and location of manned posts, hours,
and shifts.

Monitoring facility. Location, who moni-
tors, who responds, type, and number of
alarms being monitored.

C. The following questions should also be in-
cluded in a physical security survey:

1.

Is the installation/building protected by
alarm system(s) ?

2. How many zones of protection are within

10.

11.

12.

13.

14.
15.

the protected building?

Is the alarm system adequate and does it
provide the level of protection required?

Are there any vulnerable areas, perime-
ter, or openings not covered by an alarm
system? :

Is there a particular system that has a
high nuisance alarm rate?

Is the alarm system inspected and tested
occasionally to insure operation?

Is the system backed up by properly
trained, alert protection officers who
know what steps to take in case of an
alarm?

Is the alarm system regularly inspected
for vphysical and mechanical - deteriora-
tion?

Does the -system have tamper-proof
switches to protect its integrity ?

Do system (s) have environmental or pro-
tective housing or covers?

Is there an alternate or separate source
of power available for use on the system
in the event of external power failure?

Where is the annunciating unit located—
local, central station, etc.?

Who maintains the equipment and how is
it maintained (contract, lease equipment,
force account personnel) ?

Is the present equipment outdated ?

Are records kept of all alarm signals re-
ceived to include time, date, location,
action taken, and cause of alarm?




16, Are alarms generated occasionally to de-
termine the sensitivity and the capabili-

ties of systems”

When the physical security survey is com-
pleted, it should provide a picture of the exist-
ing alarm systems and their location and also
the number and location of manned posts, the
number of personnel at these posts, and their
schedule.

With these facts in hand, the ADP security
planner can proceed to the evaluation of exist-
ing access controls and protection measures,
identification of areas where remedial measures
are needed and selection of specific measures.
The sections which follow describe a variety of
useful controls and measures which are in-
cluded here for ‘general guidance. However,
one should seek help from the building manager
and the Federal Protective Service (FPS) of
the General Services Administration. To the
extent permitted by the availability of person-
nel, the FPS will perform a building security
survey on request and can also provide expert
advice and guidance on security hardware and
the services which can be provided by Federal
Proteciive Officers or contract guards.

The use of various types of devices to aug-
ment the existing protective force should be
considered. Through the use of such devices, it
may be possible to eliminate some of the sta-
tionary manned posts at both vehicle and
and pedestrian entrances. The manpower thus
fr]eed could be directed to other areas or fa-
cilities.

5.2, Boundary Protection

The threat analysis may indicate the need to
protect the boundary of the property on which
the building is located. This may be done by
installing fences or other physical barriers,
outside lighting, perimeter intrusion detectors
or by using a patrol force, Often a combination
of one or more of these will be effective. Fenc-
ing may be high enough to deter the casual
trespasser (three or four feet), too high to
climb easily (six to seven feet) or may be
intended to deter the determined intruder
(eight feet high with three strands of barbed
wire). In some cases it may not be necessary to
fence the entire area. One may concentrate on
key areas such as truck dock areas, parking
areas (particularly for nighttime use) or por-
tions of the building which are difficult to keep
under surveillance,

Alternatively, one can consider the use of
extensive lighting to discourage prowlers, This
may be the preferred solution where the threat
level is low and fencing is not desired for cost
or appearance reasons, Critical areas, en-
trances, parking areas and locations not cov-
ered by existing street lights should receive
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special attention. In those situations where an
entrance is protected by a guard stationed in-
side, or is used by personnel exiting after dark,
it is wise to provide ample exterior lighting.
Likewise it is advisable to avoid the use of
tinted glass in such locations, as it may be
difficult or impossible to see outside after dark.

A third technique for perimeter protection is
to use detection devices, usually infrared or
microwave beams, which will be interrupted by
an intruder, Such devices will cost in the
range of $1 to $7 per linear meter and avoid
the unsightly appearance of a fence. However,
they are not as effective in deterring trespass-
ers, have no value for crowd control, and
probably can be circumvented by the skilled
intruder. Furthermore, if intrusion detectors

~ are to be useful, one must provide for prompt

and effective response by guards when there
is an alarm. Depending on the characteristics
of the device used and the locale, one must
expect false alarms as well. For all these rea-
sons intrusion detectors are of limited value
except as a back-up 1o fencing where a high
level of perimeter protection is required or in
certain special circumstances where fences are
net feasible.

In situations where one is concerned about
intruders climbing over or slipping under a
fence, one can equip the fence with vibration
sensors. One such system uses small sensors
mounted on every second or third post and at
each gate. Sensors are connected by a continu-
ous wire run to a control panel. Fence motion
equivalent to an effort to climb the fence will
cause an alarm. The cost is in the range of
$1 to $3 per linear meter of fence.

When the ADP facility building is part of a
group of Federal buildings and the threat level
is judged to be high and fencing is not prac-
tical, an outside patrol force may prove to be
the most effective protective measure. The com-
position of the patrol force, its resources (ve-
hicles, radios, dogs, ete.) and standing orders
should be carefuly worked out to meet protec-
tion needs at least cost. As a rule these
decisions will be made by the FPS. The ADP
security planner will want to understand the
level of protection being provided, and be satis-
fied that it is adequate to meet the needs of the
ADP facility or, if necessary, seek appropriate
adjustments.

In some situations, for example, an employee
parking lot in a high crime area, it may bhe
helpful to provide a low light-level, closed-cir-
cuit television (CCTV) system for nighttime
surveillance. Such a system uses one or more
CCTV cameras located to cover the desired
area .and connected to monitors at a central
security location. Typically each camera will be
on a pan-tilt mount and have a zoom lens, both
of which can be controlled from the monitor.
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These features will permit the operator to
watch a wide area tor general activity or to
zero in on a particular spot. Depending on in-
stallation and specific features, each camera-
monitor pair will cost from $4,000 to $10,000
or more, Hardware should be specified by a
properly qualified and experienced person. It
should be understood that it is unrealistic to
expect the operator to watch the monitors
alertly for long time periods. Either he should
have a schedule for periodic sweeps, or intru-
sion detectors should be provided to alert him
to unusual events, However, a well planned and
properly used CCTV system can permit a single
guard to monitor a wide area often at a lower
cost than a roving patrol.

An exterior CCTV surveillance system can
also he of great value for a facility which is
subje :t to demonstrations or other crowd con-
trol . :quirements. Because he can see the entire
situation at a glance, the security director can
control his security forces in “real time” to
assure that the appropriate level of force is
applied at all times and to respond promptly
to changing conditions. This technique has been
used with great success at a major Federal
research facility.

It should be noted that prior to the procure-
ment of CCTV equipment for use in GSA oper-
ated buildings, proposals must be submitted to
the Office of Federal Protective Service Man-
agement, Systems Branch, for concurrence.

To summarize briefly:

¢ Fences or other barriers will provide crowd
control, deter casual trespassers and help in
controlling access to entrances, but it can be
costly, will not stop the determined intruder
and may be unacceptably unsightly.

® Intrusion detectors can alert a guard force
to intruders and may be practical where a fence
cannot be installed, but they are subject to
nuisance alarms, can probably be penetrated by
the skilled intruder and require human re-
sponse to alarms.

® A patrol force can provide flexible response
(particularly in emergencies), and good deter-
rence and may be particularly effective for
protection of a group of buildings. However,
the cost may be excessive.

¢ CCTYV systems permit one man to monitor
a large area and see exactly what is happening
but should be coupled with an alerting function
(intrusion detectors or scheduled scanning)
and the provision for human response.

5.2.1. Emanations

In evaluating the need for perimeter protec-
tion, the ADP security planner should take into
account the possibility that electromagnetic or
acoustic emanations from ADP hardware may
be intercepted. Tests have shown that inter-
ception and interpretation of such emanations

may be possible under the right conditions by
technically qualified persons using generally
available hardware. As a rule of thumb, inter-
ception of electromagnetic emanations beyond
300 meters is very difficult. However, if lhe
ADP security planner has reason to believe
that there may be a potential exposure to inter-
ception he should seek technical guidance from
qualified vendor representatives, The choice be-
tween physical separation of radiating devices
from potential intercept points and the use of
screening should be based on an analysis of
relative cost. Particular attention should be
paid to remote terminals which may be located
in commercial buildings with non-government
tenants, '

5.3 Entrance Door Controls

The objective of perimeter protection is to
deter trespassing and to funnel employees, visi-
tors and the public to selected entrances. The
objective of entrance door controls is to screen
entrants, {o deny entrance where appropriate
and to control the flow of materials into and
out of the building.

Screening can be done in two ways: personal
recognition of the entrant or acceptance of
credentials by a guard* or by the possession
by the entrant of a suitable device to unlock
the door. Screening by a guard is by far the
most positive when applied conscientiously but
will cost in the range of $2 to $10 per hour per
entrance depending on circumstances. Entrant
screening can be accomplished by electronic or
mechanical devices, Authorized entrants may
use a key (conventional or electronic), enter
the combination of a push button lock, or be
screened by a device which compares an en-
trant characteristic (hand geometry, finger-
print or voice characteristics) with stored
information about authorized entrants. Access
control whieh depends on a key lock or screen-
ing device in place of a guard suffers from
several shortcomings. Keys or combinations can
fall into the wrong hands. An intruder may
enter immediately behind an authorized en-
trant (often referred to as “tail gating”). The
skilled intruder may defeat the lock. While
these shortcomings can be managed (careful
kev control, security conscious employees,
burglar-alarmed doors, etc.), the ADP security
planner should be aware of these problems and
not fall into the trap of accepting blanket state-
ments like “This door is always locked”, or
“This key cannot be duplicated.” The features
of various door control devices can be sum-
marized briefly as follows:

¢ Reference to n goard for sereetiing entrants shonld he taken
to mentt any persob who hasg specific gereening responsibility

and thug way nclude o recoptionist. truek dock supervicor or
clerk at oo eompnter In place of n uniformeld security guard,




Conventional keys and lock sets. Cost is
minimum, less than $§1 per key and about $5
per cylinder. Almost any door type can be
equipped. However, keys are easily duplicated
and locks can be picked. A key holder can
enter at any time. There is no control over en-
trance and exit of materials.

Pick resistant lock sets. Cost is about two or
three times higher than conventional locks,
keys are much more difficult to duplicate and
locks are much harder to pick. Other character-
istics are the same as conventional locks.

Electronic key system. These use specially
encoded cards to actuate an electriec door strike.
(With a conventional lock set, the key is used
to withdraw the bolt from the strike, thus
permitting the door to open. With an eleetric
strike, the bolt remains exiended and an elec-
tric solenoid retracts the door strike to allow
the door to open.) Depending on features and
installation, cost will range from about $400
per door to several thousand dollars per door.
Cards may cost several dollars each. Simple
systems perform as pick-resistant lock sets. At
higher cost the system can include the ability to
lock out specified cards, to limit access to speci-
fied times, to log all entrances and exits, and
to control a group of doors such that access to
eacl& door in the group can be specified for each
card.

Electronic combination locks. Such locks typi-
cally have electronic push buttons into which
the entrant keys the combination to actuate an
electric strike. Costs and features are generally
similar to electronic key systems except the
entrant need not carry a card. Some allow the
entrant to use a special code when under
duress which will open the door but at th~
same time sound a remote alarm. Cost is about
$500 per door.

Mechanical push button combination locks.
Pressing the correct combination allows one to
retract the bolt and open the door. The special
features described for electronic locks are not
available, but the cost is much lower, typically
$40 to $80 per door.

Physical characteristic locks. Cost is in the
range of thousands of dollars per door and
may require the entrant to carry an electronic
key card. These systems come the closest to
duplicating human screening in that they meas-
ure some physical characteristic of the entrant
such as hand geometry, a fingerprint, etc. How-
ever the accept-reject decision is made on the
basis of an analog input and so some errors
will be made, i.e. entry will be denied to an
authorized entrant, and vice versa. Further-
more, since such devices are relatively new, it
is not yet clear how reliable they are and how
easy it may be to circumvent them.

If it is determined that personal screening is
necessary at a number of doors and traffic at
each is relatively light, it may be cost effective
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to have a single guard control these entrances
with a closed circuit TV (CCTV) system. Each
door is equipped wtih a TV camera, a signal-
ing device, an intercom and an electric door
strike. To contrel both entrance and exit it is
necessary to have two controlled doors with a
vestibule between. This may lead to conflict
with emergency exit requirements so caution in
planning the installation is required. One com-
mercially-offered system includes a special TV
camera which presents a close-up view of the
entrant’s photo-identification card. By -also
viewing the entrant on the CCTV monitor and
talking to him on the intercom, the guard can
screen the entrant almost as effectively as he
could in person. Note that he can also monitor
movement of materials. The cost for hardware
will be in the range of $3,000 to $6,000 per
entrance but will be quickly recovered in sa‘-
ings in labor. Since the screening may permit
only four or five entrants per minute, one
should analyze the traffic patterns carefully,
particularly at shift changes, to be sure that
there will be no undue delays. Such delay of
personnel on an hourly payroll could lead to
added expense, a point which should be consid-
ered for any unusual screening technique, in-
cluding CCTV.

It can be seen that at gradually increasing
cost one can impose ever more effective screen-
ing of personnel and materials. Every effort
should be made to establish requirements care-
fully for each entrance to avoid needless ex-
prense and unnecessary entrances should be
eliminated if possible.

Each entrance door should be capable of re-
sisting forced or covert entry up to the level
of effort which is likely to be applied. This
entails careful consideration of door hardware
and installation. Where appropriate one may
use heavy-duty lock sets, reinforced strike
plates and door frames, tamper-resistant
hinges and break-resistant glass in vision pan-
els. The ADP security planner should seek
advice from qualified persons in this area.

In addition to reinforcing doors one may also
connect critical doors to a per.meter alarm sys-
tem to signal a guard when a door .is opened.
This can be done for electric strike-equipped
doors in such a way that an alarm is not
sounded when normal entry is made but forced
entry will cause an alarm.

5.4, Perimeter Intrusion Controls

One should check the perimeter of the build-
ing for other possible entry points such as win-
dows, transformer vaults, air conditioning
louvers, roof hatches and the like. Each point
which represents a potential intruder route
should be appropriately secured physically or
added to the perimeter alarm system. For
example, exposed windows can be glazed with
break-resistant glass or plastic. Louvers can
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be protected with heavy gauge screens. The
determined intrruder may even break through a
wall or roof if he feels he will be unobserved
tfor a long enough time period and the target is
worth the effort. Where physical protection or
adequate surveillance against such forced entry
is not practical (as, for example, in a building
not controlled by the government) one may
install special sensors at windows, loading
docks or around the entire perimeter of the
building if needed.

The electromechanical type of intrusion de-
tection system is in widest use today. It con-
sists of a continuous electrical circuit so bal-
anced that a change or break in the circuit will
set off an alarm. Some examples of systems
using a continuous electrica! circuit are: foil
strips on a window that will break if the win-
dow is broken, magnetic or contact switches on
the doors, mercury switches on openings that
tilt, vibration detectors to detect breaking
through walls, and screens and traps which
consist of fine wires imbedded in breakable
dowels or in the walls, ceilings, and floors. Any
tampering with the mechanical parts of the
system or breaking or grounding of the elec-
trical circunitry will cause an alarm in the cen-
tral staticn. These devices are relatively simple
and are normally used for perimeter protection.
They may be added to any system (local, pro-
prietary, etc.) without interfering with other
detection devices. The various kinds are listed
below:

Window foil. Window foil is a metallic tape
affixed to windows and glass doors. When the
glass is broken, the foil breaks, an open circuit
results, and an alarm is sounded. A hairline
crack or scratch will activate the system caus-
ing an alarm.

Wire lacing and screening. This electrome-
chanical device uses fine wires laced across
door panels, floors, walls, and ceilings. A forced
entry into the protected area will break a
strand of the laced wire which will cause an
alarm.

Taut wire. A taut wire device is used to
detect intrusion into a protected area. A fine
strand of wire is strung under tension across
internal openings such as air ducts or utilities
tunnels. Any change in the tension of the wire
will cause an alarm.

Intrusion switch., A magnet or mechanical
intrusion switch is frequently used to protect
doors, windows, skylights, and other accessible
openings. Switches may be surface mounted
or recessed.

® Magnetic intrusion switch. This switch

consists of two parts, one being the mag-
net, the other a switch assembly. When
the magnet is properly oriented and
mounted adjacent to the switch assembly,
the switch is activated. When it is removed
the switch is deactivated and an alarm is

sounded. Usually the magnet is mounted
on the movable portion of the door, win-
dow, or item protected.

® Mechanical intrusion switch. This switch

is also activated by opening a door, win-
dow, skylight, etc. The plunger type switch
is usually recessed and costly to install.
The lever type switch is less expensive to
install but is easily detected. Mechanical
switches exposed to the weather may stick
or freeze.

In summary, entry into a building is best
controlled through either surveillance or high
integrity access controls at desired points of
entry and by either surveillance or alarm sys-
tems around the remainder of the building
perimeter. A recent report, ‘“Penetration Tests
on J-SIIDS Barriers” [21] shows very graphi-
cally how inadequate most structures are for
stopping a determined intruder. The report
describes actual tests of the time required to
make an 8” x 12” opening in a wall, the size
judged to be the minimum required by an in-
;r?lder. Results can be summarized briefly as
ollows:

Penetration

Wall Construction Tools Used Time

2” x 4” studs with 1” | Hand brace and | 1.65 minutes

siding both aides electric sabre saw
8” cinder block wall | Sledgehammer
8” cinder block wall | Sledgehammer

1.62 minutes*
2.12 minutes*

with brick veneer on
one side
b-%%" reinforced Rotohammer drill | 5.44 minutes*
concrete and sledge- )
hammer
8" reinforced Rotohammer drill | 10 minutes
concrete and sledge- approx.*
hammer
* Add n(rproxlmntel_\- 1 minute for ench reinforelng rod
sncountered,

5.5. Critical Area Controls

Within the ADP facility, there may not be
equal access to all areas even when it is as-
sumed that everyone in the building has been
screened through the building perimeter
controls. The following areas constitute a
minimum set to be analyzed to determine per-
missible acress, both during operational periods
and when the facility is closed:

Computer room
Data storage library
Input/output area

Communications equip-
ment area
Computer maintenance

Data conversion area room
Programmer areas/  Mechanical equipment
files room

Document library

Telephone closet
Supplies storage




In addition to protecting the confidentiality
and integrity of data files, areas should be con-
sidered with regard to protecting valuable as-
sets, preventing tampering, vandalism and
sabotage, and preventing the perception of op-
portunities for malice and mischief through
unauthorized browsing.

The objective of the analysis is to identify
all sensitive or critical areas and determine
from a study of work flow and job assignments
which persons are to be given access and at
what times. The next step is to select control
methods. The basic techniques which- apply to
exterior doors apply here but with two signifi-
cant differences.

First, it is expected that such areas would
be either unoccupied and locked or occupied by
authorized personnel. If clear regulations have
been published and affected persons properly
briefed as described in Chapter 9, then it is
reasonable to expect unauthorized persons to
be challenged if they enter the space while it
is occupied.

Second is the important requirement to avoid
impeding work flow unnecessarily. This means
that the ADP security planner should examine
work flow, people, information and materials
carefully in relationship to the physical layout
of the ADP facility to avoid obvious problems,
such as placing a secured area in the path
between two less critical areas. Furthermore,
one should try to avoid situations where the
designated access route to a controlled area
is circuitous and a shorter but unauthorized
route (e.g., a fire exit) is available. In such
cases there will be a natural tendency to use
the short cut. But even when the designated
route is convenient, it is not uncommon to
find fire exits misused. The common solution
for this is to place alarm actuators on fire exit
doors. If the facility has a central alarm sys-
tem, a signal should go to the central system
whenever a fire exit door is opened. However,
for maximum effectiveness, the alarm should
be audible at the doorway. There are self con-
tained alarm boxes which may be mounted on
fire duors. The typical alarm is about 10 x 20
X 7 cm in size and has a key actuated arm/
disarm switch. When the door is opened, a loud
alarm, powered by an internal battery, comes
on and can continue to sound until turned off
with the key. The cost is approximately $60
per alarm.

The ADP security planner should remember
that efforts to control access must not conflict
with life safety objectives. The NFPA “Life
Safety Code” [30] defines the number, size,
and location of fire exits as a function of the
building occupancy and construction. It is im-
portant to see that there is compliance with
such standards and with applicable Federal
regulations.
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There are several technological means of de-
termining access to or occupancy of critical
areas during periods when the areas should be
vacant, Two have been discussed: light beams
across entrances and CCTV systems. An im-
portant caution is that CCTV systems are best
used only for a determination of an area’s
status after there has been an alert from some
other, more positive intrusion detector. There
are at least four distinct technclogies for de-
tecting the presence of an intruder:

1. Photometric Systems, These are passive
systems which detect a change in the level
of light in an area, due to added sources
of light, or reflections or absorptions of
existing light., Since these systems are
sensitive to ambient light levels, they
may be used only in windowless areas
(or areas in which the windows have
been covered).

2. Motion Detection Systems. The basis for
the operation of these systems is the
Doppler effect. When the source of a
sound or clectromagnetic signal, or a re-
flector of such a signal, moves toward
or away from a receiver, the frequency
or pitch of the signal received will be
higher or lower, respectively. In a room
having a source of wave energy and a
receiver, if a body moves within that
room, the motion can be detected from
the change in frequency of received wave-
forms. The receiver will pick up the
source frequency strongly, but will also
detect a slightly different frequency at a
much lesser strength.

® Sonic. Sonic detection systems oper-
ate in the audible range, 1500 to 2000
hertz and higher. The constant tone is
very annoying since it is well within
the audio range and at a high decibel
(DB) output. This system uses trans-
mitters and receivers (transducers)
to saturate the entire enclosure with
sound waves. These transmitting and
receiving transducers are permanent
magnet (PM) speakers and are
mounted within the same room, usu-
ally on walls opposite each other. The
receiver listens to the tone being
transmitted and compares the reflected
signal. Whenever the pattern of the
tone varies due to a disturbance with-
in the protected area, the receiver
detects this change in frequency and
activates an alarm.
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e Ultrasonic. The ultrasonic detection
system utilizes high frequency sound
waves with a frequency of about
19000-20000 hertz, but are otherwise
like the sonic systems. Since the fre-
quencies used are at the upper limit
of the audible range, only a few per-
sgns (generally children) can hear
them.

Microwave. The microwave system
vperates in a similar manner to the
above systems. The difference is that
microwaves are high frequency radio
waves. These radio waves are trans-
mitted at a frequency between 400-
10,000 megahertz. Microwave signals
can be controlled as to the size of the
area to be protected through selection
of the type of antenna used. One or
several antennas cai be used in a
given location. Single or multiple
units can be used to provide the re-
quired protection without interfering
with sonic ur ultrasonic units.

3. The Acoustical-seismic Systems (audio).
This system employs microphone-type de-
vices to detect sounds which exceed the
ambient noise level of the area under pro-
tection. It is obvious that they cannot
be employed in areas where noise from
man-made sources, such as aircraft, con-
struction, ete., are likely to set off
nuisance alarms. Some are even triggered

walls, and ceilings. Vibration of these
objects initiates alarms. Cancellation
and discrimination units are neces-
sary to prevent nuisance alarms.

4. Proximity Systems, There are various

types of proximity systems all of which
detect the approach or presence of an
object or an individual. In principle, a
proximity system employs an electrical
field which, when upset by a foreign
body, causes an alarm. The field may be
set up around a cabinet or it may simply
surround a wire. Whether the field is
electromagnetic or electrostatic, the prin-
ciple of balance and unbalance applies.
There are several methods of establishing
the field; methods differ to some extent
among manufacturers. A proximity sys-
tem may also be employed to protect an
area by erecting what is commonly known
as a magnetic rence; that is an integral
part of the system. Other variations pro-
vide surveillance of doors and windows.

The proximity system is designed to be
supplemental and cannot be used effec-
tively as a primary system. This is be-
cause of the system’s susceptibility to
nuisance alarms caused by electric supply .
fluctuations and by the presence of mops,
pails, etc., placed near the system. Ani-

.mals and birds can trigger a system into

alarm if it is too sensitive. Therefore,
proximity systems should be backed up
by other security systems.

into alarm by the elemen*s, such as rain
or thunder. Some acoustic systems rely
upon air to transmit the sound to the
microphone-type device. Others will not
respond to ordinary noises in the air but
only to those transmitted through a
structure such as a wall.

e Acoustical (audio). An audio detec-
tion system listens for intrusion
sounds by using microphones installed
in the protected area. Upon detection
of intrusion sounds, an alarm occurs.
This type of system may be equipped
with cancellation and discrimination
units which electronically evaluate the
significance of the sound disturbance,
thus eliminating reaction to nuisance
alarms which may be caused by air-
planes, thunder, etc.

» Vibration (seismic). This type of sys-
tem utilizes the same principle as the
audio detection system except that
highly sensitive and specialized micro-
phones are attached directly to objects
such as safes, filing cabinets, windows,

The following table compares six of the more
commonly available interior surveillance sys-

tems:

Approx
Sensor Type ost

Limitations

Resistance
to Defeat

Photometric $500

Motion Ultra-
Sonie
Motion miero-
wave

Acoustical-
selsmic. sound

Acoustical-
seismic,
vibration
Proximity.
capacitive

Extraneous light must
v excluded from
urea ; limited to
interior rooms.

Alr motion may cause
false alarma,

Energy can penetrate
walls, etc. causing
nuisance alarms.
Extraneous noises
will generate nuisance
alarms.

Localizing the source
of nuisance alarms
could be difficult.
Susceptible to
nuisance alarms;
require backup.

High

Moderate to
High
High

High

High

High

In planning the security for critical areas
one may make use of the intrusion detectors
already deseribed, the controls which can be
imposed by guards or personnel assigned to




the areas or the physical barriers created by
internal partitions. In the latter case, the ADP
security planrer should check construction de-
tails careful.y. In modern office buildings using
hung ceilings, interior partitions may not ex-
tend above the ceiling. This means that an
intruder may be able to enter a room by lifting
a ceiling panel and climbing over the partition;
this is a particularly troublesome form of in-
trusion since it can be done quickly and quietly
without tools and will leave no sign of forced
entry. Likewise, interior partition door frames
are often of lightweight construction and easily
forced open. The key point is not to place undue
reliance on interior partitions.

5.6. Guard Force Operations

Physical protection measures, physical bar-
riers and intrusion detectors depend ultimately
on human intervention, Where there is a need
for full time guards. they will either be Federal
Protective Officers provided by the Federal
Protective Service of GSA or guards furnished
by a private company under contract. In as-
sessing the role guards can play in supporting
the ADP security program, it is helpful to
review the kinds of tasks which can be as-
signed to them.

First a guard may be assigned to a fixed
post: a lobby, entrance door, truck dock, en-
trance gate or security control desk. His post
orders may include:

® Checking entrant credentials and use of
the sign-in log.

o Issuing and recovering visitor badges.

® Monitoring intrusion and fire alarm sys-
tems and dispatch personnel to respond
to alarms.

e Controlling movement of materials into
and out of the building and enforcing
property pass regulations.

e Enforcing rules and regulations estah-
lished for the, building.

o Accepting registered mail.

To make optimum use of a guard it-is im-
portant to see that his post orders are complete
and clear and that he is properly trained. For
example, if the guard is to control the move-
ment of tapes, disks and other ADP media, he
must be able to recognize them and understand
what they are. If a guard must devote his time
and attention to receiving visitors, preparing
badges and telephoning for escorts. he cannot
be expected to check employee credentials vig-
orously at the same time. The ADP security
planner who intends to make use of a specific
guard post to support the ADP security pro-
gram, should review the guard’s post orders
ahd work load with the huilding security direc-
tor to be sure his expectations can he met,
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Second, a guard may be a roving patrol
guard with a specific route or a general area
which he may cover on foot or in a vehicle.

His duties may include these functions:

e Verify that doors, windows and other
openings are properly locked during des-
ignated periods,

e Observe and correct or report safety haz-
ards such as immediate fire hazards,
equipment or machinery left on, stumble
ﬁlzards, fire doors propped open and the
ike,

* Verify the condition of fire extinguishers,
hose lines and automatic sprinkler sys-
tems.

o (Check that files, safes and restricted areas
are properly secured.

¢ Be alert to suspicious persons or activity,
unusugl odors, leaks or other abnormal
conditions,

If he is to be effective, the roving guard
must be under some kind of control. This
means either that he reports to a control point
at regular intervals either in person or by tele-
phone, or that he is pl'ovideé) with a portable
two-way radio. In the latter case he can be dis-
patched to the scene immediately should an
emergency avise. As with the fixed post guard,
it is important for the ADP security planner
to see that the roving guard has the necessary
orders and training to protect the ADP facility
properly. For example, if the roving guard
smells smoke in an unattended computer room,
what should he do beyond giving the alarm?
Can he turn off electiric power and, if so, does
ne know where the disconnect switch is lo-
cated? Similar questions about air condition-
ing, plumbing leaks and other ADP related
emergencies during unattended hours should
be analyzed carefully and appropriate orders
formulated and guards trained to carry them
out.

There is a final point which should he con-
sidered when developing the security indoctrin-
. ation program described in Chapter 9, There is
often a tendency for professional staff mem-
bers to think of the Federal Protective Officer
or private contract guard as unimportant and
unworthy of consideration. Apart from human
feelings, this attitude can nullify the contribu-
tion which the guard is depended upon to make
to ADP security. ADP management and senior
staff members should, by willing compliance
with regulations and their general bchavior,
display their support for the guard in carrying
out his assigned duties,
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5.7. Integrating Physical Security Measures

The preceding sections of this chapter have
discussed the various techniques for providing
physical protection. It is not uncommon to find
that as each new security or emergency re-
sponse requirement is discovered (often as the
result of a specific event) at an ADP facility,
some countermeasures are taken to deal with
it. As a result the overall physical protection
program evolves piecemeal and so is usually un-
even, expensive and cumbersome. On the other
hand, a caveful examination of the totality of
security and emergency requirements, people
and procedures will often show how they can
be integrated for maximum effectiveness at
least cost.

For example, these guidelines have discussed
the following kinds of security hardware
systems: v

ADP area smoke detection systenis

Sprinkler system flow alarms

Building-wide fire alarm pull-boxes
~Perimeter intrusion detectors

Door status detectors

Critical area intrusion detectors

Area surveillance CCTV

Entrance control CCTV

Electronie door locks

As required by particular circunistances, the
physical protection plan may use several of
these systems. While one may specify and pro-
cure each needed system separately, planning
for all requirements as an integrated whole can
have two major benefits. First is the require-
ment for human response to each alarm con-
dition. Consolidating alarm control panels and
CCTV monitors in the least number of loca-
tions will minimize the number of people re-
quired to do this. Second, one may find that
more sophisticated alarm controls can be used.
One approach uses multiplexor techniques to
connect many alarm points to a single control
unit via a single circut with substantial sav-
ings in wiring cost and improved maintainabil-
ity. Typically more than one sensor type can
be connected to the individual alarm points.
More advanced systams use a prozess-control

mini-computer to control electronic access
doors, monitor alarm sensors and building me-
chanical equipment,

In addition to integrating hardware, the
ADP security planner, working with the build-
ing manager and building security director,
should consider the human resources available
to support the physical protection plan. In addi-
tion to full-time guards, the following people
may, as permitted by regular duties, be able
to participate:

Receptionists and information desk per-
sonnel

Building engineering staff

Building and grounds maintenance staff

Shipping and receiving clerks

Messengers

Area supervisors

Mail room personnel

By considering where such people are located
and the needs of the physical protection plan,
it may prove possible to get the needed re-
sponse to alarm situations with a minimum
number of guards. However, it can be seen
that to do so, thought must be given to the
location of security systems, particularly alarm
indicators.

We have purposely omitted from this chap-
ter detailed information on security hardware
and alarm systems for two reasons. The tech-
nology is developing rapidly and new devices
appear on the market almost daily, In addi-
tion, the Federal Protective Service of GSA
can be called upon for detailed advice and ex-
pert guidance in meeting specific requirements.

When physical protection plans have been
completed, the ADP security planner should
check two final points. First, great care should
be taken to see that plans and specifications
for the ADP facility and its security hardware,
alarms, locking systems and related items are

- protected against disclosure except on a need-

to-know basis. Second, the emergency response
plans and physical protection measures should
be carefully integrated to assure maintenance
of security during an emergency. For example,
one must guard against the use of a nuisance
fire alarm and the resulting evacuation to cir-
cumvent controls over access to key areas.

6. Internal Controls

6.0. Introdnction

The four preceding chapters have presented
physical means for supporting ADP security
objectives. This chapter discusses the use of
internal controls to reinforce physical safe-
guards in four areas: personnel, organization

structure, the data base and ‘programming.
Generally speaking it will not be necessary to
cost justify internal controls solely on the basig
of expected loss reduction since controls will
usually be installed to serve other objectives
as well, e.g., cost accounting, error detection
and correction, management reports. It is




likely that the ADI® security planner will find
that neeced controls already exist and that his
task will be to determine what modiflcations
and extensions are needed. The basic risk an-
alysis will have identified sensitive areas and
applications. Physical security measures will
require human intervention, support and co-
operation. The ADP security planner should
bear these factors in mind as he reviews the
sections which follow to be sure that internal
controls are structured to reflect security ob-
jectives.

6.1. Personnel Controls

People are undoubtedly the most important
part of the ADP facility, and no ADP facility
can function without a trained staff dedicated
to achieving the mission of the agency. Per-
sonnel controls should reflect the need for care-
ful selection of mature, trustworthy people for
sensitive positions, the importance of provid-
ing adequate training to assume competent per-
formance of ADP duties, and the value of good
supervision in achieving a high level of moti-
vation.

6.1.1, Personnel Selection

The selection of personnel routinely in-
cludes an effort to determine that the candi-
date is qualified by training, talent and ex-
perience to perform the duties to be assigned.
In addition to this determination of job skills,
the selection process for sensitive ADIP posi-
tions should also verify the trustworthiness of
the candidate for sensitive positions by appro-
priate pre-hire screening. Several levels of
screening are available and, of course, both ef-
fectiveness and cost increase as the depth of the
investigation increases. Therefore the level of
screening used should reflect the relative sensi-
tivity of each position, Each ADP facility must
define for itself its sensitive positions; gener-
ally these will include computer operations,
data control, management, auditing, and pro-
gramming (including acceptance testing and
maintenance) of critical applications and sys-
tems. The risk analysis for fraud will usually
identify critical interface points. Wherever a
critical interface involves a single indivdual,
the postion is probably sensitive. This is espe-
cally true for hidden interfaces in which checks
and balances are missing, e.g., a single pro-
grammer has the responsibility for creating,
testing, debugging, and installing a critical pro-
gram. The most sensitive position is often that
of the system programmer; a qualified prac-
titioner of operating system maintenance can
do more damage with less chance of being
caught than almost any other person involved
with data processing,
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Each Federal Department or independent
agency has established regulations and pro-
cedures for designating one or more levels of
position sensitivity and the screening applied
to each sensitivity level. The ADP security
planner should establish the appropriate level
to apply to each ADP facility position. Person-
nel procedures should be established to insure
that Item E, Position Sensitivity of Part I of
U.S. Civil Service Commission Form 2—Re-
quest for Personnel Action, properly reflects
the sensitivity levels selected.

6.1.2. Training

A surprising number of operations problems
and security breaches result from promoting
an individual into a position beyond his compe-
tence. Rather than admit defeat, such people
have been known to destroy source documents
or falsify reports in an attempt to conceal
shortcomings,

The ADP facility can use its personnel train-
ing program to minimize such security and in-
tegrity problems, The training for each specific
job should be thorough, efficient, and compe-
tent. But strong motivations is just as essen-
tial as technical competence, Each employee
should be given an adequate orientation to the
agency, its mission, the ADP facility and his
own career development opportunities. Person-
alized security training is essential. It should
include not only the objectives of the security
program and its operation but the duties and
obligations of each staff member as well. De-
tails are given in Chapter 9.

6.1.3. Supervision

Each ADP supervisor can make a strong
contribution to the security program in several
ways. First, he can see that he and his staff
comply with both the letter and the spirit of
security regulations and control procedures.
He can also actively seek out effective ways to
to improve security.

Next, the good supervisor will work at main-
taining close, effective communications with his
staff. He should try to be sensitive to feelings
and attitudes so that he can act affirmatively
in cases of potential disgruntlement, It is much
better to seek resolution of conflict situations
than to ignore them, as unresolved conflict can
only lead to frustration and impulsive action.

Finally, the good supervisor will take pains
to see that each member of his staff is compe-
tent in his assigned duties, While incompetence
cannot be tolerated in any work situation, the
consequences can he particularly pervasive in
an ADP facility. A program will faithfully re-
peat an erroneous instruction indefinitely, A
moment of careless operation can damage hard-
ware or destroy a file. Staging the wrong tapes
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can delay jobs. While errors and lapses can
never be completely eliminated, the conscien-
tious supervisor will do his best to match the
individual to the job and to give him needed
support and training.

6.2, Organizing for Internal Control

One of the basic principles of internal control
is to divide the execution, of critical functions
between two or more persons, a technique often
referred to as separation of duties. The theory
is that errors are less likely to go undetected
when several people review the same trans-
actions and fraud is deterred if there is a need
for collusion. One individual should never be
totally responsible for a given activity espe-
cially if it relates to the processing or develop-
ment of sensitive applications, This principle of
two individuals acting in concert, yet independ-
ently, to effect action can be applied to data
processing operations, The best approach to
delermine the exact points where separation of
duties should occur is to identify the loss tar-
gets by referring to the basic risk analysis for
the ADI facility and then to identify the routes
to those targets which an intruder could use.
Finally, the points along the route can be iden-
tified where separation of duties would provide
a desirable level of protection. As a rule, sep-
aration of duties will be required to control
sensitive applications, to prevent compromise
of access controls and to avoid abuses in the
area of reject and exception processing.

Figure 16 is'a generalized diagram of a typi-
cal ADP operation with potential control points
indicated. The ADP security planner should
review each sensitive ADP task to determine
where controls would be effective in forestalling
errors or fraud and determine how existing
controls should be expanded to meet security
needs. Consider payroll processing, for exam-
ple: the controls should insure that input is
accurate and valid and that output, paychecks,
payroll journals, etc. do not fall into the wrong
hands. If the payroll is large, exception proc-
essing is probably important. Therefore, the
clerk who prepares input should not control
check signing and distribution or corrections to
the payroll file, Similarly, the programmer who
maintains the payroll program should not con-
trol its acceptance testing, These examples are
much simplified, of course, The real exposures
are often hidden from direct view. The key
point is to examine each potential target and
identify the points in the work flow where
separation of duties can help to stem losses,

Many applications are designed for the rejec-
tion of invalid input and its correction and
re-entering, While this is a valuable quality
control technique, the introduction of manual
processing of rejects offers significant oppor-
tunity for fraud as well as errors. A useful
control for rejects processing is the use of a
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system-generated log or a bookkeeping journal
record to keep track of all incompleted trans-
actions, These records will provide an inde-
pendent audit trail for control purposes, and
separation of duties should apply to the clear-
ing of the log. Someone other than the person
responsible for correcting faulty input should
initiate the transaction to clear log entries,

Program and procedure change controls
should receive special attention from the ADP
security planner, The process of getting a pro-
gram from test to production status exposes
the system to compromise from unauthorized
changes and to loss of data integrity caused by
too hurried development or inadequate testing.
The icdeal approach to insti.iing a change in a
production program is a formalized system in
which several different organizational functions
are involved, User, programmer, auditor, and
operations personnel should all be involved in
the approval process. Quality control of pro-
gramming is as important a concept as quality
control in manufacturing. An organizationally
discrete checking and follow-up function can be
of value in maintaining program quality stand-
ards. In addition, the larger ADP facility should
consider establishing a separate testing func-
tion for all programs that have reached final
production status.

Since controls are managed by people, the
hasic organizational structure must be respon-
sive to the desired internal controls, Figure
17 shows a prototype organization chart. Note
that the key control functions: testing and
auality control, project management, input/out-
put control, tape disk library and standards.
security and data base administration have
been separated from -the production functions.
This makes it easier to assure that checks and
controls will function effectively. Of course, the
details for a specific ADP facility will depend
on its size and mission., While the major prob-
lem for a large ADP facility is often effective
control of resources, the major problem for the
small ADP facility may be the practical prob-
lems of having enough different people avail-
able to implement desired separation of duties.
If this is the case, and it is necessary for cne
or more individuals to have an unusually wide
span of control, it may be necessary to depend
on auditing. This presumes that good audit
traiis are provided.,

'l;lo summarize, the following points have been
made:

o Take great care in selecting personnel for
sensitive ADP positions, Be sure that each per-
son receives ample training and close, effective
supervision, These measures will provide the
basis for a strong ADP staff, ,

¢ Analyze the tasks performed and assets
controlled by the ADP facility to identify the
targets 1and mechanisms for damaging errors
or fraud,
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o To the extent permitted by the size of the
ADPD statf use separation of duties at key con-
trol points to minimize errors and deter fraud.

e Augment separation of duties with in-
ternal controls as appropriate to meet the se-
curity objectives,

6.3. Data Controls

Apart from conventional internal controls,
the ADP security planner should particularly
verify control and protection of data files. Care
must be taken to see that information which
has been designated as sensitive under Federal
regulations is properly safeguarded when it is
entered into ADP data files. This may require
special handling, segregation or other tech-
niques similar to those used for national - se-
curity information.

The ADP security planner should also evalu-
ate physical handling of data files at all points,
He should examine the flow of data through the
ADP facility to identify points at the input/
output interfaces, during handling, and during
custodial storage. where controls may be needed
to safeguard against possible loss or destruction
—and equally important to assure that a loss
will be detected. The ADP facility should follow
defined procedures in case data is lost. Manual
control techniques might include tape/disk
movement control forms, inventory logs, au-
thorization for use and special handling for
critical items.

The use of a computer system for control of
data files deserves special consideration if there
are a large number of files. Many vendor sup-
plied tape or disk library management systems
provide logging and control of tapes by volume,
serial number and name; prevent unauthorized
destruction of a data file; and provide auto-
matic backup facilities, Such systems handle
both on-line and off-line files.

Similar systems are available to manage a
program library, The typical system allows con-
tinual modification of a program which is being
developed while retaining all previous versions.
It protects against unauthorized modification,
and helps with the management of program
modifications., Such packages, whether pur-
chased or developed in-house can be very useful
for management and control of data and pro-
gram files.

In pre-computer days it was axiomatic to
lock up sensitive or important information,
ledger books and vital records in a desk drawer,
file or safe when not in use. The same principle
should also apply to valuable computerized
data. The tape library should be locked when
unoccupied and unautﬁorized persong should be
excluded. Data safes and vaults, and data con-
trol rooms should be protected in accordance
with the sensitivity and value of the material
(data) stored within. The exposure to magnetic
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fields should be evaluated realistically [12] and
reasonable protective measures taken, Com-
puter printouts should be destroyed in accord-
ance with sound procedures to prevent disclo-
sure. It does little good to develop extensive
security controls against theft of data from the
computer or programming area and then allow
the same information to be available from
waste baskets, loading docks or trash heaps.
The ADP security planner should be sure that
data control requirements are properly re-
flected in the physical protection program
described in Chapter 5.

. 6.4. Data Retention and Back-Up

The preceding section has discussed protec-
tion of current data files. The next step is to
integrate the vital records management pro-
gram with the data base management program
to support common retention objecitves. Gener-
ally speaking both short term and long term
back-up is required,

6.4.1. Short Term Back-Up

Short term back-up protects against localized
or temporary loss such as cancellation of a job
hecause of an interruption or error, The inter-
ruption may last only a millisecond, and the
program (especially if it is a short one) may be
re-run easily. However, if the job is interrupted
in the thirteenth hour of a fourteen hour proc-
essing job, it would be wasteful to have to
begin the job again. Therefore, checkpoints,
restarting, recovering, and backup at inter-
mediate points need to be considered for all
long jobs. This is not news to anyone operating
ADP facilities. Nonetheless, a consistent back-
up program is rarely found.

In determining short term back-up require-
ments, cost considerations play a large role.
For example, assume one could checkpoint at
any time at a cost of X dollars. If the total job
costs X dollars to run, it would not be cost
effective to use any checkpoints. If it costs
200X to run the job, it would probably be
sensible to back-up the data at intermediate
points, A review of system reliability as de-
scribed in Chapter 4 may be of help in making
the best decisions.

6.4.2, Long Term hack-Up

There are six reasons why one would want
to retain a past environment:

1. Discovery of errors that caused data in-
tegrity problems in the past, e.g, to trace a
series of mistakes going back six months but
not discovered until vesterday.

2. Back-up which permits disaster recovery.

Thesse situations are covered in detail in Chap-
ter 8.
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3. Management performance review or plan-
ning. The future goals and activities of the
ADP facility can be predicted more easily if
information on past activities can be retained.
Use of simulation models or other planning
tools is enhanced if empirical data is used as
input.

4. Statistical reporting requirements, Data
from the past may be needed for analysis of
trends and for extrapolations.

5. Audit requirements (internal and ex-
ternal). The ability to analyze the past environ-
ment is a primary requirement of the auditor.
?geciﬁc requirements are discussed in Chapter

6. Legal requirements. Other government
agencies may need the data or there may be a
statutory requirement to retain them.

Any of these reasons would dictate that one
should keep at least program source code, docu-
mentation and data files which were in use at
any given point in time. The ADP security
planner should give thought to what is to be
retained. Should it be the entire operating sys-
tem configuration, all documentation, compiler.
execution job language programs and data files?
Or should it be just the changing elements of
the processing? Once he decides what is to be
retained, he must also decide how to retain it.
A good outline of advanced techuiques is avail-
able in “Reliability of Real Time Systems”
[60-65].

6.5, Programming Controls

In line with the recognized objective of gen-
erating technically sound programs, the ADP
security program should include controls in the
aieas of program design, acceptance testing and
standards. Each of these topics is discussed in
the following sections.

6.5.1. Program Design

There are five major program areas in which
design can contribute to security. First is the
inclusion of audit trails in the programming
process. The basic objective is to make it pos-
sible at any point in time to determine the
status of a given piece of data. In most cases
the systems analysts and system designers will
want to involve the auditor in the design phase
as he will be able to postulate the optimum
placement of audit trails and controls,

The second is the development of a test plan
that will consider all possible elements of input,
and the interfaces and operational aspects of
each new program as part of the program
design effort rather than as an afterthought. It
is not enough to test a program for ranges of
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likely input; it should also be tested for im-
probable, illegal and impossible input, In addi-
tion, stand-alone tests usually are not sufficient
to establish the adequacy of a given program
or module. Not all programs need to meet the
same test criteria; the stringency of the testing
should be a function of importance, complexity
and sensitivity, Development of written testing
guidelines tailored to the needs of the ADP
facility is an important step in achieving good
control.

The third control area is program change,
Programs should be designed to simplify instal-
lation of future changes, Every change, even
those involving only one statement, should be
authorized, approved, and documented with no
exceptions. Otherwise, control is lost and the
programming process becomes anarchistic. Pro-
gram library maintenance packages, as men-
tioned previously, can helg in the control and
maintenance of program changes. Naming con-
ventions are essential to program change con-
trol. The current trend is toward integrated
data definitions for all ADP applications, so
that every element will be unique.

Controls on the accuracy of data records are
the fourth design objective. There are a wide
range of possible checks including keypunch
verification, computer matching against prede-
termined legal values for fields, self-checking
digits and control fields. Standard design cri-
teria should include the qualitative controls to.
be included in any new application or any re-
vision of an old application. '

Finally. quantitative controls where feasible
should also be installed during the design proc-
ess. These could include control totals, run-to-
run counts (hash totals), trailer records, dollar
controls, automatic check-points/interruption
routines, verfication of the output and input
record counts and the like, Violation of qualita-
tive and quantitative controls should cause
error notifications maintained as an error sus-
pense file, :

The need for quantitative and qualitative
controls should be determined by the risk
analysis, If the application is of {nigh value,
high risk, or consumes a great deal of ADP
resources, these controls should receive more
attention than low risk, low visibility applica-
tions.

6.5.2, Program Installation

One of the most sensitive points in the pro-
gramming process is the release of an applica-
tion to the production system, and its operation
against a live data base. Installation of a new
program should occur only after thorough pro-
gram and system tests have been completed and
approved. The more organizational entities
participating in this approval, the better the
control. The programmer, a testing or quality
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Symbols:
I: Initiates document
A: Approves document o !
U: Uses document Dl ~ o
8 [S (8 [& | @
“1BlE |8 | ¢
E |0 | o |¥&
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s |5 [8]la |8 |a
S & {a|s |& |2
Feasibility Study Study Request I |U A
System Requirements I |U
Cost and Schedule A |1 A
System Design System Flow Chart &
Narrative A |1 U |U A
Source Documents
& Input A |1 |U |U
Record and File
Organization I jU |U
Output & Renorts
Formats Instr. A |I ju U |U
User, Keypunch &
Control Instr. A |1 |U |JU |U
Programming Program Narrative
& Flow Chart 1 A
Coding I
Program Test Rea's
& Schedule I U A
System Test Test Requirements
& Schedule A |1 fu {U JA A
Test Report A |JA A |1 JA A
Implementation Implementation
Schedule A I U A
Data Conversion
Plan I U A
User Acceptance A 1 A
Operation Program Maintenance I U |U A
Program Modification | I |U |U |U A

FIGURE 18, Matrir of Suggested documentation to control and record programs.
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control function, operations, and users should
all participate in getting the program from
design to final acceptance test and into the live
system. However, care should be taken to see
that approval does not become a mere ritual.
Fach program should receive detailed, inde-
pendent review, Larger ADP facilities may
want to consider establishing a separate pro-
gram test and control group. Smaller ADP
facilities would probably be served adequately
by defining specific procedures for the installa-
tion process to be carried out by an existing
group but with as much review and separation
of responsibilities as is possible. Again, no pro-
gram should be accepted without adequate and
complete documentation which has been re-
viewed and approved by an independent body.
In case of disaster or non-availability of key
programmers, the ADD facility could find itself
quite vulnerable to loss if the documentation is
inadequate, Figure 18 shows a suggested set of
documentation which will provide the needed
controls as well as technical information,

6.5.3. Documentation of Controls

The procedural controls over data, operations,
sy:'em design, programming and acceptance
testing already described must themselves be
documented if they are to be fully effective,
This is often done hy preparing documents
called procedures manuals, operations and user
handbooks, or similar titles. Responsibility for
producing the documents may be assigned to a
procedures group in a large ADP facility, The
small ADP facility may call on individuals to
document their particular areas. In either case,
the ADP security planner should participate.
He should analyze the security objectives of the
ADP facility as discussed above to determine
the role of the practices or standards in accom-
plishment of security goals. Based both on these
security objectives as well as on ADP manage-
ment goals, a procedures program should be
formulated for the ADP facility. An example of
a table of contents for a programming proce-
dures manual is included as Appendix C.

7. Security of Off-Site ADP Facilities

7.0. Introduction

. There are four basic reasons for making use
of an off-site ADP facility:

1. The ADP needs of an agency are too small
to justifv an in-house ADP facility. A business
whose routine data processing is done most
economically at a service bureau serves as an
example, -

2. The efticiency and economy of the on-site
ADP facility is emhanced by doing peak-load
processing at an off-site facility.

3. A special service may be available from an
off-site ADP facility which cannot be provided
economically by the on-site facility. Use of an
interactive time-shared computer for special
jobs is characteristic of this usage.

4, In the event of catastrophe or major dam-
age to the on-site ADP facility, critical ADP
tasks are moved to a preselected off-site facility
for back-up operation,

The first three represent routine on-going
use which is likely to increase over the years
ahead. The fourth use results from the working
ol a contingency plan for an in-house ADP
facility or as back-up for an off-site ADP fa-
cility. What is recommended here is that the
basic security considerations presented in these
Guidelines for on-sile ADP facilities be applied
equally to off-site ADP. This chapter will ad-
dress the problems that the ADP security plan-
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ner must face in evaluating the security of
off-site ADP, Fundamentally, the user of off-
site ADP is in a position very similar to the
depositor in a bank—that is, the protection of
one's assets is turned over to another organiza-
tion, Unfortunately, the user of off-site ADP
does not have the protection provided to the
bank depositor: the law, independent audit, and
the FDIC, In fact, most ADP service bureaus
provide a uniform (and often undefined) level
of security at best for all of their users regard-
less of individual user security requirements.
As a rule the typical ADP service bureau does
not guarantee any specific level of security pro-
tection for users and does not accept responsi-
bility for the losses that the users might incur
because of data theft, processing delays or
other disruptions. For these reasons it is not
safe for the user to assume that work processed
at an off-site ADP facility is being protected by
adequate security measures. The conclusion ig
this: the fact that an agency does some or all
of its data processing at an off-site ADP fa-
cility (the operation of which the agency can-
not control) does not relieve the using agency
of responsibility for protecting its own data
against loss or misuse and for avoiding delays
in processing which interefere with accomplish-
ing its mission. Indeed, the fact that the using
agency cannot control security directly makes
the analysis of security even more important.
Therefore, it is recommended that an agency
which uses off-site ADP facilities! support an
ADP security program as described in this
chapter.




[f a combination of on-site and off-site ADP
is used, then the person responsible for on-site
ADP security planning probably should be re-
sponsible for off-site ADP planning as well. If
there is no on-site ADP facility, then the ADP
security planner might best be chosen from the
office responsible for vital records management,
or the major ADP user in the agency. The
designated ADP security planner should seek
support and participation from all ADP users
in the agency and advice and counsel from spe-
cialists as suggested in section 1,3.2,

7.1. Analysis of Security Requirements

While the basic techniques for risk analysis
described in section 1.3 apply, the following
approach may be helpful when off-site ADP
facilities are being used:

o Develop a loss potential esfimate for the
using agency as described in section 1.3.

o Perform a threat analysis as described in
section 1.8.2 but note that instead of a single
environment (the on-site ADP facility implicit
in the discussion in section 1.3.2), one must,
in general, consider four different security situ-
ations and environments as follows:

1. Protection of source documents, data files.
ADP documentation data entry and out-
put hardware, and related items while
they are in the custody of the using
agency.

o

Protection of data while in transit in
either direction between the using agency
and the off-site ADP facility. Note that
data may be transmitted either electron-
ically or physically (as source documents,
machine readable media or output re-
ports).

Security of using agency ADP operations
at the off-site ADP facility. The using
agency may participate in an existing
security program managed by the off-site
ADP facility or may prefer to develop and
maintain its own contingency plan to pro-
tect its off-site ADP operations.

Protection of data, preprinted forms and
other materials stored at an off-site loca-
tion in support of the back-up operations
plan of the using agency.

® Develop an annual loss expectancy estimate
as described in section 1.3.3. The basis for the
estimate will differ from the single site situation
in a number of ways. The using agency does
not suffer a loss from the destruction of physi-
cal assets (other than its own tapes, disk packs,
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etc.) at the off-site ADP facility. Similarly de-
struction of data files and other material at the
back-up site results only in the cost to replace
them, These considerations are summarized in
the table below for each of the five loss-poten-
tial types listed in section 1.3.1. A Yes entry
implies a loss potential similar to a full on-site
ADP facility, a No entry means that the loss
mechanism does not exist and the entry Minor
refers to a loss limited to the relatively minor
cost to replace data. documentation and related
items,

The ADP security planner should test the
validity of the assumptions in the table for his
particular situation so as to be sure that his
loss expectancy estimates will include all sig-
nificant factors.

- -ﬁl,oss l,oc;}-l—m{ T
Potentinl ' Baek-Up
lL.oss Type On-8ite | In Transit | Off-Site Site "
Physieal Loss Yes* Minor Minor Minor
Data Loss Yeos Yes Yes No
Datn ‘Theft Yog Yeos Yes \:es
Indirect ‘Theft Yes No® Yes N;n:;
Pracessing Delay Yes Yes Yes No

8 Ihie potentlal is probnbly mueh ltower than for a full on-slte
ADE fuellity slwee hardware Is Hmlted to remote terminals.

It fs assumed that tampering with data in transit would
not go undetected,

1t s concefvable that an embezzler might be able to tamper
with inndequately  protected hack-up flles and  then destroy
on-site files to force the use of the back-up files. Hrwever, this
sooms to he n rather tarfetehed frand scenatio.

A1 back-up materlnds were destroyed by the sume event ns
the eperational site, Lo, at the same time, a crocvsslnﬂ delay
wouldl oceur. Hopefully, the tmck.up site has heen selected to
minimlze the probability of a jolnt disnster as might occur {f
the operational nnd back-ap sltes were loented on the same
wirthquake fault line.

“ Note thar the using agency may elect to use its own faeflity

:." ﬁ':;‘rc- muterlnls to bnek up operation at the off-site ADP
achlity.

7.2. On-Site Security

Analysis of the security of the on-site por-’
ticns of ADP operations is conducted as has
been described in the preceding chapters of this
handbook. Obviously if proccssing is done off-
site, the ADP security planner need not concern
himself about protecting an expensive, complex
ADP facility, but he will want to consider
points like these:

e Physical protection, access controls and
data controls for source data at the point where
they are concentrated enough to become a tar-
get for wrongdoers or where responsibility for
data integrity shifts from users to ADP op-
erations.

® Protection of remote terminals against
threats such as misuse or sabotage (deterred
by physical access controls), damage caused by
fire, flood, etc., or delays in processing caused
either by physical damage to the terminal or by
interruptions to electric power or communica-
tions circuits.

¢S




FIPS PUB 31

o P’hysical protection for data files, documen-
tation and other back-up materials which may
he stored on site,

7.3, In-Transit Security

The security analysis should consider the ex-
posure while data and documents are in transit,
Except for interception of electronic data trans-
mission which is excluded from the scope of
this handbook, the following points should be
considered:

¢ Physical loss of input, Where the cost to
reconstruct or the loss from delayed processing
is significant, steps should be taken to permit
prompt replacement of input which is destroyed
or lost in transit. Accidental erasure of mag-
netic media is unlikely and is easily protected
against by using magnetically shielded ship-
ping containers. Ileat, x-rays, and radar are
all overrated threats whicn can be managed
with common sense precautions based on a
technical report by 3M Company [19] and an
NBS report [12]. However, there is always
some exposure to these threats and to the pos-
sibility that a shipment will be misdirected or
otherwise go astray.

o Physical loss of output, Output which will
be in the form of printed or microfilmed ma-
terial is subject to the same exposures as ordi-
nary mail but it obviously can be protected by
the simple expedient of retaining the output
data file at the off-site ADP facility until de-
livery has been confirmed. Alternatively, one
might prefer to trigger replacement on a report
of non-delivery, In other words, unless non-
delivery (the less common event) is reported
Ly a specified time, the off-site ADP facility
assumes delivery has occurred and need not
retain the output file any longer (although
exception reporting in this case carries greater
risk than reporting each delivery).

e Protection against disclosure, The loss po-
tential analysis may show that either input or
output are sensitive and must be protected
against wrongful disclosure. Presumably the de-
gree of protection required can be related to
the value of disclosure to potential perpetrators
and to the level of effort they are likely to use.
Protection techniques used for classied ma-
terials while in transit can be used as guidelines
for developing protection techniques for un-
classified but sensitive information,

e Protection against tampering. The loss po-
tential analysis may show that either input or
output is subject to tampering for fraudulent
purposes. Protection of input can make use of
the same controls, in general, as are applied to
in-house processing. However, one must take
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pains to see that steps are taken to protect
not only input data, but control informaion as
well. This is because one might conceal input
data tampering by compensating changes to
control data. 1deally, control information is kept
on-site and output is not released until it has
been verified against the on-site control data.
lHowever, if time constraints requive verifica-
tion at the off-site ADP facility, then control
information can be protected while in transit.
One may depend on the deterrent value of ulti-
mate, if delayed, detection of tampering
through later on-site confirmation.

The ADP security planner should bear in
mind that in many instances frauds have been
concealed by substitution of altered output, For
example, a recent report described how diver-
sion of funds from dormant bank accounts was
concealed by sending altered statements to the
dormant account holders, . The fraud was dis-
covered when a delay in processing prevented
the embezzlers from making the substitution.*
This episode points up the situation where the
fraud is revealed only by detailed output re-
ports and so may be concealed (for a time at
least) by tampering with these output reports,
It seems likely that output which is shipped
from one site to another for distribution, would
be particularly subject to substitutive tamper-
ing.

7.4, Off-Site Security

The same technique is used to analyze se-
curity at an off-site ADD facility as has been
described for an in-house ADP facility but
with a variation in emphasis as a result of
variations in the loss potential. For example,
if we estimate that we will operate 0.5% of
the time at the back-up site, delayed processing
losses would likely be on the order of 0.5% of
their equivalent at the ADP facility normally
used, In other words. the less likely we are to
be operating at the back-up site, the less sig-
nificant its reliability is to us so that we can
place more emphasis on such factors as avail-
ability, process integrity, technical compatibility
and convenience in evaluating it.

The emphasis for an off-site ADP facility
which is used regularly would be the same as
for an on-site facility, with the exception that
one’s concern is obviously limited to one’s own
assets. The ADP security planner can begin his
security analysis of the off-site ADP facility by
reviewing as much of the following documen-
%ati(l)n as is available from the off-site ADP
Facility:

® 5 copy of the latest risk analysis,

D WPguees in Bank Loss of $12R2,000 Computerieorld,
oL Febrwstey 3, 19738,




e a copy of the contingency plan—when it
was last updated and the last time it was
tested.

[ ]

a copy of the last security audit, its date,
and who performed it.

a copy of the security policy and proce-
dures.

a copy of all other ADP physical security
documentation.

On the basis of the available documentation,
an inspection and survey of the off-site ADP
facility, and his own estimate of his agency's
los3 potential, the ADP security planner should
be able to draw one of the following conclusions
about the off-site facility:

1. The security program at the off-site ADP
facility is acceptable and no separate back-up
arrangements are required, Presumably, the
using agency will participate in and cooperate
with the secuvity program at the off-site ADP
facility.

2. Protection of using-agency data and other
materials is adequate, but reliability and con-
tingency planning are inadequate: 1.e. the ex-
posure to processing delays is judged to be
unacceptable. If the using agency finds that it
can develop and maintain its own back-up plan,
then use of the off-site facility could be justified
despite the less-than-complete security pro-
gram. However, the cost of the independent
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back-up plan should be factored into the price/
performance evaluation of the off-site ADD
facility. '

3. Security at the off-site ADP facility is
judged to be inadequate. In this case it may
be possible to arrange with the management of
the off-site ADP facility for eithera general up-
grading of security, if that is what is needed,
or installation of special measures for the using
agency, such as special handling of using-
agency data, However, when management is
unwilling or unable to upgrade security, the
using agency will have to look elsewhere for
ADP setvices,

When the risk analysis has been completed
and an off-site ADP facility is selected for use,
the using agency must support its ADP se-
curity program as described elsewhere in this
handbook. Specially, the following should be
covered:

1. Security policy and procedures should be
documented.

2. Using agency personnel who have ADP
security responsibilities should receive appro-
priate indoctrination, training and supervision,

3. An ADP security audit program should be
established. The using agency may find that it
can place reliance on audits performed by the
off-site ADP facility for part, if not all, of its
audit needs.

8. Contingency Planning

8.0, Introduction

Each agency of the Federal government has
an assigned mission, Plans are prepared and
executed for the accomplishment of that mis-
sion. These plans assume normal working con-
ditions, availability of the agency’s resources
and personnel and a tranquil community atmos-
phere. Even so, the ADP security planner
recognizes that despite careful use of preventive

measures there is always some likelihood that -

events will occur which could prevent normal
operations and interfere with accomplishing the
agency’'s mission, For this reason, he should
include contingency plans in the ADP security
program.

ree different types of contingency plans
are required for an ADP facility:

Emergency response. There must be proce-
dures for response to emergencies such as fire,
flood, eivil commotion, natural disasters, bombh
threats, ete., in order to protect lives, limit the
damage to property and minimize the impact
on ADP operations.

Back-up operation. Back-up operation plans
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are prepared in order to insure that essential
tasks (as identified by the risk analysis) can
be completed subsequent to disruption of the
ADP and continuing until the facility is suffi-
ciently restored.

Recovery. Recovery plans are made to permit
smooth, rapid restoration of the ADP facility
following physical destruction or major dam-
age,

8.1. Preparation of Contingency Plans

Because good contingency planning is an im-
portant contribution to stable ADP operations
and will require substantial effort, it is recom-
mended that a formal task force be estab-
lished with well defined goals and a budget and
schedule as a part of the security program
implementation described in section 1.4, Fur-
thermore, it will be necessary to have the
participation of qualified people from other
areas. Figure 19 suggests how tasks might be
set up and assigned. Of course, each ADP
facility will want to adapt to its own special
cireumstances and make full use of the resources
available to it.
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F1oure 19. Organization and tasks for contingency planning.

The selection of modes of back-up operation
(Task 6) depends in part on two basic factors,
The time required to recover (Task 2) fixes the
maximum duration of back-up operation, The
loss potential associated with the individual
ADP tasks (Task 4) fixes the maximum dura-
tion of an interruption to processing which will
not cause a significant loss. If the disruptive
event is expected to last longer than this time,
hack-up operations should he initiated.

The failure mode analysis (Task 3) enables
the ADP secnrity planner to identify the events
which are likely to precipitate back-up opera-
tions. Basically, the approach is to relate the
threats identified by the risk analysis to the
three major classes of effects: limited loss of
capability, interruption to operations and major
damage or destruction, Tabulating the effects,
as shown, may be helpful:




‘operations, little or no

facility and contents.

Effect Typleal Causes
Timited loss of ADI' 1 Failure of key peripheral
capability. hardware unit(s).
2. Partinl loss of air coudition-
ing, ete.
3. Communications circuit(s)
faflure,

4. Loss of key prograwms, flles,
preprinted forns.

5. Non-availlability of key per.
sonnel,

Interruption to ADP 1, Labor disputes, demonstra-

tiong. civil commotion.

Failure of electric power, air

conditioning, '

3. Evacuation caused by bomb
threat, gas leak.

4. Failure of major ADY hard-
ware unit.

H. Computer room fire. sahotage
of ADY hardware. localized
flooding.

6. Intrusion of smoke, dirt or
dust.

damage to facility. 2.

Major damage ar de- 1.
struction of ADP

Major fire,

Earthquake, general flood,
tornado.

3. Bombing, explosion, aireraft
crash,

ts

The significance of each of the three effect
classes shown in the tabulation is as follows:

Limited loss of capability implies that only
some tasks will be affected. To evaluate the
need for back-up, the ADP security planner
must relate each cause to the affected ADP
tasks, These tasks will differ in time urgency
and loss potential. For example, consider the
situation in which an optical character reader
(OCR) unit is used to enter data from source
documents. If the mean time to repair were
significantly shorter than the cycle time of the
task(s) using the OCR unit, one would prob-
ably conclude that no back-up was required,
particularly if there was ample catch-up time
for all OCR jobs. On the other hand, if the
OCR unit operated three full shifts per day, the
need for an alternate data entry method would
be obvious,

Another example would be a partial air con-
ditioning failure., Assume that the computer
room has three identical air conditioning units,
it has been determined that the mean time to
repair is eight hours and the room temperature
will exceed allowable limits in 30 minutes, If
enough ADP hardware and room lighting is
turned off, temperature can be stabilized a% an
acceptable level. The ADP security planner
should check the list of tasks for which an
eight hour delay will cause losses to see if
there is a subset of the normal computer con-
figuration having a heat load which will allow
these tasks to be completed. Unless this is the
case, an air conditioning failure is likely to
require back-up operation.
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Interruptions to operations with little or no
damage implies that all ADP tasks will be af-
fected but that after the cause of the internp-
tion is cleaned up normal operation can resume
at the facility. An examination of the list of
typical causes shows that the duration of the
interruption will depend either on the time to
restore the situation, as after a computer room
fire, or on external factors not under the control
of the ADP facility, as with civil disorder or
power failure.

Major damage refers to situations where the
ADP facility is no longer tenable, back-up op-
eration is required, and repair or reconstitution
of the entire ADP facility is necessary to re-
turn to normal. The ADP security planner
should see that back-up recovery plans are ade-
quate to cope with this extreme case,

In the 'case of major damage or total de-
struction, the decision to switch to back-up
operations will be obvious, In the case of limited
damage or interruption it may not be as clear
what to do. To make the decision wisely, the
ADP manager will want to know what tasks
are affected, how long it is likely to take to
return to normal and who to call on for more
information and assistance in making repairs
or otherwise restoring the’ situation to normal.
During his analysis of such events, the ADP
security planner will have gathered much of
the needed information, With a little added
effort, this information can be documented to
assist ADP management in making its decision,
The documentation should include these ele-
ments for each likely event:

e factors which can be established in ad-
vance to estimate the duration of the
interruption to normal operations.

® persons or agencies who can provide infor-
mation to estimate duration of the specific
event more accurately.

® persolis or agencies who can be called upon
o restore the situation to normal,

Some examples follow of the way this infor-
mation might be assembled:

AIR CONDITIONING SYSTEM FAILURE

(1) Mean time to repair:
Circulating pump—x hours
Chiller—y hours .

(2) Repair time estimates:
Building Engineering—Mr. S. Smith,
Ext. 34b

(3) Repair coordinator:

géz%lding Engineering—Mr. J. Jones, Ext.

R
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ELECTRIC POWER FAILURE

(1) Mean time to restore service:
Building service fault-—x hours
Local service failure—y hours
Aren wide failure—az hours

Repair time estimates:

Building Engineering—Mr, S. Smith.
Fxt. 345

Power Company Dispatcher—Telenhone
—321-7654

Repair Service: .

Building Electrician—Myr, J. Jones, Ext.
789

Power Company District Repair Office
—Telephone—567-6543

ADI’ HARDWARE FAILURE

(1) Mean time to repair: _
Central Processing Unit: x hours
Multiplexer Channel: v hours
Disk Storage Con:ivol: z hours

Repair time estimates: 7
Vendor A Representative—Ext, 543
Vendor B Representative—FExt. 789

Repair coordinator:
ADP Operations Manager—
Mr. W. Brown, Ext. 555

These examples are merely intended to show
how the criteria might be organized. One might
include a brief discussion of the factors which
affect repair time, limitations on availability of
service personnel at night and on weekends and
alternate contacts. It is probably not necessary
to include information about events which are
very unlikely to cause critical delays.

8.2, Emergency Response Planning

The term emergency response planning is
used here to refer to steps taken immediately
after an emergency occurs to protect life and
property and to minimize the impact of the
emergency. The “Model Facility Self-Protection
Plan [14] has been designed for the general
requirements of the typical Federal building.
The ADP security planner should review his
risk analysis to identify emergency conditions
which have particular implications for ADP
operations, such as protection of equipment
during a period of civil commotion or loss con-
trol subsequent to a fire, flood and the like.
Where he finds such situations, he should de-
velop amendments to the Facility Self-Protec-
t,ion] Plan to meet the special needs of the ADP
facility,
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He may also want to consult “Management
Control of Fire Emergencies” [81], which sug-

gests usef ' control procedures and “Emer-

gency Resc - Training” [8], which containg a
resume of the Office of Civil Defense Rescue
Training program and ncludes a list of rescue
equipment,

Loss control can be particularly important to
the ADP facility. In a number of recent fires
and floods, the value of being prepared to limit
damage has been amply demonstrated. By re-
viewing operations and the location of critical
equipment and records with Section Chiefs, the
AD¢ security planner can develop a list of
measures like these:

(1) Notify on-line users of the service inter-
ruption. ,

(2) Terminate jobs in progress,

(3) Rewind and demount magnetic tapes;
remove disk packs; clear card readers.

(4) Power down ADP hardware and cover
with plastic sheeting or other waterproof
covers. :

(5) Put tapes, disks. card decks, run books
and source documents in a safe place,

(6) Tower down air conditioning equipment,

If evacuation of work areas is ordered or
likely, all personnel should be instructed to:

(1) Put working papers and the like in desks
or file cabinets and close them. .

(2) Turn off equipment but leave room lights
on.
(3) Close doors as areas are evacuated.

The loss control plan should define the steps
to ve taken, assign responsibilities for general
and specific steps and provide any needed ma-
terials and equipment in handy locations. In
some cases there will be ample time to tuke all
measures, but in extreme emergencies life safe-
ty will dictate immediate evacuation. For this
reason the loss control plan should designate
one or more individuals in each ADP area who,
in the event of an emergency, shall determine
what can be done to protect equipment and
records without endangering life, and direct
ADD staff members accordingly.

In Chapter 2 measures are discussed to pro-
tect the building against the effects of fire,
flooding, windstorm and similar natural dis-
asters. The ADP security planner should review
protective plans with the building manager to
assure himself that any special requirements
of the ADP facility will be satisfied. At the
same time, he should brief the building man-
ager of ADP plans to get his advice and to
insure good coordination. It may also be pos-
sible to make use of building management
personnel to assist with ADP loss control.
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When emergency response planning has been
completed and approved, it should be docu-
mented succinctly for easy execution, as in the
example for a fire emergency shown below:

Fire Emergency Response

1. Report fire (list phone number),
2, Assess life-safety hazard.

3. Evacuate facility if necessary.

4. Initiate loss control procedures.

8.3. Back-up Operations Planning

The risk analysis will have identified the
situations in which back-up oper- tion will prob-
ably be needed to avoid costly delays in accom-
plishing the missions of user agencies, The next
step is to develop plans for back-up operation
which are economically, technically and opera-

stances at the ADP facility but some general
guidance can be helpful in considering the
alternatives.

Back-up operations may take place on-site
when there is only a partial loss of capability
but may require one or more off-site locations
when there has been major damage or destruc-
tion, The bhack-up procedures mayv replicate
normal operation or be quite different. Quite
often ADP management when considering back-
up will find that an exact replica of the on-site
ADP system is not available for back-up, or
that the time available per day is less than
what is needed to complete all assigned tasks.
Fro mthis one might conclude that back-up is
impossible, On the contrary, there are a num-
ber of things one can do to make back-up re-
sources available:

Postpone the less urgent tasks. The ADP
security planner should tabulate the ADP tasks
in descending order of urgency as identified by
the risk analysis, Having estimated the time to
return to normal following a disruptive event,
ADP management can quickly see which tasks
an be set aside. These include such things as
program development, long cycle (monthly,
quarterly or annual) processing and long range
planning. As long as adequate catch-up time
will be available after the return to normal,
there should he a number of tasks which can
he safely postponed. '

Substitute other procedures. If one can ac-
cept increased cost or degraded service it may
be possible to use other procedures. For ex-
ample, one could use punched card input for a
failed OCR unit. If printer capability is lost,
one could carry print tapes to a back-up fa-
cility for off-line printing. It might also be pos-
sible to substitute batch processing for on-line
processing temporarily. In some cases where
- compatible hardware is not available, it may be
feasible to maintain a secor:d software package
which is functionally identical to the regular

tionally sound. Details will depend on circum- .
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package but technicaly compatible with the off-
site ADDP hardware that is available for back-up
use.

Modify tasks to reduce run time. To stretch
available back-up resources, it might be feasible
to eliminate or postpone portions of a task, such
as information-only reports or file updates
which are not time urgent. In some cases it
might help to double the cycle time for a task,
e.g. run a daily tusk every other day instead.

By considering all these possibilities for each
task, the ADP security planner will be able to
develop the specifications for the minimum
back-up requirements (ADP hardware, re-
sources and hours per day) necessary for ade-
quate back-up. These specifications can be used
to evaluate potential off-site facilities. Possible
sites for Lack-up operation include: other ADP
facilities of the agency, other Federal ADP fa-
cilities and commercial service bureaus. In ad-
dition to intra-agency contacts, the ADP
security planner should consult with the near-
est ADP Sharing Exchange to identify possible
off-site facilities. The Government-wide ADP
sharing program is administered by the Offiice
of Automated Management Regulations of
GSA [15].

To evaluate alternate back-up modes and al-
ternate off-site facilities, the ADP security
planner should consider cost factors such as:

o ADP hardware usage charges.

e Trausportation of personnel and needed
supplies and materials.

e Maintenance of personnel at the off-site
location.

e Transportation of input and output be-
tween users and the off-site location.

e Overtime pay for regular ADP staff mem-
bers and pay for temporary personnel who
may be needed.

He should also remember that some of the
regular ADP costs will be reduced during back-
up operation, e.g., electric power, telephone
charges, hardware rentals,

As these factors come into focus—identifica-
tion of critical tasks, specific back-up modes
and usable off-site ADP facilities—the outlines
of the optimum back-up plan will begin to
emerge. In genetal it is wise to form several
hack-up plans as follows: (1) a plan for back-
up operation which is not expected to extend
much beyond the cause of delay, which forces
a shift to back-up operation, viz.,, a minimum
cduration plan which would probably include
only the most time urgent ADP tasks; (2)
a plan for back-up operation for as long as
it takes to reconstruct the ADP facility after
total destruction, or the worse case plan, (3)
plans for one or more operating periods be-
tween minimum duration and worst case and
(4) a plan for each major partial failure mode.

A
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While the individual plans will be geared to
different objectives they can usually be con-
structed from a common set of modules, It is
often most effective to make a detailed plan for
total destruction since this is the most demand-
ing situation. Scaled down versions or individ-
ual elements from this plan can then be used
for the less demanding situations.

Each back-up plan should cover these five
basic areas:

(1) Derformance specifications. This is a
statement of the specific ways in which per-
formance of each task will depart from nor-
mal, e.g., tasks postponed, changes in cycle
times, schedules, etc.

(2) User instructions. Back-up operation
may require that users submit input in dif-
ferent forms or to different locations or may
otherwise call for altered procedures. These
should be clearly spelled out to avoid confusion
and wasted motion,

(8) Technical requirements for each ADP
task. Back-up operation of an ADP task will
require the availability at the off-site ADP fa-
cility of the following: current program and
data files, input data, data control and uperat-
ing instruction (which may differ from normal
instruction), preprinted forms, carriage control
tapes, ete. These requirements must be docu-
mented for each task. Procedures also need to
be established to insure that the materials
needed for back-up operation are maintained
off-site on a current basis.

(4) Computer system specifications. One or
more off-site computer systems will have beeu
selected for Lack-up operation. The following
information should be recorded for each sys-
tem: administrative information about the
terms for and cost of back-up use, the location
of the system, the configuration and software
operating system, schedule of availability for
back-up operation, and the tentative schedule
of ADP tasks to be performed on the system.

(5) Administrative information. It is prob-
able that back-up operation will require special
personnel assignments and procedures, tem-
porary employment or reassignment of person-
nel, use of special messengers and other de-
partures from normal. Details slould be docu-
mented along with guidance on obtaining re-
quired approvals.

It is quite likely that back-up requirements
and the vital records management program
may require retention of the same records.
Therefore, the two programs should be coor-
dinated to avoid duplication of effort.

When each of the back-up plans is completed,
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it should include full documentation, one pur-
pose of which is to gain management approval.
It may well be that considerable duplication
will exist between individual plans, but it is
recommended that each plan be completely doc-
umented in order to be sure that nothing has
been overlooked. An example of a possible
format is given below:

1. Emergency Evaluation Criteria

Include here information which will help
ADP management to decide if back-up
operation is required, as described in sec-
tion 8.1,

I1. Back-Up Plan A—Two Day Operation

A. Notification—include here functional
titles, location, telephone numbers
and information to be conveyed.

1. ADP Facility Staff
2. Off-Site Location(s)

3. Supporting Agencies
Transportation, housing tem-
porary personnel, communica-
tions, etc.

-

4. User Representatives
B. Technical Plans

1. Summary description of tasks
to be performed, off-site facil-
ity, operating schedule, tasks
which will not be performed,
ete.

Task A

Description of operation,
particularly departures from
normal.

ADP hardware configura-
tion and daily run tirae
requirements,

a.

c. Program and data files,
preprinted forms and other
special materials, run books,
ete. required and the loca-

tion(s) of back-up copies,

ADP staff assignments and
temporary personnel require-
ments,

Special
users,

f. Procedures for return to
norma)l operations,

Task B
... ete.

e, instructions  for




i
)
[
i
1
i

In general it will be effective to use a loose-
leaf format. Since not everyone will need all
material, it may be well to restrict each page
to a single topic. The page numbering system
should allow for easy insertion of additional

-materials.

8.4, Recovery Planning

The use of a baek-up facility usually occa-
sions both extra ¢xpense and downgraded per-
formance. It fs therefore worthwhile to give
some thought to recovery and to develop and

main.ain supporting documents which will min-

imize the tir‘%& required for recovery, Further-
more, the ADP staff will be hard pressed by
back-up eperations. If others can handle recov-
ery, the workload on the ADP staff will be re-
dused during the emergency and the process
will undoubtedly be carried out more effectively
and economically. Recovery from total destruc-
tion will require that these tasks be completed:

e Locate and obtain possession of enough
floor space to house the ADP facility with
a live load capacity as required by the
ADP hardware and suitably located with
respect to users and ADP staff spaces.

e Perform required modifications for needed
partitions, raised floor, electric power dis-
tribution, air conditioning, communica-
tions, securty, fire safety and any other
special requirements.

e Procure and install ADP hardware.

e Procure needed supplies, office equipment
and furniture, tape storage racks, decol-
lators, eic.

o Verify that all needed hardware, equip-
ment and materials are on hand and in
good working order and then transfer op-
erations from the back-up site(s) to the
reconstituted ADP facility.

If the necessary documents have been pre-
pared in advance by the ADP staff, it should
be possible for all but the last task to be com-
pleted by the agency’s procurement division
with only minimum support from the ADP
staff. The following discussion suggests tech-
niques for planning and developing the needed
documentation and maintaining a rapid recov-
ery capability.

The first step is to develop site-selection
criteria. This need not be a major effort, The
following information based on the characteris-
ti]cs o({ the existing ADP facility should be tab-
ulated:
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o A list of work areas by name, e.g.,, com-
puter room, tape library, input/output con-
trol, specifying the minimum and desired
square feet, live load requirement, desired
proximity to other work areas, number of
persons assigned to the area, major hard-
ware and special electrical or air condition-
ing requirements,

o General location requirements, e.g., loca-
tion of users, convenient to ADP staff resi-
dences, desired proximities (e.g., public
transportation facilities, communications
switching centers or other special require-
ments) and desired separations (e.g,,
avoidance of hazards from fire, flooding)
as described in these Guidelines.

e Procurement 1requirements (e.g.,

cost,
lease terms) which would apply.

The site-selection criteria is then reviewed
and approved as appropriate. It is then used by
.he agency’s procurement division or other re-
sponsible authority to maintain a list of two
or three possible sites for reconstruction of the
ADP facility, and perhaps to maintain procure-
ment documents. Thus when disaster strikes,
immediate steps can be taken to obtain needed
space and modify it to accept the ADP facility.
Figure 20 shows a simplified PERT diagram of
such a reconstructicn effort.

The second step is to prepare draft procure-
ment documents for the ADP hardware, As a
rule one would expect simply to replicate the
existing configuration(s) but there are two
possible exceptions. The first exception arises
whe'. the hardware delivery time may be
lengthy. By consulting with the procurement
division and representatives of vendors, public
utilities and the like, the ADP security planner
will be able to estimate the time to complete
each of the activities shown in figure 20, If the
estimate shows that the critical path is ADP
hardware procurement, the ADP systems plan-
ners may want to consider alternate configura-
tions, particularly if the estimated time to pro-
cure the hardware is very long, This will doubt-
less require software modifications but may,
in fact, be the preferred alternative. The other
exception is when a system configuration
change (an upgrade or new system) is antici-
pated already. If it appears that the time re-
quired for procurement of the new configura-
tion is about the same as for the existing con-
figuration, it may make mre sense to procure
the new system rather than reconstruct the
existing configuration, only to switch to the
new configuration shortly thereafter.

The third step is to draft the procurement

documents for needed supplies anc equipment,.
This will include such things as:
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T~

Procure Procure Procure
needed ADP supplies
floor hardware needed for
space check out
4
Install
electric power,
oir conditioning, | .o
etc,
install and Procure
check-out other needed
hardware and supplies
vtilities

Transfer

operations
from

Bock-up Site

Fiaure 20. Simplified PERT diagram of ADP facility reconstruction.

72

e




o office furniture: desks, chairs, tables, file
cabinets, etc.

o office machines: typewriters, dictating
equipment, adding machines, desk calcula-
tors, time clocks, duplicators, etc.

o special ADP supplies: magnetic tapes and
disk packs, a supply of forms and punch
cards, tape and disk pack storage racks,
card deck storage cabinets, tape carts, de-
collating and bursting machines, etc.

Note that enough preprinted forms for crit-
ical tasks to last until a new supply can be
procured from the vendor should be kept in a
location not likelf to be affected by a disaster
in the ADP facility. It is not likely that the
time to procure these items will constitute a
critical path, but, if in doubt, the ADP security
planner should check with potential sources.

The final step is to confer with the procure-
ment division and other supporting authorities
about specific regulations and any other re-
quirements with which the ADP facility will
have to comply to initiate and complete the re-
construction effort. By tabulating these regula-
tions and the steps required to obtain procure-
ment authority, it may be possible to identify
the most time consuming steps and find ways
to minimize the time required. At the same
time responsibility for each reconstruction task
can be assigned provisionally.

(1) Identify the critical path in the recon-
struction effort and if it is unacceptably
long, look for ways to reduce it.

(2) Identify the tasks which must be per-
formed and the responsible agencies,
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(3) Provide each agency with the informa-
tion to proceed with its task with a
minimum of help from the ADP staff
during the emergency period.

8.5. Testing Contingency Plans

Since emergencies do not occur often, it will
be difficult to assure adequacy and proficiency
of personnel and plans without regular training
ané) testing. Therefore, it is important to plan
and budget for both, One can test for the avail-
ability of needed back-up files by attempting
to repeat a particular task using on-site hard-
ware but drawing everything else from the off-
site location. Experience has demonstrated the
value of such tests in validating back-up pro-
visions; it is not uncommon to discover gross
deficiences despite the most careful planning.
Cne should verify compatibility with the off-
site facility regularly by running one or more
actual tasks. A number of ADP facilities con-
duct such tests as a part of an overall audit.

Similar tests of procedures for fire fighting,
loss control, evacuation, bomb threat and other
emergencies will give assurance that plans are
adequate and workable and will at the same
time provide an opportunity for training of
ADP personnel. Each test should have a spe-
cific objective. A team should be assembled to
prepare a scenario for the test, to control and
observe the test, and to evaluate the results.
This evaluation will provide guidance for modi-
fications to emergency plans and for additional
training, The important point is to be sure that
the emergency plans have substance and do, in
fact., contribute to the security of the ADP
facility.

9. Security Awarenrss and Communications

9,0. Introduction

Throughout this handbook, many security
measures have been presented, but without the
dedication of the ADP staff and users in mak-
ing them work. the effectiveness of a secur?ﬁ‘y
program will be greatly diminished and some
measures may not work at all, People will be
more prone to feel dedicated to the security
program if they understand why there is a
need for a program, what their invoivement
will be and, particularly, what their part is.

In order to bring about an early awareness
¢f the importance of the ADP security pro-
gram, one should begin communicating infor-
mation concerning the security program from

its inception by annourcing the appointment of
the ADP security planner and at the sanie time
encouraging all personne] concerned to forward
their thoughts and ideas about ADP security to
the planner,

As physical security measures are imple-
mented, the general environment in the ADP
facility will change. For example, access to the
computer room may be curtailed, It is likely
that most people will not be permitted to enter
the computer room without an escort. This new
security environment can have a negative psy-
chological impact on personnel. They may feel
their ability to perform their function has been
limited or that their honesty and integrity has
been questioned. A wgell developed ADP security

V8
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commuunications program will require the sup-
port and participation of people from many or-
ganizations outside the ADP facility. Fire
fighting, auditing, security, personnel, building
engineering, procurement and others should
participate directly. User representatives will
be called upon to supply the ADP security
planner with information needed to determine
the loss potential due to theft of information,
indirect theft of assets and delayed processing
as it relates to the user's files and mission.
The objectives of the security program
should be communicated to all these people as
well as to the ADP staff. In particular, pro-
tection against injury or death and avoidance
of episodes leading to false blame, loss of pro-

fessional reputation or loss of jobs should be
stressed,

9.1. Senior Management

Active involvement and participation by
senior management, particularly in the chain
of command above the ADP facility, is vital
to developing an effective and efficient security
program. Without senior management’s active
participation, it is doubtful that the security
program will be able to reach its fullest poten-
tial. Ideally senior management’s participation
will'involve:

® Instituting the ADP security program.

e Reviewing and approving all ADP security

licy statements.

Reviewing and approving the risk analysis
a’nd security plans.

Determining who is responsible for docu-
mentation of the security program.

Assisting in obtaining cooperation from
those departments whose support is needed
in the ADP security program, i.e., plant
protection, fire safety.

Assisting in motivating the user depart-
ments to define their data security needs.

Budgeting the necessary funds for the
ADP security program.

Evaluating the results obtained and the
performance of middle management.

Setting a personal example of willing com-
pliance with security rules.
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9.2. Communicating the Securily I’rogram

Because of the importance of communicating
the security program, a special ADP security
communications plan might be developed util-
izing the tools of modern communications, In
developing the ADP security communications
plan, the following should be considered.

9.2.1, Target Audience for the ADP Security Plan

All members of the ADP facility staff should
be exposed regularly to the ADP security pro-
gram, All members of organizations external to
the ADP facility should receive information
about the program as it may affect them.

9.2.2, Content of Communication Plan

The information presented to the ADP fa-
cility personnel should point out why it is their
responsibility to protect the assets which they
have under their jurisdiction and state the
rules and regulations which must be followed
by ADP personnel. In order for ADP personnel
to better understand the security program,
and, even possibly, to identify new threats or
weaknesses in the existing security measures,
the types of threats should be explained.

Users and personnel who support the opera-
tion of the ADP facility should be made aware
of the impact a computer disaster would have
upon the ability of the agency to perform its
mission. It should be pointed out that if the
ADP facility were damaged or destroyed, ADP
tasks could not be run on time or, worse yet,
vital records could be lost, In order to help
user representatives to understand more clearly
the information they must supply to help the
ADP security planner in making the visk an-
alysis, the impact of events such as those listed -
in section 1.2 should be explained to them.

9.2.3. Method of Communication

Any one or more of the following can be
used to communicate the security program:

Job Descriptions. All ‘ADP job descriptions
should include a clear explanation of responsi-
bility with regard to ADP security.

Employee Orientation. All new employees
should receive an ADP security orientation lec-
ture, either separately or as a part of the exist-
ing new employee orientation. Consideration
should be given to using a form that the em-
ployee signs, stating that the employee has
received the ADP security orientation and un-
derstands his specific responsibilities and the
impertance of ADP security to the agency.
Likewise, when an employee terminates, he
might be requested to sign a form stating that
he will not communicate sensitive information
as its relates to the secure operation of the
ADP facility .




If the ADP facility is large and has many
new employes, it may be worthwhile to pre-
pare a booklet whicﬁ' describes the security
program in general terms, It might include
brief descriptions of critical area access con-
trols, emergency procedures, the property pass
system, identification cards, door key issue and
other tcpics of general interest. If the agency
already has an employee indoctrination book-
let, a section on security might be added to it.

It will be appropriate to have refresher
briefings on changes in the ADP security pro-
grams for all employees or at least for those
in critical positions, These briefings can also
be used to communicate the results of tests,
drills and audits, and it should be remembered
that it is just as important to report favor-
able results as it is to describe shortcomings.

Bulletin Board. A special security bulletin
board might be installed within the ADP facil-
ity on which new security regulations are
posted for ADP personnel to read and initial.

Posters. Posters are not an effective means
of communicating detailed information because
people have a tendency to glance at them
rather than read them. But posters can reach
a large audience quickly with a simple mes-
sage. A number of posters on ADP security are
available from the Superintendent of Docu-
ments, U.3. Government Printing Office.

News Media. If there is an employee news-
paper or magazine, articles on ADP security
could be published in it periodically. Pertinent
articles that appear in the technical or popu-
lar press can bhe routed to members of the ADP
staff and appropriate users

How-te-do-it Instructions, As discussed in
various other portions of this handbook, ii-
structions should be developed for using the
ADP security plan, Each individual with an
assigned responsibility for security should have
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clear written instructions; in most cases these
can be extracted from the security documenta-
ion described in section 1.4, For example, the
members of the ADP fire brigade (sec. 2.1.4)
should have instructions for the actions they
will take when a fire is detected.

Training. Various training tools such as films
and audio cassettes, round table discussions,
lectures, programmed instruction and seminars
can be used for security training. A film on
ADP fires is available from the National Audio-
visual Center, GSA: “Fire Loss Management,
Part II: Computer Installations.” User groups
should be oriented to the importance of ADP
security, the impact that ADP security has on
them and the reason why it is important that
they communicate their specific requirements
of the ADP security planner. Lectures and
round table discussions can also be quite ef-
fective training methods since they permit
face-to-face discussions and upward communi-
cation of ideas.

9.3 Summary

While it may not be easy for the ADP plan-

ner to evaluate the effectiveness and efficiency
of the ADP security communications plan, the
cost is modest compared with other ADP se-
curity measures. At the minimum, a communi-
cations plan is required comprising new em-
ployee orientation and a training program for
ADP employees and users’ groups.
_ When developing the ADP security program,
it must be remembered that success depends on
loyal and dedicated employees mho comply
readily with the %;equire.‘. ehits of the ADP Sse-
clirity program. This cooperation can only be
obtained if the aims and importance of the
ADP security program are clearly communi-
cated to each of them,

10. Internal Audit of Physical Security

10.0 Introduction

The previous chapters have proposed a
methodology for the development of an ADP
physical s¢ :urity program. The final element
needed to complete the program is the review
or audit process. The report of the NBS/ACM
Workshop on Controlled Accessibility [47] de-
fined audit as

“An independent and objective examination

of the information system and its use (in-

cluding organizational components) :

a. Into the adequacy of controls, levels of
risks, exposures, and compliance with
standards and procedures.

o

b. To determine the adequacy and effec-
tiveness of system controls versus dis-
honest, inefficiency, and security vul-
nerabilities.”

The Words “independent” and “objective” are
key to the definition, They imply that audit
complements normal management inspections,
visibility, and reporting systems, and that it is
neither a part of, nor a substitute for, line
management, .

What can an audit be expected to accom-
plish? First, it evaluates security controls for
the ADP facility. Second, it provides manage-
men an opportunity to improve and update
its security program. Third, it provides the
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impetus to keep employees and management
from bLecoming complacent, Last, if done ef-
fectively, it will tend to uncover areas of vul-
nerability. Risks change and new threats arise
as systems mature.

Major factors to consider in determining the
frequency of internal audits include the fre-
quency of external audits, the rate of change
of the ADP system, the amount and adequacy
of controls, the threats that face the installa-
tion, and the results of previous audits. It is
generally accepted that audit activity should
be a matter for the highest management level
which has jurisdiction over the ADP facility.

10.1. Audit Preparation

One of the main principles in audit team se-
lection is that members should not be respon-
sible for ADDP operations, This means that the
audit should be conducted by- some department
or agency outside of the span of control of the
ADP manager. Team members should have
some knowledge of data processing and, if
possible, basic auditing principles, A program-
ming or ADP operations background is de-
sirable but not essential. An experienced user
of ADP services might have the necessary
qualifications, The role of the team is not to
develop security controls, but to evaluate es-
tablished controls and procedures. Nor should
it be responsible for the enforcement of con-
trol procedures. which is clearly an ADP man-
agement responsibility.

The character of each of the audit team
members is extremely important. Judgment,
objectivity, ability, and a probing nature will
all affect the success of the audit. The leader
of the audit team must be able to organize the
efforts, prepare a good written report and com-
municate findings effectively. If he is not tech-
nically oriented, he should be assisted by
someone whose technical judgment and knowl-
edge of ADP can be relied upon.

The size of the team depends upon the size
of the installation and the scope of the audit.
A large installation should consider including
specialists from the following areas on the
audit team:

¢ Internal audit. The knowledge and disci-
pline to conduct an audit can be provided
through internal audit specialists, Attri-
hutes of inquisitiveness, a probing nature,
and attention to detail are typical charac-
teristcs of the professional auditor. Even
though the auditing profession generally is
not trained in data processing technology,
it should not be difficult to find an auditor
with some data processing knowledge,

Security. Each audit team should have
some security expertise. A security officer
is a welcome addition to an audit team. His
role is discussed more fully in section 5.1.
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Data processing. Techniea] expertise in
data processing is required. Both program-
ming knowledge and operations experience.
will be helpful. Perhaps the data process-
ing internal securitr officer has these
skills; if so, he should be the prime can-
didate for the team. Using someone from
the ADP facility being evaluated need not
significantly affect the objectivity of the
audit process. :

Users. Usars have the most to gain from
an effective audit because of their depend-
ence on the ADP facility, yet too often
they have little or no interest in ADP con-
trols or security measures. To encourage
participation in the ADP security pro-
gram, one or more users who are con-
cerned about sensitive data being compro-
mised, disclosed, or destroyed should be
encouraged to join the audit team,

Building management and engineering.
Many of the physical security controls to
be audited—fire prevention and detection,
air conditioning, electric power, access con-
trols, and disaster prevention—relate to
building management and engineering,

Outside specialists. Independent, experi-
enced viewpoints provided by outside con-
sultants can be very helpful.

The composition of the team can be flexible.
One of the prime requirements is that it con-
sist of people who are objective. If only one
ADP faciliy is to be audited, the members of
the team could be assigned for the term of the
audit and then returned to their normal jobs.
If there are many ADP facilities under the
jurisdiction of the agency, it might be advis-
able to establish a permanent audit team to
review all installations on a recurring basis.
In any event, the composition of the team
should be changed periodically in order to
bring in fresh viewpoints and new and differ-
ent audit techniques.

10.2. The Audit Plan

In order to conduct an internal audit of se-
curity properly, a comprehensive audit plan
must be developed. It should be actionsoriented,
listing actions to be performed. It must be
tailored to the particular installation, This
implies that quite a bit of work will be re-
quired in its development.

The first step is to examine the security
policy for the KDP facility. This policy may
to an entire agency, department, or a
single ADP facility. In any case, it should be
reviewed and pertinent security objectives ex-
tracted for subsequent investigation, The next
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step is to review the risk analysis plan, identi-
fying those vulnerabilities that are significant
for the particular installation. Third, the ADP
Facility Security Manual, the Operations Man-
ual and other such documents should be re-
viewed in order to determine what the speci-
fied security operating procedures are. And
last, the ADP facility organization chart and
Jjob descriptions should be examined to iden-
tify positions with specific security or internal
control responsibilities. This background ma-
terial will form the basis for the development
of the audit plan. There are a number of gen-
eral questions that should be considered when
formulating the audit program:

® What are the critical issues with regard
to security ? Does the ADP facility process
classified or otherwise sensitive data? Does
the processing duplicate that of other data
centers, thereby providing some sort of
back-up or contingency capability, or is it
a stand-alone activity processing unique
applications? What are the critical applica-
tions? What are the critical applications
in terms of the audit emphasis?

What measures are least tested in day-
to-day operations? For example, if the
computer fails every day at 4:15 because
of power switchovers, the immediate back-
up and recovery requirements are likely
to be well formulated and tested. How-
ever, the complete disaster recovery plan
probably will not have been tested, unless
there is a specific policy to do so. This
is a key point. Security measures of this
type are often inadequately exercised.

What audit activities will produce the
maximum results for least effort? A test
of fire detection sensors under surprise
conditions will test not only the response
to alarms but also the reaction of the fire
brigade and the effectiveness of evacua-
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tion plans. Similarly, an attempt to get an
intruder into the computer center can test
not only the access control mechanisms
but also the alertness of employees and
security of a particular area. In inter-
viewing personnel, questions should be de-
signed to elicit comprehensive answers.
For example, the question “How would
you run an unauthorized job?” is likely
to elicit more information than “Are job
authorization controls effective?”’” The
most likely answer to the second question
is a simple and uninformative ‘“Yes.”

What are the security priorities? Because
of particular policy, a request for an in-
vestigation, or an incident of loss, inter-
ruption or compromise, the testing of a
particular security measure probably
should receive more emphasis than an-
other equally important but non-current
topic. One must, however, avoid irrational
concentration on any one aspect of the
program. Management over-emphasis as a
result of a recent security breach should
be tempered with a rational approach to-
ward investigating all aspects of computer
security.

Another step in the process of developing
an audit plan is the review of previous audit
reports. Many times these will identify weak-
nesses or concerns which should have been
corrected, and so should be an item of special
attention in the current audit.

Especially in the initial audit effort, on~
may also want to look over programs developed
by other agencies if they are available, or con-
sult publications on the subject such as the
SAFE Security Audit and Field Evaluation
[18] and AMR’s Guide to Computer and Soft-
ware Security [3]. Portions of a sample audit
gr?gram adapted from the latter are shown

elow:

Physical Facilities

A. Fire Exposure

1. Determine that the computer is housed
in a building which is fire resistant or
noncombustible.

Determine - that the computer room is
separated from adjacent areas by non-
combustible fire resistant. partitions,
walls, floors and doors and is isolated
from hazardous occupancies.

Determine that raised floors and hung
ceilings, including support hardware, are
noncombustible.

(i

4. Determine that floor coverings, furni-
ture and window coverings are non-
combustible.

Observe that paper and other supplies
are stored outside the computer area.
Observe that flammable or otherwise
dangerous activities are prohibited from
the computer room and adjacent areas.
Observe that smoking is restricted in
the computer area (input/output room,
computer room and tape library).
Review training in fire fighting tech-
niques and the assigning of individual
responsibilities in case of fire.
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23,
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Determine the adequacy and readiness
of the automatic fire extinguishing
systems,

Observe that portable fire extinguishers
are placed strategically around the area
with location markers clearly visible.
Determine that emergency power shut-
down controls are easily accessible at
points of exit.

Determine effect of emergency power
shutdown.

Determine if a shut-down checklist is
used.

. Deterniine the location of smoke de-

tectors.

Det.rmine effect of activation of the
smoke detection equipment. Determine
that smoke detection equipment is tested
on a regular basis.

Review the fire drill schedule and pro-
cedures.

Determine that an adequate supply of
fire fighting water is available.

Review fire alarm system, Determine
where the alarm is sounded.

Determine how the fire alarm is acti-
vated,

Determine the rating given to the local
fire fighting force by the American In-
surance Association’s Standard Fire De-
fense Rating Schedule and review the
effect of this rating on fire protection
policies,

Inspect the supply of flammaole ma-
terials used in computer maintenance.
It should be in small quantities stored
in approved containers.

Review procedure allowing emergency
erews to gain access to the installation
without delay.

Determine that a floor panel lifter is
available,

B. Water Damage Exposure
1,

Observe location of the computers. Are
they below grade?

. Inspect for overhead steam or water

pipes. These should be for the sprinkler
system only.

Determine if there is an adequate drain-
age system in the computer area, adja-
cent areas, and the floor above,
Determine if the ceiling has any holes
?r ]r(mnctures through which water could
eak.

Inspect electrical junction boxes under
the raised flooring, They should be held
off the siab to prevent water damage.
Determine if exterior windows and doors
are watertight.

Determine what protection is available
against accumulated rainwater or leaks
in rooftop cooling towers,

C. Air Conditioning

1.

7.

Examine the air conditioning system for
the computer area.

Determine if the duct linings and filters
are noncombustible. Verify provision of
fire dampers at fire rate partitions.
Observe the location of the compressor,
It should be remote from the computer
room.

Review the adequacy of the protection
for the cooling tower.

Discuss the air conditioning buck-up
capability. .
Examine the air intakes. They should
be covered with protective screening, lo-
cated above street level, and located so
as to prevent intake of pollutants or
other debris.

Exaniine methods for smoke removal.

D. Electricity

1.

4.

Review the monitoring of line voltage.
Is a recording volt-meter used which
will display transients?

Determine if uninterruptible and alter-
nate power sources have been investi-
gated. _
Review emergency lighting system and
determine source of power and how it
is activated.

Determine if maintenance of eleciric
power equipment is adequate.

E. Natural Disaster Exposure

1.
2.

Determine if measures taken to protect
against natural disasters are adequate.
Determine if the building and equipment
is properly grounded for lightning pro-
tection.

¥. Access Control

1,

Determine if exposure to vandalism has
been evaluated.

Discuss history of vandalism at the in-
stallation.

Determine what access controls have
been placed on building entrances. (24
hour and weekends.)

Discuss the round-the-clock watchman
service for the computer area.

Review photo badge system used for
positive identication of employees.
Determine which individuals are allowed
to enter each of the vital areas of the
data center.

Observe and test requirement to wear
badges in the computer area.

Review the use of keys, cipher locks,
badge readers, or other security devices
controlling; access.

Test the procedures used ‘o challenge
improperly identified visitor.
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10.

11.

13.

Review procedures for controlling visi-
tors and tours of the computer area.
Test the procedure.

Determine procedure used to prevent an
individual from gaining access during
oft-shift hours without the presence of
a security guard or another employee.
Test the system.

Discuss agency policy concerning pub-
licity of computer room location.

If access is via an electrically controlled
system, determine if it can be operated
by standby battery power or overrid-
den by an accessible key.

G. Housekeeping

L.

[

So s~ W P e

Determine method used fo prevent ac-
cumulation of trash in the computer
area.

Review schedule for cleaning equipment
covers and work surfaces.

Petermine who is responsible for wash-
ing floors. Review the schedule with
them.

Review procedure for cleaning under
raised floors. Examine the area.
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Determine where wastebaskets are
dumped. To reduce dust discharge, this
should be done ouicide the computer
area.

Examining carpeting and floor wax;
they should be anti-static.

Discuss policy on eating in the computer
room,

Determine whether or not low fire haz-
ard waste containers are used. Observe
for proper use.

Discuss smoking in the computer room.
Determine . by observation that the
maintenance areas are kept clean and
orderly,

H. Other Facilities Considerations

1.

2.
3.

Determine that security and operations
personnel have been briefed on how to
react to civil disturbances.

Determine that personnel know how to
handle telephoned bomb threats.
Review and evaluate liaison program
with local law enforcement agencies.

Organization and Personnel

Organization

Review organization chart and related
job responsibilities.

Determine that critical functions are
separated.

Discuss computer security w1th depart-
ment management.

Detetmme who is responsible for man-
aging computer security activities,
Review policy for computer security.
Evaluate the relationship between com-
puter center and in-house service
departments, local agencies, or outside
consultants in each of the following
areas:

a. Plant engineering and facilities,
construction, electrical air condi-
tioning and site preparation.

b. Plant or building security (fire

protection, watchman, courier
services, and government require-
ments).

c. Vital records management.

d. Legal staff.
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e. Personnel.
f. Auditor (system des1g'n, policy and
procedures).

B. Personnel

1.

Determine policy on performing back-
ground checks of new employees for
sensitive positions.

Determine policy on rechecking em-
ployees perlodlca?’y

Review cross-training of employees. De-
termine whether all jobs have adequate
back-up.

Discuss the problems of disgruntled em-
ployees. Determine how management is
informed and what procedures are fol-
lowed.

Review and evaluate policies for con-
tainment or immediate dismissal of em-
ployees who may constitute a threat to
the installation.

Determine that the department has a
continuing personnel education program
in computer security.
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Back-Up and Recovery

A. Data and Program Back-Up

1. Determine where critical duplicate flles

are stored,

Review procedures for identifying crit-

ical files and their retention periods.

Igleview the current inventory of critical

es.

Determine that programs are stored in

low fire hazard containers.

Test the ease and accuracy of the file

back-up system by performing a dry

run. Determine if the department holds

a dry run periodically.

6. Determine how back-up flles are cre-
ated.

7. Review wiite ups of back-up and recov-
ery procedures.

B. Back-Up Facilities

1. Review plans for a back-up computer,
Determine where the installation is lo-
cated, contractual agreements in effect,
periodic testing, and working relation-

AT I

ships.
2. Evaluate implementation plan for back-
. ¢
i

A. Accountability

1. Determine that the tape and disk ac-
countability proceiures cover frequency
of use and authorized uses.

2. Determine authorization procedures for
removing tapes or disks fron the vault
and/or computer center,

3. Determine how the location of individual
tapes or disks is accounted for.

B. Housekeeping and Storage

Review policy for periodic sample test-
ing of tapes for dropouts.

1. Review and evaluate the filing systems
for magnetic tapes and disks, .

2. Review the schedule for cleaning tapes

~and disks, ,

3. Observe that tapes are kept in their con.

~ tainers except when used. ;

4. Determine how often tape containers are
cleaned. . o

5. Determine how often tape heads are

6 cleaned,
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up installation. This plan should be re-
viewed and tested periodically.

3. Determine that spare parts are avail-

able locally.

4. Evaluate physical security of data files
and other sensitive material stored at
the back-up facility.

5. Evaluate provisions for security during
eg}}grgency operation at the back-up fa-
cility.

C. Written Contingency Plan

1. Evaluate written plan determining that
all significant items are covered. -

2. Determine who is responsible for each

- functional area covered by the plan.

3. Review and evaluate the detailed notifi-
cation procedure for implementation of
the plan.

4, Review criteria for determining extent
of disruption.

5. Determine responsibility for retaining
source documents and data files for'each
application.

6. Review contingency training programs
for EDP personnel.

Magneti‘c‘/ Tapes and Disks

7. Determine that frayed leader is removed
and discarded regularly.

8. Determine that storage vaults are de-
signed to adequately protect tapes and
disk packs.

9. Determine whether magnet detectors

~are or should be used.

10. Determine whether ade?uate protection
of in-transit tapes and disks is grovided.

11. Review the tape and disk rehabilitation
or recertification program including
back-up media.

An action oriented audit plan will comprise
visual inspections, as well ag examination of
records and emergencly response tests, If it is
an initial audit, it will also inelude interviews
with persons concerned. A A
geeurity involvements will helP to identify the
appropriate individuals to be in
ure 21 shows a simplified version for two ge-
curity areas. Only a rough audit plan should be
prepared before these nterviews, as they
sllmould contribute substantially to the final
plan.

chart or matrix o

terviewed. Fig-
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FIQURE 21. Security responsidilitics,

10.3 Conducting the Audit

There are advantages to be gained from us-
ing both scheduled and surprise audits. A
scheduled audit should meet the general policy
requirements of the particular installation and
most probably would occur no less than yearly.
This could be a major audit conducted by an
outside agency, an internal audit (following
the guidelines above), or a spot check audit to
review specialized items of interest, perhaps
as a result of previous audit reports of findings.
The distinguishing characteristic is that it is
scheduled in advance, with a resultant flurry
of preparation by the data centers. It will moti-
vate cleaning up loose ends but will limit what
can really be learned from the audit. A surprise
audit, on the other hand, is designed to test
on a no-notice basis certain elements of secur-
ity and control. It can be accomplished by the
agency or an external audit team, and it can
be used to test those elements best reviewed
on a surprise basis, such as fire response, ac-
cess control, and personnel complacency.

In conducting an audit, the first step will
notmally be to interview ADP personnel, al-
though this would not be the case if any sur-
prise tests are required. Generally, the first
walk-through would include interviews with the
data ?rocessin$ manager and appropriate per-
sonnel. Searching, rather than leading, ques-
tions should be the rule, and the best approach
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is to allow the interviewee to talk as freely as
possible. Ask questions to put the interviewee
in the position of probing for his answer. For
example, “What is your biggest access control
problem ?”” not “Do your people wear badges?”
Ask how he would accomplish illegal entry or
sabotage. Don’t hesitate to ask the same ques-
tions of more than one person. It is interesting
how varied the responses can be, The conduc’
of the interviewer is important. He should
strive to be open in dealing with interviewees
and should avoid allusions to private informa-
tion and obscure references to other people or
events or in any other way cultivating an air
of mystery or superiority. It goes without say-
ing that the use of good human relations tech-
niques is essential to a successful interview.
Nothing can be gained by a belligerent inter-
viewer who antagonizes his subject. The
interviewer’s conduct should be firm and in-
quisitive but also calm, sincere and open. Any
answer which appears evasive or defensive
should be probed in some detail. i

The taking of notes is a matter of individual
preference, Some individuals take very adequate
notes at listening speed. Others must devote
all their attention to listening, If note taking
is a problem, the interview could be conducted
by two-man teams. Another alernative is to use
a portable tape recorder, making certain that
the subject knows in advance that the inter-
view is being taped. If none of the above is

86




FIPS PUB 31

possible, the interviewer should attempt to
listen and absorb as much as possible, then
record notes and impressions directly after the
conclusion of the interview.

The evaluation tests can be scheduled or come
as a surprise, Most security audits should in-
clude a testing of the emergency, fire, evacua-
tion, and disaster recovery activities. Access
controls should also be tested on a no-notice
basis. Test* are best scheduled or conducted
early in the audit rather than after everyone

is alerted to the presence of the audit team, It

is possible to test the adequacy of programmed
controls and data authorization by submitting
jobs that attempt to bypass these controls. Care
must be taken not to destroy live data, How-
ever, if ADP management believes that error
detection and correction controls really work,
then there should be no objection to the intro-
dulction of deliberate errors to test these con-
rols. _

The audit team should convene periodically,
preferably at the end of each day’s activity, to
review progress and to compare notes, Areas of
weakness or concern should be highlighted, and
additional tests or interviews scheduled to in-
vestigate further any particular areas of con-
cern, Copies of the audit working paper should
be classified, numbered, dated and organized
for ease of understanding, review, and com-
parison.

At the completion of the audit, a written
report should be prepared immediately while
impressions are still fresh. As a rule the audit
report should include: (1) executive summary,
(2) a description of the audit—dates, locations,
scope, objectives, etc., (3) a detailed report of
observations made, (4) conclusions drawn from
the observations, and (5) recommendations for
corrective actions as appropriate. The degree
of cooperation received should be noted and
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favorable conclusions should be given the same
prominence as deficiencies, Tables, charts, and
matrices of results, statistical tests and conclu-
sions may be very helpful. In the planning
phase, agreement should be reached as to how
the final report is to be distributed to the ADP
facility and agency management.

10.4. Follow-Up

An audit is of little use unless it is the basis
for improvement, correction, and management
follow-up, The responsibility for implementa-
tion of such activity would normally reside with
the ADP facility manager., He must in turn
assign responsibilities for corrective action, The
best approach is to summarize each major de-
ficiency on a control sheet outlining require-
ments, problem definition, responsibility, action
taken or required, and follow-up action In
addition an indication should be made of the’
date that action should be completed, or if it is
to continue. Some of the.corrective action may -
rec%u(ilre additional funds and this should be
noted.

Corrective action, follow-up, and disposition
of the deficiencies should follow a recurring re-
porting cycle to agency management, Quarterly
reports are recommended for any audit control

-items still open.

The final step is a frank and honest evalua-
tion of the audit itself by ADP facility man-
agement and the audit team, A group discussion
should be held with the express purpose of
improving future audit procedures and process.
The audit plan may be amended as needed or
the team composition may need to be changed.
The emphasis of the audit should always be
positive—one of helping ADP management to
improve the security and control of the ADP
facility.
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Appendix A, Glossary

Access control :
Procedures, physical barriers and security personnel
provided to limit access to sensitive areas.
ADP security planner
An individual with responsibility for analysis and
planning of security for an ADP facility.
Annunciator '
An audible or visible indicator of an alarm.
Back-up
Alternate means to permit performance of the as-
signed mission despite major damage or destruction
of an ADP facility,
Contingency plans
Plans for emergency response, back-up operations
and post-disaster recovery maintained by an ADP
facility as a part of its security program.
Emanation .
Electromagnetic or acoustic energy radiation and
conduction from computer hardware (which may
permit unintended acquisition of data streams),
Fire area
All of that portion of a building contained within
fire barriers,
Fire classes
classification of fires based on the nature of the
combustibles, relating directly to the efficacy of ex-
tinguishing agents:
Class A—Fires involving ordinary combustible solids
(wood, cloth, paper, rubber and many plastics).
Class B—Fires involving flammable or combustible
liquids and flammable gases.
Class E——Fires involving energized electrical equip-
ment,
Class D—Fires involving certain combustible ma-
_ terials such as magnesium and sodium,
Fire-rated '
A designation given to any building component indi-
cating that it has been designed and tested to resist
the effects of a fire of given intensity for g specified
period of time.
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Fire safety
Procedures, practices and devices intended to provide-
protection of life and property against five,

Flame spread rate '
The rate at which flame travels over the surface of
combustible materials. Ratings are compared with red
oak which is assigned a rate of 100,

Fuel loading
A representation of potential Hre severity expressed
in BTUs or in pounds of combustibles per square
foot of floor area. The total heat release potential
for all materials is equated to a number of pounds
of wood, where wood is considered to have heat re-
lease potential of 8,000 BTUs per pound.

Intrusion detector
A device designed to detect an individual crossing a
line or entering an area. :

Loss potential
The dollar loss which could result from physical de-
struction of assets, loss or theft of data, fraud or
delayed processing at an ADP facility.

Proximity detector
A device which initiates a signal (alarm) when a
person or object comes near (the protected object).

Seismic detector
A device which senses vibration or motion and
thereby senses a physical attack upon an object or
gtructure.

Risk analysis
An analysis of threats and loss potential for an ADP
facility leading to an estimate of annual loss and
selection of remedial measures,

Threat analysis
An analysis of the probability of occurrences and
consequences of damaging events to an ADP facility.

Vibration detector
Seismic detector.

Zone
A division of an area protected by an alarm system,
A-zone can have multiple sensors or detectors but
usually has only a single annunciator.
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Appendix C
Saniple Table of Contents of a Programming Procedures Manual
CONTENTS
PREFACE
TABLE OF CONTENTS
200 GENERAL INFORMATION
201 Objectives of Procedures Manual

201-1 Introduction and Scope

201-2 Distribution and Control of Procedures Manual
201-3 Organization of Procedures Manual

202 The Procedures Program

202-1 Role of Procedures

202-2 Procedures Board: Function and Membership

202-3 Procedures Review Board: Function and
Membership :

202-4 Ad Hoc Committee
202-5 Procedures Documentation
202-6 Procedures Classification

300 PUBLISHED PROCEDURES
400 ADMINISTRATION OF PROCEDURES
401 Request for New or Revised Data Processing Applications
402 Estimating Job Costs
403 Project Control Number Assignment
404 Interface Re;sponsibilities: User
404-1 Liaison and Inquiry
406 Interface Requnsﬁbilities: Operations
405-1 Liaison and Inquiry
406-2 Job Submission
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406 Interface Responsibilities: Analyst

406-1 Liaison and Inquiry
406-2 Job Submission

407 Interface Responsibilities: Internal Services
407-1 Keypunch

408 Training Responsibilities

500 DOCUMENTATION PROCEDURES
501 Program Issuance Control (PIC) Function
502 Problem Reporting

. 502-1 Program Problems
502-2 System Problems

508 Procedures and Systems Manual Forms Completion

503-0 Job Stream Flows

503-1 Job Stream Documentation
503-2 Job Documentation

503-3 Messages and Codes

503-4 Punched Output Card
503-5 Tape or Disk Data Set
503-6 Form/Report

503-7 Carriage Tapes

503-8 Record Format

504 Modules

504-1 Module Naming Conventions
504-2 Module Folders

506 Pvograms

605-1 Program Naming. Conventions
505-2 Program Folders

506 Sample F‘ormsj
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600 JOB CONTROL LANGUAGE (JCL) PROCEDURES
601 Introduction
602 JCL Coding Responsibility
603 Job Card
604 Execute Card
6056 Data Definition Card
606 Job Delimitcx Cards

606-1 Color Codes
606-2 Deck Identification
606-3 Columns 1 and 2 Identification

607 JCL Conventions
608 Operating System

. 609 Major Subsystems
610 System Input Considerations
611 System Output Considerationsl
612 Job Accounting

612-1 Job Card Accounting Parameter
612-2 Usage of Account Number
612-3 User Billing Practices

613 Default Options
700 SOFTWARE PROCEDURES

701 Programming Languages Standards

701-1 System Generation Options
701-2 Programming Restrictions

702 Assembler Language Standards
702-1 System Generation Option Restrictions
7022 Programming Restrictions
703 Standard Utilities
88
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800 OPERATIONS PROCEDURES

806

806

Acceptance Procedures

Emergency Action (Fire, Power Failure, Etc.)
Remote Job Processing

Teleprocessing Procedures

Operations Restrictions

Scheduling

806-1 Priorities
806-2 Job Classes

900 DATA MANAGEMENT PROCEDURES

901
902
903

904

9056
906

907

Data Set Identification
Retention of Data Sets
Index Structure
Volume Labeling

904-1 Direct Access
904-2 Tape

Partitioned Data Sets
Use of Multi-Volume Data Sets
Library Maintenance

907-1 New File Processin™

907-2 Universal Data Set Copy Procedure
907-3 Confidential Data Handling

907-4 Emergency Procedures

907-5 Vital Records Protection

907-6 Tape Access Procedure

1000 CONTROL PROCEDURES

1001 Data Control

1001-1 Data Elemen: Matrix -
1001-2 File/Program Matrix
1001-3 Module/Program Matrix
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1002

Quality Control

1002-1 Documentation Review

1003 Security Control

1004

1100
9800

9900

1003-1 Equipment Protection
1003-2 Data Protection
1008-3 Computer Room Access

Testing

1004-1 Test Steps Description
1004-2 Dual Run Standards

CODES AND SERIAL NUMBERS
PUBLICATIONS CROSS REFERENCE
GLOSSARY OF TERMS
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Index
Access, control of distvibution of ... L. .. 27
audit of ... ... O U 78 failure loss estimates —_ . ______.___ .. 29
eritical areas . _._.. . .. __._..___..... 4 failure protection - ... ______ _______. . _. 20
implementation of © oo oo L0 dT, A8, 44, BU lightning, effect of .. ___.___. SR s 28
requirement Jor . . ... ... ... . 12, 4 on-site gereration of - oo . 32
Air conditioning recording iaterruptions to oo _____ 28
air handling upity ... o o ool ... B4 shut-off switeh for . L L. 32
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requirement for ... .. .. . o oe.a..._. .. 84 threat from .. e 9
relinbility of - .. .. . o L oL, 37 Cmergency response plans
typical configuration for .- ... ... _._. ... 38 Jocumentation of . oL 69
Alarm systems loss control __ . .. 68
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failure modes of . . . _. 39 carbon dioxide .. o . . 19
reliability, design for .._._.... e e 41 halogenated agent «.- oo oo oo s 19
protection for . ..o L 41 maintenance of oo aae 20
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audit of procedures used . ___._____. 80 Internal controls ,
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audit of procedures for . .
protection of  ___. .. _...__.
Maintenance
ADP hardware
fire detection
rotary UPS _.._.....
Message processors
Motor-generator sets _ .. ..o .ocooo..
National Electric Code
Off-site ADP facilities
on-site security for . ... ... ..
requirement for . ...
security at - oo al
security analysis for .. _____.._ ..
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Personnel
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training . .. e
Physical protection
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determining need for
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utilities, for _ . _. . . .. ..._.
Physical security program
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documentation of
implementation of
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management support of
Programming
acceptance testing
Control Of oo e
~documentation of
Recorders
electric power
temperature, humidity
Recovery plans
audit of i e mc e —————
documentation of
PERT diagram of
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preparation of oL
procurement requirements
Remote terminals
communijcations for
emanations from oo as
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Retention
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Rick analysis
annual loss estimate
benefits of e e
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threat analysis for
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Television, closed cireuit
entrance control
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Thunderstorms
frequency of ___ e eao-
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Total energy systems
Training
fire brigade
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security awareness
Transformer
step-down - o oo
voltage regulating
Transients, clectlie o oo oo e
Uninterruptible power supply
multiple
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transfer switch for
Vitsl records
Back-up planning for
Water Supply
loss of
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hurricane damage . .o oo e
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protection against effects of
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NBS TECHNICAL PUBLICATIONS

PERIODICALS

JOURNALOF RESEARCIV veports Nutional Bureau
of Standards research and develupment in physics,
mathematics, and chemistry, Consprehensive seientifie
papers grive complete details of the work, including
laboratory data, experimental procedares, and theoreti-
eal and mathematieal analyses. Nustrntesd with phaota-
praphs, drawings, and charts, Includes listings ot other
NBS papers as issacd,

Published in two sections, aviilable separately:
e Physies and Chemistry (Section A)
Papers of interest primarily to scientists working in
these fields. This seetion covers a broad range of physi-
eal and chemical research, with major emphasis on
standards of physizal measarement, fundamental con-
stants, and properties of matter, Issucd six times a
\ca.,. Annual subscription: Domestic, $17.00; Foreign,
$21.2 L
. .\la(hemuticnl Sciences (Section B)
Studies and compilations designed mainly for the math-
emativian .nd theorstical physicist, Topivs in mathe-
matical statistics, theory of experimient design, numeri-
cal analysis, theoretical physics and chemistry, logical
design and programming of compu'eir and computer
systems. Short numertcal tables. Issuid quarterty. An-
nual subseription: Domestic, $9.00: Foreign, $11.25.
DIMENSIONS/NBS (formerly ‘Technieal News Bul-
fetin) —This monthly mugazine is published to inform
scientists, cngineers, businessmen, industry, teachers,
students, and consumers of the latest advances in
science and technology, with primary emphasis on the
work at NBS.
DIMENSIONS/NBS
issues as vencrgy rescarch, fire protection, bailding
technology, metric con-ersion, pollation abatement,
health and safety, and consumer product performance.
In addition, DIMENSIONS/NBS reports the results of
Bureau progriams in weasarement standards and tech-
niques, propertirs of matter and materials, engineering
standards and services, instrumentation, and automatic
data processing.
Annual subscription:

NONPERIODICALS

Monographs—- Major contributions to the technical liter-
ature on various subjects related to the Bureau's seien-
tific and technical activities,
Handbooks—-Recommended codes of engincering and
industrial practice (including safety codes) developed
in cooperation with interested industries, professional
organizations, and regulatory bodies.

Special Publications--Include proceedings of high-level
national and international conferences sponsored by
NRBS, precision measurement and calibration volumes,
NBS nnnual reports, and other special publications
appropriate to this grouping such as wall charts and
bibliographies.

Applied Mathematies Series--Mathematica!l  tables,
inahuals, and studies of special interest to physicists,
enginecrs, chemists, biologists, mathematicinng, com-
puter programmers, and others engaged in scientific
and technical work.

highlights and reviews  such

Domestie, $6.60; Foeeign, $8.25.

BEST COPY AVAILABLE

Nativnal Standard Reference Data Series-- Provides
aquantitative data on the physical and chemieal proper-
ties of nmterials, compiled from the world's literature
and cribically evaluated. Developed under a world-wide
program coordinated by NBS. Program unaer authotity
of National Standard Datn Aet (Public Law 90-396),
See also Seetion 1,23,

Building Science Series Disseminates technienl infor-
mation developed at the Bureau on building inaterials,
components, systems, and whole structures, The series
presents research results, test ethods, and perform-
ance criteria related to the structural and environmen-
tal functions and the durability and safety character-
istics of boilding elements and systems.,

‘Technical Notes- - Studies or reports which are complete
in themselves but vestrictive in their treatment of a
subject. Analogous to monographs but not so compre-
hensive in scope or definitive in treatment of the sub-
ject aren. Often serve as a vehicle for finul reports of
work performed at NBS ander the sponsorship of other
government ngeneies,

Yoluntary Product \lundnr(l%—-—Devclopml under pro-
cedures pubhshdd by the Department of Commerce in
Part 10, Title 15, of the Code of Federal Regulations,
The purpose of 'thu' standards is to establish nationally
recognized requirements for products, and to provide
all concerned interests with o bisis for common under-
standing of the characteristies of the products. The
National Bureau of Standards administers the Volun-
tary Product Standards program as a supplement to
the activities of the private sector standardizing
organizations,

Federal Information Processing Standards Publications
(FIPS PURS)—-Publientions in this series vollectively
constitute the Federal Information Processing Stand-
ards Register. The nurpose of the Repister is to serve
as the official source of information in the Federal Gov-
erument repgarding standards issued by NBS pursuant
to the Federal Property and Administrative Services
Act of 1949 as amended, Public Law 89-306 (79 Stat.
1127), and as implemented by Executive Order 11717
(38 FR 12315, dated May 11, 1973) and Part 6 of Title
15 CFR (Code of Federal Regulations)., FIPS PUBS
will include approved Federal information processing
stundards information of general interest, and a com-
plete index of relevant standards publieations,

Consumer Information Series--Practical inforination,
based on NBS research and experience, covering areus
of interest to the consumer. Easily understandable
language and illustrations provide useful background
knowledge Tor shopping in  today’s technological
marketplace.

NBS Interagency Reports—A special series of interim
or final veports on work performed by NBS for outside
sponsors (both government and non-government). In
general, initial distribution is handled by the sponsor;
public distribution is by the National Teehnical Infor-.
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